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(57) Abstract: The present disclosure provides a method for monitoring a network status of a Zigbee node. The method includes:
acquiring a value of a status tag configured on the Zigbee node, the value of the status tag indicating a current network status of the
Zigbee node; and determining that the value of the status tag equals a first preset value and a preset condition associated with the status
tag is met. The first preset value indicates that the Zigbee node has joined a Zigbee coordinator but has not joined a gateway. The
method also includes: in response to determining that the value of the status tag equals the first preset value and the preset condition
is met, restarting the Zigbee node and resetting the value of the status tag to an initial value. The initial value indicates that the Zigbee

node has not joined the Zigbee coordinator.
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METHOD AND APPARATUS FOR MONITORING ZIGBEE NODE
NETWORK STATUS

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to Chinese Patent Application No. 201711429110.X,

filed on December 26, 2017, the entire contents of which are incorporated herein by reference.

TECHNICAL FIELD

[0002] The present disclosure relates to the field of Zigbee network technologies, and in

particular, to a method and apparatus for monitoring Zigbee node network status.

BACKGROUND

[0003] Networks based on Zigbee technology are characterized by low power consumption, low
cost, low speed, and capability of supporting a large number of nodes. These features are suitable
for various network topologies; thus Zigbee technology is widely used in the fields such as
automatic control and remote control.

[0004] In typical gateway systems, after a Zigbee node joins a network of a coordinator, it is
possible that the Zigbee node is unable to keep in sync with the state of the gateway, so that the
Zigbee node may join the coordinator but not the gateway. When this happens, the network
control terminal cannot successfully interface or display the device associated with the Zigbee
node, and the Zigbee device cannot be controlled by the control terminal. In response to this
situation, an existing method is to manually reset the Zigbee node to make it go off-grid and then

re-join the gateway.
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[0005] However, relying on manual reset to re-join the Zigbee node to the gateway requires high

operation and maintenance costs as well as low maintenance efficiency.

SUMMARY

[0006] The present disclosure provides a Zigbee node network status monitoring method and
apparatus. The method and apparatus may be used to detect the network status of a Zigbee node
in a Zigbee network, and automatically reset a Zigbee node when the Zigbee node is found to
have joined a Zigbee coordinator but not the gateway, so that the Zigbee node may be able to
successfully join the gate after reset.

[0007] One aspect of the present disclosure provides a method for monitoring a network status of
a Zigbee node. The method includes: acquiring a value of a status tag configured on the Zigbee
node, the value of the status tag indicating a current network status of the Zigbee node; and
determining that the value of the status tag equals a first preset value and a preset condition
associated with the status tag is met. The first preset value indicates that the Zigbee node has
joined a Zigbee coordinator but has not joined a gateway. The method also includes: in response
to determining that the value of the status tag equals the first preset value and the preset
condition is met, restarting the Zigbee node and resetting the value of the status tag to an initial
value. The initial value indicates that the Zigbee node has not joined the Zigbee coordinator.
[0008] Optionally, the method also includes: in response to determining that the value of the
status tag is the initial value, sending a join request to the Zigbee coordinator; receiving a first
tag from the Zigbee coordinator, a value of the first tag being set to the first preset value; and

updating the value of the status tag using the value of the first tag.
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[0009] Optionally, the preset condition includes: a time period during which the status tag
maintains at the first preset value is greater than a predefined time limit.

[0010] Optionally, the method also includes: after receiving the first tag from the Zigbee
coordinator, receiving a second tag from the Zigbee coordinator, a value of the second tag being
a second preset value indicating that the Zigbee node has joined the gateway; and updating the
value of the status tag using the value of the second tag.

[0011] Another aspect of the present disclosure provides a method for monitoring a network
status of a Zigbee node. The method includes: when a value of a status tag of the Zigbee node is
an initial value, receiving, by a Zigbee coordinator, a join request from the Zigbee node; and
sending, by the Zigbee coordinator, a first tag to the Zigbee node so that the Zigbee node uses a
value of the first tag to update the value of the status tag when the Zigbee coordinator accepts the
join request of the Zigbee node, the value of the first tag being set to a first preset value. The first
preset value indicates that the Zigbee node has joined the Zigbee coordinator but has not joined a
gateway.

[0012] Optionally, the method also includes: after sending the first tag to the Zigbee node,
requesting, by the Zigbee coordinator, the gateway to add the Zigbee node; when the Zigbee
node joins the gateway, receiving, by the Zigbee coordinator, a feedback message from the
gateway; and in response to the feedback message, sending, by the Zigbee coordinator, a second
tag to the Zigbee node so that the Zigbee node uses a value of the second tag to update the value
of the status tag, the value of the second tag being set to a second preset value. The second
preset value indicates that the Zigbee node has joined the gateway.

[0013] Another aspect of the present disclosure provides a Zigbee node including a memory and

a processor coupled to the memory. The processor 1s configured to perform: acquiring a value of
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a status tag configured on the Zigbee node, the value of the status tag indicating a current
network status of the Zigbee node; and determining that the value of the status tag equals a first
preset value and a preset condition associated with the status tag is met. The first preset value
indicates that the Zigbee node has joined a Zigbee coordinator but has not joined a gateway. The
processor is also configured to perform: in response to determining that the value of the status
tag equals the first preset value and the preset condition is met, restarting the Zigbee node and
resetting the value of the status tag to an initial value. The initial value indicates that the Zigbee
node has not joined the Zigbee coordinator.

[0014] Optionally, the processor is also configured to perform: in response to determining that
the value of the status tag is the initial value, sending a join request to the Zigbee coordinator;
receiving a first tag from the Zigbee coordinator, a value of the first tag being set to the first
preset value; and updating the value of the status tag using the value of the first tag.

[0015] Optionally, the preset condition includes: a time period during which the status tag
maintains at the first preset value is greater than a predefined time limit.

[0016] Optionally, the processor is also configured to perform: after receiving the first tag from
the Zigbee coordinator, receiving a second tag from the Zigbee coordinator, a value of the
second tag being a second preset value indicating that the Zigbee node has joined the gateway;
and updating the value of the status tag using the value of the second tag.

[0017] Another aspect of the present disclosure provides a Zigbee node including a memory and
a processor coupled to the memory. The processor is configured to perform: when a value of a
status tag of the Zigbee node is an initial value, receiving a join request from the Zigbee node;
and sending a first tag to the Zigbee node so that the Zigbee node uses a value of the first tag to

update the value of the status tag when the Zigbee coordinator accepts the join request of the
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Zigbee node, the value of the first tag being set to a first preset value. The first preset value
indicates that the Zigbee node has joined the Zigbee coordinator but has not joined a gateway.
[0018] Optionally, the processor is also configured to perform: after sending the first tag to the
Zigbee node, requesting the gateway to add the Zigbee node; when the Zigbee node joins the
gateway, receiving a feedback message from the gateway; and in response to the feedback
message, sending a second tag to the Zigbee node so that the Zigbee node uses a value of the
second tag to update the value of the status tag, the value of the second tag being set to a second
preset value. The second preset value indicates that the Zigbee node has joined the gateway.
[0019] Another aspect of the present disclosure provides a system for monitoring a network
status of a Zigbee node. The system may include the Zigbee node as described above.

[0020] Optionally, the system may further include the Zigbee coordinator as described above.
[0021] In the methods and apparatus for monitoring Zigbee network status provided by the
present disclosure, a value of a status tag 1s acquired. The status tag is configured to identify a
current network status of the Zigbee node. If the status tag is determined to be a first preset value
and certain preset conditions are satisfied, a restart operation is performed to reset the status tag
of the Zigbee node to an initial value. The first preset value is used to identify that the Zigbee
node has joined the Zigbee coordinator but not the gateway. The initial value 1s used to identify
that the Zigbee node has not been added to the Zigbee coordinator, and is still in a network
search state. Therefore, the network status of the Zigbee node in the Zigbee network may be
detected. When the Zigbee node has joined the Zigbee coordinator but not the gateway, the
automatic restart operation is implemented to reset the Zigbee node to ensure that the Zigbee

node may successfully join the gateway.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0022] In order to more clearly illustrate the technical solutions in the embodiments of the
present disclosure, the drawings used in the description of the embodiments will be briefly
described below. The drawings in the following description illustrate certain embodiments of the
present disclosure, and other drawings may be acquired by those skilled in the art without
inventive effort.

[0023] FIG. 1 is a schematic diagram of a Zigbee network topology according to an embodiment
of the present disclosure;

[0024] FIG. 2 1s a flowchart of a Zigbee node network status monitoring method according to an
embodiment of the present disclosure;

[0025] FIG. 3 is a flowchart of a Zigbee node network status monitoring method according to
another embodiment of the present disclosure;

[0026] FIG. 4 is a flowchart of a Zigbee node network status monitoring method according to
another embodiment of the present disclosure;

[0027] FIG. 5 is a flowchart of a Zigbee node network status monitoring method according to
another embodiment of the present disclosure;

[0028] FIG. 6 is a flowchart of a Zigbee node network status monitoring method according to
another embodiment of the present disclosure;

[0029] FIG. 7 is a schematic structural diagram of a Zigbee node network status monitoring
apparatus according to an embodiment of the present disclosure;

[0030] FIG. 8 is a schematic structural diagram of a Zigbee node network status monitoring

apparatus according to another embodiment of the present disclosure;



10

15

20

WO 2019/129089 PCT/CN2018/123984

[0031] FIG. 9 is a schematic structural diagram of a Zigbee node network status monitoring
apparatus according to another embodiment of the present disclosure; and
[0032] FIG. 10 is a schematic structural diagram of a network status monitoring system for a

Zigbee node according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

[0033] Technical solutions of the present disclosure will be described with reference to the
accompanying drawings. Unless otherwise indicated, the same numerical referrals in different
drawings refer to the same or similar elements. Implementations of the following exemplary
embodiments described herein are not limiting. Instead, they are merely examples of devices and
methods consistent with aspects of the present disclosure. Other embodiments derived by those
with ordinary skills in the art according to the described embodiments without inventive efforts
shall fall within the scope of the present disclosure.

[0034] Unless otherwise stated, the terms "first", "second", "third", "fourth", etc. (if present) in
the specification and claims of the present disclosure are used to distinguish similar objects
without indicating a specific order or rank. It is to be understood that the data or objects
described in such matter may be interchanged where appropriate in the implementation of the
embodiments of the present disclosure, for example, in a sequence other than those illustrated or
described herein. In addition, the terms "comprises", "comprising", and their derived terms are
intended to cover a non-exclusive inclusion. For example, a process, method, system, product, or
device that comprises a series of steps or units is not necessarily limited to those steps or units. It

may include other steps or units not explicitly listed or inherent to such processes, methods,

products or devices.
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[0035] The technical solutions of the present disclosure will be described in detail below with
specific embodiments. Certain described embodiments may be combined with each other, and
the same or similar concepts or processes may not be described repeatedly in certain
embodiments.

[0036] Some of the terms used in the present disclosure are explained below.

[0037] 1) Zigbee: Zigbee is a low-power local-area-network (LAN) protocol based on the
IEEE802.15.4 standard. According to international standards, Zigbee technology is a short-range,
low-power wireless communication technology. The term Zigbee technology (also known as the
Zigbee Protocol) originated from a honey bee's figure-eight dance. Honey bees rely on flying in
a zigzag pattern to communicate the position of food source with other members in the colony.
That is to say, the bees rely on such way to form a communication network in the group. Zigbee
technology 1s characterized by close proximity, low complexity, self-organization, low power
consumption, and low data rate. It is used in fields such as automatic control and remote control,
and may be embedded in various devices. In short, Zigbee is a low-cost, low-power, short-range
wireless networking communication technology. Zigbee defines three types of devices: Zigbee
coordinators, Zigbee routers, and Zigbee end devices. Each device has its own functional
requirements. The Zigbee coordinator is a device that starts and configures the network, and 1s
the central node of the network. A Zigbee network allows only one Zigbee coordinator to
maintain the network. The Zigbee router is a device that supports the network connection. It may
forward messages to other devices. Zigbee networks with mesh or tree topologies may have
multiple Zigbee routers. Zigbee networks with star topology do not support Zigbee routers. The

Zigbee end device is a device that perform specific functions. In the present disclosure, the
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Zigbee routers and the Zigbee end devices are defined as Zigbee nodes, and the Zigbee nodes
join the network gateway through the Zigbee coordinator.

[0038] 2) Gateway: a gateway, also known as an inter-network connector or the protocol
converter, implements network interconnection at the transport layer. It is the most complex
network interconnection device and is only used for interconnections between networks with
different high-level protocols. A clutch-style gateway refers to a type of gateway configured to
accept the joining and leaving of eligible nodes, such as through wireless Wi-Fi, when the
gateway 1s open.

[0039] 3) Wi-Fi: Wi-fi is a technology that allows electronic devices to connect to a wireless
local area network (WLAN), typically using a 2.4G UHF or 5G SHF ISM radio frequency band.
Connecting to a wireless LAN 1is usually password protected; but it may also be open, allowing
any device within the WLAN range to be connected.

[0040] FIG. 1 is a schematic diagram of a Zigbee network topology according to certain
embodiments of the present disclosure. As shown in FIG. 1, the Zigbee network topology
includes: a plurality of Zigbee nodes and a Zigbee coordinator 1. Some of the Zigbee nodes are
provided with router functions, such as the Zigbee router 2. Some other Zigbee nodes are end
devices, such as the Zigbee end device 3. A Zigbee node in the Zigbee network topology joins
the gateway through the Zigbee coordinator 1. After the Zigbee node joins the network
maintained by the Zigbee coordinator, it is possible that the node is not able to synchronize with
the state of the clutch-style gateway. Therefore, the Zigbee node may join the Zigbee coordinator
but not the gateway. When this happens, the control terminal cannot successfully interface or
display the Zigbee end device corresponding to the Zigbee node, so that the Zigbee end device is

out of the control of the control terminal. In response to this situation, the existing method may
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include manually resetting the Zigbee node to make it re-join the gateway after it is off-grid.
However, relying on manual reset to re-join the Zigbee node to the gateway requires high
operation and maintenance costs and low maintenance efficiency. The network status monitoring
method for the Zigbee node provided by the present disclosure aims to solve the above technical
problems of the prior art.

[0041] The technical solutions of the present disclosure and how the technical solutions of the
present disclosure solve the above technical problems will be described in detail below with
reference to specific embodiments. The following specific embodiments may be combined with
each other, and the same or similar concepts or processes may not be described in some
embodiments. Embodiments of the present disclosure will be described below with reference to
the accompanying drawings.

[0042] FIG. 2 is a flowchart of a method for monitoring a network status of a Zigbee node
according to certain embodiments of the present disclosure. The method may be implemented by
a Zigbee node. As shown in FIG. 2, the method may include:

[0043] S101. Acquiring the value of the status tag.

[0044] In certain embodiments, each Zigbee node in the Zigbee network is provided with a
status tag, and the value of the status tag may be changed according to a received tag, so the
status tag may be assigned different values to indicate the current network status of the Zigbee
node. The value of the status tag may be detected after the Zigbee node is powered on; or the
value of the Zigbee node status tag may be randomly sampled during the network-forming

process of the Zigbee network.

-10-
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[0045] Optionally, a self-test function may also be configured on a Zigbee node (Zigbee end
device), and the value of the status tag is automatically detected (e.g., by the Zigbee node) to
acquire the current network status of the Zigbee node in real time.

[0046] S102. When it is determined that the value of the status tag equals the first preset value,
and the pre-configured condition is met, performing a restart operation to reset the status tag of
the Zigbee node to an initial value.

[0047] In certain embodiments, the first preset value is used to indicate that the Zigbee node has
joined the Zigbee coordinator but not the gateway. The initial value is used to indicate that the
Zigbee node has not been added to the Zigbee coordinator, and is still in the network search state.
When it is detected that the value of the status tag of the Zigbee node equals the first preset value
and the pre-configured condition is met, a restart operation is performed. To restart, the Zigbee
node may be switched off from the power-on state, and after the Zigbee node is powered on
again, the Zigbee node's status tag is reset to the initial value, and the Zigbee node is in a
network search state. When a Zigbee coordinator is found, the Zigbee node may request to join
the Zigbee coordinator and then join a gateway associated with the Zigbee coordinator.

[0048] Optionally, the pre-configured condition may include: the time period during which the
status tag 1s maintained at the first preset value is greater than a pre-defined time limit.

[0049] As an example, the value of the status tag of the Zigbee node may be set to O to indicate
the Zigbee node has been reset, and is still in the network search state. At this time, the Zigbee
node has not been added to the Zigbee coordinator or the gateway. The value of the status tag of
the Zigbee node may be set to 1 to indicate that the Zigbee node has joined the Zigbee

coordinator but not the gateway. The value of the status tag of the Zigbee node may be set to 2 to

-11-
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indicate that the Zigbee node has joined the gateway. Setting the value of the status tag may be
implemented by the Zigbee node itself based on its current network connection situation.

[0050] In certain embodiments, by acquiring the value of the status tag, the status tag may
indicate the current network status of the Zigbee node. When the status tag is determined to be
the first preset value and the pre-configured condition is met, a restart operation is performed, so
that the status tag of the Zigbee node is reset to an initial value. The first preset value is used to
indicate that the Zigbee node has joined the Zigbee coordinator but not the gateway. The initial
value is used to identify that the Zigbee node has not been added to the Zigbee coordinator, and
is in the network search state. Thus, the network status of the Zigbee node in the Zigbee network
is identified. When the Zigbee node joins the Zigbee coordinator but not the gateway, the
automatic restart operation of the Zigbee node is implemented so that the Zigbee node may
successfully join the gateway.

[0051] FIG. 3 is a flowchart of a method for monitoring a network status of a Zigbee node
according to certain other embodiments of the present disclosure. The method may be
implemented by a Zigbee node. As shown in FIG. 3, the method may include:

[0052] S201. Acquiring the value of the status tag.

[0053] In certain embodiments, the implementation process of step S201 is similar to the
description in the method shown in FIG. 2, and the details are not described herein again.

[0054] S202. When it is determined that the value of the status tag equals the initial value,
sending a join request to the Zigbee coordinator.

[0055] In certain embodiments, when the value of the Zigbee node's status tag equals the initial

value, the Zigbee node sends a join request to the Zigbee coordinator in the Zigbee network.

-12-
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[0056] S203. Receiving a first tag from the Zigbee coordinator, and using the value of the first
tag to update the value of the status tag.

[0057] In certain embodiments, when the Zigbee node successfully joins the Zigbee coordinator
in the Zigbee network, the Zigbee coordinator may send the first tag to the Zigbee node. The
value of the first tag may be the first preset value, and the first preset value is used to indicate
that the Zigbee node has joined the Zigbee coordinator but not the gateway.

[0058] In certain embodiments, when the Zigbee node is successfully added to the Zigbee
coordinator, the Zigbee node receives the first tag sent back from the Zigbee coordinator, and the
value of the Zigbee node status tag is updated to the value of the first tag, thereby signifying that
the Zigbee node has joined the Zigbee coordinator but not the gateway. The Zigbee node’s
network status is thus identified.

[0059] FIG. 4 is a flowchart of a method for monitoring a network status of a Zigbee node
according to certain other embodiments of the present disclosure. The method may be
implemented by a Zigbee node. As shown in FIG. 4, the method may include:

[0060] S301. Acquiring the value of the status tag.

[0061] S302. When it is determined that the value of the status tag equals an initial value,
sending a join request to the Zigbee coordinator.

[0062] S303. Receiving the first tag from the Zigbee coordinator, and updating the value of the
status tag using the value of the first tag.

[0063] In certain embodiments, the implementation process of steps S301-303 is similar to those
as described in the method shown in FIG. 3, and the details are not described herein again.

[0064] S304. Receiving the second tag from the Zigbee coordinator, and updating the value of

the status tag using the value of the second tag.

-13-
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[0065] In certain embodiments, the value of the second tag is the second preset value which
indicates that the Zigbee node has joined the gateway.

[0066] In certain embodiments, when the Zigbee node successfully joins the gateway, the Zigbee
node receives the second tag sent by the Zigbee coordinator, and the value of the Zigbee node
status tag i1s updated to the value of the second tag to indicate that the Zigbee node has
successfully joined the gateway. Thus, the Zigbee nodes that have joined the Zigbee coordinator
but not the gateway may be timely discovered, so that they may be restarted and successfully
join the gateway.

[0067] FIG. 5 is a flowchart of a method for monitoring the network status of a Zigbee node
according to certain other embodiments of the present disclosure. The method may be
implemented by a Zigbee coordinator. As shown in FIG. 5, the method may include:

[0068] S401. Acquiring a value of a status tag of a Zigbee node.

[0069] In certain embodiments, each Zigbee node in the Zigbee network is configured with a
status tag, and the value of the status tag may be changed according to a received tag, so the
status tag may be assigned with different values to indicate the current network status of the
Zigbee node.

[0070] S402. Receiving a join request sent by the Zigbee node when the value of the Zigbee
node status tag equals the initial value.

[0071] In certain embodiments, the initial value is used to indicate that the Zigbee node has not
been added to the Zigbee coordinator, and is still in a network search state. When the status tag
of the Zigbee node is reset to an initial value, and the Zigbee node is in a network search state,
and when the gateway is found, the Zigbee coordinator receives the join request sent by the

Zigbee node.

-14-
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[0072] S403. Sending the first tag to the Zigbee node when the Zigbee node joins the Zigbee
coordinator.

[0073] In certain embodiments, when the Zigbee coordinator accepts the join request and the
Zigbee node is successfully added to the Zigbee coordinator, the Zigbee coordinator sends a first
tag to the Zigbee node. The value of the first tag may be the first preset value used to indicate
that the Zigbee node has joined the Zigbee coordinator but not the gateway.

[0074] In certain embodiments, the value of the Zigbee node status tag is acquired. When the
value of the Zigbee node status tag equals the initial value, the join request sent by the Zigbee
node is received. When the Zigbee node joins the Zigbee coordinator, the Zigbee coordinator
send the first tag to the Zigbee node. The value of the first tag may be the first preset value to
indicate that the Zigbee node has joined the Zigbee coordinator but not the gateway. Thereby, the
state that the Zigbee node has joined the Zigbee coordinator but not the gateway is identified.
[0075] FIG. 6 is a flowchart of a method for monitoring the network status of a Zigbee node
according to certain other embodiments of the present disclosure. The method may be
implemented by a Zigbee coordinator. As shown in FIG. 6, the method in certain embodiments is
based on the method shown in FIG. 4. and after sending the first tag to the Zigbee node, the
method may further include:

[0076] S501. Adding the Zigbee node to the gateway.

[0077] In certain embodiments, the Zigbee coordinator communicates the newly added Zigbee
node to the gateway, requesting adding the newly added Zigbee node to the gateway.

[0078] S502. Receiving a feedback message from the gateway.
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[0079] In certain embodiments, after the Zigbee node successfully joins the gateway, the
gateway may send a feedback message to the Zigbee coordinator to indicate that the Zigbee node
has joined the gateway.

[0080] S503. Sending the second tag to the Zigbee node, the value of the second tag is set to the
second preset value.

[0081] In certain embodiments, after receiving the feedback message from the gateway, the
Zigbee coordinator may send a second tag to the Zigbee node. The value of the second tag may
be set to the second preset value to indicate that the Zigbee node has joined the gateway.

[0082] In certain embodiments, when the Zigbee node successfully joins the gateway, the second
tag sent by the Zigbee coordinator is received, and the value of the Zigbee node status tag is
updated to the value of the second tag to indicate that the Zigbee node has been successfully
added to the gateway. Thus, the network may timely discover the Zigbee nodes that have joined
the Zigbee coordinator but not the gateway, ensuring that the Zigbee nodes may successfully join
the gateway.

[0083] FIG. 7 is a schematic structural diagram of an apparatus for monitoring the network
status monitoring of a Zigbee node according to certain embodiments of the present disclosure.
The apparatus may be applied in a Zigbee node. As shown in FIG. 7, the apparatus may include
the following modules.

[0084] The acquiring module 10 1s configured to acquire a value of the status tag, where the
status tag 1s used to identify a current network status of the Zigbee node.

[0085] The determining module 20 1s configured to: when the status tag is determined to be the
first preset value and meet certain pre-configured condition, perform a restart operation to reset

the status tag of the Zigbee node to the initial value. The first preset value is used to indicate that

-16-



10

15

20

WO 2019/129089 PCT/CN2018/123984

the Zigbee node has joined the Zigbee coordinator but not the gateway. The initial value is used
to indicate that the Zigbee node has not joined the Zigbee coordinator, and is in a network search
state.

[0086] Optionally, the determining module 20 is further configured to: after acquiring the value
of the status tag, determine that the status tag is an initial value, and send a join request to the
Zigbee coordinator; and receive the first tag sent from the Zigbee coordinator, and update the
status tag to the value of the first tag, where the value of the first tag may be the first preset value.
[0087] Optionally, the pre-configured condition includes: the time period during which the status
tag is maintained at the first preset value is greater than a pre-defined time limit.

[0088] Certain embodiments may perform the technical solutions in the foregoing method shown
in FIGs. 2-4, and the implementation process and effects are similar to the those described
methods. The details are not described herein again.

[0089] FIG. 8 is a schematic structural diagram of an apparatus for monitoring the network
status of a Zigbee node according to certain embodiments of the present disclosure. The
apparatus may be applied in a Zigbee node. As shown in FIG. 8, the apparatus may further
include the following modules.

[0090] The receiving module 30 is configured to: after receiving the first tag from the Zigbee
coordinator, receive the second tag from the Zigbee coordinator, and update the status tag to the
value of the second tag. The value of the second tag may be the second preset value which
indicates that the Zigbee node has joined the gateway.

[0091] Certain embodiments may perform the technical solutions in the foregoing method shown
in FIGs. 2-4, and the implementation process and technical effects are similar to those of the

foregoing methods. The details are not described herein again.
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[0092] FIG. 9 is a schematic structural diagram of an apparatus for monitoring Zigbee node
network status according to certain embodiments of the present disclosure. The apparatus may be
applied in a Zigbee coordinator. As shown in FIG. 9, the apparatus may include the following
modules.

[0093] The acquiring module 40 is configured to acquire the value of the status tag of the Zigbee
node. In some embodiments, the acquiring module 40 may be omitted. The processing module
50 1s configured to receive the join request sent by the Zigbee node when the value of the Zigbee
node status tag equals the initial value, and send a first tag to the Zigbee node when the Zigbee
node joins the Zigbee coordinator. The value of the first tag may be the first preset value which
indicates that the Zigbee node has joined the Zigbee coordinator but not the gateway.

[0094] Optionally, the processing module 50 is further configured to: after sending the first tag
to the Zigbee node, add the Zigbee node to the gateway; receive a feedback message from the
gateway, where the feedback message i1s used to indicate that the Zigbee node has joined the
gateway; send a second tag to the Zigbee node, where the value of the second tag may be the
second preset value which indicates that the Zigbee node has joined the gateway.

[0095] Certain embodiments may perform the technical solutions in the foregoing methods
shown in FIG. 5 and FIG. 6. The implementation process and technical effects are similar to
those of the foregoing methods. The details are not described herein again.

[0096] FIG. 10 is a schematic structural diagram of a network status monitoring system for a
Zigbee node according to certain embodiments of the present disclosure. As shown in FIG. 10,
the system may include a memory 60, a processor 70, and the memory 60 is communicatively
coupled to the processor 70. The memory 60 is used for storing programed instructions. The

processor 70 1s configured to execute the programed instructions stored in the memory to
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perform the steps of any of the methods as described in FIGs. 2- 4, and/or the steps of any of the
methods as described in FIG. 5 and FIG. 6.

[0097] Certain embodiments may perform the technical solutions in the foregoing methods
shown in FIGs. 2-6. The implementation process and technical effects are similar to those of the
foregoing methods. The details are not described herein again.

[0098] In addition, according to certain embodiments, the present disclosure further provides a
computer readable storage medium that stores the computer execution instructions. When at least
one processor of a user device executes the instructions stored in the computer readable storage
medium, the user device performs the various methods in the foregoing description.

[0099] The computer readable medium may comprise a computer storage medium and a
communication medium. The communication medium comprises any medium that facilitates
transfer of the computer program from one location to another. A storage medium may be any of
the available media that can be accessed by a general purpose or special purpose computer. An
exemplary storage medium is coupled to the processor to enable the processor to read
information from, and write information to, the storage medium. The storage medium can also be
an integral part of the processor. The processor and the storage medium can be located in an
application-specific integrated circuit (ASIC). Further, the ASIC may be located in the user
device. The processor and the storage medium may also reside as discrete components in a
communication device.

[0100] It will be understood by those skilled in the art that all or part of the steps of
implementing the above method embodiments may be performed by hardware related to the
programed instructions. The foregoing programed instructions may be stored in a computer

readable storage medium. The program, when executed, performs the steps including the
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foregoing methods; and the foregoing storage medium includes various medium types that can
store program codes, such as a (read-only memory) ROM, a (random-access memory) RAM, a
magnetic disk, an optical disk, and so on.

[0101] When the foregoing described embodiments are implemented in a form of a software
functional module or submodules and used as an independent product, the software module or
submodule may be computer programs stored in the foregoing computer readable storage
medium. Based on such an understanding, the technical solutions of this application, or all or
some of the technical solutions may be implemented in a form of a software product by one or
more processors executing the software modules or submodules. The computer software product
modules or units may be stored in a storage medium and includes several instructions for
instructing one or more computer devices (which may be a personal computer, a server, a
network device, or the like) to perform all or some of the steps of the methods described in the
embodiments of this application.

[0102] In addition, functional modules or submodules in the embodiments of this application
may be integrated into one processing unit, or each of the units may exist alone physically, or
two or more units are integrated into one unit. The functional module or unit may be
implemented in a form of hardware, in a form of software functional modules and units, or may
be implemented by a combination of software and hardware components.

[0103] Other embodiments of the invention will be apparent to those skilled in the art. The
present disclosure is intended to cover any variations, uses, or adaptations that are in accordance

with the general principles of the present disclosure.
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CLAIMS

What is claimed is:

1. A method for monitoring a network status of a Zigbee node, comprising:

acquiring a value of a status tag configured on the Zigbee node, the value of the status tag
indicating a current network status of the Zigbee node;

determining that the value of the status tag equals a first preset value and a preset
condition associated with the status tag is met, wherein the first preset value indicates that the
Zigbee node has joined a Zigbee coordinator but has not joined a gateway; and

in response to determining that the value of the status tag equals the first preset value and
the preset condition is met, restarting the Zigbee node and resetting the value of the status tag to
an initial value, wherein the initial value indicates that the Zigbee node has not joined the Zigbee

coordinator.

2. The method according to claim 1, further comprising:

in response to determining that the value of the status tag is the initial value, sending a
join request to the Zigbee coordinator;

receiving a first tag from the Zigbee coordinator, wherein a value of the first tag is set to
the first preset value; and

updating the value of the status tag using the value of the first tag.

3. The method according to claim 1, wherein the preset condition includes: a time period
during which the status tag maintains at the first preset value is greater than a predefined time

limit.
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4. The method according to claim 2, further comprising:
after receiving the first tag from the Zigbee coordinator, receiving a second tag from the
Zigbee coordinator, wherein a value of the second tag is a second preset value indicating that the
5  Zigbee node has joined the gateway; and

updating the value of the status tag using the value of the second tag.

5. A method for monitoring a network status of a Zigbee node, comprising;:
when a value of a status tag of the Zigbee node is an initial value, receiving, by a Zigbee
10 coordinator, a join request from the Zigbee node; and
sending, by the Zigbee coordinator, a first tag to the Zigbee node so that the Zigbee node
uses a value of the first tag to update the value of the status tag when the Zigbee coordinator
accepts the join request of the Zigbee node, the value of the first tag being set to a first preset
value;
15 wherein the first preset value indicates that the Zigbee node has joined the Zigbee

coordinator but has not joined a gateway.

6. The method according to claim 5, further comprising:

after sending the first tag to the Zigbee node, requesting, by the Zigbee coordinator, the
20  gateway to add the Zigbee node;

when the Zigbee node joins the gateway, receiving, by the Zigbee coordinator, a feedback

message from the gateway; and
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in response to the feedback message, sending, by the Zigbee coordinator, a second tag to
the Zigbee node so that the Zigbee node uses a value of the second tag to update the value of the
status tag, the value of the second tag being set to a second preset value,

wherein the second preset value indicates that the Zigbee node has joined the gateway.

7. A system for monitoring a network status of a Zigbee node, comprising:

the Zigbee node, wherein:

the Zigbee node comprises a first memory storing one or more computer programs; and a
first processor coupled to the first memory and configured to perform:

acquiring a value of a status tag configured on the Zigbee node, the value of the status tag
indicating a current network status of the Zigbee node;

determining that the value of the status tag equals a first preset value and a preset
condition associated with the status tag is met, wherein the first preset value indicates that the
Zigbee node has joined a Zigbee coordinator but has not joined a gateway; and

in response to determining that the value of the status tag equals the first preset value and
the preset condition is met, restarting the Zigbee node and resetting the value of the status tag to
an initial value, wherein the initial value indicates that the Zigbee node has not joined the Zigbee

coordinator.

8. The system according to claim 7, wherein the first processor is further configured to
perform:
in response to determining that the value of the status tag is the initial value, sending a

join request to the Zigbee coordinator;
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receiving a first tag from the Zigbee coordinator, wherein a value of the first tag is set to
the first preset value; and

updating the value of the status tag using the value of the first tag.

5 9. The system according to claim 7, wherein the preset condition includes: a time period
during which the status tag maintains at the first preset value is greater than a predefined time

limit.

10. The system according to claim 8, wherein the first processor is further configured to
10  perform:
after receiving the first tag from the Zigbee coordinator, receiving a second tag from the
Zigbee coordinator, wherein a value of the second tag is a second preset value indicating that the
Zigbee node has joined the gateway; and

updating the value of the status tag using the value of the second tag.

15
11. The system according to claim 7, further comprising:
the Zigbee coordinator, wherein:
the Zigbee coordinator comprises a second memory storing one or more computer
programs; and a second processor coupled to the second memory and configured to perform:
20 when the value of the status tag of the Zigbee node is the initial value, receiving the join

request from the Zigbee node; and
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sending a first tag to the Zigbee node so that the Zigbee node uses a value of the first tag
to update the value of the status tag when the join request of the Zigbee node is accepted, the

value of the first tag being set to the first preset value.

12. The system according to claim 11, wherein the second processor is further configured
to perform:

after sending the first tag to the Zigbee node, requesting the gateway to add the Zigbee
node;

when the Zigbee node joins the gateway, receiving a feedback message from the gateway;
and

in response to the feedback message, sending a second tag to the Zigbee node so that the
Zigbee node uses a value of the second tag to update the value of the status tag, the value of the
second tag being set to a second preset value,

wherein the second preset value indicates that the Zigbee node has joined the gateway.
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