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POWER FAIL PROTECTION AND RECOVERY USING LOW POWER
STATES IN A DATA STORAGE DEVICE/SYSTEM

BACKGROUND
Technical Field

[0001] This disclosure relates to computing systems. More
particularly, this disclosure relates to systems and methods for managing
power in a data storage system.

Description of the Related Art

[0002] Data storage systems, such as solid-state storage systems,
may include both volatile and non-volatile memory. When certain power loss
events occur, data stored in volatile memory can be lost if such data is not
transferred to non-volatile memory before available power is extinguished.
Therefore, utilization of power resources can be an important function in data

storage systems.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodiments are depicted in the accompanying
drawings for illustrative purposes, and should in no way be interpreted as
limiting the scope of this disclosure. In addition, various features of different
disclosed embodiments can be combined to form additional embodiments,
which are part of this disclosure.

[0004] Figure 1 is a block diagram illustrating an embodiment of a
data storage system.

[0005] Figure 2 is an illustration of a state diagram for a power
management process in a data storage system according to one or more

embodiments of the present disclosure.

DETAILED DESCRIPTION

[0006] While certain embodiments are described, these
embodiments are presented by way of example only, and are not intended to
limit the scope of protection. Indeed, the novel methods and systems
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described herein may be embodied in a variety of other forms. Furthermore,
various omissions, substitutions and changes in the form of the methods and
systems described herein may be made without departing from the scope of
protection.

Overview

[0007] Data storage systems (e.g., solid-state data storage device)
often maintain one or more system mapping tables that track relationships
between host logical block addressing (LBA) and the physical location of the
most current version of logical data in non-volatile solid-state storage (for
example, NAND flash) of the data storage system. The system mapping
table(s) may generally be maintained in fast-access volatile memory in order
to improve drive performance. During normal operations, mapping data may
be periodically written (i.e., “flushed”) to non-volatile memory (NVM) so that
the mapping table can be recreated after a power cycle. However, because
mapping data may be written to NVM only periodically, or sporadically, during
periods of time between updating the mapping data in volatile memory and
saving the updates to NVM, mapping data stored in NVM may be incomplete.
Therefore, if power loss occurs during such time, it may be desirable to write
any intervening changes to the mapping data to NVM at the time of power
loss, or in anticipation thereof, to prevent data loss.

[0008] In order to allow the storage system time to write changes in
mapping data to NVM when power is removed, certain storage systems utilize
one or more capacitors (or other charge-storing device(s)) to store enough
energy to complete the writing of this information to NVM before the relevant
power source is removed. However, depending on storage capacity,
capacitors and other charge-storing devices can be relatively expensive, and
can take up valuable space on a circuit die or printed circuit board (PCB).
Furthermore, designing a system with enough storage capacitance to ensure
that all necessary data saving operations can be executed successfully in
connection with a power loss event, may present difficulties. Therefore, it
may be desirable to implement power-saving mechanisms prior to the

occurrence of power loss events in order to reduce the amount of power
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and/or time required by the system to save mapping data to NVM. Certain
embodiments disclosed herein provide for the utilization of power warning
signals and/or automatic transition to low-power states in order to reduce
reliance on backup power. Such low power states may involve reducing
power consumption and/or transferring of data to NVM.

Terminology
[0009] As used in this application, “non-volatile solid-state memory,”

“non-volatile memory,” “NVM,” or variations thereof may refer to solid-state
memory such as NAND flash. However, the systems and methods of this
disclosure may also be useful in more conventional hard drives and hybrid
drives including both solid-state and hard drive components. Solid-state
memory may comprise a wide variety of technologies, such as flash
integrated  circuits, Phase Change Memory (PC-RAM or PRAM),
Programmable Metallization Cell RAM (PMC-RAM or PMCm), Ovonic Unified
Memory (OUM), Resistance RAM (RRAM), NAND memory, NOR memory,
EEPROM, Ferroelectric Memory (FeRAM), MRAM, or other discrete NVM
(non-volatile solid-state memory) chips. The non-volatile solid-state memory
arrays or storage devices may be physically divided into planes, blocks,
pages, and sectors, as is known in the art. Other forms of storage (e.g.,
battery backed-up volatiie DRAM or SRAM devices, magnetic disk drives,
etc.) may additionally or alternatively be used.

Data Storage System

[0010] Figure 1 is a block diagram illustrating an embodiment of a
combination of a host system 110 with a data storage device 120
incorporating power management functionality for reducing power
consumption in anticipation of system power loss. As shown, the data
storage device 120 (e.g., hybrid hard drive, solid-state drive, any storage
device utilizing solid-state memory, etc.) includes a controller 130, which in
turn includes a power management module 140. In certain embodiments, the
power management module 140 is configured to detect early signs of power
loss in the data storage device 120. The controller 130 can further include
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internal memory (not shown) for caching system mapping data, which may be
of one or more suitable memory types, such as, for example, DRAM. In some
embodiments, the controller 130 is configured to perform the power-saving
functions as further described below.

[0011] The controller 130 may be configured to receive memory
access commands from a storage interface (e.g., a device driver) 112 residing
on a host system 110. The controller 130 may further execute commands in
response to such host-issued memory commands in the non-volatile solid-
state memory arrays 150. Storage access commands communicated by the
storage interface 112 can include write and read commands issued by the
host system 110. The commands can specify a block address in the data
storage device 120, and the controller 130 can execute the received
commands in the non-volatile solid-state memory array(s) 150. Data may be
accessed/transferred based on such commands.

[0012] The data storage device 120 can store data received from
the host system 110 such that the data storage device 120 acts as data
storage for the host system 110. To facilitate this function, the controller 130
can implement a logical interface. The logical interface can present to the
host system memory as a set of logical addresses (e.g.,
sequential/contiguous addresses) where data can be stored. Internally, the
controller 130 can map logical addresses to various physical memory
addresses in the non-volatile solid-state memory array 150 and/or other
memory module(s). Mapping data indicating the mapping of logical
addresses to physical memory addresses may be maintained in the data
storage device. For example, mapping table data may be stored in the non-
volatile memory array(s) 150 in order to allow for recreation of mapping tables
following a power cycle.

[0013] In certain embodiments, on power-up, the controller may
cache mapping table data stored in the non-volatile solid-state memory
array(s) 150 to volatile memory. In response to receipt and execution of host-
issued memory commands, the controller 130 may update the cached
mapping table data and periodically or sporadically flush such data to the
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memory array(s) 150. The cached mapping table data may be periodically
flushed to the non-volatile memory array 150. For example, as data stored in
volatile memory can be lost when power to the memory is removed, it may be
necessary or desirable to flush any cached mapping data to non-volatile
memory before power to the controller 130 is lost.

[0014] In an embodiment, the data storage device 120 may be a
hybrid disk drive that additionally includes magnetic memory storage (not
shown). In such case, one or more controllers 130 may control the magnetic

memory storage and the non-volatile solid-state memory array(s) 150.

Power Loss Warning Signals

[0015] As described above, in certain embodiments, when power to
the data storage device 120 is lost, reserve power stored in, for example, one
or more electrical capacitors may be used to flush data stored in volatile
memory to the non-volatile memory array(s). In order to reduce the burden on
reserve power source(s), the power management module 140 may be
configured to provide early warnings of power loss before power from reserve
sources is used. The power management module 140 may cause the device
to enter a reduced-power state, or progressive reduced-power states, based
at least in part on detection of early signs of power loss. By causing the
device to enter low power states, the power management module can provide
reduced power use by the drive, which may lead to cost savings and/or
reduced risk of data loss due to inadequate power supply resulting from
power loss.

[0016] The power management module 140 includes a reserve
power circuit 142. In certain embodiments, the reserve power circuit 142 is
configured to provide power to the data storage device, or portions thereof,
when power failure occurs. For example, the reserve power circuit 142 may
comprise one or more charge-storing devices, wherein the one or more
charge-storing devices collect charge during normal operation of the storage
device 120. When power to the device is lost, or substantially reduced, the
charge stored in the charge storing device(s) may be utilized to perform
critical power-down tasks, such as flushing system data stored in volatile
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memory to the non-volatile storage 150. The reserve power circuit may
comprise one or more capacitors, inductors, batteries, or the like.

[0017] In certain embodiments, the power management module 140
provides power loss warning signals when power has been reduced but has
not yet dropped low enough to cause a switch to reserve power. Such
warning signals may cause the drive to switch to lower power states, which in
turn may reduce the power consumption and involve the flushing of data to
NVM.

[0018] In the event that power is removed from the drive
subsequently to the drive entering a reduced power state, then the amount of
data required to be saved to NVM may have been reduced, thereby reducing
the burden on the reserve power source(s). In the event that power is
restored to the drive, then the power management module 140 may simply
transition the drive from a lower power state to a higher, or full, power state.

Reduced Power States

[0019] Figure 2 illustrates a state diagram for a process 200 for
managing power in a data storage system. The process 200 shows the
effects of power loss warning signals with respect to low power state
transitions. For the sake of simplicity, the actions discussed below are
described as being performed by the storage system/device. In some
embodiments, the actions may be performed by a controller and/or a specific
module/component, such as the power management module 140 described
above. The process 200 includes a data storage system powering-on at block
210. Subsequent to the system entering a power-on state, the process 200
may include the issuance of a power warning (“power warning #1”) in the
system. In certain embodiments, a controller of the system receives such
signal. For example, the controller may detect one or more signs/signals that
a power loss event is impending. The power warning (or signal, sign, etc.)
may take any relevant form. For example, in an embodiment, a power warning
is represented, or initiated, by the reduction in power supply to the system, or
to a component thereof. When supply power drops below a predetermined
threshold, for example, the system may be configured to issue or detect a
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warning of impending power loss. In certain embodiments, the power warning
comprises detection of a loss of link to one or more hosts. As shown in the
diagram, the process 200 progresses to a low power state 220 (“low power
#17) upon issuance or detection of the warning.

[0020] When in the first low power state 220, one or more actions
may be taken to conserve power resources in view of the detected impending
power loss event. For example, as shown, the system may be configured to
reduce power consumption by one or more components of the system. By so
doing, the system may slow down exhaustion of available power resources.
For example, in an embodiment in which power warning #1 includes detection
of a decline in power due at least in part to a loss or reduction of a power
supply, wherein consumption by the system reduces the available power,
reducing the amount of power consumed by the system may prolong the
availability of power from the power supply. In certain embodiments, power
may be cut or reduced to less important, or non-essential, processes and/or
modules of the system. Instead, power resources may be reserved primarily
or exclusively for more important, or critical, processes and/or modules.

[0021] An example of a process which may be prioritized in a low
power state may include saving (“flushing”) data stored in volatile memory to
non-volatile memory to prevent loss of such data when power is substantially
exhausted. As described above, data stored in volatile memory may include
system mapping data. In certain embodiments, while in the low power state
220, the process 200 may include saving only a portion of data stored in
volatile memory in non-volatile memory, wherein the portion is less than the
remaining data to be stored in non-volatile memory. That is, actions taken in
a reduced power state may be intended to place the system in a condition
such that the amount of data to be saved to non-volatile memory is small
enough to be performed relying primarily or exclusively on reserve power
stored in a reserve power circuit. Therefore, it may be acceptable to allow
some amount of data to remain in volatile memory while in the low power
state 220.



WO 2015/013340 PCT/US2014/047706

[0022] While in a reduced power state, such as low power #1, the
process 200 may involve receiving a power recovery signal, or detecting
recovery of power. In certain embodiments, such an occurrence prompts the
process 200 to return to a higher power state. For example, with respect to a
first low power state 220, the process 200 may proceed to a full, or
substantially full, power state upon power recovery. In certain embodiments,
the power recovery detected while in a low power state may be related to the
power warning that prompted entrance by the system into the low power state
to begin with. For example, if the power warning comprises detection of a
decrease of power from a power supply below a threshold, the corresponding
recovery may be detected when power from the threshold once again
elevates above the threshold, or a related threshold.

[0023] The diagram of Figure 2 includes a second low power state,
low power #2. In certain embodiments, the process 200 may proceed from
low power #1 to low power #2 when a second power warning is received while
the system is in low power state #1. The second power warning may be of a
similar nature to the first power warning, or may be a different type of warning.

[0024] In certain embodiments, while in the second low power state
230, the process may involve receiving a second recovery signal, which,
similarly to the power warning #1 recover, prompts reentry into a higher power
state. The second power recovery may cause the process 200 to revert to the
first low power state 220, or may bypass the first low power state to a higher
power state, such as a full, or substantially full, power state. The second
power recovery may have some or all of the features of the first power
recovery described above. The second low power state 230 may involve the
implementation of similar power-reducing steps to those associated with the
first low power state 220. For example, further reduction of power
consumption may be implemented and additional data stored in volatile
memory may be flushed to non-volatile memory.

[0025] The process 200 may include a power hierarchy that
includes one or more additional reduced power states, represented by the low
power state(s) 240. The process 200 generally may step through the relevant
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power state hierarchy during power-down and/or power-up processes. For
example, the process may not be configured to bypass states in progressing
to or from the power on state 210 and/or power off state 260.

[0026] When power loss occurs, the process 200 may involve
entering a backup power state 250 in which additional actions are performed
in preparation of entering a power off state 260. For example, remaining data
may be saved in non-volatile memory. In certain embodiments, power from a
reserve power circuit, as described above, is at least partially relied on for
executing any necessary or practical tasks in the backup power state 250.
Loss of power may occur while the process 200 is in any of the relevant low
power states. In certain embodiments, the process 200, upon detection of
power loss, steps down through the remaining power management hierarchy
before entering the backup power state 250. In another embodiment, the
process 200 may be designed to direct the system directly from an
intermediate state of the power management hierarchy to the backup power
state 250 upon detection of power loss.

CGonclusion

[0027] Systems and method disclosed herein may provide reduced
storage device cost by reducing the number of capacitors (or other power-
storing devices), or storage capacitance thereof, needed to write data from
volatile to non-volatile in view of the reduced amount of data to be written. It
can also reduce the risk of drive failure when degradation occurs to the
capacitors that reduced the amount of energy stored.

[0028] Furthermore, in certain embodiments, a data storage device
may use firmware for power management in the device. Such power
management may be configured to handle device power states. The
controller 130 described above may utilize preexisting device power
management firmware in establishing the various low power states disclosed
herein. Coupling the power loss warning to power state management may
provide reduced firmware development cost.

[0029] Those skilled in the art will appreciate that in some
embodiments, other types of data storage systems and/or power



WO 2015/013340 PCT/US2014/047706

management can be implemented. In addition, the actual steps taken in the
processes discussed herein may differ from those described or shown in the
figures. Depending on the embodiment, certain of the steps described above
may be removed, others may be added.

[0030] While certain embodiments have been described, these
embodiments have been presented by way of example only, and are not
intended to limit the scope of protection. Indeed, the novel methods and
systems described herein may be embodied in a variety of other forms.
Furthermore, various omissions, substitutions and changes in the form of the
methods and systems described herein may be made. The accompanying
claims and their equivalents are intended to cover such forms or modifications
as would fall within the scope and spirit of the protection. For example, the
various components illustrated in the figures may be implemented as software
and/or firmware on a processor, ASIC/FPGA, or dedicated hardware. Also,
the features and attributes of the specific embodiments disclosed above may
be combined in different ways to form additional embodiments, all of which fall
within the scope of the present disclosure. Although the present disclosure
provides certain preferred embodiments and applications, other embodiments
that are apparent to those of ordinary skill in the art, including embodiments
which do not provide all of the features and advantages set forth herein, are
also within the scope of this disclosure. Accordingly, the scope of the present
disclosure is intended to be defined only by reference to the appended claims.

10
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WHAT IS CLAIMED IS:

1. A data storage device comprising:
a non-volatile solid-state memory array comprising a plurality of
non-volatile memory devices configured to store data;
a volatile memory array configured to store data;
a reserve power circuit comprising at least one energy storage
device; and
a controller having a power input configured to receive power for
powering the data storage device;
wherein the controller is configured to:
in response to detecting that a power loss event is
impending, cause the storage device to enter a first reduced
power state, wherein power consumption of the device is
reduced and a first portion of data stored in the volatile memory
array is stored in the non-volatile solid state memory array;
wherein the storage device does not use power from the
energy storage device while in the reduced power state.

2. The data storage device of claim 1, wherein the controller is
further configured to, while the storage device is in the first reduced power
state:

detect occurrence of the power loss event; and

in response to detecting the power loss event, cause the storage
device to enter a backup power state, wherein a second portion of data
stored in the volatile memory array is stored in the non-volatile solid-

state memory array using power from the reserve power circuit.

3. The data storage device of claim 2, wherein the second portion
of data comprises a remaining portion of data stored in the volatile memory
array.

11
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4. The data storage device of claim 1, wherein the controller is
further configured to, subsequently to the storage device entering the first
reduced power state:

in response to detecting that a power loss event is impending,
cause the storage device to enter a second reduced power state,

wherein power consumption of the device is further reduced and a

second portion of data stored in the volatile memory array is stored in

the non-volatile solid-state memory array.

5. The data storage device of claim 1, wherein the controller is
further configured to, while the storage device is in the first reduced power
state:

receive a recovery signal indicating that the power loss event is
no longer impending; and

in response to receiving the recovery signal, cause the storage
device to enter a higher power state.

6. The data storage device of claim 1, wherein detecting that the
power loss event is impending comprises detecting that a power source

supplied to the storage device has dropped below a predetermined threshold.

7. A data storage device comprising:

a non-volatile solid-state memory array comprising a plurality of
non-volatile memory devices configured to store data;

a volatile memory array configured to store data;

a reserve power circuit comprising at least one energy storage
device; and

a controller having a power input configured to receive power
from an external source for powering the data storage device;

wherein the controller is configured to:

detect a decrease in power received on the power input;
and

12
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prior to the data storage device entering a reserve power
state, cause the data storage device to enter a reduced power
state in response to detecting the decrease in power, wherein
the data storage device saves at least a portion of data stored in
the volatile memory array in the non-volatile solid-state memory
array and reduces power consumption when in the reduced

power state.

8. The data storage device of claim 7, wherein the at least a
portion of data comprises system mapping data.

9. The data storage device of claim 7, wherein the controller is
further configured to:
detect, while the storage device is in the reduced power state, a
loss of power on the power input; and
in response to the loss of power, cause the data storage device
to enter a backup power state.

10. In a data storage system comprising a non-volatile solid-state
memory array and a controller, a method of managing power, the method
comprising:

detecting that a power loss event is impending; and
in response to said detecting, causing the data storage system
to enter a first reduced power state by:

reducing an amount of power consumed by the data
storage system; and

storing a first portion of data stored in a volatile memory
array is stored in a non-volatile solid state memory array;
wherein the power from a reserve power circuit is not used while

the data storage system is in the first reduced power state.

11.  The method of claim 10, further comprising, while the data
storage system is in the first reduced power state:
detecting occurrence of the power loss event; and

13
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in response to detecting the power loss event, causing the data
storage system to enter a backup power state by storing a second
portion of data stored in the volatiie memory array in the non-volatile

solid-state memory array using power from the reserve power circuit.

12.  The method of claim 10, further comprising, subsequently to the
data storage system entering the first reduced power state:
in response to detecting that a power loss event is impending,
causing the data storage system to enter a second reduced power
state by:
further reducing the amount of power consumed by the
data storage system; and
storing a second portion of data stored in the volatile

memory array in the non-volatile solid-state memory array.

13. The method of claim 10, further comprising, while the data
storage system is in the first reduced power state:
receiving a recovery signal indicating that the power loss event
is no longer impending; and
in response to receiving the recovery signal, causing the data
storage system to enter a full power state.

14. In a data storage system comprising a non-volatile solid-state
memory array and a controller, a method of managing power, the method
comprising:

receiving power on a power input port;

detecting a decrease in power received on the power input port;
and

prior to the data storage system entering a reserve power state,
causing the data storage system to enter a reduced power state in
response to detecting the decrease in power by:

14
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saving at least a portion of data stored in a volatile
memory array of the data storage system in a non-volatile solid-
state memory array of the data storage system; and

reducing power consumption of the data storage system.

15.  The method of claim 14, wherein the at least a portion of data
comprises system mapping data.

16.  The method of claim 14, further comprising:

detecting, while the data storage system is in the reduced power
state, a loss of power on the power input port; and

in response to the loss of power, causing the data storage
system to enter a backup power state.

17. The method of claim 14, wherein said detecting comprises
detecting that power received on the power input port dropped below a
predetermined threshold.

15
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