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[T . BRI, T B AT R BB SR AR R 7 1 A e AR A3 AL 5 5ORA 43 #T o

[0003]  CXFHIRA S ARIEAT T ZEMBFG. B, HZ H§ (NikkeiElectronics) 1998
F 1 HS5H B 209 11 & 220 T B L E “ProtectingSoftware against Inverse
Analysis and Falsification” iR T iy 1k K 85 SR B 4 7 1 285 A JR 2 A0 B4R 7y
o 1 H, & TSk (Fuji Xerox) H AR 13 5 1 20 & 28 T ' [{) 3L %L “Sof tware
Tamper-resistantTechniques” ¥ K& K TRy i ARBEBURIEAT 73 A7 B A i) @ A1 7 2%
[0004] VB CUAXECHEST, (B2 7 280 2 &0 TR R P PG s H P I H AR

XRAE

[0005] %5 FA7AE LA _E )i, A B B 2 S — MORE P AT I, iz i a BE g Sl L B
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I 52 R4 R @A Pk 58 — 22 R P AT VGE T 8L A SL 308, ik A 3L %58
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[oo18] b4, LA E H )R] BL— R AR P AT B o TR Al A IR P 30T 7732, IR B e AT
WAPATHE — R eRRFAE 227, TR S — R PR — X 2P BT, Tk E
TR PR T TR — 2 AN g AR AT, TR R AT T REE T A
B AP, F AR — 2 B Es e A P g T AR, TR S — e B TE ik
H— g, PriR s g AT TR S e g, iR AR B0 IR B T IR R R IAT
WA BIPAT BT RPAT s A 2 W D IR, IR IR TR 56 — 2 R 7 1996 2 ¥ iR AT

B IC MM A W T 5 DR b W4 D B8, 70 TR 3 — 2 AR PP AT 3 B) tH IR B B, % A7
fith 2 DX 350 O AT I

R’ 1 152 AR

[0019] [ 1 WoR T AR BH 1) S g v il B 1 22 A Ab P 2R 4 ) AR 2510
[0020] & 2 &R R 1 s FIVGEN IR B8 R S5 M RHE I
[0021] & 3 2 B/ K 2 PR gaidas FEE R K

[0022] [ 4 2 E/RE 1 PR BIAEE R RIS RHER

[0023] [ 5 2 W s 1 P BIAE 5 £ 1) 45 74 HE RS 5

[0024] K] 6 W R{FAETER] b FrosAE s h IR

[0025] & 7 BRI 6 FTos A a2 AL TR IR AR 454
[0026] &1 8 WoxlE 7 From i FFR P I e 45 4

[0027] W& 9 2SI RE T Fros i) WAL BRI AT I R AR
[0028] & 10 BonFE 6 FToni s — 22 S AR P I E R 454
[0020] [ 11 27Kl 6 FTos i ) &R (M 2544
[0030] [ 12 52 Eox ] 5 Fonify CPU R TR

[0031] & 13 72 Won & SR AR #& O FE AR ]
[0032] [ 14 72 WoR & SR AR #EBOE FE AR I

[0033] [ 15 72 Won & SR AR #&BOE FE AR I

[0034] || 16 72 R & SR AR #& MO FE AR I

[0035] & 17 2 Won & SR EUR F RO FE AR I

[0036] & 18 & B /R AIE FEIAFEA

[0037] [ 19 72 Wos AW H IR CPU I3 AE IR R P

BAEIHEAR

[0038] T~ [f] 2> L B el T 40 Ak A e BH () STt A1) o

[0039] 1. ZAAbF RS 1 W45

[0040] & 1 SR T Ak BH IR S5 il B ) 22 A Ab B R e (R R AR i) o AR, oA b,
RS | FHUENL (certificate authority) 4% 100, ROM 5 A 2% 200 {5 ##E X
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i 300 LA R AZ R 400 4 o

[0041] 22 AbFHZR S 1 AP A0 (#4300 FP AT TR R $ 52 R BRI A T A5 D4
WHEARY FIFE TR AE AN T % 100 FP AT, 3 ROM ‘5 N4 200 4 5 N ROM. SR )5
AL P I ROM 22 37 (5 485 X £ 300 .

[0042]  {EASL ], VR — M1 AR A R P 2 T 5 il sk e A7 iR 400 B
(I8 1) S B0 0 % 55 SR R R R

[0043] 1. 1. JATENLITESE 100

[0044]  DIFHLITEAS 100 4288 — 22 A b PR, 150 — 22 b PR R0 5 I/ 7 s I
DI FCFE ST 51 1 T A5 1 AR P 512 T LT 513 BB R P 514 AT AR i 515 18T
AbPEFREIT 518 R FREIT 516 LS 2 R T TR P8 & e B ORI 0002 SR 0l Al o
FEIF 524, T8I ROM 5 A% 200 KA il 28 — 22 A0 B 5 N ROM, FF H 22 2/ 4 X
Zuiy 300 . ST FELIRTR MR

[0045] &2 EoR T AN 45 100 458 o R, UEH AL B 100 G gm iy 101,
TP 08 B 10255 FH 025 5200 103 EUYIE T 45 500 104 25048 Bk A\ B G 105 A7 fif 52 0T
106 LA S AR BT 107

[0046]  SEfR b AL FEFUALBE RS . ROM. RAMLAE AL 550 L B B8 e DLACBE AL I TF L R Gk
SERE BB 100, T HATERELE RAM BER AL 8 70 T 0 T SRR (R p Ak B e sk s
BRAENUAE 45 100 1 ZhBE.

[0047] (1) 4mi¥ss 101

[0048]  #iFss 101 BUCORY LT U FHRET 513 R 516 LUA 22 AR 7 IG5 A R A 1)
BN DRYFEE H XS BORE P 511 P A IR AR e 512 B EHEACRE P 514 AT Arid 515
DL K R BT AL FEFE 7 518 #4 fe T FHFEIT 513 H T AN 5 — 22 A Ab 3R /2 15 L ek
PR . VAL 513 A A E i &0 300 (IA7EME % i TRS IR 1) TG ik
TRS DX IRFL TR R 58 22 A A FRFE 7 i A 25 F2 7 516 FUINEs 2 517, i s 24
P72 N 25 AR IF 517,

[0049] 4t BT A2 SE 513 MR FET 516 22 A2 FEF UL AR R U4 )5, 4nit
#5101 ZRiRiX Se R F P R — A

[0050] & 3 & B Hgmiss 101 gt fe R E R A

[0051]  #wids 101 PATHEED T (S621) FBEIEAHT (S622) o Ftfi, dnids 101 ZE RN
A TR ALAT IR 7 1 RO (S623) .

[0052]  ZwiFds 101 R iR R 513 1Y 1 il 40t Fn OR4 R 7 1) — kil 2500 S v B 550 ik
ANHIG 105, gmidas 101 KRR 516 (1) HE IS 22 R e 1 — HE 05 4 v 2]
FEIF N2 BT 102,

[0053]  (2) F&J¥ % H ot 102

[0054]  FEFIN%5 500 102 B2 S 25 R e 516 3 ) B8 A0 22 4 2 5 1 — 1 w0 50000
P27 0% BT 102 JE B ORE P25 8. 27 N 5200 102 AR I 553 E1AE R 2% 4
02 22 ARy, LA O 25 I RE P 517, A1E A — A6 7, N2 H 7k BL & AES (Advanced
EncryptionStandard, Mg NZARHE ) o 7EITIRSIIL, AES J& 28 I, PRI AR 4% s 6T L i 156
. B AES LA L e Sk T DA AR s 8% B
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[0055] /7 I 500 102 B a By 516 N2 AR 517 /58 TRS DX IHE 4 th 21155
Ptk N HIT 105,

[0056]  FEFFhN%EE BT 102 3K TRS DR P th 22 S IMA v 555 0T 104,

[0057]  (3) ZFEAM= HIT 103

[0058]  ZXEAINZS FA TG 103 WAL 350 2541

[0059] 54 N BE T 103 MR N &y B1 A% A 322 S0 R 5 40, DUAE B 25 1 2%
o BHINE BIT 103 305 1% % H 2R R N .70 105,

[0060]  (4) HAHIME T HIT 104

[o061]  FRHIME T ELERTT 104 THERLSE 22 A AL B P i) 22 /b — 8 2 A

[0062]  EAZSZHER A, FUE VAR I8 104 B2 TRS DX ISGRE e F 2 81, FFAR B8 B8 bR B fiE
FHZHTES TRS X IGFR 7 1 BUYIME

[0063] 441, FH T HMAC (Keyed—-Hashing for Message Authentication, T8 EIAIER]
RN ) EET DR TR .

[0064] 152 H AHEUYI BREL, K A% EH, SCA M4 s 28R , opad s HHE R 64 IRV 19 1{E
0x36 4 I 7 5, IF H. ipad 2 HES 64 RIGF{E 0x5C M7 FfF 8. Bl H Tt
HHEINERE LT IR 8 H(K XOR opad, H(K XOR ipad, text)) .

[0065]  BUHIME 14 57T 104 11148 TRS RIKFRJF 0 —dkH K/ (binarysize) .

[0066]  HUAIME THE 570 104 K Ao (e AT — gk il oK /) i He 213 BN 52T 105,

[0067]  (5) HHfa ik AHRIT 105

[oo68]  ZdfE ik AT 105 MZwiEAs 101 Bl i R > 513 1 12k i 8 ARG R e 1 —
WEHIEE , I BB THR B 6 104 Bl BB 1B di R/ o EH ik A\ 0T 105 38 R
AN 5.0 103 Ballohn 25 128, I RN 5.0 102 Bl TRS X IR P

[0069]  HHfE ik A FR T 105 K BB Ay B oksrill (e i A TR R 5130 2R ik A\ 57T 105
W B RN AT N 25 25 B N VR AR 5130 ZdE i A 50T 105 %45 sl A R 513
A5 BVRY R, FRR R AR A TRS X IRE P AT A6 DAY A — 2 BT . 3R
PN R TT 105 4458 — 2 2R T B AAFiE T 106,

[0070] (&) {7t JC 106

[0071] {7 57T 106 47 AR BR AN R T 105 5 AN KIS 2 0T

[0072]  (7) f&HHEIT 107

[0073]  fEH R TG 107 B4 A7 i 70 A7 52 106 7[R 20 — 22 A AL TR AR 7 HH 21 ROM 5 A\ 4%
200,

[0074]  1.2.ROM 5 A& 200

[0075]  ROM B A%% 200 S YGEAM VA 100 AHi%E. ROM B A28 200 MIAIFHLII 4 100
RO A A AR, PR A R A BRSO\ ROM. AR5, 4 HH ROM 5 A8 200 A
O AL TEFE PR ROM 22 R 71 {485 2 48 i 300

[0076]  1.3. fFfiik 400

[0077] K&l 4 BoR T A7f R 400 4. fEEI, /2~ 400 RLFEF I 5T 401 5N / 4
HBAIT 402 1AGIE (authentication) BBJT 4035 EAEME 50T 404,

[o078] (1) %\ / BRI 402
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[0079]  “AFfiEF 400 R RI(E X 20 300 LA, Fr N / B 550 402 E#3 6 5T 401
485 X 2 300 22 8] PAT B0 1 A&7 o

[0080]  (2) 1 A7 T 404

[0081]  fF EAFMEHIC 404 ALFEEYE X 48 410 FH22 4= X Bk 420,

[0082]  %dis X I, 410 A7 N2 )& SR B 411, @I 28 5035 B1 A8 bR @25 4 421
TR MP3 2 5 50 AT A B In 25 1 2 SR 0 411

[0083] 24X I 420 fEfk bR B2 5] 421, A M 5IAUE #0403 A B IAUE RN )5, (455X
23 300 A Be T ] 2 A X3, 420

[0084] X HL, W] LMEH A A7t 400 A B A HIME Bk B AE A8 10 (5 SA7 M 5t 404
(R o

[0085]  (3) TAIEHIT 403

[0086] {AIEH G403 FE T-CPRM (Content Protection for RecordableMedia, A]ic %Ak
WA ) H{EHER K0 300 $ATAH B AAE. 40 FAH B AAGER Y, WITAGIE 37T 403 5151
K & 300 7 AL 2, IR AZIL R M H R I BT 401, FEARSTIE 1, CPRM 72 2 %01
(7, PR, 76 AR TEX L REAT UL B o B3 CPRM LAAM B e 77 vl m] DA FH 140 FLIAGIE .

[o087]  (4) #&HilH It 401

[oo88]  FEifil&C 401 LN / Hirth 80 402 S5 &K 300 SATEURE LS. HF
P 300 5 UGIERLIT 403 [AH EAE RN, #2360 5800 401 A s v (E #5 X & 300
U7 At A0 2 A DX 420 TR o %0 HE A7 it 70 22 A DX 420 A (BRI IR, $253) #.0T 401
A8 FH MUIIE 587 403 $2 050 1 =23 35 540

[0089] ]I, 4%l # T 401 AL VFAE #5228 sim 300 17 Il A7 it £ 20040 D2k 410 A ks, 1k
A EAAIE

[0090]  1.4. {E#E & im 300

[0091] 5 N T EHE A Zum 300 45, 78 P, {8 485 A 2o 300 £ 4 CPU 3013
TRARFE [1 302 PR AR A - HL % 303 2 il 4% 304 A7 is 305 7R 4% 11 306 4 A\ HR
TG 307 BN R IT 308,37 5 2% 309 RIS EE 310,32 T, 312 0 BR T 313 Togk s il gh ot
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