wO 2008/100729 A2 |00 0 00O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
21 August 2008 (21.08.2008)

‘ﬂb A0 000 O

(10) International Publication Number

WO 2008/100729 A2

(51) International Patent Classification: Not classified

(21) International Application Number:
PCT/US2008/052971

(22) International Filing Date: 5 February 2008 (05.02.2008)
English
English

(25) Filing Language:

(26) Publication Language:

(30) Priority Data:
11/706,087 14 February 2007 (14.02.2007) US

(71) Applicant (for all designated States except US): CISCO

TECHNOLOGY, INC. [US/US]; 170 West Tasman
Drive, SIC/10/2/1, San Jose, California 95134-1706 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): CLAISE, Benoit
[BE/BE]; Rue Nestor Royer, 45, B-4367 Crisnee, Liege
(BE). TYCHON, Emmanuel [US/BE]; Rue du Monu-
ment, 5, B-4347 Fexhe-le-Haut-Clocher, Liege (BE).

(74) Agents: LAFFERTY, Wm. Brook et al.; Scientific-At-
lanta, Inc., Intellectual Property Dept., 5030 Sugarloaf
Parkway, Lawrenceville, Georgia 30044 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AOQ, AT, AU, AZ,BA, BB, BG, BH, BR, BW, BY, BZ, CA,
CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,
EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,
1L, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC,
LK, LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN,
MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH,
PL, PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, SV,
SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
ZA, 7M, 7ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB,GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL,
NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,
CIL, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: AUTOMATIC DISCOVERY OF BLOCKING ACCESS-LIST ID AND MATCH STATEMENTS IN A NETWORK

Incoming Probe
Packet
302-

T 300

Packet
Modifier
308

Packet Content Drop Results
304 306-)

Local ACL Tester
310

Result

Updater
Outgoing Prebe 312
Packet
302-0

Packet Content

304 Updated

Drop Results
306-0

Figure 3

(57) Abstract: In one embodiment, a method can include:
(i) receiving an incoming probe packet in a network device;
(ii) de-encapsulating the incoming probe packet to provide a
packet content portion and a drop result portion; (iii) testing
the packet content portion against a local access control list
(ACL) to determine a local drop result; and (iv) inserting the
local drop result and encapsulating an outgoing probe packet.



WO 2008/100729 A2 {000 000001000 0 0 0 O

Published:
—  without international search report and to be republished
upon receipt of that report



WO 2008/100729 PCT/US2008/052971

AUTOMATIC DISCOVERY OF BLOCKING ACCESS-LIST ID
AND MATCH STATEMENTS IN A NETWORK

Technical Field

[01} The present disclosure relates generally to automatic discovery of blocking access

control list (ACL) identification and match statements in a network.

Background

[02] Ina convmtioﬂal network, when packets are dropped somewhere in the network due
to an access list denial, it may be difficult to discover a particular router blocking the packets.
In addition, it may be difficult to determine an access control list (ACL) number and/or a
match statement in the ACL that blocked the packets. Accordingly, ACL management can

become a relatively costly task for system administrators.

[03] Conventional options for handling packets that are dropped in a network can
include: (i) a remote ping to confirm whether the packets are blocked or not; (ii) a telnet in the
source router, and use of ping/trace route utilities to return an intermediate router blocking the
packet, but not the ACL identification and the match statement; (iii) an Internet protocol (IP)
service level agreement (SLLA) operation (e.g., user datagram protocol (UDP)) that may return
the router blocking the packets, but not the ACL identification or the match statement; and
(iv) use of an ACL management information base (MIB), which may not return an exact

match statement unless ACL logic can be built into the network management system (NMS).
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Brief Description of the Drawings

[04] Figure 1 illustrates an example of a dropped packet traversal in a network.
[05] Figure 2 illustrates an example of a probe packet path in a network.
[06] Figure 3 illustrates an example of probe packet processing within a network device.

[07] Figure 4 illustrates an example general flow for probe packet processing within a

network device.

[08] Figure 5 illustrates an example detailed flow for probe packet processing within a

network device.

Description of Example Embodiments

QOverview

[09] In one embodiment, a method can include: (i) receiving an incoming probe packet in
a network device; (ii) de-encapsulating the incoming probe packet to provide a packet content
portion and a drop result portion; (iii) testing the packet content portion against a local access
control list (ACL) to determine a local drop result; and (iv) inserting the local drop result and

encapsulating an outgoing probe packet.

[10] In one embodiment, an apparatus can include: (i) a packet modifier for receiving an
incoming probe packet, and for deriving a packet content portion and a drop result portion
from the incoming probe packet; (ii) an access control list (ACL) tester for receiving the
packet content portion from the packet modifier, and for determining whether an ACL drop
condition exists; and (iii) a result updater for receiving an output from the ACL tester, and the

drop result portion from the packet modifier, and for providing an outgoing probe packet.
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Example Embodiments

[11] Referring now to Figure 1, an example of a dropped packet traversal in a network is
shown and indicated by the general reference character 100. An incoming packet can be
received at router 102, and passed on to router 104. Router 104 can then pass the packet on to
router 106, for an intended destination of router 108. However, because of an access control
list (ACL) blocking, the packet may be dropped at router 106, and may not reach router 108.
Further, the sender of the incoming packet may not know or be able to readily determine that
the packet was in fact dropped, and/or why the packet was dropped, by router 106.

[12] In particular embodiments, a network can be tested using a packet of interest (i.e., a
probe or discovery packet) to discover a router that may be blocking the packets, as well as
ACL identification (ID) and an exact match statement causing the blocking. In addition,
particular embodiments can also be utilized for ACL discovery in equal cost multiple path
(ECMP) networks, effectively testing an ACL for many or all ECMPs in a network. This
approach is in contrast to conventional approaches, where load balancing per destination may

be applied, thus a ping or trace route can take only one path among all ECMPs.

(13]  Referring now to Figure 2, an example of a probe packet path in a network is shown
and indicated by the general reference character 200. A test or probe packet can be received
by router 202, and then passed along to router 204, router 206, and to destination router 208 in
" this particular example. Probe packet 210 can include original incoming packet content 212,
as well as packet drop or drop result information 214. Using probe packet 210, a
determination can be made of which router (e.g., router 206) may be responsible for dropping

or blocking an original packet.

[14] In particular embodiments, many or all routers in a network may be configured to
run an agent for ACL discovery. Code in an Internet operating system (IOS) can allow for
testing access lists with a specific packet (e.g., a probe packet). Further, the application
programming interface (API) can determine if a packet matches a local ACL, but the API may

not be able to determine which particular statement in that ACL was blocking.

[15] A responder may be an agenf in a router or other network device that can also be

3
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responsible for other tasks. For example, this functionality can be inserted into an IP service
level agreement (SLA) responder, which may be responsible for performing active
measurements across network elements. In particular embodiments, such a responder may be

present on many or all routers in a network.

[16] Given a source and a destination, an IP header for that particular packet can be
generated. Alternatively, headers of an application of interest can be copied. Such headers
may encapsulate into a user datagram protocol (UDP) packet (e.g., a probe packet) for

discovery, which can be sent to a responder at each hop in the path, for an evaluation against
locally defined ACLs.

[17} Referring now to Figure 3, an example of probe packet processing within a network
device is shown and indicated by the general reference character 300. Incoming probe packet
302-I can include packet content portion 304, and drop result portion 306-1. For example,
packet content portion 304 may represent a portion of a packet, such as a packet header, and
may not include a full packet. However, some embodiments may use the full packet, or some
other packet portion, as packet content portion 304. Incoming probe packet 302-I can be
received in packet modifier 308. The packet modifier can essentially separate out a packet

content portion (e.g., 304), and a drop result portion (e.g., 306-I).

[18]} The packet content portion can be received by a local ACL tester block 310. The
local ACL tester can determine whether a local ACL would block the packet content portion.
Result updater 312 can receive an output from local ACL tester 310, as well as drop result
portion 306-1. The result updater can then re-encapsulate an outgoing probe packet 302-O,
which can include the original packet content 304, as well as an updated drop result portion
306-O. If there is no local ACL affecting packet content 304, drop result portions 306-I and
306-O may essentially be the same. In addition, result updater 312 can provide authentication

and/or encryption to outgoing probe packet 302-O.

[19] In particular embodiments, a packet of interest may be sent from a source to a
destination, hop by hop, as encapsulated in a control header using UDP. A responder (e.g.,

similar to an IP SLA responder) may be presented on each router in the path. The responder

4
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can be configured to: (i) receive this packet; (ii) remove the external encapsulation; (iii) test

against the local ACL,; and (iv) insert the results in the packet payload.

20} Referring now to Figure 4, an example general flow for probe packet processing
within a network device (e.g., including a responder) is shown and indicated by the general
reference character 400. The flow can begin (402), and an encapsulated probe packet can be
received in a network device (404). The probe packet can then be modified to remove the
external encapsulation (406). Next, the packet content can be tested against a local ACL
(408). Then, results can be inserted into a payload, re-encapsulation of the packet can occur,

and the outgoing packet can be sent to a next hop (410), completing the flow (412).

[21] Referring now to Figure 5, an example detailed flow for probe packet processing
within a network device isv shown and indicated by the general reference character 500. In
particular embodiments, a responder at each intermediate router can perform the following
tasks. The flow can begin (502), and an incoming probe packet or ACL discovery packet can
be de-encapsulated to retrieve IP header information, and the ingress interface can be obtained
(504).

[22] If the ingress interface includes an input ACL (506), the header can be evaluated to

determine if passing or not (i.e., determine the "match status") (508). If the packet is blocked
by an ACL (510), the ACL ID and associated match statement can be noted for augmentation
of result information (512). Then, the flow can proceed to re-encapsulate the incoming probe

packet with IP header and result information (520), and the flow can complete (522).

23] If there is no ACL on the input (506), or there is an ACL on the input but there is no
input blocking (510), any output interfaces can be found by looking at a routing table of the
network device (514). For example, there might be more than one output interface in ECMP
networks, and there might be different ACLs applied to each such interface. On the other
hand, if the destination is local (e.g., in the current network device), then the destination has
been reached, and the probe packet can be sent back to the sender with appropriate payload

information, for example.

[24] If the network device includes egress interfaces with an output ACL (516), the
5
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header can be evaluated to determine if any would drop the packet (518). If one or more such
ACL may drop the packet (518), result information can be augmented with the ACL ID and
the match statement (512). Then, the flow can proceed to re-encapsulate the incoming probe
packet with an IP header and result information (520), and the flow can complete (522).
Further, in this fashion all ACLs of each interface of ECMP networks can be evaluated (e.g.,

by using an iterative procedure).

[25] In augmenting the results (512), the discovery or probe packet payload can be
augmented with information gathered in previous steps, such as the ACL ID and the exact
match statement. Also included can be the IP address of the ingress interface of this particular
router, for later identification of the router. Then, this information can be sent directly to the
sender (e.g., source router) for further analysis, or the probe packet can be forwarded along its
intended path.

[26] If no blocking ACL was found on the current router or network device, the packet
can be encapsulated again in user datagram protocol (UDP), and the probe packet can be sent
to a next hop responder. For multiple ECMP networks, duplicate packets can be sent to the

next hop of each ECMP in the network, for example.

27 In particular embodiments, the algorithm can be optimized to return to the sender the
router, ACL ID, and the match statement as soon as one blocking ACL is discovered.
Accordingly, iterative testing may be performed after an ACL correction in order to discover
multiple ACLs, or multiple match statements blocking the packets of interest. Alternatively,
particular embodiments may be optimized to report all ACLs and all match statements in one
pass. In such embodiments, result information can be forwarded to an intended destination

router, for subsequent returning to the source router or sender.

[28] Also, time-based access lists can be treated according to a time at which an ACL
discovery may be executed, and therefore can also be supported in particular efnbodiments.
Further, access lists for purposes other than access control (e.g., for traffic shaping, rate
limiting, policy routing) may also be taken into account. In particular embodiments, blocking

access lists that may jeopardize network access, as opposed to QoS mis-configuration, can
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also be evaluated.

[29] Particular embodiments can also apply to various other levels, from media access
control (MAC) address matching, universal resource locator (URL) matching (e.g., network-
based application recognition (NBAR)), or to any payload matching. Particular embodiments
may not be limited to only layer 3 because a packet header plus some subsequent bytes of the
payload may transfer to each hop in a path, so all current and future ACL types can be
checked. |

[30] In particular embodiments, a network can be tested with a packet of interest (eg.,a
probe packet) to discover a router blocking the packets, an ACL ID, and an exact match
statement. Packet headers may be sent to each responder along the path, and adapted for use

in a specific protocol, such as the IP SLA protocol, for example.

[31] Particular embodiments can include a testing of ACLs throughout paths taken by a
packet of interest. Also, all access list types can be taken into account, as exact packet
headers plus some subsequent bytes of a payload, as appropriate, can be transmitted to each
responder along a path. Further, particular embodiments can also support ECMP networks.
In addition, probe packets in particular embodiments can be authenticated and/or encrypted to
prevent attackers from mapping out ACLs. For example, outgoing probe packets may be

encrypted, while both incoming and outgoing probe packets may be authenticated.

[32] Although the description has been described with respect to particular embodiments
thereof, these particular embodiments are merely illustrative, and not restrictive. For
example, other types of network devices, network arrangements, protocols, and/or packet

structures can be utilized in particular embodiments.

[33] Any suitable programming languége can be used to implement the routines of
particular embodiments including C, C++, Java, assembly language, etc. Different
programming techniques can be employed such as procedural or object oriented. The routines
can execute on a single processing device or multiple processors. Although the steps,
operations, or computations may be presented in a specific order, this order may be changed
in different particular embodiments. In some particular ernbodimenté, multiple steps shown

7
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as sequential in this specification can be performed at the same time. The sequence of
operations described herein can be interrupted, suspended, or otherwise controlled by another
process, such as an opefating system, kernel, etc. The routines can operate in an operating
system environment or as stand-alone routines occupying all, or a substantial part, of the
system processing. Functions can b'e performed in hardware, software, or a combination of

both. Unless otherwise stated, functions may also be performed manually, in whole or in part.

[34] In the description herein, numerous specific details are provided, such as examples
of components and/or methods, to provide a thorough understanding of particular
embodiments. One skilled in the relevant art will recognize, however, that a particular
embodiment can be practiced without one or more of the specific details, or with other
apparatus, systems, assemblies, methods, components, materials, parts, and/or the like. In
other inétances, well-known structures, materials, or operations are not specifically shown or

described in detail to avoid obscuring aspects of particular embodiments.

[35] A “computer-readable medium” for purposes of particullar embodiments may be any
medium that can contain, store, communicate, propagate, or transport the program for use by
or in connection with the instruction execution system, apparatus, system, or device. The
computer readable medium can be, by way of example only but not by limitation, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus,

system, device, propagation medium, or computer memory.

[36] Particular embodiments can be implemented in the form of control logic in software
or hardware or a combination of both. The control logic, when executed by one or more

processors, may be operable to perform that what is described in particular embodiments.

[37] A “processor’” or “process” includes any human, hardware and/or software system,
mechanism or component that processes data, signals, or other information. A processor can
include a system with a general-purpose central processing unit, multiple processing units,
dedicated circuitry for achieving functionality, or other systems. Processing need not be
limited to a geographic location, or have temporal limitations. For example, a processor can

perform its functions in “real time,” “ofﬂine,” in a “batch mode,” etc. Portions of processing
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can be performed at different times and at different locations, by different (or the same)

processing systems.

[38] Reference throughout this specification to “one embodiment”, “an embodiment”, “a
specific embodiment”, or “particular embodiment” means that a particular feature, structure,
or characteristic desﬁﬁbed in connection with the particular embodiment is included in at least
one embodiment and not necessarily in all particular embodiments. Thus, respective
appearances of the phrases “in a particular embodiment”, “in an embodiment”, or “in a
specific embodiment” in various places throughout this specification are not necessarily
referring to the same embodiment. Furthermore, the particular features, structures, or
characteristics of any specific embodiment may be combined in any suitable manner with one
or more other particular embodiments. It is to be understood that other variations and
modifications of the particular embodiments described and illustrated herein are possible in
light of the teachings herein and are to be considered as part of the spirit and scope.

[39] Particular embodiments may be implemented by using a programmed general
purpose digital computer, by usiﬁg application specific integrated circuits, programmable
logic devices, field programmable gate arrays, optical, chemical, biological, quantum or
nanoengineered systems, components and mechanisms may be used. In general, the functions
of particular embodiments can be achieved by any means as is known in the art. Distributed,
networked systems, components, and/or circuits can be used. Communication, or transfer, of

data may be wired, wireless, or by any other means.

[40] It will also be appreciated that one or more of the elements depicted in the
drawings/figures can also be implemented in a more separated or integratgd manner, or even
removed or rendered as inoperable in certain cases, as is useful in accordance with a particular
application. It is also within the spirit and scope to implement a program or code that can be
stored in a machine-readable medium to permit a computer to perform any of the methods

described above.

(41] Additionally, any signal arrows in the drawings/Figures should be considered only

as exemplary, and not limiting, unless otherwise specifically noted. Furthermore, the term
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“or” as used herein is generally intended to mean “and/or’”” unless otherwise indicated.
Combinations of components or steps will also be considered as being noted, where

terminology is foreseen as rendering the ability to separate or combine is unclear.

[42] As used in the description herein and throughout the claims that follow, “a”, “an”,
and “the” includes plural references unless the context clearly dictates otherwise. Also, as
used in the description herein and throughout the claims that follow, the meaning of “in”

[15g%e 1)

includes “in” and “on” unless the context clearly dictates otherwise.

[43] " The foregoing description of illustrated particular embodiments, including what is
described in the Abstract, is not intended to be exhaustive or to limit the invention to the
precise forms disclosed herein. While specific particular embodiments of, and examples for,
the invention are described herein for illustrative purposes only, various equivalent
modifications are possible within the spirit and scope , as those skilled in the relevant art will
recognize and appreciate. As indicated, these modifications may be made to the present
invention in light of the foregoing description of illustrated particular embodiments and are to

be included within the spirit and scope.

[44] Thus, while the present invention has been described herein with reference to
particular embodiments thereof, a latitude of modification, various changes and substitutions
are intended in the foregoing disclosures, and it will be appreciated that in some instances
some features of particular embodiments will be employed without a corresponding use of
other features without departing from the scope and spirit as set forth. Therefore, many
modifications may be made to adapt a particular situation or material to the essential scope
and spirit. It is intended that the invention not be limited to the particular terms used in
following claims and/or to the particular embodiment disclosed as the best mode
contemplated for carrying out this im}ention, but that the invention will include any and all

particular embodiments and equivalents falling within the scope of the appended claims.

10
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Claims

We claim:
1. A method, comprising:
receiving an incoming probe packet in a network device;

de-encapsulating the incoming probe packet to provide a packet content portion and a

drop result portion;

testing the packet content portion against a local access control list (ACL) to

determine a local drop result; and

inserting the local drop result and encapsulating an outgoing probe packet.

2. The method of claim 1, further comprising authenticating the incoming probe

packet.

3. The method of claim 1, further comprising encrypting the outgoing probe
packet.

4, The method of claim 1, wherein the testing the packet content portion

comprises determining if there is an ACL on an ingress interface of the network device.

5. The method of claim 1, wherein the testing the packet content portion

comprises determining if there is an ACL on an egress interface of the network device.

6. The method of claim 1, wherein the testing the packet content portion

comprises determining a match status.

7. The method of claim 1, wherein the inserting the local drop result comprises
augmenting the drop result portion with an ACL identification and a match statement when a

blocking condition is detected.

11
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8. The method of claim 1, wherein the testing the packet content portion

comprises determining if any output ACL would drop the packet content portion.

9. The method of claim 1, further comprising returning the outgoing probe packet

to a source router.

10.  The method of claim 1, wherein each of the incoming and outgoing probe

packets are encapsulated using user datagram protocol (UDP).

11. An apparatus, comprising:

a packet modifier configured to receive an incoming probe packet, and to derive a
packet content portion and a drop result portion from the incoming probe packet;

an access control list (ACL) tester configured to receive the packet content portion
from the packet modifier, and to determine whether an ACL drop condition exists; and

a result updater configured to receive an output from the ACL tester, and the drop

result portion from the packet modifier, and to provide an outgoing probe packet.

12.  The apparatus of claim 11, wherein the outgoing probe packet comprises the
packet content portion and an update to the drop result portion when the ACL drop condition

exists.

13.  The apparatus of claim 11, wherein the packet modifier is configured to de-
encapsulate the incoming probe packet.

14.  The apparatus of claim 11, wherein the result updater is configured to re-
encapsulate the outgoing probe packet.

15. The apparatus of claim 11, wherein the drop result portion comprises an ACL

identification and a match statement.

12
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16.  The apparatus of claim 11, wherein the ACL drop condition comprises an

ingress or egress interface block.

17.  The apparatus of claim 11, wherein the result updater is configured to provide
encryption to the outgoing probe packet.

18.  The apparatus of claim 11, wherein the outgoing probe packet is configured to

be returned to a source router.

19.  The apparatus of claim 11, configured for an equal cost multiple path (ECMP)
network.

20.  The apparatus of claim 11, wherein each of the incoming probe packet and the

outgoing probe packet are encapsulated using user datagram protocol (UDP).

21. A means for discovering a blocking access control list (ACL), comprising;:

a means for receiving an encapsulated probe packet in a network device;

a means for de-encapsulating the received packet to provide a packet content portion
and a drop result portion;

a means for testing the packet content portion against an ACL to determine a local

drop result; and

a means for inserting the local drop result into a re-encapsulated probe packet.

13
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