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ELECTRONIC LOCK SYSTEM HAVING PROXIMITY MOBILE DEVICE

RELATED APPLICATIONS

The present application is related to and claims priority to U.S. Provisional Patent

Application, Serial No. 61/736,345, filed on December 12, 2012, entitled "Electronic

Lock System Having Proximity Mobile Device." The subject matter disclosed in that

provisional application is hereby expressly incorporated by reference into the present

application in its entirety.

TECHNICAL FIELD

The present invention relates generally to electronic locks, and, more

particularly, to an electronic lock system having a proximity mobile device.

BACKGROUND AND SUMMARY

A typical non-electronic door lock includes a key which must be inserted by a

user into the lock and manipulated to unlock the lock to facilitate entry through the

door. While electronic locks may eliminate, or provide an alternative to, the use of a

key, typically the user must enter a code on a keypad having multiple buttons to

facilitate lock operation. As such, in either case, substantial user interaction with the

lock is required in order to unlock the lock. Accordingly, there is a need for a system

that reduces the amount of user interaction required to operate a lock.

According to one aspect, the present invention provides a mobile device, such

as a key fob, that has been pre-associated with an electronic lock, and wherein the



user carrying the mobile device merely needs to touch the electronic lock, or the

escutcheon or touch plate near the lock, in order to establish communications between

the mobile device and the electronic lock to automatically operate the lock

mechanism of the electronic lock.

According to another aspect, the invention provides an electronic lock, such as

a deadbolt, with a locking device movable between a locked position and an unlocked

position. The lock includes a key fob including a RFID circuit indicative of a valid

access code for the locking device. A circuit is provided that is configured to control

movement of the locking device between the locked position and the unlocked

position. In one embodiment, the circuit includes a contact sensor having a contact

region. The contact sensor is configured to generate an electrical signal responsive to

detecting contact with the contact region. The circuit includes a RFID device

configured to wirelessly receive an access code from a RFID circuit in range of the

RFID device. The circuit includes a processing unit in electrical communication with

the contact sensor and RFID device. The processing unit is configured to selectively

activate the RFID device for a predetermined time period responsive to receiving the

electrical signal from the contact sensor. The processing unit is configured to actuate

movement of the locking device to the unlocked position responsive to the RFID

device reading the valid access code.

In some embodiments, the contact sensor could be a capacitive sensor, an

inductive sensor or a pressure sensor. In some cases, the lock includes an exterior

escutcheon operatively associated with the locking device and the contact sensor is

incorporated into the exterior escutcheon. Depending on the circumstances, the lock



may include an interior escutcheon operatively associated with the locking device

with a second contact sensor incorporated into the interior escutcheon.

In some embodiments, the sensor could be a non-contact sensor that is used to

activate the RFID device. For example, the sensor could be a proximity sensor

configured to detect the presence of a user within a range of the locking device

without any physical contact of the proximity sensor. The proximity sensor is

configured to generate an electrical signal responsive to detecting the presence of a

user within the range of the locking device. In some cases, the proximity sensor

could be an infrared sensor. Depending on the circumstances, the processing unit

could be configured to determine whether the key fob is on an exterior side of a door

by performing RF triangulation with the RFID device.

In a further aspect, the invention provides an electronic lock with a latch

assembly including a bolt movable between an extended position and a retracted

position. The lock includes a circuit configured to control movement of the bolt

between the extended and retracted positions. In some cases, the circuit includes a

sensor configured to generate an electrical signal responsive to detecting either: (1)

the presence of a user within a range of the locking device without any physical

contact of the sensor; or (2) physical contact with a contact region of the sensor. The

circuit may include a RFID device configured to wirelessly read an access code from

a mobile device. Non-transitory computer-readable medium could be provided that

has a valid access code and a computer program code stored thereon. The circuit

includes a processing unit in communication with the proximity sensor, RFID device,

and the computer-readable memory. The processing unit is configured to carry out



instructions in accordance with the computer program code, wherein the computer

program code, when executed by the processing unit, causes the processing unit to

perform operations comprising: (1) receiving an electrical signal from the sensor; (2)

activating the RFID device for a predetermined time period responsive to receiving

the electrical signal from the sensor; (3) receiving an access code from the RFID

device; (3determining whether the access code received from the RFID device is the

valid access code; and (4) initiating the actuation of the bolt to the retracted position

responsive to determining the access code is the valid access code.

Additional features and advantages of the invention will become apparent to

those skilled in the art upon consideration of the following detailed description of the

illustrated embodiment exemplifying the best mode of carrying out the invention as

presently perceived.

BRIEF DESCRIPTION OF DRAWINGS

The present disclosure will be described hereafter with reference to the attached

drawings which are given as non-limiting examples only, in which:

Fig. 1A is a side view of an electronic lock in accordance with an

embodiment of the present invention, installed on a door and with the door shown

in phantom lines.

Fig. IB is a perspective view of the electronic lock of Fig. 1A, as viewed

from the exterior of the door.

Fig. 1C is a perspective view of the electronic lock of Fig. 1A as viewed



from the interior of the door.

Fig. 2 is an exploded view of the electronic lock of Figs. 1A-1C.

Fig. 3 is a perspective view of the interior chassis of the electronic lock of Fig.

2, with the upper cover and daughter card removed.

Fig. 4 is a block diagram of a portion of the electronics circuitry of the interior

chassis of Fig. 3 in wireless communication with a mobile device, in accordance with

an aspect of the present invention.

Corresponding reference characters indicate corresponding parts throughout

the several views. The exemplifications set out herein illustrate an embodiment of the

invention, and such exemplifications are not to be construed as limiting the scope of

the invention in any manner.

DETAILED DESCRIPTION OF THE DRAWINGS

Referring now to the drawings and particularly to Figs. 1A-1C and 2, there is

shown an electronic lock (EL) in accordance with the present invention for mounting

on a door D, and which includes an interior chassis 1 having an interior escutcheon la,

an exterior chassis 2 having an exterior escutcheon 2a, a mounting plate 3, an adapter

4, a latch assembly 5, and a strike 6.

As shown in Fig. 2, latch assembly 5 is of a configuration well known in the

art, and includes a bolt actuator mechanism 7, and a bolt 8. Mounting plate 3 is used to

mount the electronic lock to the door D. Adapter 4 is used to adapt the electronic lock

to a particular hole opening in the door D.



For manual operation of electronic lock (EL), a key actuator 16, having a

removable key K, is provided to manually operate latch assembly 5 from the

exterior of the door D.

Referring also to Fig. 3, interior chassis 1 includes the electronics circuitry 9

for the electronic lock, and further includes a manual turnpiece 10. Manual turnpiece

10 is used on the interior side of door D to operate the bolt actuator mechanism 7 of

latch assembly 5, and in turn to extend and retract bolt 8 (see also Fig. 1C). The

electronics circuitry 9 includes a base board 11 and a removable daughter card 12. In

Fig. 3, a removable cover 13 is provided to cover over the base board 11 and

daughter card 12, when cover 13 is in the installed position.

Referring again to Figs. 1A, IB, 2 and 3, in accordance with an aspect of the

present invention, exterior chassis 2 includes a contact sensor 14 that provides a

contact region for user input, and is configured such that when the surface of contact

sensor 14 comes in contact with a user, e.g., the user's hand, then a dormant

communications portion of electronics circuitry 9 will be activated. Contact sensor 14

is electrically connected to the base board 11 of electronics circuitry 9, such as for

example by an electrical cable 15. Contact sensor 14 may be, for example, a capacitive

sensor, an inductive sensor, or a pressure sensor, that generates a signal S when

touched by a user, which in turn is sent to electronics circuitry 9. While contact sensor

14 is shown incorporated into exterior escutcheon 2a, it is contemplated that contact

sensor 14 may be incorporated into other features near the lock area, such as on the

lock face, or a dedicated contact pad could be provided. Also, it is contemplated that

in some systems it may be desirable to have an additional contact sensor that is



accessible at the interior side of the door, e.g., at interior escutcheon la.

As an alternative embodiment, contact sensor 14 may be replaced with a

proximity sensor, e.g., an infrared sensor, which detects the approach of a user

and generates signal S without requiring the user to physically contact the sensor.

Referring particularly to Fig. 3, daughter card 12 of electronics circuitry 9 is a

replaceable wireless communications module that facilitates wireless communications

with an external device through a desired wireless communications protocol, e.g.,

Zigbee, Z-wave, etc. As such, electronics circuitry 9 may include, for example, an

EMBER Corporation EM357 chip along with associated devices to handle all IEEE

802.15.4 operations. The chip and associated devices is driven by a 24.00 MHz crystal

which is used to produce other internal clocks. Additional devices, such as LED's,

switches, other integrated circuits, antenna and others are designed into electronics

circuitry 9.

Referring to Fig. 4, electronics circuitry 9 also includes a processing unit 17

and a radio-frequency identification (RFID) device 18. Processing unit 17 includes

a commercially available microprocessor or a custom built processing unit (ASIC

= Application Specific Integrated Circuit) and associated input/output (I/O)

circuitry, and is configured for electronic communication with contact sensor 14

and RFID device 18. Processing unit 17 may be communicatively coupled to

contact sensor 14 and RFID device 18 via electrical wiring.

RFID device 18 may be a standard RFID reader device known in the art,

having a maximum communication range of about three feet, e.g., the factory default.



In an embodiment of the present invention, RFID device 18 includes an electrically

powered RFID circuit reader, which may be incorporated, for example, into daughter

card 12. RFID device 18 is configured to be selectively activated by an actuation of

contact sensor 14, as further described below.

As a part of the system in some embodiments, there is also included a user

carried mobile device 20 configured to communicate with RFID device 18 when

RFID device 18 is activated. User carried mobile device 20 has an embedded RFID

circuit that contains lock information, such as an access code, that operatively

associates mobile device 20 with electronic lock (EL). In some embodiments, the

lock information is preprogrammed into mobile device 20, and may be configured to

correspond to a particular electronic lock, or to a set of electronic locks. Mobile device

20 may be, for example, a key fob. Alternatively, the key fob could be in the form of a

RFID circuit attached to key.

As is typical in the art, the RFID circuit of mobile device 20 receives electrical

power via electromagnetic induction from the reader circuit of RFID device 18 when

the RFID circuit of mobile device 20 is within the communications range of RFID

device 18. However, such communication is only possible when RFID device 18 is

activated. RFID device 18 establishes electromagnetic induction through a RFID

antenna that is embedded in exterior chassis 2 (see, e.g., Fig. 1A).

In an embodiment of the present invention, RFID device 18 is selectively

activated for a predetermined period of time (e.g. 5 to 20 seconds) following the

generation of the signal S by contact sensor 14. In operation, a user touches contact

sensor 14 to generate signal S, which is then delivered to processing unit 17.



Processing unit 17, upon receiving signal S, then activates RFID device 18 for

communication. If RFID device 18 establishes communication with the mobile device

20, then RFID device 18 reads the RFID circuit of mobile device 20. Processing unit

17 then determines from the RFID information read from mobile device 20 whether

mobile device 20 is authorized for use with electronic lock (EL).

If authorized, then processing unit 17 of electronics circuitry 9 responds by

actuating the lock actuator mechanism, i.e., latch assembly 5, to unlock electronic lock

(EL). The actuation of latch assembly 5 may be effected by energizing an electric

motor (not shown) to retract the bolt 8 of latch assembly 5, thus permitting door D

(see Fig. IB) to be opened from a closed position. After the predetermined period of

time has expired, electronic lock (EL) will return to the locked state.

In an embodiment wherein a non-contact proximity sensor is used as a

replacement for contact sensor 14, electronics circuitry 9 is configured to determine that

mobile device 20 is on the exterior side of the door by enabling RFID device 18 to

perform RF triangulation prior to having the lock actuator mechanism energized by

processing unit 17 of electronic circuitry 9. In addition, triangulation may be used as a

technique to program the distance range within which the user carrying mobile device

20 must be in order to activate the electronic lock (EL) to an unlocked state. For

example, the user programmable range may be a distance of one foot to six feet.

In operation, when a valid proximity mobile device 20, i.e., proximity key fob,

using RFID communication is within a predetermined range of electronic lock (EL) and

the user touches a contact sensor 14 of electronic lock (EL) with the user's hand, or

alternatively the user is within range of the alternative lock proximity sensor, then



electronic lock (EL) will be activated to an unlocked state. In other words, the valid

proximity mobile device 20 may remain in the user's pocket, but when the user touches a

designated portion of electronic lock (EL) (e.g., escutcheon, face plate, handle, etc.), or

alternatively approaches electronic lock (EL), then electronic lock (EL) automatically

goes to an unlocked state.

Advantageously, in embodiments of the present invention there is no need to

manipulate the lock mechanism with a key or keypad in order to unlock the lock.

Although the present disclosure has been described with reference to particular

means, materials and embodiments, from the foregoing description, one skilled in the art

can easily ascertain the essential characteristics of the present disclosure and various

changes and modifications may be made to adapt the various uses and characteristics

without departing from the spirit and scope of the present invention as set forth in the

following claims.



WHAT IS CLAIMED IS:

1. An electronic lock for use with a mobile device, the electronic lock comprising:

a locking device movable between a locked position and an unlocked position;

a key fob including a RFID circuit indicative of a valid access code for the

locking device;

a circuit configured to control movement of the locking device between the

locked position and the unlocked position, wherein the circuit includes:

a contact sensor having a contact region, wherein the contact sensor is

configured to generate an electrical signal responsive to detecting contact with the

contact region;

a RFID device configured to wirelessly receive an access code from a

RFID circuit in range of the RFID device; and

a processing unit in electrical communication with the contact sensor and

RFID device, wherein the processing unit is configured to selectively activate the RFID

device for a predetermined time period responsive to receiving the electrical signal from

the contact sensor, wherein the processing unit is configured to actuate movement of the

locking device to the unlocked position responsive to the RFID device reading the valid

access code.

2 . The electronic lock of claim 1, wherein the contact sensor is a capacitive sensor.

3 . The electronic lock of claim 1, wherein the contact sensor is an inductive sensor.



4. The electronic lock of claim 1, wherein the contact sensor is a pressure sensor.

5. The electronic lock of claim 1, further comprising an exterior escutcheon

operatively associated with the locking device, wherein the contact sensor is incorporated

into the exterior escutcheon.

6. The electronic lock of claim 5, further comprising an interior escutcheon

operatively associated with the locking device, wherein a second contact sensor is

incorporated into the interior escutcheon.

7. The electronic lock of claim 1, wherein the predetermined time period is between

approximately 5 to 20 seconds.

8. An electronic lock for use with a mobile device, the electronic lock comprising:

a locking device movable between a locked position and an unlocked position;

a key fob including a RFID circuit indicative of a valid access code for the

locking device;

a circuit configured to control movement of the locking device between the

locked position and the unlocked position, wherein the circuit includes:

a proximity sensor configured to detect the presence of a user within a

range of the locking device without any physical contact of the proximity sensor,

wherein the proximity sensor is configured to generate an electrical signal responsive to

detecting the presence of a user within the range of the locking device;

a RFTD device configured to wirelessly read an access code from a mobile



device; and

a processing unit in electrical communication with the proximity sensor

and RFID device, wherein the processing unit is configured to selectively activate the

RFID device for a predetermined time period responsive to receiving the electrical signal

from the proximity sensor, wherein the processing unit is configured to actuate

movement of the locking device to the unlocked position responsive to the RFID device

reading a valid access code.

9. The electronic lock of claim 7, wherein the proximity sensor is an infrared sensor.

10. The electronic lock of claim 8, wherein the predetermined time period is between

approximately 5 to 20 seconds.

11. The electronic lock of claim 8, wherein the processing unit is configured to

determine whether the key fob is on an exterior side of a door by performing RF

triangulation with the RFID device.

12. An electronic lock comprising:

a latch assembly including a bolt movable between an extended position and a

retracted position;

a circuit configured to control movement of the bolt between the extended and

retracted positions, wherein the circuit includes:

a sensor configured to generate an electrical signal responsive to detecting

either: (1) the presence of a user within a range of the locking device without any

physical contact of the sensor; or (2) physical contact with a contact region of the sensor;



a RFID device configured to wirelessly read an access code from a mobile

device; and

a non-transitory computer-readable medium having a valid access code and a

computer program code stored thereon;

a processing unit in communication with the proximity sensor, RFID device, and

the computer-readable memory, wherein the processing unit is configured to carry out

instructions in accordance with the computer program code, wherein the computer

program code, when executed by the processing unit, causes the processing unit to

perform operations comprising:

receiving an electrical signal from the sensor;

activating the RFID device for a predetermined time period responsive to

receiving the electrical signal from the sensor;

receiving an access code from the RFID device;

determining whether the access code received from the RFID device is the

valid access code; and

initiating the actuation of the bolt to the retracted position responsive to

determining the access code is the valid access code.

13. The electronic lock of claim 12, wherein the sensor is a capacitive sensor.

14. The electronic lock of claim 12, wherein the sensor is an inductive sensor.

15. The electronic lock of claim 12, wherein the sensor is a pressure sensor.



16. The electronic lock of claim 12, wherein the sensor is an infrared sensor.

17. The electronic lock of claim 12, further comprising an exterior escutcheon

operatively associated with the latch assembly, wherein the sensor is incorporated into

the exterior escutcheon.

18. The electronic lock of claim 17, further comprising an interior escutcheon

operatively associated with the latch assembly, wherein a second sensor is incorporated

into the interior escutcheon.

19. The electronic lock of claim 12, wherein the predetermined time period is

between approximately 5 to 20 seconds.
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