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(57) ABSTRACT 

The invention provides for a method of communication 
within a mobile radio communications device between a 
chip-card in server mode and any one or more of a plurality of 
clients each having the same IP address, the method including 
the steps of creating for each of the clients a socket, wherein 
each socket is bound to a client port allocated by the device, 
associating a client identifier to each of the bound client ports, 
and making each said client identifier available to the chip 
card whereby the chip card can distinguish between messages 
from the plurality of clients. 

TCP, UICC in client mode, remote Connection 
UDP, UCC in client mode, remote connection 
TCP, UICC in server mode 

TCP, UICC in client mode, local connection 
(i.e. class "k" is supported) 

UDP, UICC in client mode, local connection 
(i.e. class "k" is supported) 

UDP, UICC in server mode 
RFU, bit = 0 

Reserved by 3GPP (HSDPA (if class "e" is supported)) 
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Seventeenth byte: 

TCP, UICC in client mode, remote connection 

UDP, UCC in client mode, remote connection 
TCP, UICC in servermode 

TCP, UICC in client mode, local Connection 
(i.e. class "k" is supported) 

UDP, UICC in client mode, local connection 
(i.e. class "k" is supported) 

UDP, UICC in server mode 

RFU, bit = 0 
Reserved by 3GPP (HSDPA (if class "e" is supported)) 
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CLIENT SERVER COMMUNICATIONS IN 
MOBILE RADIO COMMUNICATIONS 

DEVICE 

TECHNICAL FIELD 

0001. The present invention relates to a method of com 
munication within a mobile radio communications device, 
and to a related mobile radio communications device and 
signaling arising therein. 

BACKGROUND ART 

0002 Mobile radio communication devices such as cell 
phone handsets have long employed chip-cards such as a 
Subscriber Identity Module (SIM) and, with regard to so 
called 3G handsets, a Universal Integrated Circuit Card 
(UICC). Such cards are generally arranged to contain with 
caller and network related information and include memory 
and microcontroller functionality. 
0003. Such known chip-cards as are employed within 
mobile radio communication devices are becoming increas 
ingly Sophisticated and further functionality has included the 
provision of a server within the chip-card such that, for 
example, the UICC can operate in a server mode to one or 
more clients whether locally on the mobile radio communi 
cations device Mobile Equipment (ME), or remote therefrom. 
0004) While such chip-cards can readily be provided with 
Such server functionality for communication with a client, 
scenarios also arise in which it is required that the server 
communicate with one or more of a plurality of clients each 
having the same IP address, such as for a plurality of local 
clients provided on the same ME as the chip-card server. 
0005 Communication between the chip-card server and 
the ME is generally supported by the Bearer Independent 
Protocol (BIP). However, the information payload delivered 
by way of the BIP channel does not include information 
serving to indicate the client from which the signaling origi 
nates and so there is no inherent way in which the server 
chip-card can distinguish between payloads originating from 
different clients each sharing the same IP address. 
0006. It is known to support Transmission Control Proto 
col (TCP) over a BIP channel, for example for a UICC in 
server mode, and wherein a plurality of clients sharing the 
same IP address are present. Here a single specific BIP chan 
nel is provided for each particular TCP connection. However, 
disadvantages arise insofar as the provision of a plurality of 
separate BIP channels is relatively resource-consuming for 
both the ME and, for example, the chip-card and additional 
provisions needs to be made so as to keep the data from 
different clients separate and which generally requires the 
provision of several buffers. 
0007 Additionally, overheads associated with the support 
of TCP over the BIP channel can prove disadvantageously 
limiting having regard to the relatively safe and secure envi 
ronment in which the server chip-card ME interface operates. 
0008. The present invention seeks to provide for a method 
of communication in a mobile radio communications device 
between a chip-card in server mode and any one of a plurality 
of clients each having the same IP address, and which has 
advantages over known Such methods. Likewise the invention 
seeks to provide for a related mobile radio communications 
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device, and signal arising therein, and which exhibit advan 
tages over Such known devices and related signaling. 

DISCLOSURE OF THE INVENTION 

0009. According to an exemplary aspect of the present 
invention there is provided a method of communication 
within a mobile radio communications device between a 
chip-card in server mode and any one or more of a plurality of 
clients each having the same IP address, the method including 
the steps of creating for each of the clients a socket, wherein 
each socket is bound to a client port allocated by the device, 
associating a client identifier to each of the bound client ports, 
and making each said client identifier available to the chip 
card whereby the chip card can distinguish between messages 
from the plurality of clients. 
0010 Advantageously therefore it will be appreciated that 
the invention allows for a chip-card, such as a UICC, to 
distinguish between several clients on the basis of the socket 
port pairing controlled within the mobile radio communica 
tions device. 
0011. Also, the method can be provided for communica 
tion between a chip-card comprising a UICC in server mode 
and several clients. 
0012. Further, the method can provide for communication 
between a chip-card and a plurality of clients provided within 
the mobile radio communications device, 
0013. It should of course be appreciated that the method of 
communication can be arranged to be supported by a BIP 
channel in the mobile radio communications device. 
0014 Advantageously within the method of the present 
invention, the client port to be bound to a particular client 
Socket can be assigned by way of the mobile radio commu 
nications device. 
0015. Alternatively, the client port to be bound to a par 
ticular client socket can be derived from a predetermined 
selection of ports. 
0016 Further, the method can be arranged such the mobile 
radio communications device stores the client port and paired 
client identifier information. 
0017 Advantageously, the method can include the step of 
making the client identifier available to the mobile radio 
communications device-chip-card interface. 
0018 Preferably, the method can include the support of 
Universal Datagram Protocol (UDP) communication 
between the server and client(s). 
0019. In this manner, the support of a chip-card in UDP 
server mode can be provided within APDU command signal 
ing. 
0020. Further, the support of chip-card UDP server mode 
can be provided within the open channel proactive command 
signaling. 
0021. As an alternative, the method can include the Sup 
port of TCP communication and the creation of a TCP socket 
as required. 
0022. In this manner, the method can further include the 
step of monitoring for incoming connection requests on the 
server port. 
0023 The method can also include the creation of a further 
TCP server socket and responsive to the incoming connection 
request so as to leave the original server socket for further 
incoming connection requests. 
0024. According to another exemplary aspect of the 
present invention there is provided a mobile radio communi 
cations device having a chip-card and arranged for operation 
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according to a method of communication as defined above. 
Such a mobile radio communications device as noted above 
can be arranged for execution of Software instructions for 
control of the method. 
0025. According to a yet further exemplary aspect of the 
present invention, there is provided a signaling message to a 
chip-card in server mode within a mobile radio communica 
tions device, the message originating from one of a plurality 
of clients each having the same IP address and the message 
including a client identifier associated with a bound socket 
and client port, such that the chip-card can distinguish 
between messages from the plurality of clients. 
0026. Preferably, the signaling comprises a terminal 
response message. 
0027. According to still a further exemplary aspect of the 
present invention there is provided a signaling message from 
a chip-card in server mode in a mobile radio communications 
device, and to be delivered to at least one of a plurality of 
clients each having the same IP address, the signaling mes 
sage including a client identifier associated with a bound 
Socket and client port, such that the chip-card can distinguish 
between the plurality of clients for delivery of the signaling 
message. 
0028 Advantageously, the signaling includes a send data 
command signal. 
0029. As will be appreciated, through functionality within 
the mobile radio communications device, each of the plurality 
of clients can be allocated a port number for example by way 
of the socket layer within the mobile radio communications 
device, or by way of predetermined port numbers allocated to 
specific types of applications. 
0030. Further, the present application therefore advanta 
geously provides an arrangement for allowing the chip-card 
to distinguish between several clients on the basis of func 
tionality within the mobile radio communications device and 
which advantageously takes into account the constraints aris 
ing in relation to the existing card interface so as to assist with 
backward compatibility of the present invention. 
The invention in particular is based on a combination of 
procedural steps such as the identification of port numbers, 
association with a simple identifier which can reduce the 
required bits/bytes on the mobile radio communications 
device-chip-card interface, and the extension of the range of 
an existing parameter on the interface, so as to provide the 
required ability for the chip-card, rather than merely the 
mobile radio communications device, to distinguish between 
several clients each having the same IP address. 
0031. Thus while, for example, the UICC server mode 
over a BMP channel as currently defined in the document 
ETSI TS 102 223 only supports TCP mode communication, 
the present invention not only provides for a particularly 
advantageous mechanism for the Support of Such communi 
cation, but also Supports UDP mode operation Such that any 
applications within, for example, the mobile radio communi 
cations device and based on UDP can then interact with the 
chip-card which is likewise arranged to function within UDP 
server mode. 

0032. The advantages of speed and efficiency that arise for 
the use of UDP mode therefore can be readily employed 
within the context of the mobile radio communications device 
and chip-card serverinterface and so in scenarios in which the 
additional security and reliability of TCP mode might in any 
case not be required. 
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0033. The invention is described further hereinafter, by 
way of example only, with reference to the accompanying 
drawings. 

BRIEF DESCRIPTION OF THE DRAWING 

0034 FIG. 1 is a schematic block diagram of a protocol 
stack and processing flow for a scenario in which UDP is 
supported both within the mobile radio communications 
device and the chip-card; 
0035 FIG. 2 is a similar stack and processing flow dia 
gram to that of FIG. 1 but for scenario in which only BIP is 
Supported on the chip-card side of the interface; 
0036 FIG. 3 is a signaling diagram between a chip-card 
and a plurality of clients within a mobile radio communica 
tions device and according to one embodiment of the present 
invention; 
0037 FIG. 4 is a similar but partial signaling diagram 
between a chip-card and a plurality of clients within a mobile 
radio communications device and according to another 
embodiment of the present invention; and 
0038 FIG. 5 is an illustration of a revised structure within 
a terminal profile message so as to allow for Support of a 
chip-card within a UDP server mode. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

0039. With reference to the article ETSI TS 102 223 Rel-8 
Specs, it is known to support TCP over a BIP channel for a 
UICC in server mode and such that only a TCP client appli 
cation within the mobile radio communications device 
Mobile Equipment (ME) and a TCP server within the UICC 
can communication over the BIP channel. 
0040. However, the manner in which a plurality of clients 
each having the same IP address and the UICC in server mode 
can communicate is disadvantageously limited, and the mere 
support of only TCP mode can likewise prove inappropriate 
and limiting. 
0041 As will be appreciated from the foregoing, the 
present invention provides for not only a mechanism by 
which, for example, a UICC in server mode can reliably 
communicate with one or more of a plurality of clients each 
having the same IP address, but also one that allows for the 
support of UDP over the BIP channel, such that each client 
can comprise a UDP client, and the UICC in server mode can 
comprise as a UICC UDP server. 
0042. While the signaling arising in accordance with two 
particular exemplary embodiments of the present invention is 
described further below, reference is first made to FIG. 1 
which illustrates a protocol stack and processing flow for a 
scenario in which UDP/IP are supported on both the ME and 
the UICC sides of the interface although it should be appre 
ciated that FIG. 1 illustrates only the processing on the client 
side. That is, there is illustrated a client (application) 10 and 
the subsequent provision of a UDP stack 12 which provides a 
header which can include the source, and destination, port 
numbers and the subsequent provision of IP support 14 prior 
to BIP, or Ethernet emulation 16 and subsequent delivery to 
the physical layer 18 which can comprise a Universal Serial 
Bus (USB) connection or otherwise. 
0043. However, turning now to FIG. 2, there is provided an 
illustration of a scenario in which, at the UICC side only BIP 
is supported such that there is no provision of a UDP/IP or 
indeed a TCP stack. 
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0044 As illustrated, on a client side 20 of the interface 
there is provided the client (application) 24 and related UDP 
sending request 26. Since the ME can identify that, at the 
UICC side, only BIP is supported, the UDP layer 26 will 
simply forward the UDP sending request to the BIP Layer 28. 
Here, the BIPlayer 28 extracts the client (application) 24 data 
from the UDP sending request, and, associates the client port 
with an identifier to be described later. 
0045. The data is then ready to be sent to the UICC side via 
the interface. 
0046. On the UICC 22 side of the interface, the physical 
layer comprises, for example, USB 34 and receives the data 
which is then delivered via BIP36 to the server 38 within the 
UICC. 
0047 AS mentioned, particular examples of signaling 
arising in relation to two separate embodiments are discussed 
further in relation to FIGS. 3 and 4 of the application. 
0048. In achieving the particularly efficient identification 
within the UICC for data originating from one or more of a 
plurality of clients, the invention lends itself in particular to 
the support of UDP over the BIP channel. 
0049. However, it should be appreciated that the invention 

is in no way restricted to the support of UDP. For example the 
advantageous manner in which the UICC can determine the 
client-source of incoming data, and can deliver data in return 
to an appropriate target client, is not restricted to any particu 
lar communication schemes such as UDP nor TCP. 
0050. However, and merely for further illustration, with 
regard to the support of UDP, it should be appreciated that the 
invention can provide for the support of UICC UDP server 
mode within the terminal profile APDU command, and also 
add the support of UICC UDP server mode within the open 
channel proactive command. 
0051. As required, any one or more of the plurality of UDP 
client applications is arranged to create a UDP socket and, 
importantly, to bind that socket to a particular port number. 
The port number can be assigned by the ME or retrieved from 
a predetermined range in advance and can then be Subse 
quently defined, or identified, as the source (or client) port 
number for the particular client application. 
0052. The ME can be arranged subsequently to associate 
an identifier, referred to hereinafter as “UDP client identi 
fier, to each of the aforementioned client source port num 
bers. 
0053 Such sourceport numbers, and UDP client identifier 
pairs can remain stored within the ME as appropriate. 
0054) To allow for the desired discriminating functionality 
of the present invention within the UICC, the UDP client 
identifier can be made available to the ME-UICC interface 
and this, for example, can be achieved by way of the Envelope 
Event Download Data, the Received Data, the Send Data 
and/or the Terminal Response Commands. 
0055. The UICC can then discriminate between several 
UDP clients on the basis of this UDP client identifier. 
0056 Turning now to FIG.3, there is provided a signaling 
diagram arising within an ME between first and second cli 
ents 40, 42, the main ME processor 44 and a UICC 46 in UDP 
server mode. 
0057. During the power-up sequence, the ME 44 sends its 
Terminal Profile message 48 to the UICC 46 indicating that 
“UICC UDP server mode” is supported by the ME 44. 
0058. Once the power-up sequence is completed, although 

this could be at any time after the Terminal Profile is sent, the 
UICC 46 sends an Open Channel proactive command 50 to 
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the ME 44 indicating its wish to open a channel in UICC UDP 
server mode. In particular, this command 50 includes the 
relevant server port number, i.e. the port used by the UDP 
server 46 to communicate with a UDP client application. 
0059. The ME 44 accepts the command and in particular, 
memorizes the aforementioned UDP server port number. For 
Subsequent steps in the signaling procedure, the ME 44 will 
monitor 52 whether or not any data is received on this par 
ticular server port. 
0060 Assuming the first UDP client 40 application in the 
ME 44 wants to communicate 53 with the UICC server 46 in 
UDP mode, this application will first create 54 a UDP socket, 
and then bind 54 this socket with a source port number which 
can be referred to at the client source port number. As noted, 
this port number could be fixed in advance or retrieved calling 
the 'getsockname' primitive for example in case it has been 
dynamically allocated by the ME 44. 
0061 Subsequently, the ME 44 memorizes this client 
source port number and associates 56 a UDP client identifier 
(e.g. a simple number assigned by the ME) to this port num 
ber. 

0062. This could be done using a simple array in the ME to 
store the “client port number-UDP client identifier pairs 
data. 

0063 As will be seen, similar signaling 58, 60 and iden 
tifier assignment 62 is then conducted for the second UDP 
client application 42. 
When the first UDP client application 40 calls the UDP send 
ing data function to send data 64 to the UICC UDP server 46 
it is noted that the UDP client knows in advance the UICC 
UDP server port number and this port could be a standard port 
number allocated by IANA. 
0064. The ME 44 recognizes this request as a request to the 
UICC UDP server 46 thanks to the server port number indi 
cated by the UDP client 40 in the sending function 64 and the 
ME 44 will then extract the payload from this function and 
save it in its memory. 
0065. The ME 44 then sends an “Event Download-Data 
Available” Envelope command 66 to the UICC UDP server 
46 by indicating the allocated UDP client identifier for 
example within the Device identities data object included in 
this Envelope command 66. 
0066 By receiving the Envelope 66, the UICC 46 
acknowledges that there is a UDP client, on the basis of the 
UDP client identifier, which it identifies as attempting to 
communicate with the UICC UDP server. 

0067. The UICC 46 then sends a Receive Data command 
68 to the ME 44 in order to retrieve the data from the UDP 
client 40. In particular, the Receive Data command 68 can 
also contain the UDP client identifier. 

0068. By receiving this Receive Data command 68, the 
ME 44 can encapsulate the UDP client application data (pre 
viously saved payload), referenced by the UDP client identi 
fier, in the “Channel Data” data object, include the UDP client 
identifier (e.g. in the Device Identities data object), and then 
send the Terminal Response 70 to the UICC 46. 
0069. It should be appreciated that server’s “Receive Data 
Terminal Response' exchanges/cycles could be employed in 
case the UDP client data cannot be sent using a single Termi 
nal Response, i.e. with the data amount exceeding the data 
transport capability of a single Terminal Response. 
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0070. By receiving this Terminal Response 70, the UICC 
46 will be able to know from which UDP client (40 in this 
case) the data is originating from due to the UDP client 
identifier. 
0071. The ME 44 can then confirm the correct sending of 
the data by sending an acknowledge message 72 to the UDP 
client. 
0072 Similar signaling exchanges 74,76, 78,80, 82 will 
arise when the second client application 42 UDP calls the 
UDP sending data function to send data 74 to the UICC UDP 
sever 46. 

0073. In turn, the UICC sever 46 can send data 84, 86 to a 
particular UDP client 40, 42 and the UICC will then, on the 
basis of the invention, simply need to specify the UDP client 
identifier in the Send Data proactive command 84. 
0074. When the ME 44 receives this Send Data command 
84 from the UICC 46, thanks to “UDP client identifier/client 
port number pairs information, the ME44 will be able to 
send this data 86 to the correct client application 40. 
0075 Turning now to FIG. 4, there is illustrated signaling 
arising between first and second clients 40, 42, a ME main 
processor 44 and a UICC 46 but this time in accordance with 
the support of TCP over the BIP channel. That is, each of the 
clients 40, 42 comprise TCP clients, and the UICC 46 is 
considered to operate in TCP server mode. 
0076. As will be appreciated from the following discus 
Sion, only the initial stages in the signaling is illustrated in 
FIG. 4 since the latter exchanges simply mirror those illus 
trated in relation to the embodiment of FIG. 3. 
0077. Again, starting with a power-up sequence, the ME 
44 sends a terminal profile signal 88 indicating the Support of 
TCP and the UICC in server mode to the UICC 46 and, as 
before, Subsequent to completion of the power-up sequence, 
the UICC 46 sends an open channel proactive command 90 to 
the ME 40. 
0078. At this stage, and as indicated at 92, the ME then 
creates a TCP socket and binds this socket with the required 
server port. The related “listen' and then the “accept func 
tions can also be initiated so that the ME can start to monitor 
any incoming connection request on the server port. 
007.9 For the subsequent support of communication from 
the first client 40, the signaling 94, 96 is delivered from this 
client 40 to the ME 44 in order to create the required TCP 
Socket and to Subsequently bind the Socket to an appropriate 
client port number. 
0080. Within the ME 44 and at 98, the ME receives the 
aforementioned connection request and effectively creates a 
new TCP server socket in order to leave the original server 
Socket available for any further incoming connection 
requests. The ME can be arranged to allocate a new server 
port number and from this point onwards, the new allocated 
port number is associated with the first client 40 and all 
further data from that client will be sent to that particular port. 
0081. Subsequently, the ME 44 can respond with a confir 
mation of receipt and enablement of the connection request 
by way of signaling 100. 
0082 Next, and assuming that the second client 42 like 
wise wishes to communicate with the UICC 46, similar 
Socket creation 102 and binding 104 signaling is received at 
the ME 44 from this second client. Thus at 106, the same port 
number allocation process as conducted at 98 in relation to the 
first client, is conducted in relation to the second client. 
0083 Confirmation of the receipt and enablement of the 
connection is then returned as signaling 108 from the ME 44 
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to the second client 42. All Subsequent signaling arises in the 
same context as for the support of UDP illustrated in FIG. 3 
and so is not illustrated further. In confirmation, the ME has 
allocated two different port numbers to the first and second 
clients 40.42. The ME can then associate the port numbers to 
two different identifiers and pass this information for use by 
the UICC so as to allow the UICC to discriminate between 
data originating from the two different clients, even though 
they share the same IP address. 
I0084. Returning to the embodiment supporting UDP, this 
can be based upon signaling proposed for Supporting TCP but 
with various additions and amendments as illustrated by the 
following proposals. 
I0085 For example, the “Terminal Profile APDU com 
mand can be amended to add the support of “UICC in UDP 
server mode'. 
I0086. The nature of such suggested amendment to the 
APDU command is illustrated in FIG. 5 with reference to the 
seventeenth byte and which serves to show the addition 
at"b6” of the support for UDP UICC in server mode. 
0087 Also, the “OPEN CHANNEL related to UICC 
Server Mode” proactive command can be amended in order to 
add the support of UICC in UDP server mode. 
I0088. More particularly, the “UICC/terminal interface 
transport level data object included in this Open Channel 
command can be amended in order to add the Support of 
UICC in UDP server mode: 
I0089. At the UICC/terminal interface transport level, this 
clause applies if class 'e' is supported. 

Byte(s) Description Length 

1 UICC? terminal interface 1 
transport level tag 

2 Length = “03 1 
3 Transport protocol type 1 

4 to 5 Port number 2 

0090 Coding of the Transport protocol type: 
0091 01 : UDP, UICC in client mode, remote connec 
tion; 
0092 02: TCP, UICC in client mode, remote connection: 
0093 03: TCP, UICC in server mode: 
0094) 04: UDP, UICC in client mode, local connection 
0095 05: TCP, UICC in client mode, local connection 
0096) 06: UDP, UICC in server mode; 
0097 all other values are reserved. 
0.098 UDP is defined in RFC 7689: TCP is defined in 
RFC 793.10. 
(0099 Coding of the Port number: 
0100 integer. 
0101. It should be appreciated that the value 06 is pro 
vided as an example as this is based on one particular version 
of the specification, although of course the value could be 
changed if required. 
0102. With regard to the “Device Identities' data object, 
this can be amended in order to add an identifier which allows 
for several UDP clients to be distinguished. Also, a new range 
of values can be defined. For example, and with an embodi 
ment of the present invention, nine possible values (31 to 39) 
can be defined. Of course, it should be appreciated that this is 
not a limitation and further extensions are possible using 
further values such as 41 to 49, etc. 
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0103 Referring now to device identities, these can be 
arranged as follows. 

Byte(s) Description Length 

1 Device identities tag 1 
2 Length = 02 1 
3 Source device identity 1 
4 Destination device identity 1 

Source Device Identity: 
0104 Contents: 
0105 the source device for information held in the data 
objects which follow. 

Destination Device Identity: 
01.06 Contents: 
0107 the destination device for information held in the 
data objects which follow. 
0108. As usual, it should be noted that only some combi 
nations of Type of Command, Data Download type and 
Device identities are allowed. These are defined in clause 10. 
0109 Coding: 
0110 both Source and Destination device identities are 
coded as follows: 
011 1 01'=Keypad; 
(O112 02=Display; 
0113 03=Earpiece: 
0114 10 to 17=Additional Card Reader X (0 to 7). 
Value assigned by terminal; 

0115 21 to 27=Channel with Channel identifier x 
(1 to 7). Value assigned by terminal in the Channel 
status Comprehension TLV of the TERMINAL 
RESPONSE following an OPEN CHANNEL com 
mand; 

0116 31 to 39 =UDP client application identifier 
(1 to 9) in case UICC in UDP server mode is sup 
ported 

0117 81=UICC: 
0118 82=terminal; 
0119) 83’=network: 
0120 All other values are reserved. 

0121 Again it is noted that this Device Identities data 
object can be included in the following commands: 
0122 from ME to UICC: 
(0123. Envelope “Event Download-Data Available” 
0.124 Terminal Response 

0125 from UICC to ME: 
0.126 Receive Data 
0127 Send Data 

0128. As will be appreciated, the ME has to associate the 
UDP client application source port (see below) with a UDP 
client application identifier above. 
0129. Before any communication between the UDP client 
application 40, 42 in the ME 44 and the UDP server in the 
UICC 46, the client application 40, 42 is first associated with 
a port number in order to be able to retrieve any data (answers) 
from the server 46 and as noted the procedure can be that: 

0.130 the client first creates a UDP datagram socket and 
which could be done using any standard Socket libraries: 
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I0131 hSocket socket(AF INET, 
IPPROTO UDP); 

0.132 in accordance with this example of the invention, 
the client then binds this socket to a particular port 
number (this will be the client source port number) and 
this port number can be fixed in advance or dynamically 
allocated by the ME such as for example: 

SOCK DGRAM, 

0.133 bind (hSocket, (struct sockaddr) & address, size of 
(address)) 
I0134. It should be noted that the client IP address and port 
number are contained in the “sockaddr” structure and from 
his point, the ME must associate a UDP client identifier with 
this client port number. This could be achieved by way of a 
simple array which could be stored in the ME memory in the 
following format. 

UDP client UDP client 
Port Number identifier 

2222 31 
2257 32 
2378 33 
2453 34 

0135. On the ME-UICC interface, the UDP client identi 
fier will be then used in order to distinguish between several 
UDP clients 

I0136. For example using the values above, when the UDP 
client application 40, 42 in the ME 44 using port 2222 sends 
data to the server in the UICC 46, the ME 44 will pass the 
identifier “31” along with the data to the UICC 46. 
I0137 When the UICC 46 sends the reply, it will indicate 
“31 in its answer; The ME 44 will then send this data to the 
UDP port 2222. 
0.138. By binding the client applications UDP sockets to 
some local UDP ports, the ME can simply and clearly identify 
each of these UDP client applications. Supporting several 
UDP clients from the ME for a UICC UDP server is then 
achieved in a simple manner as only a single identifier is 
required in order to allow the UICC to distinguish between 
Several UDP clients. 
0.139. Such an exemplary embodiment of the invention 
also has an exemplary advantage of keeping the existing 
interface almost unchanged as the new UDP client identifier 
could be passed within an already existing data object, and 
would not lead to any backward compatibility issues. 
0140. While the invention has been particularly shown and 
described with reference to exemplary embodiments thereof, 
the invention is not limited to these exemplary embodiments. 
It will be understood by those of ordinary skill in the art that 
various changes in form and details may be made therein 
without departing from the spirit and scope of the present 
invention as defined by the claims. 
0.141. This application is based upon and claims the ben 

efit of priority from UK patent application No. 0821236.7, 
filed on Nov. 20, 2008, the disclosure of which is incorporated 
herein in its entirety by reference. 

1. A method of communication within a mobile radio com 
munications device between a chip-card in server mode and 
any one or more of a plurality of clients each having a same IP 
address, 
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said method comprising: 
creating for each of said clients a socket, wherein each 

Socket is bound to a client port; 
associating a client identifier to each of bound client ports; 

and 
making each said client identifier available to the chip-card 
whereby the chip card can distinguish between said plu 
rality of clients. 

2. A method as claimed in claim 1 wherein the chip-card 
comprises a UICC in server mode. 

3. A method as claimed in claim 1, wherein said plurality of 
clients are provided within said mobile radio communica 
tions device. 

4. A method as claimed in claim 1, wherein said client port 
assigned to be bound to a particular socket is assigned by way 
of the mobile radio communications device. 

5. A method as claimed in claim 1, wherein said client port 
to be bound to a particular socket is derived from a predeter 
mined selection of ports. 

6. A method as claimed in claim 1 comprising making the 
client identifier available to a mobile radio communications 
device-chip-card interface. 

7. A method as claimed in claim 1, being arranged to 
Support Universal Datagram Protocol communication 
between a server and clients. 

8. A method as claimed in claim 7, wherein support of a 
chip-card and UDP server mode is provided within APDU 
command signaling. 
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9. A method as claimed in claim 7, wherein support of a 
chip-card UDP server mode is provided within an open chan 
nel proactive command signaling. 

10. A method as claimed in claim 1, being arranged to 
support TCP communication and a creation of TCP sockets as 
required. 

11. A signaling message to a chip-card in server mode 
within a mobile radio communications device, said message 
originating from one of a plurality of clients each having a 
same IP address and said message including a client identifier 
associated with a bound socket and client port, Such that the 
chip-card can distinguish between said plurality of clients. 

12. A message as claimed in claim 11, comprising a termi 
nal response message. 

13. A message as claimed in claim 11, comprising a data 
available message. 

14. A signaling message from a chip-card in server mode in 
a mobile radio communications device, to be delivered to at 
least one of a plurality of clients each having a same IP 
address, said signaling message including a client identifier 
associated with a bound socket and client port, Such that the 
chip-card can distinguish between said plurality of clients. 

15. A message as claimed in claim 14, comprising a send 
ing data command signal. 

16. A message as claimed in claim 14, comprising a receiv 
ing data command signal. 
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