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A SYSTEM AND METHOD FOR
ADMINISTRATING A PLURALITY OF COMPUTERS

Field of the Invention

The present invention relates to the field of computer administration. More
particularly, the invention relates to a system and method for administrating a

plurality of computers.

Background of the Invention

The term computer center refers herein to the administration of a plurality
of computers, of possibly differing types and operating systems, which may

execute a variety of applications.

The following represent certain aspects to this problem:

Ease of the administration. Due to the Variety of computer types, Operating
Systems (OS) and applications, a computer center maintaining a plurality of
computers has compound administrative and maintenance difficulties.

Authentication of the Sysadmin. Administration tasks should be performed
only by authorized personnel, and hence the authentication mechanism of the
Sysadmin (system administrator) should be as secure as possible.

Decentralized administration. Since each computer is an independent
entity, a Sysadmin has to interéct with the computer from the monitor, the

keyboard and the mouse of this computer.

This subject has already been discussed extensively in the prior art. According
to the prior art, the solution to the above mentioned problems involves using a
centialized administration station, upon which a Sysadmin can administrate
and perform maintenance activities on a plurality of computers. Such a station
usually comprises an application being executed on a computer, which is used,

or even dedicated, for the purpose of administration. However, the
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administration activity cannot continue whenever the computer that hosts the

administration application fails.

Some management schemes use a central management interface for managing
a plurality of computers, and a local management interface for each computer
system. In such cases, every update of the administration parameters of a

computer should be applied to both interfaces.

Typically, the central administration system is oriented towards a specific
operating system. However, data centers usually have computers with various
operating systems, and therefore have various administration tools. Each tool
may have its own capabilities and methods for performing several tasks, and
therefore the administrator’s operation involves trainirig and mastery of each

tool.

Usually, the administration activity is performed through a secured
communication channel between the central administration station and the
administrated computers. Using this type of communication, whenever the
central administration application logs on a computer, the Sysadmin is notified
by some distracting messages. Moreover, the Sysadmin has to install a

suitable SSL certificate on each computer.

In the prior art, central management systems are usually of the following:
Central management system that runs on a central computer, and through

which the administration of the rest is carried out. The Sysadmin logs on to
this system, and manages through it. This means that:

If the Sysadmin wishes to use a secured connection, the management
system should have its own SSL.

The system should be available to the Internet, thus requiring an IP
address.
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The system is usually limited to a specific operating system.
Moreover, such administration systems are provided as a complementary
product of the operating system developer.

General-purpose system, which uses the “least common denominator” of all
the administrated computer systems. In this case, administration features that
are not a part of the common denominator have to be carried out by other
means, which usually are not provided by the developer of the administration
system.

Plugging-in management extensions. In this case, each administrated
computer system has its own management panel (implemented by the
manufacturer), that usually differs from the others. Moreover, there is no
simple way to obtain a global report about the administrated computers, as

each system enables accessing the same information in another way.

Sometimes, the management system acts as a front-panel that upon selecting
a computer it redirects the user to the destination computer. However, in this
case the browser warns that the connection is using a computer that djffervs'
from the one that the session is performed with (and there are many of such

warnings, if the Sysadmin switches between the managed computers).

It is therefore an object of the present invention to provide a system and
method for administrating a plurality of computers which overcomes the

drawbacks of the prior art.

It is another object of the present invention to provide a system and method for
administrating a plurality of computers on which the administration activity is

simplified in comparison with the prior art.

It is a further object of the present invention to provide a system and method
for administrating a plurality of computers, on which the administration

activity can be carried out from a variety of computers and operating systems.
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It is a still further object of the present invention to provide a system and
method for administrating a plurality of computers, on which the
administration of all the administrated computers is carried out via the same

user interface.

It is a still further object of the present invention to provide a system and
method for administrating a plurality of computers on which a secured
communication channel can be held between the central administration station

and the administrated computers.
It is a still further object of the present invention to provide a system and
method for administrating a plurality of computers, wherein the Sysadmin can

access the management functionality from any of the managed computers.

Other objects and advantages of the invention will become apparent as the

description proceeds.

Summary of the Invention

In one aspect, the present invention is directed to a method for administrating
by a Sysadmin a group of computers interconnected by a data network,
comprising:
For each of the computers of the group, providing an agent, being a software
module having access to the data network and having access to the computer's
system utilities / application program, for comrnunicéting with the agent of
each computer of the group via the network; and for invoking commands to the
operating system and/or system utilities;

Determining one or more gate computer(s), being computer(s) of the group,
provided with a user interface through which the Sysadmin can interact with

the agent being provided to the computer;
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Inputting a command for administrating one or more of the computers, by
the Sysadmin through the user interface of a gate computer, and forwarding
the command by the agent of the gate computer to the agent(s) of the
destination computer(s), being the computer(s) on which the command(s) are
intended to be carried out;

Inyoking by the agent(s) of the destination computer(s), the system utility /
application program that performs the command, and accepting a response,
being acknowledgment / feedback / output from the utility / application, by the
agent;

Forwarding the response from the agent of the destination computer to the
agent of the gate computer; and

Presenting to the Sysadmin the response through the user interface of the

gate computer.

The method may further comprise an administration policy, being the
definition of permissions for carrying out the commands of the Sysadmin for

each of the computers.

The method may further comprise an administration manager, being a
software module through which the commands are passed before reaching the

destination computer(s), for modifying the commands according to the policy.

According to one embodiment of the invention, the user interface is applied by

Web page(s) displayed by a browser to the Sysadmin.

The communication between the browser and the gate computer may be
carried out via a secured communication channel. The communication between
the agents may also be carried out via a secured communication channel. The

secured communication channel may be achieved by the means of SSL.
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According to one embodiment of the invention, one or more of the computer(s)
of the group are of different type than the other, and/or one or more of the
computer(s) have different configuration(s), and/or one or more of the

computers is/are executing different application(s) than the other.

One or more of the computers may be virtual dedicated server(s) or used for

hosting a plurality of virtual dedicated servers.

Optionally, the commands are provided by the Sysadmin in an operating
system . independent language, and translated to the syntax of the

corresponding system utility by the administration agent(s).
The data network may be the Internet, the Intranet, and WAN.

In another aspect, the present invention is directed to a system for
administrating by a Sysadmin a group of computers interconnected by a data
network, comprising:

For each of the computers, memory for storing an agent, being a software
module having access to the data network, for communicating between the
computers of the group via the network;

For one or more of the computers,- a Web server for connecting the agent to
a Web browser through the data network.

A user interface, through which the Sysadmin issues commands for

administrating the computers.

The system may further comprise memory for storing an administration
manager, being a software module through which command(s) sent by the
Sysadmin are modified to correspond an administration policy before
redirecting to the destination computer(s), being the computer(s) on which the

command(s) are intended to be carried out.
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According to one embodiment of the invention, the user interface is applied by

Web page(s).

Brief Description of the Drawings

The above and other characteristics and advantages of the invention will be
better understood through the following illustrative and non-limitative
detailed description of preferred embodiments thereof, with reference to the

appended drawings, wherein:

Fig. 1 schematically illustrates the data flow in a cluster, according to a

preferred embodiment of the invention.

Fig. 2 schematically illustrates the components of a system for
administrating a plurality of computers, according to a preferred embodiment

of the invention.

Fig. 3 schematically illustrates the data flow in a cluster, according to

another preferred embodiment of the invention; and

Fig. 4 schematically illustrates the components of a system for
administrating a plurality of computers, according to another preferred

embodiment of the invention.

Detailed Description of Preferred Embodiments

In order to facilitate the reading of the description to follow, a number of terms

and acronyms are defined below:

HTTP (HyperText Transport Protocol) is the communications protocol used to
connect to servers on the World Wide Web. Its primary function is to establish
a connection with a Web server and transmit HTML pages to the client

browser. Addresses of Web sites begin with an “http://” prefix.
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Client/server describes the relationship between two computer programs in
which one program, the client, requésts a service from another program, the
server, which fulfills the request. In a network, the client/server model
provides a convenient way to interconnect programs that are distributed

efficiently across different locations.

A Web Browser is a software program that allows people to access the World
Wide Web. Internet Explorer (of Microsoft) and Netscape Navigator are the

two most popular Web browsers.

A Web page (document) is a specially formatted document that a user can
view in his Web browser. Common languages for Web pages are HTML,
JavaScript and Vbscript.

An Application program is a program designed to perform a specific function
directly for the user or, in some cases, for another application program.
Applications use the services of the computer's operating system and other
supporting applications. The formal requests and means of communicating
with other programs that an application program uses is called the API
(Application Program Interface).

User interface is the means with which a human being can interact with a
system. In computer technology it includes a display screen, keyboard, mouse,
light pen, the appearance of a desktop, illuminated characters, help messages,
how an application program or a Web site invites interaction and responds to

it, and so forth.

Graphical User Interface (GUI) is a user interface for interacting with a
computer program which uses pictorial buttons (icons), menus and command

lists controlled by a mouse. It is generally regarded as simpler and easier to
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léarn than command line interfaces, where commands have to be typed.
Examples include MS WINDOWS for PCs, Open Look, MOTIF, CDE, KDE or
GNOME for workstations and OS X for Macintosh.

A Web server is a program that, using the client/server model and the HTTP,
serves the files that form Web pages to Web users (whose computers contain
HTTP clients that forward their requests). Every computer on the Internet
that contains a Web site must have a Web server program in order to let other

users see that site.

A well-known port refers herein to a protocol port that is widely used for a
certain type of data on the network. For example, HTTP is typically assigned
port 80, FTP transfer is port 20, the POP3 the port number 110, and X-
Windows 6000. |

Java is a programming language designed for use in the distributed
environment of the Internet. Java can be used to create complete applications
that may run on a single computer or to be distributed among servérs and
clients in a network. It can also be used to build a small application module or
applet for use as part of a Web page. An applet can be sent along with a Web
page to a user. Java applets can perform interactive animation, immediate
calculations, or other simple tasks without having to send a user request back

to the server.

Secure Sockets Layer (SSL) is a commonly used protocol for managing the
security of a message transmission over the Internet. SSL uses a program
layer located between the HTTP and Transport Control Protocol (TCP) layers.
Currently, SSL is included as part of both the Microsoft and Netscape browsers
and most Web server products. SSL uses the public-key and private-key
encryption system from RSA, which also includes the use of a digital

certificate.
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Operating System is the master control program that runs the computer.
The first program loaded when the computer is turned on, its main part, the
kernel, resides in memory at all times. Services provided by an operating
system to application programs and users are referred herein as System
utilities. For example, file services (such as open, close, retrieve, etc.),

communication services, task management, etc.

Socket is the mechanism with which a computer system creates a connection
to the outside world via a TCP/IP network. A socket is associated with an IP

address and a port number.

The activity of administrating a computer refers herein to accounts
management (i.e., opening accounts, updating the attributes of an account, and
deleting accounts), resource management of the computer (such as managing
the swap size), resource sharing with other computers (such as disk exporting
and importing), security management (for example granting access to some
information from other systems), software management (configuring the Web
server parameters, or mail software ones), viewing system logs, etc. The

administration activity is carried out by a person called Sysadmin.

" The cluster

The term Cluster refers herein to a group of computers administrated via a
single computer. The computer through which the administration is carried
out may be one of the computers of said group or another computer that is not
a part of said group. The computers within a cluster may be of different
operating systems, different configurations, and may run different

applications.
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The roles of the modules involved in administrating a cluster

Fig. 1 schematically illustrates the data flow in a cluster, according to a
preferred embodiment of the invention. The cluster comprises the computers
11, 12, 13 and 14, which are in communication with the Internet. The
Sysadmin carries out the activities of the administration via an Internet

browser 60.

The computer within a cluster that concentrates the administration session is
referred herein as Administration computer, and marked in Figs. 1 and 2

as 11. .

The functions carried out by the administration computer are authenticating
the Sysadmin and performing administration activities of that concern the
cluster level, such as gathering the information required for reports from the

computers participating in the cluster.

It should be noted that each of the computers of a cluster might be
administrated individually. However, according to this embodiment of the
invention, administrating the whole cluster is carried out through the
administration computer. Hence, the administration of the cluster is carried
out according to an administration policy, which is the protocol for carrying
out certain commands by the Sysadmin of the cluster for each of said

computers

The administration activities in the cluster level can be, for example, obtaining
a report regarding the administrated computers of a cluster, copying files from
one computer to another computer within a cluster, adding a computer to the

cluster, and so forth.
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The software module that carries out the above-mentioned activities is referred
herein as manager program. Actually, the manager program can be executed

on every computer of the cluster.

The computer within a cluster through which the Sysadmin holds a
communication session in order to carry out the administration session 1is
referred herein as the Gate Computer, and marked in Figs. 1 and 2 as 14.

Any computer within a cluster may be the gate computer.

The computer(s) within a cluster to which an administration command 1is
directed is referred herein as I?estination computer, and marked in Fig. 2 as

- 12,

Actually, the gate computer does not necessarily have to be a computer
dedicated only for this purpose, but may be a computer that among its services

it is used as a gate computer for the cluster.

Fig. 3 schematically illustrates the data flow in a cluster, according to another

- preferred embodiment of the invention.

Fig. 4 schematically illustrates the components of a system for administrating
a plurality of computers, according to another preferred embodiment of the

invention.

The gate computer 14 hosts the manager, hence is used as an administration

computer.

Intercommunicating between the computers of a cluster

The computers of a cluster intercommunicate via a software module, referred
herein as an administration agent or agent. Since the agents have to

communicate only with other agents among the group, they can implement a
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special protocol, which preferably is not standard. In case of a standard
protocol, some additional parameter may be used, such as a private key, in

order to prevent external programs for using it.

As illustrated in Figs. 1 and 2, each administration command is sent from the
Sysadmin’s browser 60 to the administration computer 11 via the gate
computer 14, regardless of its destination, and from the administration
computer 11 to the destination, which in this case is computer 12. Of course,
the destination computer can be as well the gate computer 14 or the

administration computer 11.

The security can be improved by enabling ¢ommunication to take place only
between the cluster members and the cluster manager program 41. This option
is more secure, as the cluster manager program 41 can monitor every request,

and can block an un-authorized request.

Typically, each computer within a cluster runs a Web server. The
communication session between the browser of the Sysadmin and the Web
server of the gate computer is carried out via, preferably, secured HTTP over
the Internet. In addition, the computers participating in a cluster may also
intercommunicate via HTTP protocol over the Internet, but, preferably, they
intercommunicate in a different protocol, which is not standard. The exact
communication protocol and data encoding are kept uniform throughout the

server cluster.

The commands that are passed between the computers are in an OS-

independent language, as explained herinafter.

The computers of a cluster can intercommunicate in two ways:
Via a dedicated socket, and hence make use of any port, rather than a well-

known port;
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Via the HTML socket, which makes use of the well-known port 80.
Typical operations carried out by administration computers are:

Management operations that involve several computers. Unlike reports,
which are generated by running the same command on some or all the
computers of a cluster, and collecting the information to one screen or printout,
the reference here is to operations that involve “non-symmetric” operations,
e.g., moving a VDS (the term is explained hereinafter) from one computer to

another.

Events reporting on events in the cluster (such as a computer that is added

to or removed from the cluster).

Gateway to other services for the computers within the cluster. For
example, connection to the DNS (Domain Name Server). It encapsulates these
services in the "OS-independent" format (and broduct independent format),
thus eliminatirig the need for using the specific language of these tools. For
DNS, for example, it is a significant advantage since the DNS is designed to be

operated by editing a text file with a complex format.

Secured communication channel
As mentioned above, there are two major communication channels:
Between the Sysadmin’s browser and the gate computer; and

Between the computers of a cluster.

Since information exchanged between the Sysadmin’s browser and the gate
computer is passed through standard HTTP files, the encoding scheme should
also be carried out by standard security means, such as SSL. However, the

intercommunication between the computers of a cluster can be carried out by a
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different security scheme, such as a one-time password, etc. Therefore, a

higher security level can be obtained.

As was discussed before, communication may be enabled only between the
cluster members and the computer hosting the manager program 41. This
embodiment is more secure, since the manager program 41 can monitor every

request, and block un-authorized requests.

Intercommunicating between the computers of a cluster may be carried out by
the same key. Alternatively, a different key may be used between each two

computers in a cluster.

The above mentioned examples were only for the sake of brevity. Those skilled
in the art will appreciate that a variety of encryption methods and secured
communication channels can be implemented for intercommunicating between

a cluster.

Embodying the cluster administration concept

Fig. 2 schematically illustrates the components of a system for administrating
a plurality of computers, according fo a preferred embodiment of the invention.
The gate computer. 14 comprises a Web server 44 through which the
administration computer 11 communicates with the Internet utilizing
communication links 50, and an administration agent 31. The administration

agent 31 can operate as a server according to the client/server model.

Upon receiving a command from the Sysadmin’s browser 60 through Web
server 44, a request for service is directéd by the Web server 44 to the
administration agent 31. The manager program 41 handles the command by
analyzing the command in order to detect the destination computer, which in
this case is 12, and forwards the request to the administration agent 32 of the

destination computer 12. The administration agent 32 invokes the appropriate
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system utility 42, and the system utility 42 performs the command, with the
appropriate parameters. Actually the manager program 41 and the

administration agent 31 can be the same software module.

The system utility 42 sends a reply / acknowledgment to the administration
agent 32 (the caller). The administration agent 32 sends the reply /
acknowledgment to the administration agent'31, and the administration agent
31 sends the reply / acknowledgment to the Sysadmin 60 via administration
agent 34 and web server 44 of the gate computer 14. According to a preferred
embodiment of the invention the reply / acknowledgment is converted to, or
embedded in, an HTML page by the manager program 41, or the

administration agents 31 or 32.

It should be noted that a Java applet that runs in the browser might be
‘involved as well. In this case, the communication is not carried out through
HTTP, but through a proprietary protocol between the Java applet and the
administration agent. However, the rest of the process (performing locally or

passing to the other computer) remains the same.

It should be noted that the cluster manager program 44 is actually a program
that “listens” (via the administration agent 31) on port 80, for requests that
arrive to the administration computer (typically in a protocol dedicated for this
purpose). Generally, it can listen to any port, and meeting any protocol.
However, port 80 is preferable, as network security means (such as firewalls)

might block any other port number, while port 80 is usually unblocked.

In general, the cluster manager program 44 can be executed on any of the
computers of a cluster, together with the respective administration agent.
However, since in such scenarios both the cluster manager program 41 and the
Web server 44 use the same socket (e.g., port 80), they cannot use the same IP

simultaneously. This obstacle can be overcome by applying a different IP to the
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cluster manager programs 41 and to the respective administration agent, and

by installing them on a machine that comprises two IPs.

Moreover, one can later move the cluster manager program 41 to its own
machine together with its IP, in a manner transparent to all the computers in
the cluster. Alternatively, the information can be moved to some special "cgi"
(Common Gateway Interface) scripts that would manage the communication
flow in each case. For example, one may use the cgi script http://1.2.3.4/cgi-
bin/agent.cgi to manage communication destined to the respective
administration agent, and another cgi script http:// i.2.3.4/cgi-bin/cluster-
manager.cgi to manage communication destined to the cluster manger
program 41. In such implementation the Web server 44 passes the information
to the respective program utilizing the cgi scripts. This option enables using
o.nly‘ one IP, but moving the cluster manager to its own machine would reqﬁire

updates to all the computers in the cluster.

When using the Java solution, the following scenario occurs:

The browser connects to the Web server, and loads a Java applet.

The browser runs the applet that opens a new socket on the server (this
socket is associated with the agent), and from this point on it interacts with

the agent over this socket.

Of course, in this way the applet can also interact with the agent using HTTP
requests passed through the Web server, and then to reach the agent.

The cluster manager program 41 can also administrate operations that involve
more than one computer in a given cluster. These operations can involve
running the same command on all of the computers (for example — making a
report of all the users that exist on all the computers in the cluster), or
performing operations that involve some of the computers (for example —

moving a user with all his files from one computer to the other).
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The request/service loop

According to one embodiment of the invention, a request/service loop comprises

the following stages (referring to Fig. 2):

a) An administration command sent from the browser 60 of the Sysadmin (in

b)

¢

d)

e)

secured HTTP) arrives at the Web server 44 of the gate computer 14.

The Web server 44 sends the command as a client to the administration

agent 34 of the gate computer 14.

The administration agent 34 forwards the command to the administration

agent 31 of the administration computer 11.

The administration agent 31 analyzes the command in order to detect the
destination computer i.e. the computer on which the administration

command should be performed, which in this example is 12.

If required, the administratioh agent 31 initiates a query to the cluster
management 41, in order to retrieve the list of computers that it can
interact with, and the appropriate methbd to do it '(including IP,
authentication information, etc.). Once the administration agent 31 receives
the relevant information — it can pass the request to the appropriate

computer.

The administration agent 31 forwards the command to the administration
agent 32 of the destination computer 12. The communication between the
administration agents 31 and 32 is typically carried out by a separate
socket. Also, the SSL key used for the communication between the
administration agents is different than the SSL key used between the

Sysadmin’s browser 60 and the gate computer 12.
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g) The administration agent 32 of the destination computer 12 analyzes the
command, and invokes the appropriate system utility 42 of the computer
12. Of course, the system utility 42 may be an application, script, and so

forth.

h) According to the result of the system call, the system utility 42 replies the
answer / acknowledgment to the caller, which in this case is administration

agent 32;

1) The administration agent 32 forwards the reply to the administration agent

31.

j) The administration agent 31 sends the reply to the administration agent

34.

k) The administration agent 34 converts the reply to a Web page, and

forwards it to Web server 44.
1) The Web server 44 sends the Web page to the browser 60.

The communication described in steps (i) to (xii) can be carried out via the

Internet over communication links 50.

According to another embodiment of the invention, instead of returning a Web
page for each request for service, a Java applet is embedded in the first page
sent to the Sysadmin’s browser, and from this point on the Java applet
communicates with the gate computer 14. This solution is preferable since
instead of returning a whole Web page, only the parts to be changed are

returned to the browser. In this case, the administrator can inform the Java
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applet about the other computers that exist, and therefore the Java applet can
decide what computer to direct the request to, according to the correct source of
information. It should be understood that the communication continues to be

via the original gafe computer 14.

It should be noted that the destination computer might be the gate computer
as well as any other computer in the cluster. Whenever the destination
computer is the gate computer, the administration agent on the gate computer
invokes its system utility / program / script rather than directing the request

for service to another computer.

The same applies to retrieving information, and thus the cluster enables
compiling a common report (like network traffic or disk usage, for example)
that covers all the computers within a cluster, regardless of the underlying

operating system.

The cluster management computer also allows for the performing of operations
on several computers, such as a user that communicates with the cluster via

more than one computer.

An Operating system independent command language

According to a preferred embodiment of the invention, requests for an
administration service are converted in the request chain to a special
command language that the administration agent interprets to suit the
destination computer’s syntax. The “request chain” in general consists of the
Java applet or the administration agent 34 of the gate computér, the
administration computer 11 or the destination computer 12. This way,
computers of different operating systems can be administrated via a system-

independent command language.
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Using a OS-independent language

According to one embodiment of the invention, a request for administration
service can be provided by the Sysadmin in a “OS-independent” language
(Operating System independent language). For example, the Sysadmin may
issue queries like “what is the disk usage of computer 2347, which is

interpreted accordingly into a “df* command in a Unix-based computer.

The GUI
According to a preferred embodiment of the invention, from the Sysadmin’s
point of view, the administration interface is a Web site. Thus, the Sysadmin’s

browser receives Web pages (and hence Java Applets as well) as input.

In order to support this interface, each computer that is used as a gate
computer to the cluster administration has to run a Web server. An application
program (usually the administration agent) sends through the Web server the

Web pages to the Sysadmin’s browser.
Of course, the Web server may be used for Web hosting, as well.

Before entering the administration level, the Sysadmin should be
authenticated, thus, a list upon which the authentication will be carried out
should be accessible to the GUI application program. Of course, the list can be
stored in any computer in the cluster since the computers of a cluster interact.
However, if the computer that stores the list fails, an administration session
may have difficulty in being initiated. In order to prevent this situation, some
or all of the computers of a cluster may comprise a copy of the authorization

list.

Another solution is maintaining a central directory for the authentication

information, which all the computers in a cluster are able to access. This
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directory might involve a high-availability solution (such as a backup

computer) in order to prevent a single point of failure.

Typically, the authorization list comprises a user name and password for each
authorized Sysadmin. The authorization list may comprise additional
information upon which the Sysadmin can be authenticated whenever he
forgets his password and/or for providing a higher security level. This
information can be his driving license number, his pet’s name, etc. Of course,
the authentication can be carried out using any authentication method known

in the art.

After the Sysadmin is authenticated, the GUI application permits performing
of further administration activities, such as adding new accounts to the
computer, and so forth. All these operations are validated according to the
relevant user’s permissions in the system, as there might be several levels of

administration, each with its own allowed activities.

Implementing the invention for a cluster of VDSes

According to copending Israeli Patent Application No. 1475600f the same
applicant herein, an emulation of a computer system in which a remote client

can access its system utilities and programs is referred to as a Virtual

Dedicated Server (VDS).

According to one embodiment of the invention, a group of VDSes can be
administrated as a cluster, regardless of whether the VDSes reside on the
same computer or not. In such an embodiment, one agent is active on each
computer within the cluster, and this agent manages all the VDSes on that
computer, and is also capable of creating new VDSes, and removing existing
ones. According to another preferred embodiment of the invention, every
computer in the cluster comprises one agent, that manages all the VDSes that

reside on the computer.
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From the cluster's Sysadmin point of view, it is more convenient to
administrate the cluster from one computer / VDS than to log-out of one VDS /
computer, and log-in to another one whenever he wishes to carry out
administration activities on another computer. Moreover, due to its nature, a
VDS may be moved from one computer to another. According to the method
described herein, this can be carried out by an appropriate administration

command, e.g. “Move VDS 234 from computer X to computer Y.

In certain configurations it may be preferable to host the manager program 44
on the gate computer 14, as exemplified in Figs. 3 and 4. In such a
configuration, the manager program 41 and the Web server 44 operate on the
gate computer 14, with the respective administration agent 34. It is also
possible, in such a configuration, to enable communication only between the

cluster members and the cluster manager program 41.

The benefits of the solution

The benefits obtained by the invention are:

Security: the information exchanged between the Sysadmin’s browser  and
the gate computer, and the information exchanged among the computers
within a cluster, can be conveyed over a secured communication channel, and

consequently, a higher security level is achieved.

Simple administration: Since the Sysadmin does not have to deal with a
variety of operating systems and applications, the training period is shorter

than the average period required by the prior art systems.

Quick recovery from a computer fault: Since every computer of a cluster can
be a gate computer, whenever a computer within a cluster fails, the Sysadmin

can use an alternate computer in the cluster for administration purposes.
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The SSL certificate can be installed only on some of, rather than on all of,
the computers within a cluster. This saves SSL certificates, and consequently
it is unnecessary to install and manage the SSL certificates on all the

machines. Thus, the system of the invention is simpler and more economical.

The above examples and description have of course been provided only for the
purpose of illustration, and are not intended to limit the invention in any way.
As will be appreciated by the -skilled person, the invention can be carried out in
a great variety of ways, employing more than one technique from those

described above, all without exceeding the scope of the invention.
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CLAIMS

A method for administrating by a Sysadmin a group of computers
interconnected by a data network, comprising: '
For each of the computers of said group, providing an agent, being a software
module having access to said data network and having access to the computer’s
sjrstem utilities / application program, for:

a) communicating with the agent of each computer of said group via said

network; and

b) for invoking commands to said operating system and/or system utilities;

Determining one or more gate computer(s), being computer(s) of said
group, provided with a user interface through which said Sysadmin can
interact with the agent being provided to said computer;

Inputting a command for administrating one or more of said computers,
by said Sysadmin through said user interface of a gate computer, and
forwarding said command by the agent of said gate computer to the agent(s) of
the destination computer(s), being the computer(s) on which said command(s)
are intended to be carried out;

Invoking by the agent(s) of said destination computer(s), the system
utility / application program that performs said command, and accepting a
response, being acknowledgment / feedback / output from said utility /
application, by said agent;

Forwarding said response from the agent of said destination computer to
the agent of said gate computer; and

Presenting to said Sysadmin said response through the user interface of

said gate computer.

A method according to claim 1, further comprising an administration policy,
being the definition of permissions for carrying out said commands of said

Sysadmin for each of said computers.
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3. A method according to claim 1, further comprising an administration
manager, being a software module through which said commands are passed
before reaching said destination computer(s), for modifying said commands
according to said policy, said software being executed on one of the computers

of said group.

4. A method according to claim 1, wherein said user interface is applied by

Web page(s) displayed by a browser to said Sysadmin.

5. A method according to claim 4, wherein the communication between said
browser and said gate computer is carried out via a secured communication

channel.

6. A method according to claim 1, wherein the communication between said

agents is carried out via a secured communication channel.

7. A method according to claim 5 and/or 6, wherein said secured

communication channel is achieved by the means of SSL.

8. A method according to claim 1, wherein one or more of the computer(s) of
said group are of different type than the other, and/or one or more of said
computer(s) have different configuration(s), and/or one or more of said

computers is/are executing different application(s) than the other.

9. A method according to claim 1, wherein one or more of said computers are
virtual dedicated server(s) or used for hosting a plurality of virtual dedicated

servers.

10. A method according to claim 1, wherein the commands are provided by the
Sysadmin in an operating system independent language, and translated to the

syntax of the corresponding system utility by said administration agent(s).



WO 03/019442 PCT/IL02/00696
- 27 -

11. A method according to claim 1, wherein said data network is chosen from

among the Internet, the Intranet, and WAN.

12. A system for administrating by a Sysadmin a group of computers
interconnected by a data network, comprising:

- For each of said computers,‘ memory for storing an agent, being a
software module having access to said data network, for communicating
between the computeré of said group via said network;

- For one or more of said computers, a Web server for connecting said
agent to a Web browser through said data network.

- A user interface, through which said Sysadmin issues commands for

administrating said computers.

13. A system according to claim 12, further comprising memory for storing an
administration manager, being a software module through which command(s)
sent by said Sysadmin are modified to correspond an administration policy
before redirecting to the destination computer(s), being the computer(s) on

which said command(s) are intended to be carried out.

14. A system according to claim 12, wherein said user interface is applied by

Web page(s).
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