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ABSTRACT OF THE DISCLOSURE
A method and system create a data structure from an obfuscated data
structure. First, the system operates on a first data structure whose obfuscation 1s desired,
and creates a data string based on a portion of the first data structure. Next, based on the data

string, a second data structure i1s deterministically generated from a third data structure and

the second data structure replaces the first data structure.
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METHOD AND SYSTEM FOR OBFUSCATING DATA STRUCTURES BY
DETERMINISTIC NATURAL DATA SUBSTITUTION

TECHNICAL FIELD OF THE INVENTION

[0003] Embodiments of the present invention relate to the field of data structure
- obfuscation. More particularly, but not by way of limitation, embodiments of the present
invention provide a new and useful method and system for replacing data values in a data
structure with deterministically generated pseudo-random data values mirroring the

distribution of data values in the data structure.

BACKGROUND OF THE INVENTION

[0004] Many companies maintain databases that include customer or employee
information. The information may comprise names, addresses, phone numbers, social
security numbers, company names, salaries, and purchase histories. For example, an internet
sales company may have a customer database which includes the names, phone numbers,
payment methods, and purchase history of customers. In another example, a payroll
department may have salary information regarding its employees. Due to the sensitive nature
of some of this information, such as payment methods, social security numbers, and salaries,
access is typically restricted to a l;elatively small group within the company.

[0005] | As is common with software applications, problems may arise that require

‘ troubleshooting by computer programmers. When problems occur with software applicatioris
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that operate on a database having sensitive information, programmers may need to access the
sensitive database to troubieshoot the problem. This may lead to sensitive information being
viewed by people who do not normally have access to the information. In the payroil
example, distribution of salary information may cause internal problems in the company
regarding salary discrepancies. In the internet sales example, distribution of payment methods
and other personal information such as social security numbers may lead to identity theft.
However, to efficiently troubleshoot the maltunctioning software application, programmers
need to access the actual data, and, in particular, the actual data distribution (geographic

distribution, name distributions, etc ...).

10006] it 1s known 1n the art to obfuscate databases though random data substitution,
thereby generating a test database. However, random data substitution does not produce an
actual data distribution found in natural databases. A method and system are needed to

obfuscate at least portions of databases to produce test databases with data distributions that

mirror distributions found in actual databases.

BRIEF SUMMARY OF THE INVENTION

[00064a] According to one aspect of the present invention, there 1s provided a computer-
readable storage medium having computer-executable instructions stored thereon tor
performing a method of data obfuscation, the method comprising: operating on a first data
structure whose obfuscation 1s desired, wherein data obfuscation comprises replacing data

values in a data structure with deterministically generated pseudo-random data values

mirroring the distribution of data values in the data structure; creating a data string based on a
portion of said first data structure, wherein said first data structure comprises one or more
rows and one or more columns of data values; based on said data string, deterministically

generating a second data structure from at least one third data structure, (1) wherein said
second data structure and said at least one third data structure comprise one or more rows and
one or more columns of data values, and (2) wherein each of said one or more columns 1n said
second data structure and said at least one third data structure correspond to types of data
values in said one or more columns of said first data structure; and replacing said first data

structure with said second data structure.
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[0006b] According to another aspect of the present invention, there is provided a

computer-implemented data obfuscation method comprising: operating on a first data
structure whose obfuscation 1s desired, wherein data obfuscation comprises replacing data
values 1n a data structure with deterministically generated pseudo-random data values
mirroring the distribution of data values in the data structure; creating a data string based on a
portion of said first data structure, wherein said first data structure comprises one or more
rows and one or more columns of data values; based on said data string, deterministically
generating a second data structure from at least one third data structure, 1) wherein said
second data structure and said at least one third data structure comprise one or more rows and
one or more columns of data values, and (2) wherein each of said one or more columns in said
second data structure and said at least one third data structure correspond to types of data
values in said one or more columns of said first data structure; and replacing said first data

structure with said second data structure.

10006¢] According to still another aspect of the present invention, there 1s provided a
computer-implemented data obfuscation method, comprising: creating a data string based on a
portion of a first data structure whose obfuscation is desired, comprising determining an
identifier for the portion of the first data structure and applying a deterministic function to the
identifier; assigning portions of the data string to one or more data field types comprised 1n
the first data structure; and based on said data string, deterministically generating a
corresponding portion of a second data structure {from at least one third data structure, wherein
a portion of the data string corresponding to a data field type 1n the first data structure 1s
mapped to a data value of a corresponding data field type 1n the at least one third data
structure; and replacing said portion of the first data structure with said corresponding portion

of the second data structure.

2a
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10006d] According to yet another aspect of the present invention, there is provided a
computer-readable storage medium having computer-executable instructions stored thereon

for performing a method as described above or below.

10007] Embodiments of the present invention provide a method for obfuscating data
through replacement by deterministic natural data substitution. Further, embodiments of the
present invention may have several practical applications in the technical arts including, but
not limited to, deterministically replacing confidential data with natural-looking data. The

data mirrors patterns found in original data in terms of distribution of data, but does not

comprise the original confidential data.

|0008] In one embodiment, a method 1s provided for obfuscating data. The method
comprises operating on a first data structure whose obfuscation 1s desired, and creating a data

string based on a portion of the first data structure. Based on the data string, a second data

2b
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structure is deterministically generated from a third data structure and the second data
structure replaces the first data structure.

In another embodiment, a method is provided for constructing a test data
structure. The method comprises operating on a source data structure having several types of
data fields where each of the data fields includes several rows of data, and determining an
identifier for each row of data. Next, for each row of data the method generates a data string
based on the identifier, maps a portion of the data string to a value in a reference data
structure, and populates a test data structure with the mapped value in the reference data

Structure.

In yet another embodiment, a computer-readable media having computer-
usable instructions is provided for performing a method of generating a synthetic data
structure. The method comprises first providing a reference data structure and a source data
structure, where each data structure has several data field types and each data field type
includes rows of data values. Next, the method comprises assigning a weighted value for
each row of data values in the source data structure according to a predetermined pattern and
deriving a respective data string for each row of data values of the source data structure. For
each row of data values in the source data structure, each data value in the rows of data
values in the source data structure is mapped to a data value in the rows of data values in the

reference data structure based on the weighted value, the respective data string, and the data
field type. Finally, the synthetic data structure is populated with the mapped data value of the
reference data structure.

Additional features are described in greater detail below.
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BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

Embodiments of the present invention are described in detail below with
reference to the attached drawing figures, which are incorporated in their entirety by
reference herein and wherein:

FIG. 1A is a system diagram illustrating an exemplary ordering process;

FIG. 1B is a flowchart illustrating an overview of one embodiment of a
method for obfuscating a data structure;

FIG. 2 is a flowchart illustrating in greater detail one embodiment ot a process
for generating a data string;

FIG. 3 1s an exemplary data string;

FIG. 4 is an exemplary data structure that is desired to be obfuscated,;

FIG. 5 is a flowchart illustrating in greater detail one embodiment ot a process
for obftuscating a data structure;

FIG. 6 1s an exemplary obfuscated data structure derived from the data
structure of FIG. 4;

FIG. 7 is a flowchart illustrating in greater detail yet another embodiment of a
process for obfuscating a data structure;

FIG. 8 is a diagram illustrating various data field types to which weighted

values may be assigned.

DETAILED DESCRIPTION OF THE INVENTION

Embodiments of the present invention provide a novel method and system for
obfuscating data values in a first data structure by deterministically generating a unique data
string for each row of data values in the first data structure, using the data string to map each
data value in the row of the first data structure to a data value 1n a reference data structure,

and creating a second data structure based on the mapped data values in the reference data
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structure. The deterministic method and system enables reproducible results such that a row
of data values 1n a first data structure are correlated to a row of data values in a second data
structure for each instance of obfuscation of the first data structure.

Further, the novel method and system illustrated in the various embodiments
of the present invention may, in some embodiments, assign weighted values to certain types
of data values in the first data structure to create a second data structure that substantially
approximates the distribution of data values in the first data structure. Thus, the second data
structure appears random, which i1s useful in testing and troubleshooting software
applications that operate on the first data structure.

Embodiments of the present invention will be better understood from the
detailed description provided below and from the accompanying drawings of various
embodiments of the invention. The detailed description and drawings, however, should not
be read to limit the invention to the specific embodiments. Rather, these specifics are
provided for explanatory purposes to help the invention to be better understood.

Specific hardware devices, programming languages, components, processes,
and numerous details including operating environments and the like are set forth to provide a
thorough understanding of the present invention. In other instances, structures, devices, and
processes are shown in block diagram form, rather than in detail, to avoid obscuring
embodiments of the present invention. But an ordinary-skilled artisan would understand that
embodiments of the present invention may be practiced without these specific details.

Computer systems, servers, workstations, and other machines may be connected to one

another across the communications medium including, for example, a network or network of
networks. Further, illustrative data structures used to explain various embodiments of the
present invention may be, but are not limited to, databases, spreadsheets, and any other

apparatus capable of being a storage medium.
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Turning now to FIG. 1A, there 1s illustrated a system diagram of a process 10
of an exemplary ordering system using a data obfuscation method illustrated in further detail
in FIGs. 1B-8. Process 10 begins at a step 14 where a customer service agent receives a
customer order. The order may be received either through an e-commerce website, over the
phone, or 1n person. At a step 16, process 10 retrieves customer data from a data structure 12
which comprises a customer data structure 12A and an stock availability data structure 12B.
Customer data structure 12A may include information on the customer such as address,
phone, company, social security number, and past payment methods used by the customer.
At a step 18, process 10 creates an invoice based on the available stock from stock data
structure 12B and shipment information from customer data structure 12A.

The order 1s shipped to the customer at a step 20 based on the invoice created
at step 18. At a step 22, the process is completed if the order is properly received by the
customer. However, if the order 1s not properly received, such as in a situation where the
wrong order 1s shipped or the proper order is shipped to the wrong customer, a software
application used by process 10 must be debugged in order to determine the root-cause of the
malfunction. At a step 24, a test data structure 13 is created using data values from customer
data structure 12A and stock data structure 12B. The software application used by process 10
1s analyzed at a step 26 using test data structure 13. It is desirable that the sensitive
information included in customer data structure 12A not be distributed outside the limited
group of people that require access to the information in data structure 12A. By using a
deterministic method to obfuscate the data in data structure 12A, test data structure 13 may
be generated with data that appears natural and preserves the confidential information of the
customer. Since a deterministic function 1s used to generate data values in test data structure
13, a data entry in test data structure 13 may be traced back to a data value in data structure

12A to locate the source of the problem in the software application utilized by process 10.
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Turning to FIG. 1B, there is illustrated one embodiment of a method 100 for
creating a test or second data structure from a first or source data structure that 1s desired to
be obfuscated. FIG. 4 illustrates an exemplary source data structure 400 having columns
410-420 and rows 422-430. Data structure 400 includes columns of data field types. In
exemplary data structure 400, columns are provided to designate ID numbers for each row.
Various data field types included in data structure 400 include first names, last names,
companies, gender, and phone numbers. Data structure 400, may, in some embodiments,
comprise other data field types such as age, and ethnicity.

Returning to FIG. 1B, the obfuscation method 100 includes a step 110 where a
data string 1s generated for a row of the data structure for which obfuscation 1s desired. For
example, row 422 of data structure 400 includes an ID number “0001” that 1s operated on to
generate the data string. The process of generating a data string at step 110 is further
discussed 1n relation to FIG. 2. Continuing with obfuscation method 100, at a step 112 the
first data field type, such as an address or name field of the data value 1n data structure 400, is
determined. For example, the data value “Chris” in row 422 is a “first name” data filed type
designated by column 412. At a step 114, the data value “Chris” of row 422 and column 412
18 retrieved. At a step 116, the data value *“Chris” is obfuscated based on the data type and
the data string using a third or reference data structure or data structures (not shown) and a
corresponding test data structure is created. The test data structure includes the obfuscated
data value from the reference data structure corresponding to the data value “Chris”. At a
step 118, if more columns exist in the data structure that is desired to be obfuscated, such as
“last name” column 414, “company” column 418, “gender” column 418, and “phone
number~’ column 420 of data structure 400, then steps 112 through 116 are repeated. After
cach column has been obfuscated, method 100 moves to the next row at a step 120. For
example, row 424 of data structure 400. If more rows exist, a data string is generated at step

110 and method 100 repeats steps 112-118. If, however, no more rows exist in the data

7
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structure that 1s desired to be obfuscated, method 100 1s completed. A second or test data

structure, such as test data structure 13 in FIG. 1A, has been created, and confidential data in
the source data structure has been obfuscated.

Turning now to FIG. 2, there 1s illustrated in greater detail the process of
generating a data string of step 110 of FIG. 1B. The process of step 110 includes a step 110A
of determining an identifier of a row of data values in the source data structure. In data
structure 400, the “ID” column 410 may be utilized as an identifier. The identifier in row
422 may be “0001”. At a step 110B, the identifier 1s applied to a deterministic function. One
examples of deterministic function is an MD-5 (message-digest algorithm 5) encryption
algorithm. MD-5 is a widely-used cryptographic hash function with a 128-bit hash output
value. The 128-bit MD-5 hashes are typically represented as 32-digit hexadecimal numbers.
Using the MD-5 function, even a small change in the input message will result in a
completely different output message or hash. The MD-5 algorithm is further described in
Internet Engineering Task Force (IETF) Request for Comments (R.F.C.) 1321, which is
incorporated herein by reference. The MD-5 deterministic algorithm is used herein for
1llustrative purposes only. Various embodiments of the present invention may use other
deterministic functions, such as, but not limited to, SHA-1 and RIPEMD-160.

Continuing with FIG. 2, at a step 110C, portions of the data string or output of
the deterministic function are assigned to data field types in the source data structure. Data
structure 400 of FIG. 4 comprises several data field types, namely, “ID” 410, “first name”
412, “last name” 414, “company” 416, “gender” 418, and “phone number” 420. Referring to
FIG. 3, there 1s 1illustrated an exemplary generic data string 300. Data string 300 comprises
five portions matching the five data field types in data structure 400. In one embodiment of
step 110C, a portion 312 of data string 300 may be assigned to column 412 of data structure
400 which comprises the “first name” data field types and a portion 314 of data string 300

may be assigned to column 414 which comprises the “last name” data field types. Likewise,

8



[0032]

(0033]

CA 02532399 2006-01-06

portion 316 may be assigned to column 416, portion 318 may be assigned to column 418, and
portion 320 may be assigned to column 420 of data structure 400. Although, in this example,
portions of data string 300 are assigned in blocks to data field types in data structure 400, in
other embodiments of the present invention, portions of data string 300 may be assigned in
disconnected groups to various columns of data field types in data structure 400.

Turning now to FIG. 5, there 1s illustrated in greater detail the process of
obfuscating data values of the source data structure described in step 116 of FIG. 1B. At a
step 116A, a portion of the data string that was generated at step 110 in FIG. 1B and
explained 1n further detail in FIG. 2 1s retrieved. For purposes of illustration, data string 300
of FIG. 3 1s retrieved at step 116A. At a step 116B, a portion of data string 300
corresponding to a data field type in, for example, data structure 400, is mapped to a data
value of a corresponding data field type in a reference structure (not shown). The reference
data structure may be, for example, census data which includes, among other information,
First/Last names, addresses, gender, age, phone numbers, social security numbers, and
ethnicity. Further, in other embodiments of the present invention, the reference data structure
may be a single data structure or a compilation of data structures, each including data values
corresponding to a data field type. At a step 116C, the mapped data value in the reference
data structure 1s retrieved to create a synthetic or test data structure. An exemplary synthetic
data structure is illustrated by data structure 600 in FIG. 6. Synthetic data structure 600
comprises the same number of columns and data types as source or obfuscated data structure
400 of FIG. 4 and comprises substantially the same data as in data structure 400 of FIG. 4.

The deterministic function is utilized for each instance a row of data values
from a source data structure is mapped to a reference data structure to generate a row of data
values 1n a synthetic data. A reproducible relationship exists between a given row of data
values in the source data structure and the corresponding obfuscated row of data values in the

synthetic data structure. In other words, with reference to FIGs. 4 and 6, row 422 of FIG. 4

9
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corresponds to row 622 of FIG. 6 for each obfuscation of source data structure 400. As
previously mentioned in relation to FIG. 1A, this reproducibility enables multiple instances
of debugging the software application used in the order and shipment process without losing

the relationship between data values in the customer data structure 12A and test data structure
13.

As previously discussed, a portion of data string 300 of FIG. 3 1s utilized to
map a value in data structure 400 to a value in a reference data structure (not shown). For
example, an age data type may correspond to bits 22-27 of data string 300, and a first name
and a last name may be mapped using the least significant 11 bits of data string 300. In an
example of choosing first and last names, the most popular 65,000 first and last names 1n the
United States may be downloaded from the Census Bureau. To select one first and last
names out of the 65,000 listings in the Census Bureau, a certain number of bits are needed
from data string 300. For example, 16 individual bits from data string 300 may be chosen
and grouped together for the last name and another 12 bits from the data string 300 may be
grouped for the first name. Although 12 and 16 bits are chosen 1n this example, other bit
numbers may be chosen. If, for example, the binary number of the bits for the first name add
up to two, the second entry in the reference data structure 1s chosen. The first name and last
name picked from the list of 65,000 are then inserted into the synthetic database structure
500. Similarly, when using an address, a portion of data string 300 may be used to pick an
address. For example, if the portion of data string 300 chosen for an address adds up to 192,

the 192nd entry in a reference database of addresses is selected and inserted into synthetic

data structure 600 of FIG. 6.

Referring now to FIG. 7, there 1s illustrated another embodiment for
obfuscating data values of the source data structure described in step 116 of FIG. 1B. At a
step 116D, a weighted value may be assigned to certain data types. For example, company

names beginning with the letter “m” may occur more frequently than companies beginning
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with the letter “z.” A weighting algorithm may be applied in conjunction with the
deterministic function to simulate the actual distribution of company names 1n a population.
Referring to FIGs. 4 and 6 in combination, companies that begin with the letter “m”™ in data
structure 400 in the “company” data type field occur more frequently than companies that
begin with the letter “z.” Likewise, the distribution of companies with names beginning with
the letter “m” and companies beginning with the letter “z” is the same or similar in the
“company’’ data type field of data structure 600 of FIG. 6. Similar weighting values may be
given, as is illustrated in FIG. 8, for other data field types. Weighted values 814 may be
assigned for gender 810, age 812, first and last names 816, and ethnicity 813.

Referring again to FIG. 7, method 116 continues with a step 116E where a
portion of the data string 300 is retrieved and mapped to values in a reference data structure
at a step 116F. A synthetic data structure is then generated with the mapped values from the
reference data structure at a step 116G. Although, in one embodiment, a reference data
structure may comprise all data values and data types included in a data structure desired to
be obfuscated, other embodiments may comprise several reference data structures, one tor
each data type included in the data structure desired to be obfuscated.

Certain embodiments of the present invention may utilize weighting
algorithms to accurately reproduce data type distributions in a population. The use of
weighting algorithms depends on the desired accuracy of the obfuscated data or the accuracy
of the distributions in the reference data structure.

The present invention has been described 1n relation to particular
embodiments, which are intended in all respects to be illustrative rather than restrictive.
Alternative embodiments will become apparent to those skilled in the art that do not depart
from its scope. Many alternative embodiments exist, but are not included because ot the
nature of this invention. A skilled programmer may develop alternative means of

implementing the aforementioned improvements without departing from the scope of the

11
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present mvention. It will be understood that certain features and subcombinations are of
utility and may be employed without reference to other features and subcombinations and are
contemplated within the scope of the claims. Not all steps listed in the various figures need
to be carried out 1n the specific order described. Not all steps of the aforementioned flow

diagrams are necessary steps.

12
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CLAIMS:

]. A computer-readable storage medium having computer-executable instructions

stored thereon for performing a method of data obfuscation, the method comprising:

operating on a first data structure whose obfuscation 1s desired, wherein data
obfuscation comprises replacing data values in a data structure with deterministically
generated pseudo-random data values mirroring the distribution of data values in the data

structure;

creating a data string based on a portion of said first data structure, wherein

said first data structure comprises one or more rows and one or more columns of data values;

based on said data string, deterministically generating a second data structure

from at least one third data structure,

(1) wherein said second data structure and said at least one third data structure

comprise one or more rows and one or more columns of data values, and

(2) wherein each of said one or more columns in said second data structure and
said at least one third data structure correspond to types of data values in said one or more

columns of said first data structure; and

replacing said first data structure with said second data structure.

2. The computer-readable storage medium of claim 1, wherein said first data

structure comprises an identifier for each of said one or more rows of data values.

3. The computer-readable storage medium of claim 2, further comprising
cenerating said data string based on said identifier, said data string being an output of a

deterministic function.

4. The computer-readable storage medium of claim 2, further comprising:

13
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assigning a weighted value to various types of data values in each of said one

or more rows of said first data structure; and

populating said second data structure with data values from said at least one

third data structure based on said assigned weighted values of said first data structure.

. The computer-readable storage medium of claim 4, wherein assigning said
weighted value further comprises assigning said weighted value according to occurrences in a
population of said types of data values in each of said one or more rows of said first data
structure such that corresponding data values in said second data structure match patterns

naturally found in an actual population.
6. A computer-implemented data obfuscation method comprising:

operating on a first data structure whose obfuscation 1s desired, wherein data
obfuscation comprises replacing data values in a data structure with deterministically
generated pseudo-random data values mirroring the distribution of data values in the data

structure;

creating a data string based on a portion of said first data structure, wherein

said first data structure comprises one or more rows and one or more columns of data values;

based on said data string, deterministically generating a second data structure

from at least one third data structure,

(1) wherein said second data structure and said at least one third data structure

comprise one or more rows and one or more columns of data values, and

(2) wherein each of said one or more columns in said second data structure and
said at least one third data structure correspond to types of data values in said one or more

columns of said tfirst data structure; and

replacing said first data structure with said second data structure.

14
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7. The computer-implemented method of claim 6, wherein said first data structure

comprises an identifier for each of said one or more rows of data values.

8. The computer-implemented method of claim 7, further comprising generating
said data string based on said identifier, said data string being an output of a deterministic

function.
9. The computer-implemented method of claim 7, further comprising:

assigning a weighted value to various types of data values 1n each of said one

or more rows of said first data structure; and

populating said second data structure with data values from said at least one

third data structure based on said assigned weighted values of said first data structure.

10. The computer-implemented method of claim 9, wherein assigning said
weighted value further comprises assigning said weighted value according to occurrences 1n a
population of said types of data values in each of said one or more rows of said first data
structure such that corresponding data values in said second data structure match patterns

naturally found in an actual population.
11. A computer-implemented data obfuscation method, comprising:

creating a data string based on a portion of a first data structure whose
obfuscation is desired, comprising determining an identifier for the portion of the first data

structure and applying a deterministic function to the identifier;

assigning portions of the data string to one or more data field types comprised

in the first data structure; and

based on said data string, deterministically generating a corresponding portion
of a second data structure from at least one third data structure, wherein a portion ot the data
string corresponding to a data field type in the first data structure is mapped to a data value ot

a corresponding data field type in the at least one third data structure; and
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replacing said portion of the first data structure with said corresponding portion

of the second data structure.

12. The computer-implemented method of claim 11, wherein said first data

structure comprises one or more rows and one or more columns of data values.

13. The computer-implemented method of claim 12, wherein determining said
identifier for the portion of the first data structure further comprises determining an identifier
for each of said one or more rows of data values, the method further comprising generating
said data string based on said identifier, said data string being an output of a deterministic

function.

14. The computer-implemented method of claim 12, wherein said second data
structure and said at least one third data structure comprise one or more rows and one or more
columns of data values, and each ot said one or more columns 1n said second data structure

and said at least one third data structure correspond to types of data values in said one or more

columns of said first data structure.
15. The computer-implemented method of claim 12, further comprising:

assigning a weighted value to various types of data values in each of said one

or more rows of said first data structure; and

populating said second data structure with data values from said at least one

third data structure based on said assigned weighted values of said tirst data structure.

16. The computer-implemented method of claim 15, wherein assigning said
weighted value further comprises assigning said weighted value according to occurrences in a
population of said various types of data values in each of said one or more rows of said first
data structure such that corresponding data values 1n said second data structure match patterns

naturally found in an actual population.

17. The computer-implemented method of claim 11, wherein the first data

structure 1s a source data structure, the second data structure 1s a test data structure and the at
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least one third data structure is an at least one reference data structure, the method for

constructing the test data structure further comprising:

operating on the source data structure having one or more columns of data

fields types, wherein each of said one or more columns includes one or more rows of data;
determining said identifier for each of said one or more rows of data;
for each of said one or more rows of data, performing the following:
a) generating a data string based on said identifier;

b) based on each type of data field, mapping a portion of said data string to a

data value 1n the at least one reference data structure; and

¢) populating said test data structure with said mapped value 1n said at least one

reference data structure.

18. The computer-implemented method according to claim 17, wherein said data

string 1s an output of a deterministic function.
19. The computer-implemented method according to claim 17, further comprising:

assigning a weighted value to data in said one or more types of data fields in

said source data structure; and

populating said test data structure with said data value from said at least one

reference data structure based on said weighted values.

20. The computer-implemented method according to claim 19, wherein assigning
said weighted value further comprises assigning said weighted value according to occurrences
in a population of data in said one or more types of data fields in said source data structure
such that corresponding data 1n said test data structure substantially approximates an actual

population.
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21. The computer-implemented method according to claim 20, further comprising:
assigning a portion of said data string to each of said one or more types of data

fields; and

based on said portion and corresponding weighted values, locating 1n said at

least one reference data structure said mapped value.

22. The computer-implemented method according to claim 19, wherein the
assigning said weighted value further comprises assigning said weighted value according to
occurrences in a population of data in said one or more data field types in said source data
structure such that corresponding data in said test data structure substantially matches patterns

naturally found in an actual population.
23. The computer-implemented method according to claim 22, further comprising:

assigning a portion of said data string to each of said one or more data field

types; and

based on said portion and corresponding weighted values, locating in said at

least one reference data structure said mapped value.

24, The computer-implemented method according to claim 23, wherein said data
field types correspond to first and last names, company names, gender, ethnicity, payment

methods, salary, and age.

23. A computer-readable storage medium having computer-executable instructions

stored thereon for performing the method of one of claims 11 to 24.

18
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