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(57) Abstract: The present invention relates to the field of sharing encrypted content. In one form, the invention relates to multi-
ple user access and management of encrypted content. In one particular aspect, the present invention is suitable for use in commu-
nity controlled encryption of shared content using indirect keys. The present invention relates to the use of encrypted intermediate
key(s), such as an encrypted community key and/or workspace key, A changeable group of users is associated with a community
key. Changeable set of content is associated with a workspace key. The present invention also uses permits in association with en-
crypted keys.
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METHOD AND SYSTEM FOR SHARING ENCRYPTED CONTENT
FIELD OF INVENTION ‘ _ :

The preserit invention,relates to the field of sharing éncrypted content.

_ In one form, the invention relates to multiple user access and management
5 of encrypted content. o ' '
' In one particular aspect, the presént' invention is suitable for use in
community-controlled encryption of shared content using indirect keys. '
- It will be convenient td hereinafter describe the_invention in relation to
‘sharing of encrypted content, however it should be appreciated that the present
10 invention is not lim‘ited to that' use only. ‘
'BACKGROUND ART ' ,

Throughout this specification the use of the word “inventor” in sungular form
may be taken as reference to one (singular) inventor or more than one (plural)
inventor of the present invention. .

15 The inventors have identified a ;'tumber of problems with secure 'sharing of
encrypted information. |

Many systems rely on the security of third party services. The inventors
have identified that in the case of third party controlled services, including "cloud”
storage, remote server storage and other application service providers, the

20 access to the information stored requires the third party to prevent accidental or
unwilling disclosure e.g. via mistake, a security breach, legal demand etc and
~ requires control of any related encryption keys by that third party.

Other systems provide user controlled encryption of information and tend.
to use public/private keys or password generated keys for that encryb_tion. The

‘2'5 inventors have identified that these systems have relatively defined sets of users
’ and are aléoe relatively rigid and tend to have difficulty with dynamic and/or
efficient management such as-scaling, distributed .storagé, changing group
memberships and revocation. - ' o
More generally, prior art security systems -that deal with encryptéd
30 information (including third party and/or user controlled) tend to rely on one or any
' combination of the following assumptions: '
e Atrusted authority e.g. govemment serwce provider or other third party



WO 2011/109865 PCT/AU2011/000260

2
U Storage system managed keys e.g. encrypted file systems, encrypted
- databases » '
L] Proof of identity-e.g. Public Key Infrastructure (PKI)
e Password based credentials e.g. file transfer systems
5 o Encryption of information using private keys or password generated keys
eg. document systems o
. A single user e.g. p_rivate secure storage
‘. Mes’sagé based encryption e.g. email encryption software
. Group protocols elg. multi-cast key management

10 e Transfer based encryption e.g. Secure Sockets Layer (SSL)
*  Online availability e.g. peer-to- peer services
it is to be apprecaated that any discussion of documents devices, acts or
knowledge in this specification is included to explain the context of the present
invention. Fyutther, the discussion throughout this spe’ciﬁcati'on comes about due
15 to the realisation of the inventor and/or the identification of certain related art
'problems by the ‘inv'entor. Mereover. any discussion of material such as
docurnents devices, acts or knowledge in this 'specification is included to explain
the context of the mventlon in terms of the mventors knowledge and experience
. and, accordingly, any such discussion should not be taken as an admission that
20 any of the material forms part of the prior art base or the common general
knowledge in the relevant art in Australia, or elsewhere, on or before the priority
date of the disclosure and claims herein. ' ‘
SUMMARY OF INVENTION ‘
An object-of the present invention is to alleviate at least one dlsadvantage .
25 associated with the related art. :
it is an object of the embodiments described herein to overcome or
alleviate at least one of the above noted drawbacks of related art systems or to at
least provide a useful alternative to related art systems.
In a first aspect of emboduments described herein there is provided a
30 method of and/ or apptlcatlon adapted to enable encryption and/or decryption of
“content, comprising providing a first key adapted for use with the content,
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prcviding a second key which defines a set of one or more additional keys, and .
encryptivng and/or decrypting using the first key and the second key. o
in another aspect of embodiments described herein there is provided a
" method of and/or applicatton adapted to enable encryption and/or decryption of
5 content, comprising a community key representing at least one user, e» workspace
key representing at least one content, and performing encryption and/or
decryption using the community and workspace keys.

In yet another aspect of embodiments described herein there is provided a |
method of and/or application adapted to encrypt and/or decrypt content,

10 comprising enabling the encryption in accordance with a method as herein
disclosed. ‘

In a further aspect of embodiments described herein there is provided a
method 'of and / or application adapted to define an association between at least
one user and at least one encrypted content, comprising providing each user with

15 a user key, and providing a user with a permit relative to the content, the permit
ccncprising encrypted first and second keys. \ | _

In yet a further aspect of embodiments described herein there is provided a
system adapted to enable encryption and/or decryption of content, comprising a
first key register adapted to associate a first key with content, a second key

20 register adapted to associate a second key with one or more additional keys and
. an encryption engine adapted to encrypt and/or decrypt usmg the first key and the
‘second key. .

In still a further aspect of embodlments described herein there is prowded

_ in combmatlon a system as herein disclosed and a content management system,

25 a messaglng system a file management’ system a systems management system

and/or a collaboration system. '

Other aspects and prefefred forms are disclosed in the specification and/or

“defined in the appended claims, forming a part of the description of the invention.
in essence._ embodiments of the present invention stem from the

30 realization that scalable encryption can be pr'ovided by the use of encrypted
'intermediate key(s), such-as an 'e_ncrypted community key and/or workspace key.

A changeable group of users is associated with a community key. Changeable g
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‘ |
set of content is associated with a workspace key. In a further embodiment of the
present invention, the workspace key may be encrypted/decrypted by the
comrhunity key and vice versa. ' | _
By’defining the relative association of the community key and the
5 workspace key with users and content respectively, the present invention enables -
many advantages and features, such as security, privacy, flexibility, storage,
streams, distribution, efficiency, scalability'and mahageability.
' Advantages relating to security include, without limitation:

o Security keys are controlled by the ciient and not reliant on a third party or
10 drganisatioh. ' |
. information remains secure, as encryption and decryption is performed by
the client and not refiant on a storage system or third-party'service.
. Provides certificate based credentials including‘ different credentials for

signing, encryption and communications
16 Allows-for digital signatures and the use of trusted time-stamping service
’ Transferring of encrypted Information within the System may not
neoessarily’ require transfer based enc’ryp_tion e.g. Secure Sockets Layer
(SSL) as information is transferred in an encrypted form. »
) Allows remote storage, perhaps on a server or using a service that may not

20 be necessarily fully trusted. e.g. to é third party or outsourced information
technology provider; as information remains in an encrypted form outside
the client. ' ‘

. Revocation can be relatively easily manage.d, because of the ease to which
a member can be removed from a group of users or community.

25 o | Sharing of keys and other parameters can be performed on a strictly “need
to know” basis. That is, each user may be limited to information that is
relevant to them, without the ability to access information relevant to other
users. v ' ’

. Ability to secure end-to-end streams of content rather than just point-to-

30 point. , | | '

Advantages rélating to privééy include, without limitation:
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. - Allows encrypted con{ent to be shared with other users without necessarily
relyingon a central authority and/or registration authority. |

) Allows users to build 1he|r own “web of trust” with a relatively secure way to
handie invitations and revocation.

5 ~Allows users to be known by a label not necessarily associated with
anyone or énything. Additionally, the registration process does not require
proof of identity. _ v ' -

. Adva‘ntvagesl relating to-flexibility include, without limitation: .

e . Ability to accommodate arbitrary types and formats of Content e.g. files,
10 records, streams, text, binary, multi-media etc. |
e . Ability to accommodate arbitrary number and types of Communities e.g.

unprediciable transient, complex, overlapping, disjoint etc.
e . Ability to accommodate arbitrary groups of Content (Workspaces) to be
- sharable with arbitrary Communities. |
16 . . Ability to interface to existing applications, security systems, identity -
systems, document systems and other management systems.
Advantages relating to storage include, without limitation: /
. Storage servers need relatively small processing power as it is not
necessary for them to be able to perform encryption ‘and/or. decryption
- 20 functions. - :

e Storage management may be relatively low cost and/or a relatively basic
service for storing and retrieving encrypted content, as theré is no need for
storage providérs to be able to manage storage keys, maintain encrypted
file systems and/or encrypted databases etc. :

25 ¢ s relatively efficient in storage as it doss not require a separate copy of

' encrypted information for each user as is the case with other approaches
e.g. message based encryption, email encrypting sdftWare.

) Allows high availability by storing muitiple copies of encrypted content, for

example. on different local disks, and/or different servers and/or different

30 . third party storage services. _
Advantages relating to streams and distribution include, without limitation: .
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. Ability to operate in a continuous and/or bi-directional encrypted stream
allowing for ongoing interactions, collaborations, sessions, conversations
etc. between users and/or ap'plicaiion‘s.

. Ability to operate in a distributed manner with other client controllers, which

] ~ enables secure, encrypted multi-way streams between any combination of

‘ users and/or applications. ’ ' |

J Ability to dynamrcally handle changmg membership of a community WhICh
is using a stream. ‘

s - Ability to handle attachments related to a stream. _

10 » Ability for users to join and leave encrypted streams aé required in a
relatively efficient way. |
. Ability to handle relatively large encrypted content as a stream.

Advantages relating to efficiency include; without limitation:

o - Low computing overhead as changing a group of users simp!y‘ requires
15 ~ encrypting of keys and not necessarily re-encrypting cohtent. '

. Low nétwork costs as encrypted odhtent need not be changed on the

server when users are added or removed from groups and/or communities.
For example, the present invention does not require encrypted content to
be downloaded, re-encrypted and uploaded when there are changes to the

20 set of users that need to access and/or manage the encrypted oonte_nt.'
o The system may be implemented on a wide variety of platforms, such as
mobile devices, because of its relative efficiency e.g. low network usage,
low computational requirements etc. '

- Encrypting and decrypting content is reiatively efficient through the use of
.25 s_ymmetric keys rather than private keys. ’
. Key management is relatively efficient thfough the use of symmetric keys

with relatively few private/public key operations required.
Advantages relating to scalability mclude without limitation:
) The ability to manage large sized content and/or large numbers of content
30 items and/or many versions of content items as additional encryption.
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operat_ion_s on content is not required to accommodate changes in the

, membership of groups of users and/or the organisation of content.
e Ability to manage relatively dynamic and/or large and/or complex groups. of
users (communities) as the overhead of changing memberships is

5 relatively low. , -

. Ability to bulk update groups of users, as new sets of encryption keys can
" be relatively -easily calculated and the system can continue to work whilst
in transition from one set to another, | ' | |

. Being mostly independent of whether users are online or offiine, unlike

10 other systems that require groups to be online e.g. grodp communications,
ovnline cdllaboration, multi-cast key management systems, peer-to-peer
services etc. . .
Advantages relating to manageability include, without limitation:

»  Relative safety of adding or retiring users as each step in the process can
15~ be done in a relatively fault tolerant and progressive way, including the
ability to restart and/or roliback. -

. Can seamlessly transition from one shared encryption key to a new one as
~all copies of keys need not be necessarily updated at the same time.
. Continued availability of’encrypted content even if the addition or removal
20 of users takes time and/or needs to be rolled back or restarted.
e Multlple versions of encrypted content can be mamtamed through the use .

~ of versioned encrypted keys.

. Ability to define arbitrary Workspaces which may include arbitrary types

and amount of Content and overlapping content. - ,
25 o ' Ability for Content to be moved and/or copied between‘W‘orkspacesa ina

| relatively efficient way.

Th,roughout this specification, the word “content”, without limitation,
- comprises any information communicable in a digital form. Examples comprise,
without - limitation, files, records, streams, protocols, conversations, sessions,
30 backups, - database journals, audit trails, logs, documenfs; presentations,
spreadsheets, messages, - multi-media, pictures, video, music, audio, radio,
indicia, tickets, keys, passwords, configuration, entries, indexes, executables,
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data stores, application data, state information, system information or any other
electronic information and/or any derivation o'f information such as compressed,
translated, scanned, sugned watermarked, packaged complled aggregated
- segmented, transformed etc.
5 Throughout this specaﬁcatiori, the word “key”, without limitation, comprises
any representation used. in association with or operable on an encryption
~ algorithm that enables encryption or decryption of information, such as, without
limitation, asymmetric keys, symmetric keys, secret keys, public keys, private
keys, password keys, one-time password keys, tickets, tokens, certificates, etc.
10 Throughout this specmcatnon the word “parameters”, without limitation,
‘ compnses any information assocuated wnth the content andfor key, such as,
without limitation, names, suzes. timestamps, versions, authors, keywords,'
locations, policies, identifiers, de,scriptions; relationships, owners, security levels,
capabilities, communities,' groubs, privileges, -access restrictions, versions,
15  auditing, configuration, controls etc. * - |
Further scope of applicability of embodiments of the present invention will
become apparent from the detailed description given hereinafter. However, it
"should be understood that the detailed Qe5cription and specific examples, while
indicatirig preferred embodiments of the invention, are given by wéy of illustration
20 only, since various changes and modifications within the spirit and ,scobe of the
disclosure herein will become apparent to those skilled in the art from this detailed
description. _ ' |
BRIEF DESCRIPTION OF THE DRAWINGS
Further disclosure, objects, advantages and aspects of preferred and other
25 embodiments of the present application may be better understood by those
~ skilled in the relevant art by reference to the following description of embodiments
taken in conjunction with thé accompanying drawings, which are given by way of
illustration only, and thus are not limitative of the disclosure herein, and in which:
’ | Figure 1 illustrates an embodiment of the present invention; _
‘ 30 ~ Figure 2 illustrates relationships in an embodiment of the present invention;
Figure 3 illustrates a process of initialisation in an embodiment of the

present invention; and
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Figure 4 illustrates a process of acce_és in an embodiment of the present
invention. f ' v '
DETAILED DESCRIPTION
System O\)erview . ‘
5 Figure 1 illustrates an efnbodiment of the pfesent invention.
Users 100 interact with the System 120 to securely store, access and
manage encrypted versions and/or derivations of Content 110. A User 100 is an
. entity such as a person, organisation, application, service or any other interface.
' A User 100 may interact with other users, for example to setup trust relationships
. 10 and/or organise groups or Communities 130. Users 100 may have different
privileges on the System 120, for example upload, download, change groups, -
change rights, create workspaces, create communities etc. Users 100 interact
with Client Controllers 140 and may also interact with a Credential Service 170. |
Content 110 may be shared between Users 100 and/or ‘Applications 101
15 and/or stored in System 120. Examples of Content 110 i"nclude files, records,
application data and data streams. Examples of files include documents, word
processing files, presentations, spreadsheets, notes, messages, pictures, muiti-
media, maps, indicia, executables, packages and any other type of storable
information. Examples of records include database fields, directory entries,
20 registry entries, spreadsheet cells, messages, data blocks, indexes and any other
type of partitioned infqrmétioh.‘ Examp!es of :application data .include keys,
paséwords, address books, calendar data, configuration information, data stores,
state information and any other type of application information. Examples of data
streéms include muilti-media streams, communications streams and applicatic;n
25 streams. Examples of multi-media streams include video, audio, pictufes and ah’y
other type of ‘onédemandvdatlav.' Examples of communications streams include
VOIP (Voice Over IP), HTTP (HyperText Transfer Protocol), instant mésSaging,
shared collaboration or any other type of protobol. , Exémples of 'application
streams include collaboration’ applicati'ons, monitoring, backups, database
.30 journals, logs, audit trails or any other type of runtime information. Content 110
also includes any derivation of information such as .'c.ompressed, franslated,
watermarked, packaged, check-summed, aggregated, segmented, and/or any
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. other electronic forms of information. Content 110 may be human readable such
as text, Portable Document Format (PDF), postsdript etc. and/or may be binary
such as compressed, compiled, packaged etc. Content 110 may be public with
the purpose of storing segurely, for example, to establish the authorship andfor

5 date of documents e.g. original works. Conté_nt 110 may also be non-public and
includes any information that may need.to be restricted to a limited set of Users
100, such as confidential, sensitive, classified and/or private information'.»

Applications 101 are programs that may use Client Controllers 140 to

~ share Content 110 with other Applications 101 and/or Users 100. Applications

10 101 may use an Application Programming Interface (API) with Client Controllers
140 and/or provide a .'graphical or other human 'in‘terféce to a User 100.
Applications 101 may include any type of -distributed application such as -
cbllaboration, content creation, file managément_, systems management and/or
communications capabilities. Examples may include email, instant messaging,

15 calendaring, communal editing, social networking, real-time ‘interactidhs,

- monitoring, management, control, transactions, document management, virtual
file systems and any other type of multi-user activity etc. Applications 101 may
utilise System 120 to provide such applications with features such as distributed
end-to-end encryption, Co_mmunit_y management, Workspace management, User

20 management, Credential management and other features described herein.

The System 120 may be considered to have a number of functional
components, such as Client Controllers 140, Storage Service 160, Credéntial
Service 170, and Permit Service 180. The Services may be optionél and/or may
be provided externally to System 120. These components re’présent functional

25 mechanisms and may be combined in different ways such as into one or more
applications involving one or more servers. These applications and/dr servers
may be independent and/or disiributed and/or replicated. Additionally,

- components such as the Credential SeNice 170 may perform related functions
such as a Certificate Service, Registration Service, Authentication Service,

30 Escrow Service etc. _ o |

Communities 130 represent collections of one or more-Users 100. A User

100 may be a member of one or more Communities 130. A Community 130 may
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be setup to have access to Workspace 150 using a Pefmit 162 to éccess and
manage associated Encrypted Content 151.
Client Controllers 140 provnde the interface to, and contro! of, the System
' 120 for Users 100. Client Controliers 140 manage interactions with other parts of
5 the System 120. For example to encrypt, decrypt, login, manage memberships,
register etc. The Client Controller 140 may have Logic 141 for managing the
system and may store mformat:on such as Credentials 142.
Credentials 142 may include information that i |_s unique to a particular User
. 100, such as a certificate (containing a public key) and associated private key. A
10 User 100 may have one or more Credentials. 142 for different 'purposes for .
- example, for signing, communications and/or encryption. Credentials 142 may
comprise any form of identification such aé username, pa_sswbrds, tokeris, tickets
and/or any other information used for authentication. Credentialé 142 may be
protected, such as stored in a cryptographic keystore.
15 Workspaces 150 may contain Ibgical groupings of Encrypted Content 151.
Encrypted Content 151 may be a part of any number of Workspaces 150. Each
“Workspace 150 fnay have an associated Permit 152 and may have an associated '
Community 130. 'In .a preferred embodiment, Workspaces 150 may be '
v considered as defining a set of Encrypted Content 151 for which an associated
20 Community 130 can share, access and/or manage this set using an associated
 Permit152. A Workspace 150 may also provide one or more streams which may
allow a Community 130 to share Encrypted Content 151 in a non-discrete way, for
example applications which may be open-ended, concurrent, 'continuous, real- .
~time, dynamic, interactive etc. and/or in @istributed fields such as collaboration,
25 web applications, systems management, monitorihg, control etc.

Encrypted Cdntent ’1,51 is Conteni 110 that has been encrypted.
Information about the encryption, including .encryptibn keys, cryptographic
algorithm etc and other information about the Content 110 may be stored in a
Permit 152. Encrypted Content 151 may relate back to the corresponding

30 Content 110 in a one-to-many, many-to-many and/or many-to-one relationship.
- That is, one or many items of Content 110 may relate to one or many items of
Encrypted Content 151. In addition, one or more versions of Content 110 may be -
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retalne.d as Encrypted Content 151. Encrypted Content 151 may be stored in one
or more Storage.SerVice 160 mechanisms and/or locations and/or shared with
other Client Controllers 140 using Peer-to-Peer 190 méchan‘isms'. Encrypted
Content 151 may also be replicated within or across Storage Services 160.
5 Encrypted Content 151 may be a sfream or discrete units.
Permits 152 provide information necessary for Client Controllers 140 to
perform operatioris. Permits 152 may include certificates, encrypted keys, and/or
_ Parameters. Parameters may include Content 110, Community 130, System 120 '
" and other information. Examples of Parameters reléting to Content 110 may
10 include name, size, timestamp, versions, author, keywords, location information,
| session, synchronisation and/or other Content properties.  Examples of
Parameters relating to Communities 130 may include name, relationships, .
‘owners, administrators, privileges and/or other Community 130 properties.
Examples of Parameters relating' to the system méy include policies, identifiers,
16 descriptions, relationships, ‘owners, security levels, commuhities, groups,
privileges, access restrictions, versions, auditing, configuration, controls and/or
other system properties. Parameters, or parts of Parameters, may be storedM
independent of Permits 152, for example system policies, Permits 1562 and/or
Parameters may be encrypted with a key. A Pérmit 152 may contain information
20 limited to a given User 100, for example only providing keys and/or Parameters
necessary for that user to operate within their Community 130, Workspace 150
and Encrypted Content 151 without necéssarily providing other information
relevant to other Users 100. The Client Controllers 140 may share Permits 152
directly with each other, for example using Peer-to-Peer 190, and/or use a Permit
25 Service 180 and/or use a Storage Service 160. o
The Storage Service _1‘60 may store information such as Encrypted Content
151 and Permits 152. The Storage Service 160 may be local and/or remote.
Local Stokage includes hard disk, portable disk, portable memory, disk array,
network disk etc. Remote storage includes network file servers, backup services
30 and other third party storage or “cloud” services. The Storage Service 160 may
be on the same machine or a different one to any of the other System 120
components. Storage Service 160 may also store all or parts of Permits 152.
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Encrypted Content 151 and/or Permits 152 may be distributed and/or replicated in
Storage Service 160. | ‘
The Credential Service 170 may provide certificate management services
_ such ‘as .issuing credentials, managing revocation and providing timestamp
5 services. Issuing of credentials may occur when a User 100 i_s' first initiated into
the System 120 andfor used when a User 100 logs in to the System 120.
Revocation of crédentials may occur when a user is removed from' the system
and/or a user's credentials need to be r_e-issued.' Revocation status may be
provided via Certificate Revoc.:ation' Lists (CRLs) and/or via an .Onlipe Certificate.
10 Status Protocol (OCSP). The Credential Service 170 is optional and, |f not used,
then Client Contfollers 140 may need to ‘setup credentials using other means
such as manual and/or out-of-band procedures. The Credential Servicé 170 may
be distributed and/or replicated as rerired. It may also be run separately, ful:ly or
in part, by a third party to perform all or somé of the credential service
15 functionality. - The Credential Service 170 méy generate certificates, such as
X.509 Certificates or any other cryptographic certificates. Different'henificates‘ .
may ‘be used for different purposes e.g. signing, communications andfor -
encryption. The Credential Service 170 may also offer an escrow service. The
. Credential Service 170 may also be another typé of security serve:r such as an
20 autﬁenticatior\\"server, a single sign-on server, a key server etc. and manage other
types of crédentials such as tokens, tickets, péséwords, dynamic passwords efc.
The initialisation of keying material (e.g. certificates) méy be performed in
combination with Client Controllers 140. The registration process for a User 100
with Credential Service 170 may be manual and/or automated and/or centralised
25 andfor distributed. The registration process may be automatic or semi-automatic
in the case where pre-existing credentia!é are leveraged, such as in enterprises or
organisations or closed cbmmunities which already make use of an identity
infrastructure»' such as a privafe certificate infrastrﬁcture and/or Public Key
Infrastructure (PKI). ‘ j
- 30 | ‘The Permit Service 180 handles Permits 152 and/or information contained
' in Permits 1562. The Permit Service 180 is optional. The Client Controllers 140
rhay use the Permit Service 180 to share whole Permits 152 and/or parts of
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Permits 152. All or some of the Permit Service 180 may be distributed and/or
replicated as required. The Permit Service 180 may be provided by any type of
service capable of managing Permit 162 information, such a database, registry,
directory, repository or other service. Access to a Permit 'S_ervicé 180 via a Client
5 Controller 140 may involve providing appropriate credentials. A Permit Service
180 may restrict information provided to any given Client Controller 140 on a
“need to know” basis, for example providing encrypted keys relating to the
CommUnity; Workspace and Encrypted Content of a particular User 100 without
" necessarily providing other information relevant to other Users 100. The Permit
10 Service 180 function may be performed on the same or a different computer from
the other parts of the System 120. .
Peer-to-Peer 190 may be used to directly exchange information in a
Workspace 150' between Client Controliers 140, for example - to exchange
Encrypted Content 1 51 and/or Permits 152. The exchange may use a push or
15 pull technique. The Encrypted Content may be relatively continuous such as a
stream or conversatlon and/or the encrypted content may be in one or more
discrete units. Credentials 142, may need to be used to authenticate Client
Controllers 140 connecting to each other. -
 System Relationships
20 Figure 2 illustrates relationships in an embodiment of the present invention.
‘Communities 200 are another representation of those shown in Figure 1.
Communities 200 represent any combination of Users 210. For example,
Community1 201 consists of Useri 211 and User2 212. In a. préf_erred
embodiment, each User belongs to at least one community and/or each User is
25 the administra_tor of at least one Community.‘ For example, User2 212 may also
belong to their own community e.g. Community2 (not shoWn in Figure 2).
Users 210 are another representation of Users 100 in Figure 1. Separate -
Users 211, 212, 213 are illustrated in Figure 2. When a User 210 is initialised into
the system, they may be automatically édded to their own community.
30 Client Controllers 220 is ancther representation of those shown in Figure 1.
» F_igure 2 shows in particular a private key used for encryption. A Client Controller
220 may also use other private keys subh as for signing and/or communications.
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The private key may be stored secdrely in a cryptographic keystore associated
with a Client Controller 220. , ,
Permits 230 are another representation of information associated with the
Permits 1562 shown in Figure 1. Figure 2 gives an example of the composition of
5 perrriits (e.g. Permit1 231) which. may include certificates (e.g. 235, 236),
Parameters (e.g. 232). encrypted keys (e.g. 241, 242, 251, 261, 262, 263) and
encrypted Parameters (e.g. 251). In a preferred embodiment, each user (e.g. .
212) has a Permit (e.g. 231, 233) for each community (e.g. 201, 203) they belong.
to. In a preferred embodiment, each Permit (e.g. 231) defines information
10 necessary for an associated user (e.g. 211) to access and manage Encrypted
Content (e.g. 281, 282, 283) in an associated Workspace (e.g. 271).
| Encrypted Community Keys 240 are used to control which Communities
200 have access to which Workspaces 270. Each Community has an associated
symmetrid Community.Key. Each Community Key (e.g. C1b) is encrypted with
15 the certificate (e.g. 235) containing the public key of the associated User (e.g.
211). Note that a User (e.g. User2 212) may belong to multiple communi{ies (e.g.
201, 203) and therefore may have multiplle'Encrypted Community Keys (e.g. 242,
2,4'3), each being encrypted with that user’s (e.g. User2 212} public key (e.g. 236,
237), preferably using the public key associated with the encfyption credentials.
20 Encrypted Community Keys may include Parameters. There may be a separate .
Community Key each time the_mem‘bers_hip‘of a community changes. For
example, there may be multiple versions of Encrypted Community .Keyé 240 in
the case where Workspace Keys have changed. | o
| Encrypted Workspacé Keys 250 are used to control sets of Encrypted
25 Cohtent_ Keys 260. Each Workspace Key (e.g. W1) is e_ncrypted, with a
Community Key (e.g. C1b) associated with that Workspace (e.g. 271). Encrypted.
- Workspace Keys 250 may alsb include Parameters. Thére may be muiltiple
- versions of Encrypted Workspace Keys 250, for example, in the case where
Encrypted Content Keys 260 have changéd. ‘ '
30 Encrypted Content Keys 260 are used to encrypt the corresponding item of .
Encrypted Content 280. Each Content Key (e.g. D1, D2, D3) may be encrypted
with the associated Workspace Key (e.g. W1). Ehcry’pied Content Keys may also
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include Parameters such as name, location, size, keywords etc. Encrypted
Content Keys (e.g. 261) may be stored with the Encrypted CAontent (e.g. 281).
Note that if Content (e.g. 283) is shared between Workspaces (e.g. 271, 273),
then the Content Key (e.g. D3) may be encrypted by the corresponding
5 JWo_rkspace Key (e.g. W1, W3} in reach associated Workspace (e.g. 231, 233
respectively). | ' ‘ ‘ . |
_ Workspéces 270 are another representatiori of those shown in Figure 1. -
Workspaces 270 represent any combination of Encrypted Content 280. Each .
 Workspace (e.g. Workspace1 271) fnay have one or more versions of associated.
10 Workspape Keys (e.g. W1). Each Workspace (e.g. Workspace1 271) may be
| associated with a Community (e.g. Community1 201). ‘
Encrypted Content is ‘another representation of those shown in Figure 1.
Encrypted Content (e.g. 281) is encrypted by Client Controllers (e.g. 221) using
an associated Content Kéy (e.g. D1). Encrypted Content (e.g. 281) may be
15 signed by a private key (e.g. a signing key 224a not showh) of the User (e.g. 211)
that stored the Encrypted Content (e.g. 281). :
‘Storage Sérvice_ 290 is anothér representation of Storage Service 160
shown in Figure 1. Storagé Service 290 is where Encrypted Content 260 may be
~stored. Other information such as some or all of Permits 230 information may also
20 be stored in Storage 290. - Any of the stored information may be distributed and/or
replicated among any number of any type of Storage Services 290 e.g. disks, file
servers, third party storage services etc. For exampie’, in Figure 2, Encrypted
~ Content 281 and 282 are stored in Store1 291 and a copy and/or different version
of Encrypted Content 282 is also stored in Store2 292. Note also that some
25 Encrypted Content (e.g. 284) rhay be transient and/or stored by the Client
' Controller locally (e.g. in memory, local disk) and not necessarily in Storage
Service 290 (e.g. 284). ' o
Permit Management
With reference to Figure 1, Permits 152 and/or individual parts of Permits
30 may be shared between Client Controllers 140 in several ways, such as directly
(peer-to-peer) and/or via shared storage (non-real-time peer-to-peer) such as
Storage Service 160 and/or via a separate service, such as a Permit Service 180.
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For example in Figure 2, if Client Controller 221 updates Permit1 231, and
‘subsequently Client Controller 222 needs to use' Permit1 231 related information,
then the updated Permit1 231 or parts of the Permit1 231 may be retrieved from a
Pérmit Service and/or shared Storage 290 and/or by copying Permit1 231 from

5 Client Controller 221. Additionally, Client Controllers may cache Permits and/or
~ Permit information. These actions may also be restricted by policies which define
' cdnstraints on functions and flows within the system. For exaniple_policies may
include defining rights, privileges, access controls, operational controls etc. Such -
policies may be stored as Parameters in a Permit (e.g. 232). ’
10 Sharing Pemmits using Peer-to-Peer -
Client Controllers may propagate particular Permit updates directly to
and/or from other Client Controllers who rely on mformatuon in that Permit. This
" may be via a “push” where the updates are distributed from the source Client
Controller and/or via a “pull” where the updates are fetched from another Client
15 Controller. The mechanism(s) to communicate with associated Client Controliers
J may be stored as Parameters in the Permit (e.g. 231). A particular Client
Controller (e.g. 221) may only need to maintain relevant Permits (e.g. 231) for
their assocnated User (e.g. 211). _
Sharmg Permits using Storage (Non-Real-Time Peer-to-Peer)
20 Client Controllers may use Storage Service 290 to directly distribute and/or
" replicate ail andfor parts of Permits. For example Client Controller 221 who
updates Permit1 231 may copy Permit1 231 to Storage 290. Cl|ent Controller 222
may then retrieve it at a necessary time. The mechamsm(s) to communicate with
- Storage Service 290 may be stored as Parameters in the Permit (e.g. 232)."
25 Permits may be replicated within and/or across Storage Services 200 such»asvf'or |
 performance or availability reasons. '
Sharing Permits using a Permit Service ,

With reference to Figure 1, Client Controllers 140 may obtain, manage and

update Permit information 152 using a separate Permit Service 180. ‘This Permit

30 - Service 180 may be local and/or remote, may be distributed and/or replicated
~ andfor may operate using entire Permits and/or parts of Permits. In order to
access a Permit Service 180, a Client Controller 140 may need to first connect to
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the Permit Service 180 with appropriate credentials, for example with those setup
when the User 100 was first injtialiéed into the System 120.
- Permit Operations o ,
With reference to Figure 1, Permits 152 represent any information tha{t
5 Client Controllers 140 need to perform operations on Encrypted Content 151 such
as encrypting, decrypting, accessing and managing them. The entire Permit
andfor individual parts of vth}e Permit may be encrypted and/or may reside in a
Permit Service 180 and/or Client Controllers 140 and/or one or more Storage -
Services 160. For example, Permit Service 180 may contain user and workspace |
10 information (e.g. certificates, encrypted community -keys, encrypted workspace
keys and/or related Parameters), Client Controllers may cache Permit information
(e.g. certificates, derived decrypted keys and/or controls) andfor Storage Service -
160 may'contain éontent related information (e.g. Encrypted Content Keys and/or
Parameters). ‘ |
15 ‘Decrypting Information in a Permit. v
With reference to Figure 2, a User (e.g. 211), belongmg to one or more
communities (e.g. 201) may obtain keys and/or Parameters from their Permit(s)
(e.g. 231) using their Client Controller (e.g. 221) by decrypting the relevant keys.
For example
20 o If an entire Permit (e.g. 231)is encrypted then it may be decrypted usmg
the private key (e.g. 224) associated with the Client Controller (e.g. 221) of
~ that User (e.g. U.ser1' 211). Alternativély, the Permit (e.g. 231) may be |
decryptéd by obtaining the CommUnity Key (e.g. C1b) (as described
below) and then decrypting the remainder of the Permit (eg 231) using
25 the Community Key (e.g. C1b).
. A Community Key (e.g. C1b) may be obtained by using the private 'kéy
(e.g. 224) associated with the Client Controller (e.g. 221) to decrypt an
Encrypted Community. Key (6.g. 241). Other Parameters may also be
contained within the Encrypted Community Key (e.g. 241) or separately
30 . (e.g. 232) such as information about the Workspace associated with that
.Community (e.g. 201). |
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. A Workspace Key (e.g. W1) may be obtained by using an associated

Community Key (e.g. C1b) to decrypt an Encfypted Wo_rkgpace Key. (e.g.

251). Other Parameters may élso be obtained, such as information about

content in the workspace e.g. their names, size, type, location, store

credentials, alternative stores etc. '
) A Content Key (e.g. _D1') may be obtained by using an associated

Workspace Key (e.g. W1) to decrypt an Encrypted Content Key (e.g. 261).

Other Parameters may also be obtained, such  as sfore location,

~ credentials, 'restriction's. copies or other content information. |
Encrypting Information in a Permit o ' _

With reference to Figure 2, a User (e.g. 211), belonging to one or more
communities (e.g. 201.) may add or replace all or some of information in a Permit
(e.9. 231) using their associated Client Controller (e.g. 221) by encrypting
relevant keys and/or Parameters. For example: , |
. An Encrypted Content Key (e.g. 263) may be generated using a

Workspace Key (e.g. W1) to encrypt a Content Key (e.g. D3). Parameters

may be included such as content properties. |If replacing Encrypted

Content, the old Encrypted Content Key may be removed frbm the Permit

(e.g. 231), or alternatively, the old Encrypted Content Key may be flagged |

with version information in the Permit (e.g. 231). o

. An Encfy'ptéd‘Workspaoe Key (e.g. 251) may be generatéd using a

Community Key (e.g. C1b), to encrypt a Workspace Key (e.g. W1).
Parameters may be inbluded such as information about content in the
workspace e.g. their names, size, type, location, store credentials,
alternative stores etc. If replacing an Encrypted Workspace Key, the old

- Encrypted Workspace Key may be removed from a Permit {e.g. 231), or

~ alternatively, the old Encrypted Workspace Key may be flagged with
version information in a Permit (e.g. 231). ‘

. An Encrypted Community Key -(e.g. 241) may be geriera_te‘d by using an

associated public key (e.g. 235) to encrypt the Community Key (e._g. C1b).
This operation may involve checking for revocation of the certificate
containing the public 'kéy. Parameters may be included. such as
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information about the Community and or Workspace and/or Content. If

~replacing an Encrypted Community Key (e.g. C1a not shown), the old

Encrypted Community Key (e.g. C1a not shown) may be removed from the

Permit (e.g. 231), or alternatively, the old Encryptéd Community Key may

5 " be flagged with version information in the Permit (e.g. 231), and the new
' Community Key (e.g. C1'b) needs to be encrypted with the public key (e.g.-
7 235, 236) of each user of that Community (e.g. 211, 212). _
. An entire Permit (e.g. 231) may be encrypted using an associated public
key (e.g. 235) of the User (e.g. 211) who'is shanng that Permlt (e g. 231).

10 This may involve checkmg for revocation.

X Alternatively, a portion of the Permit (e.g. 231) may be encrypted using the
Community Key (e.g. C1b). For example, the portion may be Parameters
(e.9.232). In anofher example, the portion may be the entire Permit (e.g. ’

» 231) except for the Encrypted Community Key (e.g. 241).

15 Transitioning Information in a Permit o | _

Updating‘a Permit (e.g. 231) may involve muitiple operations and may
occur over a p'eriod of tim'e. By effectively versioning the Permit information, such
as keys and/or Parameters, the system can continue to operate during the ,u'pdate
of a Permit. This mechanism of progressive update also enables operations to be

20 * restarted or rolled back. ’ .

For example, a process for updating a Workspace Key"(e.g. W1) may
involve one or more of the folloWing steps, not necessarily in order:

. Adding a new Encrypted Workspace Key (e.9. 251a not shown in Figure 2)

’ e Replacing each Encrypted Co_mniUnity Keys (e.g. 241 ,’242)

25 «  Replacing Encrypted Content Keys (e.g. 261, 262, 263)

’ e  Removing the old Encrypted Workspace Key (e.g. 251).

In transition, a User (e.g. 211) may continue to operate.because the User
may obtain the old or the new Encrypted Workspace Key and/or the new _
Encrypted Content Keys. After the process is complete, a User (e.g. 211) will

30 have transitioned to the new Encrypted Workspace Key (e.g. W1a not shown in

Figure 2). |
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Any given update to a Permit (e.g. 231) may also be restarted or rolied
back. For a restart, the process can be continued from the point that'it‘ was -
interrupted. Fora roIIbaCk the process can be undone by proceeding backwerds
from the pomt where the process stopped, at each step, reversing each operation

§ * that was applied at that point in the process. ‘ '
. Encrypted Content Management

With reference to Figure 1, Users 100 may use Client Controllers 140 to
mahage Encrypted Content 151. Encrypted Content 151 may be in streams
andfor discrete units and/or. may be stored in Storage\Service 160. Policies

10 regarding the management of Encrypted Content may be stored in Permits.
Example policies may including using multiple Storage Service 160 providers,
keeping backup copies, | keeping older versions, content update locking .
mechanisms, history, statistics, segmentatlon rules, streaming parameters etc.
Sharing Encrypted Content using Peer-to-Peer

156 . Client Controllers may share particular Encrypted Content directly to _and/dr
from other Client Controliers. The mechanism(s) to communicate with associated -
' ~Client Controllers may be stored as Parafneters in a Permit (e.g. 231). An
interaction may be via a “push” where the Encrypted Content communication .is
initiated from the source Client Controller and/or via a "pull” where the Eﬁcrypted
20 Content is fetched from another Client Controller. Encrypted Content may be
discrete units such as a file or "blob” or may be shared using one or more streams |
‘to other Client Controllers. |
Storing Encrypted Content
' Client Controllers rhay store all or some of Encrypted Content 280 in a

25- Storage Service 290. -The Storage Service 290 may be local andfor remote. A
given item of Encrypted Content (e.g. 282) may be replicated into different
locations within a Storage Service 290 or using different Storage Services (e.q.
291, 292) such as for performance or availability reasons. Information about
Encrypted Content (e.g. 283), where it is stored and how it can be accessed may

30 be maintained in associated Permits 230 (e.g. 231, 233).
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Retnevmg Encrypted Content _

Client Controllers may retrieve Encrypted Content 280 from Storage
SeNI_ce 290, Details such as names, descnptlons, locations and credentials
required to access the Storage Service 290 may be stored in an associated

5 Permit(s). B '
Encrypted Content Operations

With reference to Figure 1, Users 100 may use Client Controliers 140 to
import and/or export Content 110 info/from System 120. [f Content 110 is a
stream, then the import and/or export may be in a continuous form. |

10 Exporting Content : ’

With reference to Figure 2, a User (e.g. User1 211) belonglng to given '
community (e.g. Community1 201) may use their Chent Controller (e.g. 221) to
export Encrypted Content (e.g. 281) for local usage such as to view, verify and/or

~ save. To do so, one or more of the following steps, not necessarily in order, may
15 be performed
. Obtain Parameters about the Content (e.g. Data1) to be exported For
example, allow the user to choose a Workspace (e.g. Workspace1 271)
and Content (e.g. Data1) from. that Workspace using information in the
relevant Permit (e.g. Permit1 231). Multiple Content items may be
20° selected. A 7 :
.. Check Parameters: for permission to export Encrypted'Cenlteht (e.g. 281).
. For example, if the user has the appropriate rights, etc.
o f the Client Controller needs to, download Encrypted Content (e.g. 281)
from the Storage Service (e. g. Storet 291) or another Client Controller.
25 Multiple Content items may be downloaded. ' .
e . Obtain Content Key (e.g. D1) from relevant Permit (e.g. Permat1 231) as
previously described. - : :
e  Obtain Content (e.g. Data1 281) by decryptlng the Encrypted Content (e.g.
281) using an associated Content Key (e. g. D1). If Encrypted Content is a
30 stream, then Content may also be a stream.
. | Optlonally, audit and/or notify other Users (e g. 212) that Content has been
accessed. ‘
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. If the Content (e.g. Data1) is signed, optionally obtain the Certificate (e.g.

U1) of the purported author (e.g. User1 211) and check the signature
bagainst' it. ‘This may involve checking for revocation and/or checking and
validating time-stamp information, for example using a trusted time-
stamping service. ' | |
e  If necessary, perform further prbcessing on the Content (e.g. Data1) such
as de-compressing, de-packaging, etc. ‘
. View and/or Save the Content locally as required.
Imponing'Céntent .
) With reference to Figure 2, a User (e.g. User1 212) may use their Client
Controller (e.g. 222) to import Content (e.g. Data3). To do so, one or more of the

"foIIOWing steps, not necessarily in order, may be performed:

. Check Parameters for permission to import Content. For éxamp’le. if the -
user has the a_bpropria_te rights, etc. '

o Optionally sign the Content (e.g. Data3) using user’s (signing) private key
(e.g. u2a not shown in Figure 2). This may involve also including a signed
timestamp, for example using a trusted time-stamping service. Other
operations méy also be performed on Content such as being transformed
e.g. compressed, packaged from a set of files, versioned, watermarked
etc. ' ' ’ |

. Generate a random Content Key (e.g. D3). If replacing the Content and
the Content is marked as shared between Workspaces and the user does
not have access to each of the overlapping Workspaces, then the existing
Content Key may be used. _

. Encrypt the Content (e.g. Data3) using the Content Key‘(e.g. D3) in order
to obtain Encrypted Content (e.g. 283). If Content is a stream then
additional Message Authentication Codes may be added into the stream at
pre-determined intervals and/or a streaming cipher may be used.

. If required, upload .the Encrypted Content (e.g. 283) to Storage Service |
290 (e.g. Store2 292) and/or other Client Controllers. Additional copies |
may’ also be uploaded to Storage Service 290 for example, to improve
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availability or for backup. If Content is a stream, then associated streams
~ may be opened to other Client Controllers and/or Storage Servicés.
e Optionally, audit and/or notify other Users (e.g. 211, 213) that content has
| been created or modified. |
5 o Update the Permit(s) in associated Workspace(s) as described below.
Interacting with Content Streams |
With reference to Figure 1, a User 100 and/or an Application 101 may
interact.with a Content Stream from an associated Client Controller 141. 'To do
so, one or more of the following steps, not necessarily in order, may be
10  performed: | | ’
) Obtain a Content Key for the Stream. If the stream exists then this may be
by retrievinglthe Content Key from the Permit (as described above). If the
stream does not exist, then this may be by generating and publishing a
Content Key in an associated Permit (as described above) for a. new
16 ~ stream. _ | ,
. Opeh the Stream. Parameters in the associated Permit may indicate the
mode, such as read-only, write-only or read-write and mechanisms, such
~as type of cipher, cipher parameters cipher mode(s) to use. '_
. Manage the Stream according to Parameters in the Permit, such as the
20 frequency to insert, expect and process_Message Authentication Codes
' (MACs), when to close a stream and store as a historical attachment and
open a new stream with a new Content Key etc.
. Monitor associated Permit for changes in associated Community. If a new
User is added, then a new Content Key (as previously. described) and
25 Stream may need to be generated to prevent the new User from reading
the history of a stream. If a User is rémoved from the Community then a
new Workspace Key, Content Key (as previously described) and Stream
may need to be generated to prevent the deleted User from reading new
Content Keys. | ' |
30 Workspace Management -
~ With reference to Figure 2, Users 210 may use their Client Controliers 220
 to manage, for example create and remove, Workspaces 270 by updating .
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information in associated Permits 230. These actions may be restricted by
‘Parameters, such as having rights to create and/or remove Workspaces.
Creating a Workspace
A User (e.g. User3-213) or special user (e.g. system administrator) may
5 ‘create a Workspace (e.g. Workspace3 273). To do so, one or more of the
following steps, not necessarily in order, may be performed::

. Choose a name for the workspace as well as other predetermmed crltena
° Check Parameters for permission to create a Workspace. For example i
the user has the appropriate rlghts the workspace name isn't currently
10 used, etc.
. Génerate a random Workspace Key (e.g. W3)

e  Generate Encrypted Workspace Key (e.9. 253) by encrypting Workspace’
Key {e.g. W3) with Community Key (e. 9. C3a). This may involve obtaining .
the Community Key (e.g. C3a) by decrypting an Encrypted Community Key

15 . (e.9.244) :
| . Store Encrypted Workspace Key (e.g. 253) and other associated
Parameters in associated Permit (e.g. Permit3 233).
Removing a Workspace
_ A User (e.g. User3 213) or special user (e.g. system administrator) rnay
20 remove a Workspace (eg Workspace3 273). To do so, one or more of the
following steps, not necessarily in order, may be performed '

o Check Parameters for permission to remove the Workspace. For example,
if the Workspace needs to be empty, if the User has appropnate rights, if
the User Is the owner of the Workspace etc.

26 o . Check Parameters about whether keys and/or content need to be rerhoved
Cor flagged as removed.

. Remove, or flag as removed, the Encrypted Workspace Key(s) (e g. 253)
from the associated Permit (¢.g. Permit3 233).

) Remove, or flag as removed, the related Encrypted Content Key(s) (e.g.
30 264, 265) from the associated Permit (e.g. Permit3 233) . ‘

o Optionally remove the Encrypted Content (e.g. 283, 284) from Storage 290’

(e.g. Store2 292).



WO 2011/109865 PCT/AU2011/000260

26
. Optionally audit and/or notify other members of the Community (e.g.
Community3 203) that the Workspace (e.g. Workspace3 273) has been
‘ removed. | _ | |
. Optionally generate a new Comrnunity Key in order to make sure that a
5 new community user cannot decrypt an old workspace -key and/or old

encrypted content.
Workspace Operations
With reference to Figure 2, a User (e.g. 211) may use a Client Controller
(e.g. 221) and information contained in associated Permits (e.g. Permit1 231) to
10 perform operations on the set of Encrypted Content 280 within a Workspace (e.g.
271), such as create, replace, and remove. An individual Encrypted Content item
(e.g. 283) may be added to multiple Workspaces (e.g. 271, 273).
Adding Encrypted Content to a Workspace .
After importing Encrypted Content (e.g. 283), a Client Controller (e g. 221)
15  may need to update one or more associated Permits (e. g. Permit1 231). To do
's0, one or more of the followrng steps, not” necessarily in order may be

performed _
. Check Parameters for pérmiséion to create Encrypted Content. For
example, if the user has the appropriate rights, the Encrypted Content
20 name isn’t currently used, etc. If Encrypted Content is to be shared

between two (overlépping) Workspaces, then the user may need to be a
member of each of the associated Communities.
. Obtain Workspace information, such as. Parameters and Workspace Key
‘ (e.g. W1§ from relevant Permit(s) (e.g. Permit1 231, 233) as previously
25 described. . | |
3 Generate Encrypted Content Key(s) (e.g. 263, 264) by encrypting the
Content Key (e.g. D3) with associated Workspace Key(s) (e.g. W1, W3).
Parameters may be included. Store Encrypted Content Key(s) (e.g. 263,
264) in associated Pemit(s) (e.g. 231 233).
30 o Add Parameters to Permit(s) about the new content such as its name, size, .
location, version etc. Parameters may be encrypted, for example with
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Community Key(s) (e.g. C1b, C3a) and/or Workspace Key(s) (é.g. W1,
W3). :
e Ifreplacing Encrypted Content, remove old Encrypted Content Key(s) from
associated Permit(s) or, alternatively; flag old Encryptéd Content Key(s)
5 With version information in associated Permit(s). N
Removing Encrypted Content from a Workspace
A Client Controller (é.g. 222) may remove Encrypted Content (e.g. 282) by
updating the associated Permit (e.g. Permit1 231). To do so, one or more of the -
following steps, hot necessarily in order, may be performed:

10 o Check Parameters for permission to remove Encrypted Content'. For
example, if the User is the owner of the Encrypted Content and/or
Wdrkspace. if the User has apbropriate rights, if the associated Workspace
or Encrypted Content isn’t locked etc. '

. Obtain workspace information, such as Paramefers and Workspace Key

15 (e.g. W1) from a relevant Permit (e.g.' P_ermi't1 231) as previously
described. | -

e . Optionally check Parameters or other pohcy about whether this User (eg.

212) may delete this Encrypted Content (e.g. 282). For example, policies
, may restrict who can remove Encrypted Content e.g. author, owner of
20 workspace, adminisirator, privileged user etc. |
o Remove the old Encrypted Content Key and related Parameters from the
Permit 230 for that Content (e.g. Data2) and/or remove the Encrypted
Content (e.g. 282) and/or inciuding replicas from the' Storage Service (eg
291, 292). Altematlvely flag the old Encrypted Content Key with version
25 information in associated Permit. '
Distributing Encrypted Content S_treams
Encrypted Content may be- shéred using one or more -streams to other
. Client Cbntrollérs With reference to Figure 2, a Workspace (e.g. 271) may
contain a Stream (e.q. Data2) which members of an associated Community (e.g. -
30 201) may participate in. To do so, one or more of the followmg steps, not
necessanly in order, may be performed |
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e A Client Controller may open streams to other Client Controllers in the
Community. | - _
. If a Client Controlier receives Content it may encrypt it (as previously

described) and my pass it on to other Client Controliers.

. If a Client Controller receives Encrybted Content from another Client -

Controller, it may pass that on providing that it has not already done so
before. To check for this loop condition, the Client Controller may check '
previods transmissions, or some derivation such as a hash of a previous
transmission: | |
. If a Stream is closed and re-opened then corresponding streams to oiher
: Client Controllers may need to be closed and re-opened. This may involve
savmg the stream as an attachment in the Workspace .

e if information in a Permit is changed relating to the Stream, for example

Parameters or a new Content Key, then the Client Contro!ler may publish -
this changed Permit to other Client Controllers.

Community Management
~ With reference to Figure 2, Users 210 may use their Client Controliers 220

o manage, for example create and/or remove, Communities 200 by updating

information in an associated Permits 230. These actions may also be restricted
by Parameters, such as having appropriate rignt_s.
Creating a Community '

A User (e.g. User3 213) or special user (e.g. system administrator) may.
create a Community (e.g. Community3 203). To do so, one or more of the

- following steps, not necessarily in order, may be performed:

o Choose a name for the community as well as other predetermined criteria.

J Check Parameters for permission to create a Community. For example, if

the user has the appropriate rights, the communlty name isn’t currently-
used, etc.
. Generate a random Community Key (e.g. CSa)

. Generate Encrypted Community Key (e.g. 244) for the owner (e g. User3

N 213) of that community by encrypting Community Key (e.g. C3a) with the
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certificate (e.g. 238) of the owner. This may include checking for
revocation. |
J Store Encrypted Communaty Key (e.g. 244) in an associated Permit (e.g.
© Permit3 233). :
5 Removing a Communlty
A User (e.g. UserS 213) or special user (e.g. system administrator) may
- remove a Community (e.g. Communityd 203). To do so, one or more of the
following steps, not necessarily in order, may be performed: ‘ .
. Check Parameters for permission to remove the Community. For example,
10 if the User is the owner of the Cornmunity, if the removal of the Community
doesnt create orphan Users (users that do not belong to a Community), if
the User. has appropriate rrghts |f the associated Workspace may be
‘removed by the User etc.
. Check Parameters about whether Permit information need to be removed
15 or flagged as removed.
. ‘Remove, or flag as removed, the Encrypted Communlty Key(s) (e.g. 243,
- 244) from the associated Permit (e.g. Permit3 233). '
. Remove or flag as removed, the related Workspace (eg WorkspaceS
: | 272) as previously described. _ ‘
20 o Optionally audit andfor notify other members (e.g. User2 212) of the
Community (e.g. Community3 203)\that a Community (e.g. 203) has been
removed. " o
Commumty Operations
Users 210 may use their Cllent Controllers 220 to invite or remove another
25 Users 210 toffrom Communities 200.
~ Adding a User to a Community
A User (e.g. User2 212) or spec:al user (e. g system administrator) may be
added to a Community (e.g. Community3 203). To do so, one or more of the
following steps, not necessarily in order, may be performed:
30 e Check Parameters' for permission to add a User to a Community. For
example, if the User is the owner of the Community, if the User has

appropriate rights, etc.
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. An Initiator (e.g. User3 213) may invite.an Invitee (e.g. User 212) to
become a member of a Community (e.g. Community 3 203).

. _If the Invitee is not currently a User of the System then they may register -
as described below. _ _ : ) '

5 o If the Invitee already has a relationship with the Initiator, for example they
both currently or have been a member of a particular commumty, then the
invitation may be accepted automatically.

. If the Invitee -and Initiator both trust the Credential Service, for example
they are usmg an ex1st|ng Certification Authornty, then the invitation may be

10 accepted automatically. .

) If the Invitee -and Initiator are setting up a relationship, then the Initiator
(e.g. 213) may provide a “secret” invitation code and/or obtaining Invitee's
certificate (e.g. U2 237) from associated Permit (e.g. Permit3 233). The '
invitation code may be unique and/or be valid for a limited time. If the

16 Invitee (e.g. 212) accepts the invitation, then they may return the “secret”

invitation code and/or their certificate and/or certificate fingerprint to the
Initiator (e.g. 213).

) 'lmtlator (e.g. 213) checks Invitee's (e.g. 212) acceptance This may
involve checkmg the “secret’ invitation code, checking the certificate,

20 checking the certificate fingerprint etc.

. ) Initiator (e.g. 213) stores information in assoc:ated Permnt (e.g. 233). This
may include storing an Encrypted Community Key (e.g. 243) using the
public key in the certificate of Invitee (e.g. U2 237). It may’al_so include
adding Invitee (e.g. 212) to Parameters (e.g. 253) describing the

25 Cdmm‘unity and other information such as access Paraméters. This may.

| involve checking revocation. _

. Optionally audit and/or notify memb\ers of the Community (e.g.
Community3 203) that a User has been added to a Community.

. Optionally, generate a new Workspace Key and re-encrypting the Content
30 Keys in the associated Workspace (e.g. Workspace3 273), This may be to
ensure that the new user cannot decrypt Content that that has previously
been deleted from the Workspace.
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Removing a User from a Community

“A User (e.g. User1 211) may remove another User (e.g. User2 212) from a
Community (e.g. Community1 201). To do so, one or more of the following stepvs
not necessarily in order may be performed: ‘
¢ Check Parameters for permission to remove a User from a Community. .

For example, if the User is the owner of the Community, if the removal of

~ the User doesn't create an empty Community, if the removal of a User
doesn't result in an orphan User (such that they do not belong to any
Community), if the User has appropriate rights, etc. If the User is being
‘removed from the System, then a different set of checks may be

- performed, as described below.

¢ - Update associated Permit (e.g. 231) 'to remove the User (e.g. 212) from

Parameters (e.g. 232, 251) describing the Community (e.g. 201) or other
information e.g. access Parameter information

. Generate a new (random) Community Key (e.g. C1c not shown in Figure
2) - .
e - Update associated Permit (e.g. 231) to remove the previous Encrypted
Community Key (e.g. 242) ’ '
. Re-encrypt this Community Key (e.g. C1c not shown in Figure 2) for each

- other user in the Community using their respective certificates (public key)
(e.g. 235) and update assocuated Permit (e.g. 231) - )
o . Generate one or more new Workspace Key(s) (e.9. W1ib not shown in
Flgure 2), re-encrypt the Content Keys in that Workspace and update the
, associated Permit (e.g. 231). This may be to ensure that the user being
- deleted cannot decrypt new Content being placed in the Workspace. |
User Management
With reference to Figure 1, Users 100 may be added or removed from the
System 120. These actions may also be restricted by Parameters, such as

- policies and/or workflow processes.

In the case of a pre-defined community, for example employees in an

‘enterprise, members of an organisation, subscribers to a service etc, where
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cre_déntiais are already managed, the eddition and/or removal of Users 100 into
System 120 may be fully or partly automatic.
Initialising a User into the System | _

With reference to Figure 1 a new User 100 may be initialised into the
System 120. To do so, one or more of the following steps, not necessarily in

order, may be performed: .
‘e The new User 100 obtains Client Controller 140 software, e.g. via a

. website, personal contact, email, enterprise server etc. .

. The-new User 100 obtains Credentials 142 from a Credential Service 170.

v This .may be via manual means or using the Client Controller 140.
Examples of a Credential Service 170 include, a web site, a Certificate
Authority, an onlune Certification Service, an authentlcatuon server. a
single-sign-on server efc. _

. Some or all of the credentials may be pre-exustmg Examples of pre-
existing credentials include enterprises or organisations or closed
communities which already make use of and identity infrastructure such as
a private certificate infrastructere. Public Key Infrastructure (PKI) and/or
third barty service. There may be -different"}'credentials for different
purposes e.g. signing, encryption, .communicatiens. ‘

N All or pai’t of the 'eredentia'ls may be generated by the User 100 and/or -

| Client 'Controller 140 such as a label, identifier, password, private key,
public key etc. The Credential Service may use these to generate further
forms of credenﬂals e.g. certificates.

Lo i Credentials 142 may be stored in Client Controller 140. Some of the

25

30

Credential information may be stored in the Permit e.g. identifiers,
parameters, certificates. Some of the Credential information may only’
exist.in the Client Controllers 140 e. g. private keys.

) Each User 100 of the System 120 may be identified by a label The label
may be any type of tag and need not necessarily be related to an identity

' service or represent or identify anything in the real world e.g. a person,

organisation, service etc. Preferably, the label should be- unique within the
System. ' '
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Removing a User from the System
To remove a User from the System, one or more of the followmg actlons
may be taken:

. Removal of a User may be subject to Parameters andfor a workflow
5 ~_process. |
. Certificates issued to the User being removed may need to be revoked as
described below. ' .
. The User may be removed from each community which that User is a

member of and the correspondmg Permits updated as previously
10 described. ‘

.. A User may also be flagged as inactive, suspended, disabled and/or other
states rather than being removed In this case, appropriate Permlts may
need to be updated

, . If a User is the owner of a Commumty, then removmg that user may
15 require another member of that Community to become the owner of that
Community ' o A v

e If a User is the owner of a Workspace, then rémoVing that user may
require another member of the associated Community to become owner of
that Workspace. o -

20 o In the case of stolen credentlals or other situations of exireme prejudlce
| such as a rogue user, then all keys and documents relating to that user
may need to be removed from the System. ’

User Operations . v , ,

With reference to Figure 1, Users 100 may need to authenticate to the
- 25 System 120. Additio_nally. Client Controllers 140 may need to authenticate to

other system components such as Credential Service 170, Permit Service 180

and/or Storage Service 160. The credentials used may be communications

credentials.

Logging into the Client Controller

30 - With reference to Figure 1, Users 100 may login to their Cllent Controller

140 usmg appropriate Credentials 142 such as username, password, tokens

tickets etc. Client Controller 140 may store the Credentials locally e.g. using a
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cryptographic key store. Credentials 142 may‘ also be verified using Credential .
Service 170, such é single-sign-on server, Kerberos server, Security Assertion -
Mark-up Language (SAML) server or any other type of ticketing or authentication
server or service. ' -
5 Logging into System Services A
With reference to Figure 1, Client Controliers may need to login into
| .System Services such as Credential Service 170, Penhit Service 180, Storage
. Service 160 or any other service such as authentication service, escrow service,
registration service etc. To do so, Client Controllers 140 may use Credentials 142
10 and/or information in Permit(s) 152 and/or any other predefined criteria.
Credential Management ;
With reference to Figure 1, a User 100 may obtain credentlals from
Credential Service 170. This may be when User 100 is first reglstered in the
System 120, or may occur each time User logs into Client Controllers 140 in the
15 case where Credentials 142 are riot permanently stored in Client Cohtroller 140.
Obtaining Credentials using a Certificate Service _ '
With reference to Figure 3, a Néw User 300 may obtain certificate based
User Credentials 313 using their Client Controller 310. The Credential Service as
shown in Figure 1 may be functionally considered to comprise one or more of an
20 Identity Service 320, Registration Service 330 and/or Certificate Service 340 as
~ shown in Figure 3. Any one or any combination of these Services may be -
provided'eite'mally, for example by making use of a website, a third-party service
andlor enterpnse servers. The Client Controller 310 may need to obtain
assocnated ‘trusted certificates or other credent:als prior to setting up User
25 Credentials 313. If an existing certificate infrastructure is being used, then the
User Credentials 313 may be obtained by other means, such as an Escrow
Service (described below), manual means or through an Application
_Programming l’nterface (API). » _
With reference to Figure 3, to setup User Credentials 313, one or more of
30 the ‘followinvg steps, not necessarily in order, may be pefformed:
e New User 300 may Authenticate 360 to an Identity Service 320. This may
be for the purpose of registering, for example via a web site, or may be
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part of their normal practices, for example logging into a corporate network.
The Identity Service 420 may provide a mechanism to prove the login, for
example a ticket, token or session identifier. '
e New User 300 may.Register 301 for example, as the result of an invitation
5 or as part of the initialisation” of the Client Controller 310. If existing _
credentials are being used,‘ then the entire registration process may be .
automatic. |
) Client Controller 310 may connect to Registration Service 330 and may
’ provide additional information such as a Token 361 and/or Label 311. The
10 Label 311 may be provided by the New User 300 and/or be generated by
~ the Client Controller 310. The Label 311 may be related to the account
~ used to Authenticate.360. If the Label 311. is unrelated to the account
used to Authenticate 360, then the Registration Servicé 330 may need to
maintain the mapping between the Label 311 and the account used to
15 Authenticate 360, for example where User Credentials 313 need to be re-
issued or are revoked. The Label 331 may be any string or number such
" as an account name, email address, pseudonym,f code or random’string.
The Label 311 may be obtained using any mechanism e.g. manually input,
generated or imported, from any source e.g. from the New User 300, the
20 Client Controller 310, the Identity Service 320 and/or the Registration
Service 330. The label need necessarily not identify a real objeét such as
auser, organisation, web servicé, account etc. In a preferred embodiment,

) the Label should be unique within the system.
e The Registration Service 330 may Verify 321 the identity of New User 300
25 “eg. uéing information provided such as a Tolgen 361. For example, if -
| identity Service 320 was an enterprise access service e.g. web single-sign-
on, enterprise single-sign-on, corporate directory, Kerberos server etc,
then Token 361 would be a corresponding authorisation such as a ticket,
session identifier, assertion or cookie. In another example, if Label 311 is
30 an email address, then Registration Sérvice 330 may Verify 321 the email
address by sending .an email to the New User 300 with a secret, for
example a string or code, which New User 300 will need to supply as
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Token 361. The Registration Service 330 may perform other checks, such

as verifying that Label 311 is not 'being used by another user, checking

system po!icies etc. Note that in the case of re-issuing credentials '

(described below) the Label 311 may need to be the same as that used
5 ' when New User 300 first registered. -

.. The Registration Service 330 may acknowledge the enrolment with a
Nonce 362. In this step, the Certificate Service 340 may be contacted,
using pre-determined vcriteria, to obtain a Nonce 331 and optionally other
information. "Nonce” stands for “number only used once" which is prévided

10 © for a following certification request. Other information provided by the
Registration Service 330 may include certificate policy information and -
. cryptographically strong seed material to help with key generation.
. Client Controller 310 may generate Certification Requests 363. To do so,
~ the Client Controller 310 may generate Key Pairs 312, such as public and
15 private key pairs. Différent Key Pairs 312 may be for different purposes
' such as signing, encryption and communications .e.g. Secure Sockets
Layer (SSL). The generatién process may use seed material provided by
the Registration Service 330 and/or take place using a Hardware Secuﬁty
Module (HSM). The private keys preferably remain with the. Client ’
20 . Controller 310. The public keys and optionally nonce information are used
tb form.Certiﬁcation Requests 363 made to the Certificate Service 340.
“The Certificate Requests 363 may be in a standard form, such'as a Public--
Key Cryptography Standard 10 (PKCS#10) Certification Request.
. The Certificate Service 340 may issue User Certificates 364 according to
25 A pre—'déﬁned criteria. For example, if the requests are valid, if the New User
300 satisfies System policies etc. The User Certificates 364 may be in a
standard form, such as X.509 certificates. The User Certificates 364 may
be signed using the root certification path such as trusted certificates. - The
trusted cerfiﬁcates, or related trust anchor certificate(s), may be.émbedded
30 in the Client Controller 300 and/or other system components if used, such
' as the Permit Service 350. If a Label 311 is supplied, it may be used as
the source for all or part of the Subject in the User Certificates 364,
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J The Client Controller 310 may associate each User Certificate 364 with the
corresponding privaté key, the combination forming a User Credential 313.

o User Certificafes 364 méy be published to ihe Permit Service 350. The
Permit Service 350 may use the Certificate Subject and/or Issuer and/or
Serial Number and/or other mechanism to associate the New User 300
with the User Certificates 365. The Client Controlier 310 may publish only
selected certificates, such as sngning and encryption certlﬁcates |

Obtaining Credentials using an Escrow Service
With reference to Figure 4, a User 400 may use an ldentity Service 420 to

obtain credentials and/or login to the system. The reason may be that the Client

Controller 410 'may not store Credentials 413 for example for security reasons,

remote access reasons or for credential recovery (described below). - To obtain '

~ escrowed credentials, one or more of the following steps, not necessarily in order,

may be performed:

. User 400-provides credentials such as username, password, etc. in order
to Authenticate 460 to an Identity Service 420. This may be part of normal
practices, for example logging into a corporate network. Alternatively, User
400 may use Client Controller 410 to Authenticate 460 to the ldentity

- Server 420 by providihg credentials with Login 401. The Identity Service
420 may provide a mechanism to prove the Iogm for example a ticket,
token, session identifier, cookie etc. _

. If the Escrow Service 440 requires certificate based credentials, then-Client
Controller 410 may generate a Temporary Key Pair 411 and provide
|dent|fy|ng information such as a Token with a Certificate Request 461 to
Certificate Service 430. Certificate Service 430 may Verify 421 the Token
with the Identity Service ‘4_20 and may' perfdrm. other checks, such as

' checking the validity of Certificate Request 461 and other predetermined
criteria prior to issuing a Temporary Certificate 462. The Client Controller
410 may use the Temporary Certificate 462 to. form a Temporary
Credential 412 and may use this to Connect 483 to an Escrow Service
'440. '
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. The Escrow Sennce 440 may use ceriificate information prowded on a
Connect 463 to identify User 400. If other credentials are prowded on
Connect 463, then Escrow Service 440 may need to Verify 431 identifying
, information to Identity Service 420. If a label is provrded by User 400 and
5 is not related to the account being used in Identity Service 420, then
. Escrow Service 440 may need to Verify 442 with the Registration Service
450 that "t'he labe!l and identifying information match. Escrow Service 440,
- after appropriate checking, may return User Credentials 464 to the Client
Controller 410. Escrow Servrce 440 may use an encrypted link and/or
10 ~ return credentials in an encrypted form )
. If Escrow Service 440 returns User Credentials 464 in an encrypted form,
| then Client Controller 410 rnay Decrypt 465 them in order to obtain User
 Credentials 413. The password or other mechanismvto Decrypt 465 may
be provided by the User 400. ) |
15 o Client Controller may use User Credentials 413 to login to other System
Services as previously described. :
Revoking Credentlals |
. When Certificate Service 340 is informed that credentials of a User need to
be revoked, then one or more of the following actions may occur:
20 o  Marking the User as revoked within the Certificate Service 340
. Adding the User's revoked certlﬂcates to relevant Certificate Revocatlon
Lists (CRLs) _
. Updating information so that a check made with an Online Certlﬁcate
Status Protocol (OCSP) returns the appropriate revoked response.
- 25 Re-issuing Credentials | ' .
~In some circumstances, Credentials may need to be re-issued. For
example, if certificates expire, credentials become unusable such as if a eomputer
~ was damaged, a password was fforgotten,‘or credentials were lost and there has
" been no use of those credentials since the time that they were lost. |
30 With reference to Figure 3, credentials that can be safely ravoked. _that is,
revoked without prejudice, may be re-issued to a given user with one or more of * -
~ the following actions may occur: ' |
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o Cé_rtificates may be revoked as described above.
e  Credentials may be re-issued as outlined ab\ove in Obtaining Credentials

using a Certificate Service, excépt that the Label 311 may need to be the
same as that was Supplled when the User ﬂrst registered.
5 . If a User whose credentials are bemg re-issued is the owner of a
' ~Community and/or Workspace, then a temporary Commumty owner and/or
- Workspace owner may need to be effected. After the completlon of the
issuance of new creclentnals, the user may be reverted back to being the
owner of relevant Community(s) and/or Workspace(s). ‘
10 o Keys mayv need to be re-encrypted, as described above in Rerﬁoving a
User from a ‘Communtity. ‘
Credential Operations ,
Credentials . ,may be used for different purposes, for example
communications, signing and encryption. Where private key operations are
15 -required, the private key may obtained from a local keystore or the pﬁvate key
operations may be made using a Hardware _Secixfity Module (HSM).
Credentials used in Communications
Credentlals relating to communications, such as Secure Sockets Layer
(SSL), Transport Layer Security (TLS) etc., may be used for connecting to system
20 services, such as Storage 'Sérvice 160, Credential Service 170, and Permit
Service 180. These Services may need to check for revocation back to the
Credential Service 170, |
Credentlals used in Signing
Credentlals relating to sngmng may be used for sugmng and/or venfyung
25 Content 110. '
. A User 100 may sign content using their pnvate key. The sngnmg may |
" involve including a separately signed tlmestamp
. A User may verify the digital signature using the public key in the certificate
of that user who signed the qor’itent. The verification may include checking
30 " for revocation and/or verifying a signed timestamp.
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- Credentials used in Encryption and Decryption
Credentials relating to encryptron may be used for protecting keys as
described in sections above relatlng to Commumty Keys and Permlts The
' process for decryption may involve checklng for revocatron
5 General _ '
While this invention has been described in connection ‘with specific
embodiments - thereof, it will be understood that it is capable of further
- modification(s). This -application is intended to cover any variations uses or
~ adaptations of the invention following in general, the principles of the invention
10 and including such departures from the present disclosure as come within known
or customary practice within the art to which the invention pertains and as may be
applied to the essential features hereinbefore set forth.
As the present invention may be embodied in several forms without
departing from the spirit of the essential characteristics of the invention, it should
15 be understood that thé above described embodiments are not to limit the present
invention unless otherwise specified, but rather should be construed broadly
within the spirit and scope of the invention as defined in the appended _clvaims.
The described embodiments are to be considered in all respects as-illustrative
only and not restrictive. .
20 Various modifications and equrvalent arrangements are intended to be
“included within the spirit and scope of the invention and appended claims.
Therefore, the specific embodiments are to be understoad to be illustrative of the
‘many ways in which the principles of the present invention méy be practiced. In -
the following claims, means-plus-function clauses are intended to cover structures
25 as performing the defined function and not only structural equivalents, but also
equivalent structures. For example, although a nail and a screw may not be
structural equivalents in that a nail émploys a cylindrical surface to secure
-wooden parts together, whereas. a screw employs a helical ‘surface to secure
wooden parts together, in the environment of fastenlng wooden parts, a nail and a
30 screw are equivalent structures.
It should be noted that where the terms "server” “secure server” or similar
terms are used herein, a communication device is described that may be used in



WO 2011/109865 PCT/AU2011/000260

41

a communication system, unless the context otherwuse requires, and should not
be construed to limit the present invention to any parttcular communication device
-~ type. Thus a communication device may include, without Ilmstatlon, a bridge,
router, bridge-router (router), switch, node, or other communication device, which
5 may or may not be secure. , | |
It should also be noted that where a flowchart is used herein to |
- demonstrate various aspects of fhe invention, it should not be conétrued to limit -
the present invention to any partiéular logic flow or logic implementation. The
described logic may be partitioned into different logic blocks (e.g., programs,
10 meodules, functions, or subroutines) without changing the overall resuits or
otherwise departing from the true scope of the invention; Often, logic elements )
may be added, modified, omitted, performed in a different order, or implemented
using different logic constructs (e.g., logic gates, looping primitiVés, conditional
logic, and other logic constructs) without changing the overall results or otherwise
15 - departing from the true scope of the invention. ' |
Various embodiments of the invention may be embodied in many different
forms including computer program logic for use with a processor’ (eg a
microprocessor, - microcontroller, digital signal processor, or general purpose -
- computer), programmable logic for use with a programmable logic device ('e.g.,‘a
20 Field Pfograr_nmable Gate Array (FPGA) or other PLD), discrete components,
ihtegrated circuitry (e.g., an' Application Specific Integrated Circuit (ASIC)), or any
other means including any combination thereof. In an exemplary embodiment of
the present invention, predominantly all of the communication between users and
the server is implemented as a set of computer program instructions that is
25 converted into a computer executable form, stored as such in a cbmputer-'
readable medium, and executed by a microprocessor under the controf of an
operating system. ' ‘
Computer program Ioglc implementmg all or part of the functionality where
described herein may be embodied in various forms, including a source code
30 form, a computer executable form, and vaﬁous intermediate forms (e.g., forms
generated by an assembler, compiler, linker, or locator). "Source code may
include a series of computer program instructions implemented in any of various



WO 2011/109865 PCT/AU2011/000260

42

programming languages (e.g., an object code, an assembly language, or a high-

Ievel Ianguage such as Fortran, C, C++; JAVA, EcmaScript or HTML) fbr use with
various operating systems or operating environments. The source code may '

define and use various data structures and communication messages. -The

5 source code may be in a computer executable form (e.g., via"an interpreter), or

. the source code may be converted (e.g., via a .traﬁslator, assembler, or compiler)

into a computer executable form, ‘ v | .

The computer program maybbe fixed in any form (e.g., source code form,

computer executable form, or an intermediate form) either permanently or

10 transitorily in a tangible storagé medium, such as a semiconductor memory

device (e.g. a RAM, ROM, PROM, EEPROM, or Flash-Programmable RAM), a
magnetic memory device (e'.,g:._,_aéd_i,skette_o,Lﬂxed .'disk_).,;anoptical_memoryfdev.ice —

(e.g., a CD-ROM or DVD-ROM), a PC card {e.g., PCMCIA card), or other memory
device. The computer program may be fixed in any form in a signal that is
15 * transmittable to a computer using any of various communication technologies,
including, but in no way limited to, analog technologies, digital téchhologies,
optical technologies, wireless technologies (e.g., | Bluetooth),  networking
technologies, and inter-networking technologies, The computer‘program may be ‘
distributed in any form as a removable storage medium with accompanying
20 printed or electronic documentation (e.g., shrink wrapped séftware), preloaded
_ witha compdter system (e.g., on system ROM or fixed_dfsk), or distributed from a
server or electronic bulletin board over the communication system (e.g., the -
Internet or World Wide Web). | | . '
| _ - Hardware logic (including. programmable logic for use with a programmabAIe
25 logic device) implementing all or part of the functionality where described herein
may be designed using traditional manual methods,b or may be designed,
captured, simulated, or documented électronically using variou‘s tools, such as.
Computer Aided Design (CAD), a hardware description language (e.g., VHDL or
AHDL‘), or a PLD programming language (e.g., PALASM, ABEL, or CUPL).
30 Programmable logic may be ﬁxed' either permanently or trahsitorily in a
tangible storage medium, such as a semiconductqr memory device (e.g., a RAM, |
ROM, PROM, EEPROM, or Flash-Programmable RAM), a magnetic memory
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device (e.g., a diskette or fixed disk), an optical memory device (e.g., a CD-ROM
or DVD-ROM), or other memory device. The programmable logic may be fixed in )
a signal that is transmittable to a computer using any of various communication
techhologies,v including, but in no way limited to, analog technologies, digital
5 technologies, optical technologies, wireléss technologies (e.g., Bluetooth),

: netwbrking technologies, and internetworking technologies. The pro‘grammable
logic»'rhay be distributéd as a removable storage medium with 'accompanying
printed or electronic documentation (e.g., shrink wrapped software), preloaded
with a computer system (e.g., on system ROM or fixed disk), or distributed from a

10 server or electronic bulletin board over\ the communication syétem (e.g., the

~ Intemet or World Wide Web). '

_ “Comprises/comprising™ _and “includesf/including” when used in_this

specification is taken to speéify the presence of stated features, integers, steps or
components but does not preclude the presence or addition of one or more other
16 features, integers, steps, ' components or groups thereof. Thus, unless the
context clearly requires otherwise, throughout the descﬁptio‘n and the claims, the
words ‘comprise’; ‘comprising’, ‘includes’, ‘including’ and the like are to be
construed in an inclusive sense as opposed to an exclusive or exhaustive sense;
_ that is to say, in the sense of “including, but not limited to".
20 . Throughout this specification the use of words in singular form may be
| taken as reference to words in plural and vice versa.
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CLAIMS -

1. A method of enabling encryption and/or decryption of content, the method -
comprising the steps of: "
providing a first key adapted for use with the content;
providing a second kéy which defines a set of oné or more additional keys;
encrypting and/or decrypting using the first key and the se’cohd key.

2. A method as cléimed in claim 1, wherein the second key_ehcrypts and/o\r .

decrypfs the first ke_y.

3. - A method as claimed in claim 1 or 2, wherein the second key is selected
from the additional keys '

-

4. - A method as claimed in cla;im 1, 2, 3, wherein at least one of the additional

. keys-defines a first set of one or more users

5. A method as claimed in any one of claims 1 to 4, further compiising the
step of: | - .
'providing a third key adapted to define a first set of content.

8. k -A met_hod as claimed in any one of claims1 to §, further comprising the

step of: : _ v
 enciypting and/or decrypting using the third key and the second key.

7. A method as claimed in any one of claims 1to 6, further comprising the
step of: | . o
providing a fourth key, adapted to define a second set of one or more

users,

8. A method as claimed in any one of the preceding claims, wherein: .
the first key is used to encrypt and/or decrypt at least one content item.

PCT/AU2011/000260
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9. "Amethod as claimed in arty one of the preceding claims, wherein:
the first key is unique to at least one content item.

- 10. A method as claimed in any one of the precedlng clalms furtherv

5 comprising the step of
providing a fifth key adapted for use with a second set of content.

11. A method as claimed m any one of claims 1 to 9, further- comprising the

step of: .
10 providing a fifth key adapted to define the first set of content. :

12, A method as clalmed in any one of the precedmg claims, further

compnsung the step of: _
provudlng the second key and/or a sixth key unique to at least one user.

16 o . .
13. A method as claimed in any one of the preceding claims, wherein:
use of the second and/or fourth key is enabled in accordance_ with bre-'

determined criteria.

20 14. A method as claimed in any one of the preceding claims, wherein:
use of the second and/or fourth key defines a community.

15. A method as claimed in any one of the preceding claims, wherein:
use of the first and/or third and/or fifth key is enabled in accordance with

25 pre-determined criteria.

16. - A method as claimed ‘in any one of the preceding claims, wherein:
use of the first and/or third and/or fifth key defines a workspace.

30 " 17. A method as claimed in any one of the preceding claims, wherein:
o the sixth key is used to encrypt and/or decrypt the second and/or fourth
key. ' - '
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18. A method as claimed in any one of the preceding claims, wherein:
the third and/or fifth key is used to encrypt and/or decrypt the first key.

19. A method of enabling encryption and/or decryption of content, the method
5 comprising the steps of: )
. a community key representing at least one user

a workspace key representing at least one content

performing encryption and/or - decryption using the community and
workspace keys. ' | | |

10 v

20. A method as claimed in claim 19, further comprising providing a plurality of
users with the community key, the community key defining the users who are
members of a community v

15 21. A method as claimed-in claim 20, further comprising enabling access to the
community by providing each user with a user key, the community key being
operable to encrypt and/or decrypt using the user key.

22. A method as claimed in claim 19, further comprising providing a workspace
20 key representing access to a set of content, and providing at least one content in
- the set of contént with an associated content key, the content key being operable
to enérypt and/or decrypt using the workspace key. -

23. A method as claimed in claim 22, wherein the content key is unique to

25 " each content.

24. A method as claimed in claim 22 or 23, wherein thé workspace comprises
a plurality of content.

30 25. A method as claimed in claim 19, wherein the workspace key being
operable to encrypt and/or decrypt using the community key. ' '
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26. A method of encrypting and/or decrypting content, the method comprising
the steps of: ' ' _

enabhng the encryption in accordance with the method as clalmed in any
one of cialms 1t0 25.

27. A method of defi ining an assocuatlon between at least one user and at Ieast
one encrypted content, the method comprising the steps of:

providing each user with a user key;

providing a User with a permit relative to the content, the perrnit comprising
10 .encrypted first and second keys. ' ’

28. A method as claimed in claim 27, wherein the first key is a community key
and the second key is a workspace key. '

15 29. A method as claimed in claim 27, wherein parameters are associated with
the permit. '

30. A method as claimed in claim 27 or 28, wherein the pefmit is adapted to be
- .shared amongst a plurality of users. ' ’ '
20 | |
31. A system _adaptedv t6 enable encryption and/or decryption of content,
comprising:
a ﬁrst key regtster adapted to associate a first key w1th content
a second key register adapted to associate a second key with one or more
25 additional keys
an encryption engine adapted to encrypt and/or decrypt using the first key
and the second key

-32. A system as claimed in claim 31, wherein at least one of the addmonai
- 30 ' keys defines a first set of one or more users
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33. A system as claimed in claim 31, further comprising:
a third key reglster adapted to associate a third key with a flrst set of
content

5 34 A system as claimed in any one of claims 31 to 33, further comprising an
encryptuon engine adapted to encrypt and/or decrypt usmg the third key and the
second key

35. A system as claimed in any one of claims 31 to 34, adapted to enable the
10 method as claimed in any one of claims 1 to 30. '

36.  In combination a system as claimed in any one of claims 31 to 35 and a
content management system, a messaging system, a file management system, a
systems management system and/or a collaboration system
15 v ' _
37. An application adapted to ehable encryption and/or decryption of 'eontent'
said apphcatlon comprising a predetermined instruction set adapted to enable a
method as clalmed in any one of claims 1 to 30. '

20 38. A computer progrém product comprising a computer usable medium
| havmg computer readable program code and computer readable system code
embodied on said medium to enable encryption and/or decryption of content
using a content processing system, said computer program product including an
abptication as claimed in claim 29. |
39, Amethod as herein disclosed,

40. An apparatus, an application and/or device as herein dist:ldsed.
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