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(57) ABSTRACT 
A data detecting method and apparatus for a firewall device 
connected with a network to identify security threat in the 
data, where the method is implemented by a fast forwarder in 
the firewall device and includes: the fast forwarder receives 
application data: obtains application information in the 
received application data; determines an application protocol 
type corresponding to the application data according to the 
application information and an application identifying table; 
queries a configuration item for threat detection according to 
the application protocol type to determine whether the appli 
cation data requires threat detection; and if the application 
data does not require threat detection, forwarding the appli 
cation data. The data detecting method avoids a problem that 
performance of a firewall is degraded because all application 
data is sent to a detecting processor in the firewall device for 
detection, thereby improving an performance of the firewall 
device. 
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DATA DETECTING METHOD AND 
APPARATUS FOR FIREWALL 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation of International Appli 
cation No. PCT/CN2012/080569, filed on Aug. 24, 2012, 
which claims priority to Chinese Patent Application No. 
2011 10459872.0, filed on Dec. 31, 2011 and Chinese Patent 
Application No. 201210045928.2, filed on Feb. 27, 2012, all 
of which are hereby incorporated by reference in their entire 
ties. 

TECHNICAL FIELD 

Embodiments of the present invention relate to network 
security technologies, and in particular, to a data detecting 
method and apparatus for a firewall. 

BACKGROUND 

With rapid development and wide application of comput 
ers and network technologies, modern information technolo 
gies provide a tremendous impetus to civilization and 
progress of human beings. However, an information network 
has a number of security Vulnerabilities due to its openness. 
With emergence of numerous hacker attacks, worm viruses, 
and malicious code, risks confronted by the information net 
work are multiplying. To implement defense, a firewall 
device is generally deployed in the network. To adapt to an 
ever-increasing data transmission rate, a fast forwarder and a 
detecting processor are generally included in the firewall 
device of the prior art. The fast forwarder sends received 
application data to the detecting processor for threat detec 
tion, and then the fast forwarder quickly forwards the appli 
cation data that has passed the detection performed by the 
detecting processor to implement detection on the application 
data. 
The technical solution described above has at least the 

following problem in a practical application: because the fast 
forwarder needs to send all received application data to the 
detecting processing device for detection, when a large 
amount of application data is received, massive application 
data is detected by the detecting processing device which has 
a limited processing capability. This leads to a poor detection 
effect. 

SUMMARY 

Embodiments of the present invention provide a data 
detecting method and apparatus for a firewall to improve an 
effect of detection on application data by the firewall. 
An embodiment of the present invention provides a data 

detecting method for a firewall, including: receiving applica 
tion data: obtaining application information in the received 
application data, and determining an application protocol 
type corresponding to the application data according to the 
application information and an application identifying table, 
where the application identifying table includes a correspon 
dence between the application information and the applica 
tion protocol type, and the application information includes a 
destination Internet Protocol (IP) address, a destination port, 
and a transmission protocol type that correspond to the appli 
cation data; querying a configuration item for threat detection 
according to the application protocol type to determine 
whether the application data requires threat detection, where 
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2 
the configuration item for threat detection includes an appli 
cation protocol type that requires threat detection and/or an 
application protocol type that does not require threat detec 
tion; and forwarding the application data if the application 
data does not require threat detection. 
An embodiment of the present invention provides a data 

detecting apparatus for a firewall, including a fast forwarder; 
where the fast forwarder includes: a receiving module con 
figured to receive application data; an application identifying 
module configured to obtain application information in the 
application data received by the receiving module, and deter 
mine an application protocol type corresponding to the appli 
cation data according to the application information and an 
application identifying table, where the application identify 
ing table includes a correspondence between the application 
information and the application protocol type, and the appli 
cation information includes a destination IP address, a desti 
nation port, and a transmission protocol type that correspond 
to the application data; a determining module configured to 
query a configuration item for threat detection according to 
the application protocol type determined by the application 
identifying module to determine whether the application data 
requires threat detection, where the configuration item for 
threat detection includes an application protocol type that 
requires threat detection and/or an application protocol type 
that does not require threat detection; and a forwarding mod 
ule configured to forward the application data when the deter 
mining module determines that the application data does not 
require threat detection. 

It can be learned from the foregoing technical Solutions 
that, application data is received, application information in 
the received application data is obtained, an application pro 
tocol type corresponding to the application data is determined 
according to the application information and an application 
identifying table, a configuration item for threat detection is 
queried according to the application protocol type to deter 
mine whether the application data requires threat detection, 
and if the application data does not require threat detection, 
the application data is forwarded. The data detecting method 
and apparatus provided by the embodiments of the present 
invention avoid a problem that performance of a firewall is 
degraded because all application data is sent to a detecting 
processor for detection, thereby improving an effect of detec 
tion on the application data by the firewall. 

BRIEF DESCRIPTION OF DRAWINGS 

To describe the technical solutions in the embodiments of 
the present invention more clearly, the following briefly intro 
duces the accompanying drawings required for describing the 
embodiments or the prior art. The accompanying drawings in 
the following description show some embodiments of the 
present invention, and persons of ordinary skill in the art may 
still derive other drawings from these accompanying draw 
ings without creative efforts. 

FIG. 1 is a flowchart of a data detecting method for a 
firewall according to an embodiment of the present invention; 

FIG. 2 is a flowchart of another data detecting method for 
a firewall according to an embodiment of the present inven 
tion; 

FIG. 3 is a schematic structural diagram of a data detecting 
apparatus for a firewall according to an embodiment of the 
present invention; and 

FIG. 4 is a schematic structural diagram of another data 
detecting apparatus for a firewall according to an embodiment 
of the present invention. 
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DESCRIPTION OF EMBODIMENTS 

To make the objectives, technical Solutions, and advan 
tages of the embodiments of the present invention clearer, the 
following clearly describes the technical solutions in the 
embodiments of the present invention with reference to the 
accompanying drawings in the embodiments of the present 
invention. The described embodiments are a part rather than 
all of the embodiments of the present invention. All other 
embodiments obtained by persons of ordinary skill in the art 
based on the embodiments of the present invention without 
creative efforts shall fall within the protection scope of the 
present invention. 

FIG. 1 is a flowchart of a data detecting method for a 
firewall according to an embodiment of the present invention. 
As shown in FIG. 1, the data detecting method for a firewall 
provided by this embodiment may be specifically applied to 
detection on application data by the firewall, and the firewall 
may be disposed in a gateway. The data detecting method for 
a firewall provided by this embodiment may be specifically 
executed by a data detecting apparatus of the firewall, and the 
data detecting apparatus of the firewall may be disposed in the 
firewall and may be implemented by software and/or hard 
Wa. 

Specifically, a fast forwarder and a detecting processor 
may be disposed in the firewall. The fast forwarder is a high 
speed device that can achieve forwarding of application data, 
and may be implemented by a field programmable gate array 
(FPGA) or by an application specific integrated circuit 
(ASIC). An implementation manner of the fast forwarder may 
be specifically set according to an actual requirement for 
application data forwarding, and it is not limited to this 
embodiment so long as fast forwarding of application data 
may be achieved. 
By using operations of the fast forwarder as an example, 

the data detecting method for a firewall provided by this 
embodiment is described in detail as follows. 
The procedure of the method includes the following steps: 
Step 101. Receive application data. 
In this step, a terminal generally accesses the Internet by 

using a gateway and exchanges data with network devices 
Such as a server in the network. The application data received 
by the fast forwarder may specifically be application data 
generated during a process of data exchange between network 
devices in the network. 

Step 102. Obtain application information in the received 
application data, and determine an application protocol type 
corresponding to the application data according to the appli 
cation information and an application identifying table. 
The fast forwarder parses the received application data, 

obtains a destination IP address, a destination port, and a 
transmission protocol type that correspond to the application 
data, and generates the application information according to 
the destination IP address, the destination port, and the trans 
mission protocol type, where the application identifying table 
includes a correspondence between the application informa 
tion and the application protocol type, and the application 
information includes the destination IP address, the destina 
tion port, and the transmission protocol type that correspond 
to the application data. 

The application information corresponding to the applica 
tion data is specifically used to indicate information Such as a 
destination host address and an application type of the appli 
cation data. An application protocol corresponding to the 
application data may be determined according to the applica 
tion protocol type corresponding to the application informa 
tion. Multiple application protocol types, that is, service 
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4 
types, for example, a HyperText Transfer Protocol (HTTP) 
service, a Simple Mail Transfer Protocol (SMTP) service, an 
instant messaging service, and an enterprise private service, 
may be included. The application information corresponding 
to the application data may specifically include the destina 
tion IP address, the destination port, and the transmission 
protocol type, and these three types of information form a 
piece of triplet information. The application information may 
further include other information that can be used to catego 
rize the application data, but is not limited to what described 
in this embodiment. The application identifying table 
includes a correspondence between the application informa 
tion and the application protocol type, for example: a piece of 
triplet application information in which the destination IP 
address is 202.22.1.33, the destination port is 80, and the 
transmission protocol type is Transmission Control Protocol 
(TCP) corresponds to the HTTP service. 

Step 103. Query a configuration item for threat detection 
according to the application protocol type to determine 
whether the application data requires threat detection. 
The configuration item for threat detection includes an 

application protocol type that requires threat detection and/or 
an application protocol type that does not require threat detec 
tion. Specifically, the configuration item for threat detection 
may be obtained from the detecting processor, may be gen 
erated according to a detection result of threat detection per 
formed by the detecting processor on the application data, or 
may be dynamically updated. Because potentials of carrying 
threats are different for application data of different applica 
tion types, it is possible to set, according to the application 
protocol type, whether the application data requires threat 
detection. For example, a network segment may be preset So 
that all application data of the destination host address within 
the network segment requires threat detection. Then, whether 
the application data requires threat detection may be deter 
mined according to the destination host address of the appli 
cation data, and whether the application data requires threat 
detection may also be determined according to the applica 
tion type of the application data. 

During a process of detection on application data by the 
detecting processor, ifa result of detection on application data 
having the same application information, that is, having a 
same application type generally indicates that no threat exists, 
it may be considered that the application data corresponding 
to the application type does not tend to carry a threat, and may 
not require threat detection. If a result of detection on appli 
cation data of a same application type generally indicates that 
a threat exists, it may be considered that the application data 
corresponding to the application type tends to carry a threat, 
and requires threat detection. By querying the configuration 
item for threat detection according to the application type, 
whether the application data requires detection may be deter 
mined. For example, application data generated in the HTTP 
service tends to carry a threat and requires threat detection; 
application data generated in the enterprise private service 
does not tend to carry a threat and does not require threat 
detection. 

Specifically, the configuration item for threat detection 
may further store the correspondence between the application 
information and the application type, so that the application 
type of the application information may be determined by 
querying the configuration item for threat detection. 
By setting the configuration item for threat detection, 

whether application data of different application types 
requires threat detection may be managed, and the fast for 
warder may learn, by simply querying the configuration item 
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for threat detection, whether the application data requires 
threat detection. This is simple to achieve and has high execu 
tion efficiency. 

Step 104. Forward the application data if the application 
data does not require threat detection. 

If the fast forwarder learns that the application data does 
not require threat detection, the application data is forwarded 
directly. 

According to the data detecting method for a firewall pro 
vided by this embodiment, application data is received, appli 
cation information in the received application data is 
obtained, an application protocol type corresponding to the 
application data is determined according to the application 
information and an application identifying table, a configu 
ration item for threat detection is queried according to the 
application protocol type to determine whether the applica 
tion data requires threat detection, and if the application data 
does not require threat detection, the application data is for 
warded. This avoids a problem that performance of a firewall 
is degraded because all application data is sent to a detecting 
processor for detection, thereby improving an effect of detec 
tion on the application data by the firewall. 

FIG. 2 is a flowchart of another data detecting method for 
a firewall according to the embodiment of the present inven 
tion. As shown in FIG. 2, by using a fast forwarder as an 
example, the method may specifically include the following 
steps: 

Step 201. Receive application data. 
Step 202. Obtain application information in the received 

application data, and determine an application protocol type 
corresponding to the application data according to the appli 
cation information and an application identifying table. 

Step 203. Send the application data to the detecting pro 
cessor when the application protocol type corresponding to 
the application data cannot be determined according to the 
application information and the application identifying table. 

In this step, the detecting processor needs to identify a 
protocol type of the application data and determine whether 
the application data requires threat detection. When the appli 
cation data requires threat detection, step 206 is performed: 
when the application data does not require threat detection, 
step 205 is performed. 

Meanwhile, in this step, the detecting processor further 
needs to generate update information according to the newly 
identified application protocol type and/or a result of threat 
detection, and send the update information to the fast for 
warder to update the local application identifying table and/or 
a configuration item for threat detection of the fast forwarder. 

For step 203, the fast forwarder needs to perform: 
Step 203-a: Receive the update information from the 

detecting processor, and update the application identifying 
table and the configuration item for threat detection. 

The update information is generated according to a result 
of application protocol identifying and/or threat detection 
performed by the detecting processor on the application data, 
and the update information includes the application protocol 
type corresponding to the application data and information 
about whether the application data requires threat detection. 

Step 204. Query the configuration item for threat detection 
according to the application protocol type to determine 
whether the application data requires threat detection. When 
the application data does not require threat detection, step 205 
is performed; when the application data requires threat detec 
tion, step 206 is performed. 
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6 
Step 205. Forward the application data to complete the 

procedure. 
Step 206. Send the application data to the detecting pro 

cessor to detect whether the application data poses a threat. 
When it is detected that the application data poses no threat, 
step 207 is performed; when it is detected that the application 
data poses a threat, step 208 is performed. 

In this step, the detecting, by the detecting processor, the 
received application data includes at least one of the follow 
ing: performing, by the detecting processor, intrusion preven 
tion system (IPS) detection on the received application data; 
performing, by the detecting processor, anti-virus (AV) detec 
tion on the received application data; and performing, by the 
detecting processor, distributed denial of service (DDoS) 
detection on the received application data. 

Step 207. Receive and forward the application data from 
the detecting processor. 

Step 208. Receive a blocking instruction from the detecting 
processor and block the application data. 

FIG. 3 is a schematic structural diagram of a data detecting 
apparatus for a firewall according to the embodiment of the 
present invention. As shown in FIG. 3, the data detecting 
apparatus for a firewall provided by this embodiment may 
specifically implement steps of the data detecting method for 
a firewall provided by any embodiment of the present inven 
tion, and details are not described herein again. 
The data detecting apparatus for a firewall provided by this 

embodiment specifically includes a fast forwarder 300. The 
faster forwarder 300 includes: a receiving module 310 con 
figured to receive application data; an application identifying 
module 320 configured to obtain application information in 
the application data received by the receiving module 310, 
and determine an application protocol type corresponding to 
the application data according to the application information 
and an application identifying table, where the application 
identifying table includes a correspondence between the 
application information and the application protocol type, 
and the application information includes a destination IP 
address, a destination port, and a transmission protocol type 
that correspond to the application data; a determining module 
330 configured to query a configuration item for threat detec 
tion according to the application protocol type determined by 
the application identifying module 320 to determine whether 
the application data requires threat detection, where the con 
figuration item for threat detection includes an application 
protocol type that requires threat detection and/or an applica 
tion protocol type that does not require threat detection; and a 
forwarding module 340 configured to forward the application 
data if the determining module 330 determines that the appli 
cation data does not require threat detection. 

According to the data detecting apparatus for a firewall 
provided by this embodiment, the receiving module receives 
application data, the application identifying module obtains 
application information in the received application data and 
determines an application protocol type corresponding to the 
application data according to the application information and 
an application identifying table, and the determining module 
queries a configuration item for threat detection according to 
the application protocol type to determine whether the appli 
cation data requires threat detection, and if the application 
data does not require threat detection, the forwarding module 
directly forwards the application data. The data detecting 
method and apparatus provided by the embodiments of the 
present invention avoid a problem that performance of a fire 
wall is degraded because all application data is sent to a 
detecting processor for detection, thereby improving an effect 
of detection on the application data by the firewall. 
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FIG. 4 is a schematic structural diagram of another data 
detecting apparatus for a firewall according to the embodi 
ment of the present invention. As shown in FIG. 4, in this 
embodiment, the fast forwarder 400, in addition to including 
a receiving module 410, an application identifying module 
420, a determining module 430, and a forwarding module 
440, further includes: a sending module 450 configured to 
send the application data to a detecting processor when the 
determining module 430 determines that the application data 
requires threat detection; the forwarding module 440 is fur 
ther configured to receive and forward the application data 
from the detecting processor when the detecting processor 
detects that the application data poses no threat; the fast 
forwarder further includes a blocking module 460 configured 
to receive a blocking instruction from the detecting processor 
and block the application data when the detecting processor 
detects that the application data poses a threat. 
The sending module 450 is further configured to send the 

application data to the detecting processor when an applica 
tion protocol type corresponding to the application data can 
not be determined by the application identifying module 420. 
The fast forwarder 400 further includes an updating mod 

ule 470 configured to receive update information from the 
detecting processor, and update the application identifying 
table and the configuration item for threat detection, where 
the update information is generated according to a result of 
application protocol identifying and/or threat detection per 
formed by the detecting processor on the application data, and 
the update information includes the application protocol type 
corresponding to the application data and information about 
whether the application data requires threat detection. 

According to the data detecting method and apparatus for a 
firewall provided by the embodiments of the present inven 
tion, it may be implemented that a fast forwarder determines 
whether received application data requires threat detection, 
and directly forwards application data that does not require 
threat detection. This avoids a problem that performance of a 
firewall is degraded because all application data is sent to a 
detecting processor for detection, thereby improving an effect 
of detection on the application data by the firewall, and sig 
nificantly improving performance of the firewall equipment. 
Furthermore, by setting an application identifying table, a 
process of identifying the application data may be imple 
mented more easily, and by updating the application identi 
fying table according to an actual detecting result, the appli 
cation identifying table can be adapted to continuous 
development of network applications and the number of 
application protocol types that can be identified is increased. 

Persons of ordinary skill in the art may understand that all 
or a part of the steps of the method embodiments may be 
implemented by a program instructing relevant hardware. 
The program may be stored in a computer readable storage 
medium. When the program runs, the steps of the method 
embodiments are performed. The foregoing storage medium 
includes any medium that can store program code. Such as a 
read-only memory (ROM), a random access memory (RAM), 
a magnetic disk, or an optical disc. 

Finally, it should be noted that the foregoing embodiments 
are merely intended for describing the technical solutions of 
the present invention other than limiting the present inven 
tion. Although the present invention is described in detail with 
reference to the foregoing embodiments, persons of ordinary 
skill in the art should understand that they may still make 
modifications to the technical solutions described in the fore 
going embodiments or make equivalent replacements to some 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
technical features thereof, without departing from the scope 
of the technical solutions of the embodiments of the present 
invention. 
What is claimed is: 
1. A data detecting method for a firewall device connected 

with a network to identify a security threat in the data, 
wherein the method is implemented by a fast forwarder in the 
firewall device, and wherein the method comprises: 

receiving application data, wherein the application data is 
generated during a process of data exchange between at 
least two network devices in the network; 

obtaining application information in the received applica 
tion data; 

determining an application protocol type corresponding to 
the application data according to the application infor 
mation and an application identifying table when the 
application protocol type can be determined according 
to the application information and the application iden 
tifying table, wherein the application identifying table 
comprises a correspondence between the application 
information and the application protocol type, and 
wherein the application information comprises a desti 
nation Internet Protocol (IP) address, a destination port, 
and a transmission protocol type that correspond to the 
application data; 

querying a configuration item for threat detection accord 
ing to the application protocol type to determine whether 
the application data requires threat detection, wherein 
the configuration item for threat detection is one of an 
application protocol type that requires threat detection 
and an application protocol type that does not require 
threat detection; 

forwarding the application data directly to a network 
device next to the firewall device when the application 
data does not require threat detection; 

sending the application data to a detecting processor in the 
firewall device only when it is determined that the appli 
cation data requires threat detection; 

receiving update information from the detecting processor, 
wherein the update information is generated according 
to a result of application protocol identifying and/or 
threat detection performed by the detecting processor on 
the application data, and wherein the update information 
comprises the application protocol type corresponding 
to the application data and information about whether 
the application data requires threat detection; 

updating the application identifying table and the configu 
ration item for threat detection with the update informa 
tion; and 

forwarding the application data from the detecting proces 
sor to the network device next to the firewall device 
when the detecting processor detects that the application 
data poses no threat. 

2. The data detecting method for the firewall device accord 
ing to claim 1, wherein the configuration item indicates 
whether threat detection is required based solely on the appli 
cation protocol type. 

3. The data detecting method for a firewall according to 
claim 1, further comprising sending the application data to the 
detecting processor when the application protocol type cor 
responding to the application data cannot be determined 
according to the application information and the application 
identifying table. 

4. The data detecting method for a firewall according to 
claim 1, wherein application data generated in a HyperText 
Transfer Protocol (HTTP) service has a high potential for 
threat and requires threat detection, and wherein application 
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data generated in an enterprise private service has a low 
potential for threat and does not require threat detection. 

5. The data detecting method for a firewall according to 
claim 1, wherein the application protocol type is one of a 
HyperText Transfer Protocol (HTTP) service, a Simple Mail 
Transfer Protocol (SMTP) service, an instant messaging ser 
vice, and an enterprise private service. 

6. The data detecting method for a firewall according to 
claim 1, further comprising detecting whether the application 
data poses a threat by performing at least one of intrusion 
prevention system detection, anti-virus detection, and distrib 
uted denial of service attack detection. 

7. The data detecting method for the firewall device accord 
ing to claim 2, wherein the method further comprises receiv 
ing a blocking instruction from the detecting processor and 
blocking the application data when the detecting processor 
detects that the application data poses a threat. 

8. A data detecting apparatus, comprising: 
a firewall device comprising a fast forwarder configured to: 

receive a plurality of network traffic packets, wherein 
each network traffic packet comprises application 
information, wherein the application information 
comprises a destination Internet Protocol (IP) 
address, a destination port, and a transmission proto 
col type; 

determine an application protocol type according to the 
application information and an application identify 
ing table when the application protocol type can 
determined according to the application information 
and the application identifying table, wherein the 
application identifying table comprises a correspon 
dence between the application information and the 
application protocol type; 

query a configuration item for threat detection according 
to the application protocol type to determine whether 
each of the traffic network packets requires threat 
detection, wherein the configuration item for threat 
detection is one of an application protocol type that 
requires threat detection and an application protocol 
type that does not require threat detection; 

determine that a first subset of the network traffic pack 
ets require threat detection because the first subset of 
the network traffic packets comprise a first application 
information associated with the application protocol 
type that requires threat detection; 

sending the first subset of the network traffic packets to 
a threat detection processor in the firewall device only 
when the first subset of network traffic packets require 
threat detection; 

determine that a second subset of the network traffic 
packets do not require threat detection because the 
second Subset of the network traffic packets comprise 
a second application information associated with the 
application protocol type that does not require threat 
detection; and 

forward the second subset of network traffic packets to a 
network device downstream of the firewall device 
without performing a complete threat detection analy 
sis on the application information of the second Subset 
of network traffic packets. 

9. The data detecting apparatus according to claim 8. 
wherein the 

threat detection processor in the firewall device is config 
ured to perform the complete threat detection analysis 
on the application information in the first subset of net 
work traffic packets, and 
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10 
wherein the fast forwarder is further configured to: 

receive the first subset of network traffic packets from 
the detecting processor after it has been determined 
that the first subset of network traffic packets do not 
pose any threats; and 

forward the first subset of network packets to the 
network device downstream of the firewall device. 

10. The data detecting apparatus according to claim 8. 
wherein the fast forwarder is further configured to drop the 
first subset of network traffic packets without forwarding the 
first subset of network traffic packets to the network device 
downstream of the firewall device when the threat detection 
processor detects that the first subset of network traffic pack 
ets pose a threat. 

11. The data detecting apparatus according to claim 8. 
wherein the fast forwarder is further configured to: 

receive update information from the threat detection pro 
cessor, wherein the update information identifies that the 
application protocol type does not require threat detec 
tion; and 

update the application identifying table to indicate that the 
application protocol type does not require threat detec 
tion; 

receive Subsequent network traffic packets that contain the 
first application information associated with the appli 
cation protocol type after updating the application iden 
tifying table; and 

forward the subsequent network packets to the network 
device downstream of the firewall device without per 
forming the complete threat detection analysis on the 
Subsequent network traffic packets. 

12. The data detecting apparatus according to claim 8. 
wherein the potentially threatening application protocol type 
is Hyper Text Transfer Protocol (HTTP), and wherein the 
non-threatening application protocol type is an enterprise 
private service. 

13. The data detecting apparatus according to claim 8. 
wherein the complete threat detection analysis comprises 
performing at least one of intrusion prevention system detec 
tion, anti-virus detection, and distributed denial of service 
attack detection. 

14. A non-transitory computer readable storage medium 
storing a program of instructions executable by a processor, 
wherein the program of instructions causes the processor to: 

receive a plurality of network traffic packets, wherein each 
network traffic packet comprises application informa 
tion, and wherein the application information comprises 
a destination Internet Protocol (IP) address, a destina 
tion port, and a transmission protocol type that corre 
spond to the application information; 

perform a partial threat analysis on each network traffic 
packet, wherein the partial threat analysis analyzes only 
an application protocol type associated with the appli 
cation information in each network traffic packet and, 
and wherein the partial threat analysis comprises: 
determining an application protocol type according to 

the application information and an application iden 
tifying table when the application protocol type can 
be determined according to the application informa 
tion and the application identifying table, wherein the 
application identifying table comprises a correspon 
dence between the application information and the 
application protocol type; 

querying a configuration item for threat detection 
according to the application protocol type to deter 
mine whether each of the traffic network packets 
requires threat detection, wherein the configuration 
item for threat detection is one of an application pro 
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tocol type that requires threat detection and an appli 
cation protocol type that does not require threat detec 
tion; 

determining that a first subset of the network traffic 
packets require threat detection because the first Sub 
set of the network traffic packets comprise a first 
application information associated with the applica 
tion protocol type that requires threat detection; and 

determining that a second subset of the network traffic 
packets do not require threat detection because the 
second Subset of the network traffic packets comprise 
a second application information associated with the 
application protocol type that does not require threat 
detection; 

send the first subset of network traffic packets to a threat 
detection processor in a firewall device only when the 
first subset of network traffic packets require threat 
detection; and 

forward the second subset of network traffic packets to a 
network device downstream of the processor without 
performing a complete threat detection analysis on the 
second subset of network traffic packets. 

15. The non-transitory computer readable storage medium 
according to claim 14, wherein the program of instructions 
further causes the processor to: 

receive the first subset of network traffic packets from the 
threat detection processor after it has been determined 
that the first subset of network traffic packets do not pose 
any threats; and 

forward the first subset of network packets to a network 
device downstream of the firewall device after it has 
been determined that the first Subset of network traffic 
packets do not pose any threats. 
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16. The non-transitory computer readable storage medium 

according to claim 14, wherein the program of instructions 
further causes the processor to drop the first subset of network 
traffic packets without forwarding the first subset of network 
traffic packets to a network device downstream of the firewall 
device when the complete threat detection analysis deter 
mines that the first subset of network traffic packets pose a 
threat. 

17. The non-transitory computer readable storage medium 
according to claim 14, wherein the application protocol type 
is Hyper Text Transfer Protocol (HTTP), and wherein the 
second application protocol type is an enterprise private Ser 
W1C. 

18. The non-transitory computer readable storage medium 
according to claim 14, wherein the complete threat detection 
analysis comprises performing intrusion prevention system 
detection, anti-virus detection, and distributed denial of ser 
Vice attack detection. 

19. The non-transitory computer readable storage medium 
according to claim 15, wherein the program of instructions 
further causes the processor to: 

receive update information, wherein the update informa 
tion identifies that the application protocol type does not 
require threat detection; and 

receive Subsequent network traffic packets that contain the 
first application information associated with the appli 
cation protocol type after receiving the update informa 
tion; and 

forward the subsequent network traffic packets to the net 
work device downstream of the firewall device without 
performing the complete threat detection analysis on the 
Subsequent network traffic packets. 
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