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HANDHELD DEVICE CONNECTABLE TO A MAII’ SERVER USING WIRELESS NETWORK
AND TO A PC USING LOCAL LINK FOR SYNCHRONISATIO

RELATED APPLICATIONS

The present application is related to and claims priority from a provisional ap-
plication of common title, inventorship and ownership as the present application. That

s provisional was filed July 14, 2003, bears the serial no. 60/486,991.

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to systems and methods for using hand held de-
10 vices as mobile messaging terminal systems, and more particularly messaging systems

incorporating many different message types and functions resident on a hand held plat-

form.

Background Information

There has been an explosion in the use of hand held personal assistants
15 (PDA’S), cell phones, mobile laptop and fixed computer hardware connected in various
ways to cellular (voice) networks and the Internet for email and other information.

Cellular networks include analog and digital types and the digital types include a num-

ber of different types and protocols.

For the digital cellular networks the more popular systems and protocols include

20 TDMA (time division multiple access), GSM (Global System for Mobil — a TDMA
system), CDMA (code division multiple access) and others that are evolving. Analog
and digital mobile communication systems well known in the art are covered in many
publications. One early book that describes the fundamentals is Mobile Cellular Tele-

communications, authored by William C.Y. Lee, published by McGraw-Hill, Inc,,
25 1995, especially chapters 14-17.

Known cell phone devices typically have displays, keyboards, batteries, com-

puting processors, wireless communications, I/O (input/output) connections, software
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operating systems, I/O drivers and applications to extract information from data framed
by different protocols. Typically the I/O includes hardware serial ports connections to

laptops or personal computer systems.

For example, U.S. patent application publication no. US2002/0129107 Al to
Loughran et al. (Loughran) describes one such arrangement. Here, a cell phone, ar-
ranged as a GSM device, is connected to a notebook computer. A server sends a mes-
sage to the cell phone via a cellular network, notifying the user (of the notebook) that
an email is waiting. The cell phone may power up the notebook and the email 1s
downloaded. The cell phone to notebook connection might be wireless, and the email
may be a software upgrade. In these cases the cell phone is able to operate under the
various protocols that may be involved. The cell phone will be made aware by the noti-

fying message — usually an SMS (short message system) under the GSM standard.

However, in Loughran publication the cell phone is always attached to and
functionally a part of the notebook computer acting as a wireless modem I/O device.

Both are on using battery power.

Another recent example, U.S. patent application publication no.
US2003/0045311 Al to Larikka et al. (Larikka) similarly describes a cell phone per-
manently connected to a personal server (computer) via a serial connection, IR, USB or
Bluetooth. Again the cell phone is acting as a modem I/O connection between a mobile
network, a cellular network, and the personal server. There 1s a remote server across
the Internet connected through a gateway to the mobile network. Larikka 1s using the

system primarily to pass synchronization messages.

As in the Loughran system the cell phone acts as an I/O device to the notebook

or personal server, and both are powered on.

In both of the above patent publications, the cell phone is connected to the note-
book or personal server which must be connected and powered to down load email or
data from the cell phone. The battery power of the laptop 1s always on and being de-
pleted. Also, since the phone must be connected to the laptop, the phone is not free to

travel too far from the laptop. The laptop can be carried, but laptops are quite heavy
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and not as mobile or convenient compared to a cell phone that can be carried 1n a shirt

pocket.

The above references and others in this field have not realized the advantages of
the present inventive hand held messaging system that can be operated as an independ-
ent, obviously small, power efficient, client and server for messages, data and other
such information. Prior art inventions missed the multi-dimensions performance of the

present invention, especially when large amounts of memory are becoming increasingly

cheaper and smaller.

SUMMARY OF THE INVENTION

In view of the foregoing background discussion, the present invention provides
an easily carried cell phone sized hand held device with increased amounts of memory
that provides both an email or data server and/or an email or data client together with a
voice system. Herein “information” standing alone is defined to include emails, data,
or voice information, or any combinations thereof, unless further distinguished. Also,

data, unless further defined, refers at least to any of applications, text, code listings, or

databases, or combinations thereof, unless further distinguished.

Email or data information is received over a cellular network and stored in the
hand held device. The presence of the e-mail or data may be monitored on a cell phone
display. The user may answer or otherwise handle the message directly with the hand
held device. Stored responses may be triggered or the information deleted. A keypad
may also be used to compose response. The response may be to either the remote
server or the local computing system. When convenient, the user may download the
email or data to a local computer via a wireless or wire connection.

The hand shaking (the two way communications of commands: informing one
that information is ready for sending, sent, received, stored, the command to send, error
messages, and the acknowledgement of receipt) between the clients and servers over
the communications link to the Internet or the transferring link to the local computing

system is a function of the protocols used. Such are well known 1n the art. Moreover,

encryption as commonly used with these protocols may used to advantage with the pre-
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sent invention and standard software modules may be installed in the mobile messaging

terminal (MMT) to accomplish such protection as desired - again such techniques and use of

such modules are well known 1n the art.

According to one aspect of the present invention, there 1s provided a handheld
device comprising: means for communicating information over a wireless network to a
remote server; means for transferring information with a local computing system client; an
information client arranged for communication with the remote server; an information server
arranged for interrogating and receiving information from the remote server, an email server
arranged for listening to and sending information to the local computing system client using
one of several standard email protocols associated with the information being communicated,
receiving information to be provided to the remote server from the local computing system
client and the information client, and managing the information received from the local
computing system, the information client and the remote server to control the transterring ot
the information to the information client, the local computing system client and the remote
server, and the storing and deleting of the information at the hand held device; and means for

storing the information in the hand held device.

According to another aspect of the present invention, there is provided a
method for communicating from an internet to a computing system via a hand held device,

comprising: two way communicating information over a wireless network between a remote

server and the hand held device, wherein each type of information 1s communicated using one

of several standard protocols associated with the type ot information being communicated;
transferring the information with the computing system using one of several standard email

protocols, interrogating and receiving the information from the remote server, the

interrogation and receiving performed by an information client; listening and sending the

information to and from the computing system, the listening and sending pertormed by an
email server of the hand held device; managing, by the email server, the information to
control the transferring, storing and deleting of the information received tfrom and sent to the
computing system, the information client and the remote server; and storing the information

being managed in the hand held device.
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It will be appreciated by those skilled in the art that although the following
Detailed Description will proceed with reference being made to illustrative embodiments, the
drawings, and methods of use, the present invention is not intended to be limited to these
embodiments and methods of use. Rather, the present invention is of broad scope and 1s to be

5 defined as only set forth in the accompanying claims.
BRIEF DESCRIPTION OF THE DRAWINGS

The invention description below refers to the accompanying drawings, of

which:

FIG. 1 is block diagram of a communications system incorporating the

10 1nvention;
FIG. 2 is a combination software block diagram;

FIG. 3 is a hardware block diagram of the hand held device;

FIG. 4A and 4B are the software/hardware block diagrams of a preferred

embodiment of the invention;

15 FIG. 5 1s a flow chart ot a POP server;

FIG. 6 1s a flow chart of an SMTP server;

FIG. 7 is a tlow chart of an email forwarder;
FIG. 8 is a flow chart of an email fetcher; and

FIG. 9 is a block diagram of the system using the cellular network.
20 DETAILED DESCRIPTION OF AN ILLUSTRATIVE EMBODIMENT

FIG. 1 shows an email server 110 communicating 120 via the Internet 130 as 1s
well known in the art. The communicating 120 can be via a hard wire connection via one of
the Internet service providers (ISP's) running the email protocol. The communication

connection 120 may also be via a wireless link as are well known 1n the art,
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e.g.WiF1 at a hot spot or via a cell phone network running one of the standard proto-

cols, GSM, 3G, CDMA, or TDMA.

The Internet 130 1s accessed by the inventive hand held device 150 via a wire-
less link 140, which also may be a WiF1 type connection. The hand held device 150
communicates with a laptop computer 170 via a communication link 160. This link
160 may be a universal serial bus (USB), Ethernet, infra-red (IR), and/or short distance
wireless Bluetooth®. The USB Communications Device Class (CDC) Abstract Con-
trol Model (ACM) or the Ethernet Control Model (ECM) acting as a ser1al bus are the
preferred choices, and are well known in the art. The device drivers (the software that
operates the various devices and communications ports), in preferred embodiments,
perform any needed protocol transformations, that is adding framing or stripping fram-

ing data, etc. from the messages.

Also, the link 140 may be a two stage arrangement, as discussed below, where
the hand held device communicates over a cellular network to an Internet access device
connecting the Internet to the cellular network. Such arrangements and devices are

known in the art.

FIG. 2 illustrates the software components resident in the hand held device 150.
The Wide-Area Network (WAN) 230 is shown with a link 220 meant to communicate
preferably with a digital voice cellular network. With this arrangement a receiver and
protocol translator 247 on the cellular network will answer and provide the interface
connection 140 to the Internet via known techniques. The receiver will re-format the
data to and from the hand held device 150 and to and from the Internet. The hand held
device may be arranged to accept the common TCP/IP formatted data stream, but FTP

or other formats can be accommodated, again as is well known 1n the art.

The stack arrangement 242 and 244 in FIG. 2 shows the familiar protocol lay-
ering structure used to describe information interchange over the Internet. Well under-
stood features of the seven or in this case five layer model is that each layer need only
understand the format of the adjacent layers. So the email applications, which may in-
clude the well known Eudora, Outlook, or Groupwise systems, do not care about the
physical connectivity — that 1s for the lower layers. Each layer adds framing or encap-

sulation as it sends a message down the layers and strips it off from messages coming
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up the layers. The encapsulated data, typically, is undisturbed. The TCP/IP 235 and
275 each interface between an application layer email client 242 and the email server
260. The IP (datagram layer) 235 and 275 transform data between the TCP and the de-
vice driver layers, again encapsulating and unencapsulating. The device drivers physi-

cally drive the actual hardware — wireless, USB, Ethernet, etc.

Still referring to FIG. 2, note that there is an email forward client 240 and an

email local server 260. The hand held device provides both server and client functions.

The email client 240 may communicates directly 245 with the WAN to monitor
the status and availability of the WAN connection. That is if the connection is active
or needs to be dialed, etc. The email client 240 may be programmed to connect to the
email server 110 and inquire or interrogate of the server about new email messages.
The client 240 may then command the server to send the email message that is received
via the WAN and stored 250 in the hand held device. There are known “policies” for
handling these transfers, SMTP, IMAP, sendmail, POP3 (post office protocol version
3) servers, etc. Outgoing emails stored in the hand held device 255 may then be sent to
the recipients on the Internet 120 via the WAN. Once sent this storage space is free of
other messages. One typical arrangement is for the email to be arranged as a TCP mes-
sage with an IP address running SMTP (simple mail transfer protocol). This protocol
retains a copy of the message at the server until a acknowledgement is sent that the
message was properly received. However, other transfer protocols, like FTP (file trans-

fer protocol) may be used as are known in the art.

Still referring to FIG. 2, the local server 260 is set up in such a way to appear to
the PC as a traditional email server. Messages are downloaded to the PC using a stan-

dard protocol such as POP3 and uploaded to the PC using using a standard protocol
such as SMTP.

The email forward client uses the TCP/IP stack 235, in this preferred embodi-
ment, to communicate with the Internet 130 via the WAN 230. Of course as other

protocols are developed they may be used to advantage with the present invention.

The email client and later discussed email server 260, usually via the hand held

device’s operating system, monitor the battery level to ensure that proper receiving and
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sending can be accomplished. If not, usually the emails are not sent or received and the

user 1s warned to charge the batteries.

Still referring to FIG. 2, the local email server 260 has access to both the stored
received 250 and outgoing 255 email messages. As determined from the local email
browser 270 and the information in the TCP/IP stack 275 that was set up by the laptop
via the local PC connection 280 via the interconnect 290, the local email server 260
will: a) allow the local browser 270 to review the status of the received 250 and the
outgoing 255 emails messages; b) download the received email and deleting if desired
from the storage 250; c) to transfer the email messages from the storage 250 and/or 260
to the local folder 258 storage area, this transfer mechanism may be resident in the local
browser 270; d) receive message received from the local browser, these message gener-
ated by the user on the I/O of the hand held device; and e) receive email messages from

the local PC for transmission to the Internet. These outgoing message may be arranged
for any protocol, e.g. SMTP, POP3, IMAP, etc.

FIG. 3 depicts a typical I/O hardware showing the logic connections to the op-
erating software modules within the block 210. This drawing shows the full five layer
protocol, with the TCP/IP layer counting as two layers. Here the RF and antenna 225
and the Local Interconnect Hardware 282 form the fifth layer. In addition, preferably,
there 1s an LCD display 272, a keypad or other known entry device 273; and the physi-
cal connection 282 to the local PC. This connection as suggested before may be a
hardwire USB, Ethernet, a UART or other serial-type connection, or a wireless IR or

other short distance wireless.

With reference to FIG. 4A, a CPU 300 performs the calculations and logic for
the handheld device including all the message formatting, sending, receiving, etc. A
battery 320 powers 380 all the hardware modules. The battery type is well known in
the art for cell phones/PDA’s, etc. There is a common connection 310 for control, data
and addressing 310 among the major hardware modules as shown. Those module in-
clude the display 272, the keypad 273, the connection to the local PC 370, the RAM
350, the ROM 360 non-volatile storage 340 and the physical RF/Aerial for the WAN
connections 330. Other hardware modules, like cache and interrupt register stacks,

common 1n such devices may be used to advantage as is known in the art.
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The computers that control the communications, in a preferred embodiment,
will use spare or unused and therefore available network bandwidth on an as available

basis for communicating information. ,

The storage device 340 may be removable allowing the memory itself to be re-
moved and brought to a PC or other computer for downloading data or emails. Addi-
tionally a removable memory may be remotely loaded with updated software, emails or
data destined for remote locations and replaced into the hand held device whereupon it

1s sent or used as determined by the user.

The memory device used for storage 340, 350 and 360 may be of any types
commonly available, but certainly flash memory is an obvious choice as it does not re-
quire battery backup. Denser ROM’s, RAM’s or other volatile and non-volatile mem-
ory devices may be used as they are developed. Moreover, as chips become available
that combine the portions of the traditional modules shown in FIG. 4 become available

they can be mcorporated into the design of the hand held device.

In addition, the present invention includes the typical cell phone voice capabili-
ties. These capabilities 332 are vs;ell known and are only briefly described herein. The
audio 1s extracted from the RF 330. Although the voice system may be arranged sepa-
rately from the mobile messaging terminal (MMT), the preferred embodiment would
have the MMT embedded into the cell phone. In that case the cell phone control 333
would share the CPU 300 with the MMT and the handset, the speaker and microphone,
334 may run from the bus 310 or from the control 333 as shown. The display 272 and
the keypad 273 may function for voice functions directly 336 from the cell phone con-
trol or from the bus 310. If additional functions, like that of personal data accessory
(PDA), are embedded in the cell phone the MMT may borrow from both, stand alone or
be embedded 1n either function. For example the status of email or data stored in the
MMT may be viewed on the display, and responses previously stored may be keyed
and triggered and the keypad may be used to compose some responses that are then
sent. These response may be to either the remote server over the Internet or the local

computing system over the USB. Such implementations are well known in the art.

F1G. 4B shows a more detailed hardware/software block diagram of a preferred

embodiment of the present invention. The cell phone MMT device 400 is shown com-
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municating with the laptop or notebook PC 420 via an email application on a TCP/IP
layer 403 to an email server 5280 on a corresponding TCP/IP stack 405. As 1s well
known the message path in the PC runs down to the USB controller 5110 physically to
the corresponding USB controller 5210 in the MMT and up to the email server 5280.
A CPU 404 is connected to and controls the entire MMT operations. As discussed be-
fore the lower layers add encapsulation framing that is removed as the meassge travels

up through the layers.

The MMT is illustrated with the hardware modules 406, the system level soft-
ware modules and drivers 408 and the application level modules 410. This organiza-
tion is roughly that of the five layer communication protocols well known in the art.
The labels are self explanatory except the FAT file system 5400, can be any suitable
file system, and CODEC 5620 is a well known acronym. The dotted arrows 5800,
5810, 5820, 5830, 5840, and 5850 indicate locations of equivalent encapsulated mes-

sages, not actual interconnections.

FIG. 5 is a flow chart of a typical post office protocol (POP) server. This
server is preset up on socket 110 by the POP standard. The box 500 illustrates running
the POP application as a task operation or thread. The thread may be driven and/or
shared by other operations as is well known by system software developers. It may use

nterrupts, flags, clocks, etc. as are well known 1n the art.

FIG. 6 shows the simple mail transfer protocol (SMTP) server. These operations

are also well known.

FIG. 7 is a flow chart of an email forwarder. The labels are self-explatned. This
drawing shows the direct status connections between the email client 242 and the

Wide-Area Network 230 of FIG. 2. Also, the checking of the battery power 702 is

shown.

FIG. 8 is the corresponding flow chart of the email fetching. Again battery
power levels is checked, and the block 800 entails examining available storage space in
the MMT and comparing it to the size of the email to be received. If there i1s not

enough storage space, the MMT waits until space becomes available.
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FIG. 9 shows the WAN connection 440 to a voice or cellular network 430 with
a voice mail server 410 and an Internet access facility 480 that interconnects the cellu-

lar network to the Internet 120.

The inter-action of the user and the hand held MMT device with respect to
prompts and commands may follow any of the scenarios typically found in PDA’s, cell

phones, and the like. Such design is well understood in the art.

It should be understood that above-described embodiments are being presented
herein as examples and that many variations and alternatives thereof are possible. Ac-
cordingly, the present invention should be viewed broadly as being defined only as set

forth in the hereinafter appended claims.

What is claimed is:
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CLAIMS:
1. A handheld device comprising:
means for communicating information over a wireless network to a remote
SErver;

means for transferring information with a local computing system client;
an information client arranged for communication with the remote server;

an information server arranged for interrogating and receiving information

from the remote server,

an email server arranged for

listening to and sending information to the local computing system client using

one of several standard email protocols associated with the information being communicated,

receiving information to be provided to the remote server from the local

computing system client and the information client, and

managing the information received from the local computing system, the

information client and the remote server to control the transferring of the information to the

information client, the local computing system client and the remote server, and the storing

and deleting of the information at the hand held device; and

means for storing the information in the hand held device.
2. The device of claim 1 further comprising:

means for displaying the status of information at the remote server meant for

sending to the hand held device;

means for displaying the status of information stored in the hand held device;

and
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means for composing responses and activating commands via both the means
for communicating and the means for transferring, wherein information is at least one of sent;

received, acknowledged, and stored.

3. The device of claim 1 further comprising means for determining available
storage space and the size of messages to be stored in the hand held device, wherein the

presence of a too large message 1s saved.

4, The device of claim 1 wherein the means for transferring comprises a

removable memory configured to store the information, wherein the memory is further

configured for removal from the hand held device and for insertion at the computing system to

access the information.

J. The device of claim 1: wherein the means for transferring comprises at least

one of a USB, Ethernet, short distance wireless, infra red, and UART.

6. The device of claim 1 wherein the information communicated uses at least one

of spare network bandwidth and capacity to transfer the information on an as available basis.
7. The device of claim 1 further comprising:
a TCP/IP stack layer communicating with the information client;

a wide area network module communicating with the TCP/IP stack layer;

a radio frequency communications device and aerial for wireless
communicating, the radio frequency communications device contigured to communicate with
the wide area network module, wherein information is received by and sent from the

information client via the radio frequency communication device, the wide area network

module, and the TCP/IP stack layer.
8. The device of claim 1 further comprising:

a TCP/IP stack layer communicating with the email server;
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a local computer system module communicating with the TCP/IP stack layer;

and

a local hardware system configured to communicate with the local computer

system module, wherein voice and data information is received by and sent from the email

server via the local hardware system, the local computer system module, and the TCP/IP stack

layer.

9. A method for communicating from an internet to a computing system via a

hand held device, comprising:

two way communicating information over a wireless network between a
remote server and the hand held device, wherein each type of information 1s communicated
using one of several standard protocols associated with the type of information being

communicated:;

transferring the information with the computing system using one of several

standard email protocols,

interrogating and receiving the information from the remote server, the

interrogation and receiving performed by an information client;

listening and sending the information to and from the computing system, the

listening and sending performed by an email server ot the hand held device;

managing, by the email server, the information to control the transferring,
storing and deleting of the information received from and sent to the computing system, the

information client and the remote server; and
storing the information being managed in the hand held device.

10. The method of claim 9 further comprising:
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displaying status of the information at the remote server meant for sending to

the hand held device,
displaying the status of the information stored in the hand held device, and

composing responses and activating commands, wherein the information 1s at

least one of sent, recetved, acknowledged or stored.

11. The method of claim 9 further comprising determining available storage space

and a size of messages to be stored in the hand held device, wherein presence of a too large

message 1s saved.

12. The method of claim 9 wherein the transferring comprises removing, from the
hand held device, memory upon which the information is stored, and inserting the memory at

the computing system for accessing the information.
13. The method of claim 9 wherein the information includes email.
14. The method of claim 9 further comprising:

communicating with the information client via a TCP/IP stack layer on the

hand held device;

communicating with the TCP/IP stack layer via a wide area network module on

the hand held device: and

communicating with the wide area network module via a radio frequency
communications device and aerial, wherein the information is received by and sent from the

information client via the radio frequency communication device, the wide area network

module, and the TCP/IP stack layer.
135. The method of claim 9 further comprising:

communicating with the information server via a TCP/IP stack layer of the

hand held device;



CA 02532077 2012-08-22

64421-810
_15 -

communicating with the TCP/IP stack layer via a local computer system

module; and

communicating with the local computer system module via a local hardware
system, wherein information is received by and sent from the email server via the local

hardware system, the local computer system module, and the TCP/IP stack layer.

16. The method of claim 9 wherein communicating the information comprises
using at least one of spare network bandwidth and capacity to transter the intormation on an

as avatlable basis.
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