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METHOD FOR CONTROLLING 
OPERATIONS OF COMPUTING DEVICES 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 The present invention relates to the field of control 
ling operations of computing devices for a group of users in a 
networked system. 
0003 2. Background Description 
0004. This present invention addresses problems encoun 
tered in setting privacy policies for users of network enabled 
computing systems where system policies can vary over time 
and where policies may vary from system to system. 
0005. There is an increasing number of digital computing 
devices capable of interacting with networked systems, 
including mobile personal computers, personal digital assis 
tants (PDAs), “smart” cell phones, and other personal elec 
tronic devices. These digital devices all have various configu 
ration settings to control how each device will operate. 
0006. Access and security configurations for network 
enabled digital computing devices are highly dependent upon 
context. The operation of a device may vary as a user travels 
to different locations, or the requirements may vary over time 
in the same location. A user working within his or her own 
corporate firewall, for example, may configure applications to 
enable others inside the firewall to access confidential docu 
ments without encryption; however, the same confidential 
documents would have to be encrypted if accessible from 
outside the firewall. To take another example, a PDA user 
would not normally permit access to the PDA from a public 
network; however, a user traveling to an airport or other 
location where public information is available from a network 
may find it convenient to allow limited access to enable the 
PDA to receive announcements such as flight schedule 
changes. 
0007. In the current state-of-the-art process for configur 
ing operations of computing devices, a device may store a 
number of Static configuration profiles. For example, a cell 
phone may have separate configuration profiles for office, car, 
and home. However, the limited number of profiles available 
according to the current art may not accurately reflect the 
environments in which users find themselves. In addition, 
configuration profiles available according to the current art 
are “open loop” in the sense that a configuration profile, once 
it has been set, does not change unless the user explicitly 
provides input and changes the profile. 
0008 Interacting with networks using personal digital 
computing devices may therefore be cumbersome and incon 
Venient because of the need manually to reset or adjust con 
figuration settings every time a location change creates a 
change in a network environment, or a change from one 
network environment to another. It may also be cumbersome 
and inconvenience to be required manually to keep track of 
how a network environment changes over time, or when a 
change has been made from one network environment to 
another. These factors discourage the use of portable comput 
ing devices to interact with networks in situations where 
context would require changing configuration settings. 

SUMMARY OF THE INVENTION 

0009. There is thus an unsatisfied need for business pro 
cesses to enable personal computing devices automatically to 
configure, or reconfigure, modes of operation in response to 
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changing environment conditions. Such business processes 
may enable the use of feedback from the surrounding envi 
ronment to automate the otherwise burdensome and inconve 
nient task of making adjustments to configuration settings in 
personal digital computer devices. 
0010. According to the present invention, a process is 
provided to establish or configure a mode of operation for 
computing devices based on affinity groups, policy guide 
lines, and priority graphs. An affinity group is a group of peer 
devices identified by a network to which a target device is 
connected as being similar to the target device. Policy guide 
lines are parameters describing mode or configuration poli 
cies for a group of users and reflecting users’ identified needs 
and requirements. A priority graph is a decision tree, which 
may or may not be graphically represented, describing hier 
archically the organization of policies governing the mode or 
configuration of device operation and capturing the relative 
priorities of different policies. A key aspect of the present 
invention involves the sharing of information within an affin 
ity group. 
0011 To begin, a target device must be identified and 
associated with one or more affinity groups. Affinity groups 
appropriate for association with the target device may be 
determined based on user-identified needs and requirements, 
specifics of the target device, and the context in which the 
device is operating. 
0012. A target device may have multiple operating poli 
cies as a result of needs and requirements that draw upon 
different resources in different environments. The target 
device may have a fixed set operating polices that are either 
hard coded or may be modified by the user/administrator. A 
target device may have some needs and requirements that are 
shared by other devices in an environment (for example, 
maintaining security of corporate data), while at the same 
time other needs or requirements may be specific to the target 
device (for example, checking quotes for a particular stock 
portfolio from a particular source). Policies governing the 
mode or configuration of device operation are therefore orga 
nized into a hierarchy that captures priorities of different 
policies; for example, security concerns may override other 
requests such as access to stock quotes. This hierarchy, which 
may be represented as a priority graph, may be based on one 
factor or more than one factor. It is contemplated that the 
priority graph associated with a computing device will be 
defined to capture the overall needs and requirements of the 
affinity group and the particular computing device. 
0013. Once an affinity group for a target device is identi 
fied, with operating policy guidelines determined and priori 
tized as described above, new policies may be defined (or 
existing policies may be redefined) for at least one user in the 
affinity group. New and redefined policies are made available 
to each relevant affinity group. A feedback loop (as opposed 
to the open loop of the current art) is thus established, which 
may introduce new policies in the affinity group or may 
change the overall priorities of the already existing policies in 
the affinity group. This feedback loop frees the user from 
having to make Small configuration changes to changes in the 
Surrounding environment. 
0014 If a user changes the configuration of a device, the 
change is propagated to one or more affinity group with which 
the device is associated to provide others in the group with 
access to the feedback information. For example, if a new user 
is added to an affinity group, the user would automatically be 
made aware of an existing group policy, and the user would be 
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given an option to accept or reject the policy. (Acceptance or 
rejection could be automated based on configuration settings 
established by the user.) 
0.015 Accepting a group policy makes the user a member 
of the affinity group and, as a result, the user adopts the 
priority graph governing the group's activity. This eliminates 
the need for a user manually to determine or reset policies. For 
example, a traveler arriving at an airport may join an affinity 
group used by other airline travelers, which may include 
settings enabling a device Such as a cellphone or wirelessly 
connectable PDA to obtain access to airline flight informa 
tion. Such access would disappear when the user leaves the 
airport and joins another affinity group. Finally, the user must 
be able to adjust the priority graph depending on certain 
criteria, Such as measuring the effectiveness of the new con 
text. 

0016. A user may opt out of information the user does not 
want to receive. Opting out changes the weight assigned to the 
information on the priority graph, and may influence other 
users. If similar changes are made by a weighted majority of 
the affinity group, then the effect may to be modify the policy 
guideline, closing the feedback loop. As an example, we 
could weigh more heavily the changes made by users who 
have accessed a particular service more frequently, or we 
could weigh less heavily the changes made by users who have 
been active in last one hour. Alternatively, the effect may be to 
divide the affinity group into two or more groups with differ 
ent information preferences. 
0017. The present invention thus enables setting the oper 
ating mode of a computing device by: determining at least one 
affinity group for a computing device; setting policy guide 
lines for device operation for at least one affinity group; 
defining a priority graph of policy guidelines for at least one 
affinity group; changing the priority graph for at least one user 
of the affinity group relative to other users in the affinity 
group; and updating the priority graph for the affinity group 
based on changes in the priority graph by at least one user of 
the affinity group. 
0018 Target computing devices according to the present 
invention may include not only send-receive devices Such as 
cell phones, PDAs and personal computers with wireless 
connectivity, wireless handheld email devices and so forth, 
but also receive-only devices such as satellite radio, music 
players, paging systems and so forth. 
0019. The determination of one or more affinity groups for 
the device may comprise querying the device for its configu 
ration and attributes, determining the device context includ 
ing its location and time of day and date, and/or asking the 
user (or an agent working on behalf of user) at least one 
question regarding user preferences for device operations. 
0020 Setting policy guidelines for device operation for 
one or more affinity groups may comprise generating policy 
guidelines to satisfy a legal compliance requirement (for 
example, security compliance) for an affinity group and/or 
generating policy guidelines to satisfy an environmental 
requirement (or example, automatically Switching a cell 
phone to vibrate-only mode in an opera hall or a restaurant). 
0021 Defining a priority graph of policy guidelines may 
comprise assigning each policy a numeric priority, represent 
ing at least one policy by at least one node in a graph, con 
necting two policy nodes with each other by an edge if poli 
cies in one node have a precedence over policies in another 
node, and/or assigning a numeric weight to edge to represent 
degree of precedence among two policy nodes. 
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0022 Changing a priority graph for at least one user of an 
affinity group may comprise enabling a user to change policy 
elements (including, but not limited to, priority of a policy) 
and/or enabling a user to define new policies for an affinity 
group. 
0023 Updating a priority graph for an affinity group may 
comprise introducing a new policy in the priority graph, 
changing the priority of a policy or modify it otherwise in the 
priority graph, and/or changing the relative precedence 
weight among two policies. 
0024. According to the present invention, there is there 
fore provided a method, a computer-readable medium with 
instructions, and a system for configuring a target device 
comprising the steps of identifying a target device connect 
able to a network; identifying on said network one or a plu 
rality of groups of peer devices which employ configuration 
settings similar to configuration settings used by the target 
device; for each of said groups of peer devices, receiving 
input from the target device as to whether the target device is 
to be made a member of the group; for each group of which 
the target device is to be made a member, identifying one or a 
plurality of default parameters associated with the group, 
Such that each default parameter describes a configuration 
setting determined to be suitable as a default setting for the 
configuration to which it relates based on a determination that 
it is commonly used by members of the group; presenting 
each of said default parameters to the target device; for each 
default parameter presented to the target device, receiving 
input from the target device as to whether the default param 
eter is to be implemented for the target device and implement 
ing or not implementing the default parameter for the target 
device in accordance with said input, comparing input 
received from the target device to input received from other 
members of said group, determining whether default param 
eters associated with the group are consistent with configu 
ration choices commonly made by members of said group as 
expanded to include the target device and, if not, changing 
default parameters to the extent necessary to reflect configu 
ration choices commonly made by members of the group. 
0025. The method, computer-readable medium with 
instructions, and system of the present invention may also 
include presenting default parameters to the target device also 
provides the target device with an opportunity to request 
default parameters for additional configuration settings not 
currently associated said group. 
0026. In addition, the method, computer-readable medium 
with instructions, and system of the present invention may 
further include identifying a target device connectable to a 
network comprises at least the steps of determining a context 
for the target device comprising at least the location of the 
target device and time (which time may comprise time and 
date, time alone, or date alone) at which it is being identified, 
and querying the target device for configuration settings of 
the target device and identification of each configuration set 
ting which is subject to change to conform to a default param 
eter of a group of peer devices; and wherein the identification 
on said network of one or a plurality of groups of peer devices 
which employ configuration settings similar to configuration 
settings used by the target device is made with reference to 
said context, said target device configuration settings, and 
said identification of configuration settings Subject to change 
to conform to default parameters. 
0027. The querying of the target device according to the 
method, computer-readable medium with instructions, and 
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system of the present invention may include a query for 
prioritization settings to resolve conflicts between group 
parameters and device configuration settings. 
0028. The method, computer-readable medium with 
instructions, and system of the present invention may further 
include whether default parameters associated with the group 
are consistent with configuration choices commonly made by 
members of said group as expanded to include the target 
device and, if not, changing default parameters to the extent 
necessary to reflect configuration choices commonly made by 
members of a group comprises assigning each parameter a 
numeric priority, representing each parameter by a node in a 
decision tree describing hierarchically the organization of 
parameters, if parameters in one node have a precedence over 
parameters in another node, connecting the two nodes with 
each other by an edge, assigning a numeric weight to each 
edge to represent a degree of precedence between two nodes, 
and setting default parameters to reflect configuration choices 
made by members of the group. 
0029. The method, computer-readable medium with 
instructions, and system of the present invention may also 
include determining whether default parameters associated 
with the group are consistent with configuration choices com 
monly made by members of said group as expanded to 
include the target device and, if not, changing default param 
eters to the extent necessary to reflect configuration choices 
commonly made by members of a group further comprises 
introducing a new parameter in the decision tree describing 
hierarchically the organization of parameters, changing pri 
orities of parameters in said decision tree to reflect configu 
ration choices made by members of a group, and changing 
relative precedence weights among parameters in said deci 
sion tree to reflect configuration choices made by members of 
a group. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0030 The foregoing and other objects, aspects and advan 
tages will be better understood from the following detailed 
description of preferred embodiments of the invention with 
reference to the drawings, in which: 
0031 FIG. 1 is a representation of the prior art method of 
setting the operating mode of a computing device. 
0032 FIG. 2 is a representation of the method of setting 
the operating mode of a computing device according to the 
present invention. 
0033 FIG. 3 is a representation of a priority graph of 
operating policies according to the present invention. 
0034 FIG. 4 is a representation of the system and com 
puter-readable medium according to the present invention. 
0035 FIG. 5 is a representation of an algorithm for con 
figuring a target device according to the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT OF THE INVENTION 

0036. In a preferred embodiment, a method includes the 
steps of determining a set of policy guidelines for a group of 
users; defining a hierarchy of the set of policy guidelines for 
the group; redefining the hierarchy for at least one user of the 
group of users relative to other users in the group of users; and 
adjusting the hierarchy based on various criteria, whereby the 
definition of the hierarchy may change based on location, 
time, or other variables. To practice this embodiment, a first 
step would be to determine policy guidelines for a group of 
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users; the policy guideline may be based on business needs 
(compliance with corporate records retention policies), per 
Sonal needs (access to stock quote information on a regular 
basis), or other needs. The policy will likely have several 
components based on the different sources of identified needs 
and requirements. Some of the needs may have common 
goals (for example, maintaining security of personal data) 
while others may be unique to a certain need class (corporate 
policy). Thus, it becomes necessary to organize the needs into 
a hierarchy with priorities; for example, security concerns 
may over-ride other requests for access to data. The hierarchy 
can be based from a single factor to many factors, but it is 
contemplated that the hierarchy is defined to capture the 
overall requirements of the group. A preferred embodiment of 
the hierarchy includes a decision tree, with different weights 
applied to each branch of the tree; where the dominant ele 
ments in the hierarchy would have the ability to change 
dynamically over time (for example, security concerns may 
be irrelevant in contexts outside the business environment). 
The policies can be grouped by their scope, and implemented 
by a contextual filter (for example, security would require that 
all file transfers pass through an encryption process first). 
0037. In an alternate embodiment, the group policy would 
remain in effect until a statistically and numerically signifi 
cant number of users changes their policy (this means that a 
Small group of users cannot over-ride a larger group, and 
within a small group a change in policy by one or two people 
isn't enough to change the group policy even though they may 
be a high percentage of the population). In another embodi 
ment, a minority opinion might be enough to change group 
policy in all cases. This embodiment is likely not optimal, 
since it could result in a very rapid changing group priority as 
new users enter or leave the group, and the resulting system 
may in turn not be stable. 
0038 Referring now to the drawings, and more particu 
larly to FIG. 1, there is shown a conventional, prior art solu 
tion for setting operating mode of a computing device, a set of 
operating policies for the device is determined based on a 
rough classification of its context. Operating policies are 
determined in step 110 and modified in step 120, with the 
result that the computing device is configured in step 130. A 
typical user would find that many of the operating policies 
thus delivered to the device need modifications to accommo 
date their individual needs. Often modifications are required 
to address local concerns and needs that are yet to be 
addressed by the default policies. To address such needs and 
requirements, a user configures a computing device based on 
a modified version of the operating policies. Note that the 
process is "open loop.” Changes made by the user do not 
propagate beyond the user's own computing devices. 
0039 Referring to FIG. 2, users are shown grouped in 
“affinity groups' according to the present invention. Operat 
ing policies are determined in step 210 and modified in step 
220 in a manner not unlike what is shown in FIG. 1. In step 
225, however, input from other users 227, 227 is received for 
the purpose of aggregating user modifications 225. Thus, 
policy modifications made by users of an affinity group are 
aggregated. The aggregated input of users of an affinity group 
is used to determine operating policies of devices in the group 
210. Once device operating policies have been modified 220 
based on group operating policies, the computing device is 
configured 230. Thus, a feedback loop is established, replac 
ing the open loop of prior art Solutions. As a result, operating 
policies can be set more dynamically, and as a consequence 
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we can now set an operating mode for computing devices, 
which is more responsive to unfolding events in the Surround 
ing environment. 
0040 FIG. 3 shows an example of a hierarchy or priority 
graph for establishing operating policies, including multiple 
feedback loops to different levels with varying time con 
stants, with edges W1, W2, W3, W4, W5, and W6 between 
policies A, B1, B2, C1, and C2, such that policy A has priority 
over a policy Bn and policy B1 has priority over a policy Cn. 
The model for this process is a simple hierarchical tree with 
weighted branches and feedback loops, as illustrated in the 
attached figure. This is a fundamental model for how policies 
can be organized within a networked group of users, with 
many applications beyond the illustrative ones shown here. 
The size of the group and properties of the network intercon 
nections will determine how rapidly changes in user policy 
propagate back to the hierarchy, altering the decision trees. A 
process that alters the decision tree must be fast enough to 
accommodate a particular application (for example, a deci 
sion tree which updates every three (3) hours is useless when 
trying to catch a flight from the airport; updates every few 
minutes are likely to be desired. On the other hand, if the 
policy involves transmission of user data to a disasterbackup 
facility each evening, then a three (3) hour update period may 
be more than adequate). The method described herein may be 
implemented in many ways, including using wireless tech 
nologies (Bluetooth, cellular phones), email, wireless infra 
red links, or other methods; contextual information may be 
obtained from various sources, possibly including the user's 
internal time-of-day clock. It is suggested that some policies 
(such as work privacy) may be set so that they cannot be 
overwritten by others in the group (“freezing); the policy 
weights are fixed at a value higher than any other in the 
decision tree and are non-negotiable. Freezing policies would 
help to prevent hackers from over-riding some policies that 
are most important to the user. 
0041 According to FIG. 4, there is shown a target device 
1 (in this case a cellular telephone) connected to a computer 
network 2 to which are also connected peers 1a, 1b, 1c of the 
target device 1. Also connected to the network 2 is a computer 
3, which includes a computer-readable medium 4 to provide 
instructions to the computer for implementing the method of 
the present invention. 
0042. According to FIG. 5, there is shown an algorithm for 
configuring a target device according to the present invention. 
In step 510, a target device initiates an attempt to connect to 
a network. In step 520, the target device preferences are 
provided to the network, which may be done by having the 
network poll the target device to identify preferences. In step 
530, affinity groups for the target device are identified based 
on preferences. An affinity group is a group of peer devices 
identified by a network to which a target device is connected 
as being similar to the target device. In step 540, the network 
provides proper affinity groups with access to the target 
device; alternatively, the target device may override Such 
access based on local device requirements. In step 550, the 
target device is assigned an initial weighting for affinity 
groups. In step 560, the next polling of an affinity group 
includes the newly added target device in weighted decisions. 
In step 570, weighted decisions on affinity group policy are 
fed back to member devices. Finally, in step 580, steps 560 
and 570 continue iteratively until the target device discon 
nects from network. 
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Having thus described our invention, what we claim as new 
and desire to secure by Letters Patent is as follows: 

1. A method for configuring a target device comprising the 
steps of: 

identifying a target device connectable to a computer net 
work; 

identifying on said network one or a plurality of groups of 
peer devices which employ configuration settings simi 
lar to configuration settings used by the target device; 

for each of said groups of peer devices, receiving input 
from the target device as to whether the target device is 
to be included as a member of the group; 

for each group of which the target device is to be included 
as a member, identifying one or a plurality of default 
parameters associated with the group, Such that each 
default parameter describes a configuration setting 
determined to be suitable as a default setting for the 
configuration to which it relates based on a determina 
tion that it is commonly used by members of the group; 

presenting each of said default parameters to the target 
device; 

for each default parameter presented to the target device, 
receiving input from the target device as to whether the 

default parameter is to be implemented for the target 
device and implementing or not implementing the 
default parameter for the target device in accordance 
with said input, 

comparing input received from the target device to input 
received from other members of said group, 

determining whether default parameters associated with 
the group are consistent with configuration choices 
commonly made by members of said group as 
expanded to include the target device and, if not, 
changing default parameters to the extent necessary to 
reflect configuration choices commonly made by 
members of the group. 

2. The method of claim 1, wherein the step of presenting 
default parameters to the target device also provides the target 
device with an opportunity to request default parameters for 
additional configuration settings not currently associated said 
group. 

3. The method of claim 1, wherein 
the step of identifying a target device connectable to a 

network comprises at least the steps of 
determining a context for the target device comprising at 

least the location of the target device and time at 
which it is being identified, and 

querying the target device for 
configuration settings of the target device and 
identification of each configuration setting which is 

Subject to change to conform to a default parameter 
of a group of peer devices; and 

wherein 
the identification on said network of one or a plurality of 

groups of peer devices which employ configuration set 
tings similar to configuration settings used by the target 
device is made with reference to said context, said target 
device configuration settings, and said identification of 
configuration settings Subject to change to conform to 
default parameters. 

4. The method of claim 3, wherein the querying of the 
target device includes a query for prioritization settings to 
resolve conflicts between group parameters and device con 
figuration settings. 
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5. The method of claim 1, wherein 
the step of determining whether default parameters asso 

determining whether default parameters associated with 
the group are consistent with configuration choices 

ciated with the group are consistent with configuration 
choices commonly made by members of said group as 
expanded to include the target device and, if not, chang 
ing default parameters to the extent necessary to reflect 
configuration choices commonly made by members of 
the group comprises 
assigning each parameter a numeric priority, 
representing each parameter by a node in a decision tree 

describing hierarchically the organization of param 
eters, 

if parameters in one node have a precedence overparam 
eters in another node, connecting the two nodes with 
each other by an edge, 

assigning a numeric weight to each edge to represent a 
degree of precedence between two nodes, and 

setting default parameters to reflect configuration 
choices made by members of the group. 

6. The method of claim 5, wherein 
the step of determining whether default parameters asso 

ciated with the group are consistent with configuration 
choices commonly made by members of said group as 
expanded to include the target device and, if not, chang 
ing default parameters to the extent necessary to reflect 
configuration choices commonly made by members of a 
group further comprises 
introducing a new parameter in the decision tree describ 

ing hierarchically the organization of parameters, 
changing priorities of parameters in said decision tree to 

reflect configuration choices made by members of a 
group, and 

changing relative precedence weights among param 
eters in said decision tree to reflect configuration 
choices made by members of a group. 

commonly made by members of said group as 
expanded to include the target device and, if not, 
changing default parameters to the extent necessary to 
reflect configuration choices commonly made by 
members of the group. 

8. The computer-readable medium of claim 7, wherein said 
instructions provided for presenting default parameters to the 
target device also provide the target device with an opportu 
nity to request default parameters for additional configuration 
settings not currently associated said group. 

9. The computer-readable medium of claim 7, wherein 
said instructions provided for identifying a target device 

connectable to a network comprises at least instructions 
for 
determining a context for the target device comprising at 

least the location of the target device and time at 
which it is being identified, and 

querying the target device for 
configuration settings of the target device and 
identification of each configuration setting which is 

Subject to change to conform to a default parameter 
of a group of peer devices; and 

wherein 
said instructions provided to identify on said network of 

one or a plurality of groups of peer devices which 
employ configuration settings similar to configuration 
settings used by the target device include instructions for 
processing data describing said context, said target 
device configuration settings, and said identification of 
configuration settings Subject to change to conform to 
default parameters. 

10. The computer-readable medium of claim 9, wherein 
said querying of the target device includes a query for priori 
tization settings to resolve conflicts between group param 
eters and device configuration settings. 

11. The computer-readable medium of claim 7, wherein 
said instructions provided for determining whether default 

7. A computer-readable medium for configuring a target 
device, on which is provided: 

instructions for identifying a target device connectable to a 
computer network; 

instructions for identifying on said network one or a plu 
rality of groups of peer devices which employ configu 
ration settings similar to configuration settings used by 
the target device; 

instructions for receiving input, for each of said groups of 
peer devices, from the target device as to whether the 
target device is to be included as a member of the group; 

instructions for identifying one or a plurality of default 
parameters associated with each group of which the 
target device is to be included as a member, such that 
each default parameter describes a configuration setting 
determined to be suitable as a default setting for the 
configuration to which it relates based on a determina 
tion that it is commonly used by members of the group; 

instructions for presenting each of said default parameters 
to the target device; 

for each default parameter presented to the target device, 
instructions for 
receiving input from the target device as to whether the 

default parameter is to be implemented for the target 
device and implementing or not implementing the 
default parameter for the target device in accordance 
with said input, 

comparing input received from the target device to input 
received from other members of said group, 

parameters associated with the group are consistent with 
configuration choices commonly made by members of 
said group as expanded to include the target device and, 
if not, changing default parameters to the extent neces 
sary to reflect configuration choices commonly made by 
members of a group include instructions for 
assigning each parameter a numeric priority, 
representing each parameter by a node in a decision tree 

describing hierarchically the organization of param 
eters, 

connecting the two nodes with each other by an edge, if 
parameters in one node have a precedence over 
parameters in another node, 

assigning a numeric weight to each edge to represent a 
degree of precedence between two nodes, and 

setting default parameters to reflect configuration 
choices made by members of the group. 

12. The computer-readable medium of claim 11, wherein 
instructions provided for determining whether default 

parameters associated with the group are consistent with 
configuration choices commonly made by members of 
said group as expanded to include the target device and, 
if not, changing default parameters to the extent neces 
sary to reflect configuration choices commonly made by 
members of a group further include instructions for 



US 2008/O167899 A1 

introducing a new parameter in the decision tree describ 
ing hierarchically the organization of parameters, 

changing priorities of parameters in said decision tree to 
reflect configuration choices made by members of a 
group, and 

changing relative precedence weights among param 
eters in said decision tree to reflect configuration 
choices made by members of a group. 

13. A system for configuring a target device, comprising: 
a target device and a computer network to which the target 

device may be connected; 
one or a plurality of groups of devices which are peers to 

the target device and which may be identified as employ 
ing configuration settings similar to configuration set 
tings used by the target device; 

a computer, connected to the network, receiving input from 
the target device, for each of said groups of peer devices, 
as to whether the target device is to be made a member of 
the group; 

a computer, connected to the network, identifying one or a 
plurality of default parameters associated with each 
group of which the target device is to be made a member, 
Such that each default parameter describes a configura 
tion setting determined to be suitable as a default setting 
for the configuration to which it relates based on a deter 
mination that it is commonly used by members of the 
group; 

a computer, connected to the network, presenting each of 
said default parameters to the target device; 

a computer, connected to the network, presenting each 
default parameter presented to the target device and 
receiving input from the target device as to whether the 

default parameter is to be implemented for the target 
device and implementing or not implementing the 
default parameter for the target device in accordance 
with said input, 

comparing input received from the target device to input 
received from other members of said group, 

determining whether default parameters associated with 
the group are consistent with configuration choices 
commonly made by members of said group as 
expanded to include the target device and, if not, 
changing default parameters to the extent necessary to 
reflect configuration choices commonly made by 
members of the group. 

14. The system of claim 13, wherein the computer present 
ing default parameters to the target device also provides the 
target device with an opportunity to request default param 
eters for additional configuration settings not currently asso 
ciated said group. 

15. The system of claim 13, wherein 
the computer identifying a target device connectable to the 

network also 
determines a context for the target device comprising at 

least the location of the target device and time at 
which it is being identified, and 
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queries the target device for 
configuration settings of the target device and 
identification of each configuration setting which is 

Subject to change to conform to a default parameter 
of a group of peer devices; and 

wherein 
the computer identifying on said network of one or a plu 

rality of groups of peer devices which employ configu 
ration settings similar to configuration settings used by 
the target device include instructions for processing data 
describing said context, said target device configuration 
settings, and said identification of configuration settings 
Subject to change to conform to default parameters. 

16. The system of claim 15, wherein the computer querying 
the target device also queries for priority settings to resolve 
conflicts between group parameters and device configuration 
Settings. 

17. The system of claim 13, wherein 
the computer determining whether default parameters 

associated with the group are consistent with configura 
tion choices commonly made by members of said group 
as expanded to include the target device and, if not, 
changing default parameters to the extent necessary to 
reflect configuration choices commonly made by mem 
bers of a group also 
assigns each parameter a numeric priority, 
represents each parameter by a node in a decision tree 

describing hierarchically the organization of param 
eters, 

connects the two nodes with each other by an edge, if 
parameters in one node have a precedence over 
parameters in another node, 

assigns a numeric weight to each edge to represent a 
degree of precedence between two nodes, and 

sets default parameters to reflect configuration choices 
made by members of the group. 

18. The system of claim 17, wherein 
the computer determining whether default parameters 

associated with the group are consistent with configura 
tion choices commonly made by members of said group 
as expanded to include the target device and, if not, 
changing default parameters to the extent necessary to 
reflect configuration choices commonly made by mem 
bers of a group also 
introduces a new parameter in the decision tree describ 

ing hierarchically the organization of parameters, 
changes priorities of parameters in said decision tree to 

reflect configuration choices made by members of a 
group, and 

changes relative precedence weights among parameters 
in said decision tree to reflect configuration choices 
made by members of a group. 
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