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(57) Abstract: Methods and apparatuses are provided using RFID devices to assist in determining an open status of a container. For
example, a tirst RFID tag is fixed to a first portion of the container and a second RFID tag is tixed to a second portion of the contain-
er. Upon a user action to at least partially open the container, the first and second portions will move relative to each other, such that
one or more of the RFID tags will no longer be readable by the RFID-tag reader or will now be readable by the reader. The reading
or cessation of reading of one or more RFID tags indicates at least one open status of the container. In some embodiments, the open
status is at least one of an unsealing confirmation, an open motion initiation status, an open motion confirmation, a partial open
status and a fully open status.
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APPARATUS AND METHOD OF DETERMINING AN OPEN STATUS OF A
CONTAINER USING RFID TAG DEVICES

Related Apnlication(s)

{0801} This application claims the benefit of U.S. Provisional Application No.

61/974,381, filed April 2, 2014, which is incorporated by reference in its entirety herein.

Technical Field

10002} This invention relates gencrally to radio-frequency identification (RFID)
transceivers.

Background

{6003 RFID tags arc known in the art, These so-called tags often assume the form factor

of a label or a literal “tag” but arc also sometimes integrated with a host article and/or its
packaging. RFID tags typically comprisc an integrated circuit and one or more antennas, The
integrated circnit typically carries out a variety of functions including modulating and
demodulating radio frequency signals, data storage, and data processing. Some integrated circuits
are active or self-powered (in whole or in part} while others are passive, being completely
dependent upon an external power source {such as an RFID tag reader) to support their

occasional functionality.

10004} There are proposals to utilize RFID tags to individually identify individual items.
The Electronic Product Code (EPC) as managed by EPCGlobal, Inc. represents one such effort in
these regards, EPC-based RFID tags each have a unique serial number to thereby uniquely
identify each tag and, by association, cach ttem correlated on a one-for-one basis with such tags.
{The corresponding document entitled EPC Radio-Frequency Identity Protocols Class-1
Generation-2 UHF RFID Protocol for Communications at 860 MHz-960 MHz Version 1.0.9 15

hereby fully incorporated herein by this reference.)

{6005} RFID readers are devices that attempt to read any RFID tags within range of the

reader. Typically, the RFID reader transmits electromagnetic energy through free space to any
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tags within range. The cnergy is received at any RFID tag in range, modulated with
identification or other data stored in the RFID tag, and backscattered by the RFID tag back the
reader. The RFID reader receives the backscatiered energy and demodulates the energy to
recover the data, In other forms, the RFID reader induces a response within the RFID tag using
electromagnetic force, the induced response is then modulated with the data of the RFID tag
which then inducces a corresponding response back in the RFID reader which demodulates the
response to recover the data. The data recovered by the RFID reader is then processed in

accordance with the purpose of the reading.

Brief Description of the Drawings

{0606] Disclosed herein are embodiments of apparatuses and methods pertaining to the
usc of RFID tags and readers to automatically make certain determinations, ¢.g., to determine an

open status of a scaled container. This description includes drawings, wherein:

{8007} FIG. I is a block diagram in accordance with several embodiments.

{0008] FIG. 2 is a block diagram in accordance with several embodiments.

10009} FIGS. 3A-3D are diagrams itlustrating an application in accordance with several
cmbaodiments,

10010} FIGS. 4A-4B arc diagrams illustrating an application in accordance with several
cmbaodiments,

16811} FIG. 4C is an ilustration of a near field RFID device in accordance with several
cmbaodiments,

106012} FIG. 5 is a diagram illustrating application in accordance with several
cmbaodiments,

18013} FIG. 6 is a diagram of a multi-tag RFID device in accordance with several
cmbaodiments,

10014} FIG. 7 is a diagram illustrating an application using a multi-tag RFID device in

accordance with several embodiments,
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18815} FIG. ¥ is a flow diagram of a method in accordance with sgveral embodiments.
16616} FIGS. 9A-9C are illustrations of a container in accordance with several
embodiments,

166171 FIGS. 10A-10C are illustrations of another container in accordance with several
embodiments,

{6018} FIG. 11 is a variation of the container of FIGS. 10A-10C in accordance with

several embodiments.

16619} FIG. 12 is an illustration of a near ficld and a far ficld of RFID communication in

accordance with some embodiments.

{6026} FIGS. 13A-13B arc diagrams illustrating the coupling and decoupling of near

field and far ficld components in accordance with some embodiments,

{6021} Elements in the figures are illustrated for simplicity and clarity and have not
neeessarily been drawn to scale. For example, the dimensions and/or relative positioning of
some of the clements in the figures may be exaggerated refative to other clements to help to
improve understanding of various embodiments of the present invention. Also, common but
well-understood clements that are useful or necessary in a commercially feasible embodiment are
often not depicted in order to facilitate a less obstructed view of these various embodiments of
the present invention. Certain actions and/or steps may be described or depicted in a particular
order of occurrence while those skilled in the art will understand that such specificity with
respect to sequence is not actually required. The terms and cxpressions used herein have the
ordinary techonical meaning as is accorded to such terms and expressions by persons skitled in the
techrical field as set forth above except where different specific meanings have otherwise been

set forth herein.

Detalled Description

[6022] Generally speaking, pursuant to various embodiments, a container is in a closed
origntation and upon a given uscr action, the container can be moved to an at least a partially
open orientation. Accordingly, in some embodiments, if 18 desired to automatically determine an

open status of the container. ITn some embodiments, an RFID-tag reader and RFID tags located
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at or proximate to the container are uscd to indicate an open status of the container. In some
embodiments, a first RFID tag is fixed to a first portion of the container and a sccond RFID tag is
fixed to a second portion of the container. Upon a user action to at least partially open the
container, the first and the second portions will be caused to move relative to cach other,
resulting in that one or more of the RFID tags will no longer be readable by the RFID-tag reader
or will now be rcadable by the RFID-tag recader. The reading or cessation of reading of onc or
more RFID tags indicates at least onc open status of the container. In some embodiments, the
container is closed and in some embodiments, the container 18 closed and scaled. In some
embodiments, the open status is at least one of a fully closed/sealed status, an unscaling
confirmation, an open motion initiation status, an open motion confirmation, a partial open status
and a fully open status. To some embodiments, the container may take the form of a container
iocked within a delivered-package vault such as described in U.S. Patent Application No.
14/052,102 filed Getober 11, 2013 and entitled SECURE DELIVERY RECEPTACLE, which is
incorporated herein by reference, where the container contains a package for delivery to a
recipient, and where it 13 desired to automatically detect the open statas of the container to
deterraine debivery status/completion, for example. In some embodiments, the first portion and
the second portion of the container are components that are fixed to the container. In a non-
limiting example, the first and second portions components including are a slegve and an insert

coupled to portions of the container.

{80323} In some embodiments, one of more of the RFID tags incorporate principles
embodied in RFID tags such as those described in ULS. Patent Application 12/721,527 filed
March 10, 2010, now U.S. Patent No. 8,286,884 issued October 16, 2812 (Docket 98082);, US.
Patent Application 13/653,324 filed October 16, 2012, now U.S. Patent No. 8,544,758 issued
October 1, 2013 (Docket 103529y, ULS. Patent Application 13/82&,821 filed March 14, 2013
{Docket 130347y, U.S. Patent Application 12/8584,097 filed September 16, 2010, now U.S. Patent
MNo. &,286,887 issued October 16, 2012 (Docket 98183}, and U1.S. Patent Application 13/653,331
filed October 16, 2012, now U.S. Patent No. 8,505,829 issued August 13, 2013 {(Docket 130528),
all of which are incorporated herein by reference. Such RFID tags are designed such that the
near field portion and the far ficld portion of the RFID tag may be coupled together and

decoupled. When coupled, the RFID tag is readable by an RFID tag reader in both the near field
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of RFID communication and in the far field of RFID comnmnication. When decoupled, the
RFID tag is only readablc by an RFID tag reader in the near ficld of RFID communication. In
some cases, the near ficld portion of the RFID tag may be a pre-manufactured gencric
component which is cooperated with a far ficld antenna separately designed and manufactured

for the application.

{6024} In some ermbodiments, a nulti-tag RFID device is provided that includes first and
sccond near field RFID tags implemented on a substrate and that arc cach coupled to and sharc g
conductive clement on the substrate. The conductive clement functions as a far ficld antenna to
both the first and sccond near ficld only RFID tags. In some embodiments, the RFID device is
implemented in a single inlay. Such RFID devices may be used in some embodiments to

indicatc an open status of a container and/or may be usced for other purposes.

[0025] As is well known in the art, referring initially to FIG. 12, emnbodiments of the near
ficld and the far ficld of RFID communication are explained and ilhustrated. For cxample, the
near field 15 the region about the reader antenna where the reader antenna and the tag are coupled
within one full wavelength of the carrier wave; however, in many practical applications, the near
field 18 within one half wavelength of the carrier wave, The far field 1202 1s the region beyond
the near ficld region, 1.e., coupled bevond one full wavelength of the carrier wave. In the far
field, electric and magnetic fields propagate outward as an electromagnetic wave and are
perpendicular to each other and the direction of propagation. The angular ficld distribution does
not depend on the distance from the antenna. These electric and magnetic fields are related to
cach other via free-space impedance. Thus, in the far field region, the clectromagnetic signal

propagates as waveform.

16626} in the near ficld region, the electromagnetic signal dogs not propagate as a
wavetorm. The near field region has two sub-regions: a near field radiating sub-region 1204 and
a near ficld reactive sub-region 1206, In the vear field reactive sub-region 1206, energy is
stored, but not radiated. The near field reactive sub-region 1206 is typically where the reader
antenna and the tag are coupled within 1/2 wavelength of the carrier wave. This is typically very
close to the reader antenna. The near field radiating seb-region 1204 is a transitional region
between the near ficld reactive sub-region 1206 and the far ficld region 1202, The near ficld

radiating sub-region 1204 is typically where the reader antenna and the tag are coupled between
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1/2 to 1 full wavelength of the carrier wave. In the near ficld radiating sub-region 1204, while
there is radiated electric and magnetic fields, these electric and magnetic ficlds do not propagate
and are not perpendicular to cach other and to the dircction of propagation (if there were

propagation). This is well understood in the art.

16627} In many embodiments, the boundary between the near field region and the far
field region can be defined as “t”, tlustrated in FIG. 12, In some embodiments, this boundary is
a function of the antenna characteristics {e.g., the antenna’s electrical size) and the wavelengths
used, as well as whether the reader is a point source or array. In some embodiments, with
antcnnas whose size is comparable to wavelength (such as conumnonly usced in UHF RFID
applications}, the approximate boundary (1} between the far ficld and the near ficld regions may
be expressed as r = 2D%A where D is the maximum antenna dimension and X is the wavelength,
For electrically small antennas (¢.g., as used 1o LF/HF RFTD applications), the near field
radiating sub-region is small and the boundary r between near and far fields may be expressed as

v = A/2n. These relationships are well known in the art.

[6028] Generally, the near field and far fields of RFID communication are well known in
the art. Many near field devices include devices complying with the Near Field Communication
{(NFC) Forum standards, High Frequency (HF) devices, Electronic Shelf Labels (ESLs), and s0
on. Other examples of devices that coromunicate in the near field are near ficld only tags such as
those tags described in U.S. Patent No. §,286,884 and U.S. Patent No. 8,286,887, both of which
are tncorporated herein by reference, i.c., tags that lack a far field antenna and magnetically,
inductively or capacitively couple to a corresponding reader. Devices that commumicate in the
near field typically have a range of being detected at about an inch or so away up to about 1-2

feet maximum depending on the frequencies used.

{80329} In a typical nltra-high frequency (UHF) RFID system where the carrier frequency
is in the range of 860-960 MHz, the effective near ficld is the region up to approximately 1-15
centimeters from the reader antenna, whereas the far field is the region from approximately 15-
40 centimeters and beyond the reader antenna. In many cases, the reader can read tags in the
near field up to about 15 centimeters away, whereas depending on the tag antenna, the reader can
read tags in the far field up to about 20-30 feet or more away. These features are also well

known in the art.

- -
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{80330} It is understood that the near ficld tags may be designed to operate with reader
antennas operating at a variety of frequencies, such as low frequency {LF) at 125-134 kHz, high
frequency (HF) at 13.56 MHz, ultra high frequency (UHF) at 860-960 MHz, microwave

frequencics at 2.4 and 5.8 GHz, for example.

18031} Another way to view near field and far field communications relates to how the
reader and the tag arc coupled together. The reader and a near ficld tag communicate through
magnctic, inductive or capacitive coupling between the reader antenna and the tag antenna
{typically a ncar ficld loop antenna). For example, a current is inducced in the reader antenna
{c.g., loop antenna), which when brought into close range with the tag antenna (1oop antenna)
induces a current in the tag antenna which is modulated according to the data of the tag and
induced back to the reader antenna. This type of near field communication is well known in the
art and may be considered the near field reactive sub-region 1206 of FIG. 12, Devices capable
of communicating in the near field radiating sub-region need more than a loop antenna. For
example, at least some additional conducting portion extending from the loop antenna (such as
the conductors 424 and 426 of FIG. 4C discussed below). Such conductors will provide some
radiation of the clectric and magnetic fields but not provide a propagation of a waveform. This
type of near field commumnication is well known in the art and may be considered the near ficld

radiating sub-region 1204 of FIG, 12.

{0032} With far ficld RFID devices, the reader and the tag communicate through the
transmission of electromagnetic energy from the reader to the tag which is reflected back as
transmitted electromagnetic encrgy to the reader. Far field communicating devices typically use
dipole antennas or other antenna structures capable of transmitting energy and received
transmitted energy in the far ficld. In many cases, the far ficld radiation decays as deseribed in
the far ficld region 1202 of FIG. 12, This type of far ficld communication is well known in the
art. Further information regarding the near field and far fields of RFID operation are described
in NHUTIN ET AL, “An Overview of Near Field UHF RFID”, IEEE, February 2007, which is
incorporated hercin by reference.

18033} It is noted that in some embodiments, the read range of a given reader may be
fimited or changed by reducing or adjusting the power level of signals transmitted by the RFID

reader. For example, far ficld RFID readers at normal operating power levels may be able to

4
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read far field RFID tags up to 20-30 fect. For example, the transmit power of the reader could be
adjusted such that the reader can only read RFID tags at less than the normal range, ¢.3., up t©
10-20 feet. This allows for the reading of the tag to occur only when the tag and tag reader arc
brought into a closer proximity compared to when the reader reads at normal power levels.
Conversely, the increase of the read range results in the detection of a loss precise (farther)
iocation relationship between the reader and the tag than when the RFID reader operates at

normal power.

{06034} Referring now to FIG. 1, a system 100 1s shown including an RFID reader 102
{which may also be referred to as an RFID-tag rcader or simply as a reader) which is coupled to
a control circuit 104 which is coupled to a central system 106 and which 1s in turn coupled to one
or more user devices 108, As is well known in the art, the RFID reader 102 is configured to
“read” any RFID tags (which may also be referred to as RFID transceivers), such as RFID tag
110 within the operating range of both the RFID reader 102 and the RFID tag 110, For example,
as iHustrated in FIG. 1, in a passive RFID comymunication system, the RFID reader 102 includes
a reader antenna and fransmits a moodulated radio frequency (RF) signal 112 to the RFID tag 110
{and any other RFID tag within range). The tag antenna receives the RF sigoal and forms an
electric and magnetic field from which the RFID tag 110 draws power for the integrated cireuit
of the RFID tag 110, The integrated circuit then causes the RFID tag 110 to modulate a
backscatter RF signal 114 back to the RFID tag reader 102, the RF signal 114 containing
information encoded in the memory of the RFID tag 110, such as the ID of the RFID tag 110,
The functionality and operation of the reading of tags by the RFID reader 102 and the RFID tag

110 is well known in the art.

{6035} In several embodiments, the RFID tag 110 1s located on or proximate to a
container which is normally in a closed orientation and 1s designed to be moved into an open
orientation by a user. The RFID reader 102 is used to read the RFID tag 110, Information or
signaling indicating whether the RFID tag 110 i read or not by the RFID reader 102 is passed to
the control circuit 104 and in some embodiments, used to determine an open status of the
container. In some embodiments, the RFID tag reader 102 is located in the far ficld of RFID
communication relative to the location of the RFID tag 118, As such, in embodiments where the

RFID tag 110 comprises decoupleable near ficld and far ficld components, the RFID tag 110 is
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readable by the RFID reader when the near field and far ficld components are coupled together.
The RFID tag 110 is no longer readable by the RFID reader when the near ficld and far field
componcnts arc decoupled, since the RFID tag would only be readable in the near ficld and the

RFID reader is in the far ficld of RFID communication relative to the RFID tag.

{8036} In some embodiments, the control circuit 104 is integrated with or part of the
device or apparatus including the RFID reader 102 (as indicated by the dashed box 116). In
some embodiments, the control circuit 104 and the RFID reader 102 arc integrated on the same
integrated circutit deviee, ¢.g., on the same circuit board. In such cases, it is noted that when the
RFID reader 102 and control circuit 104 are integrated, a function indicated herein as being
performed by the control circuit may also be performed by the RFID reader 102, In other
embodiments, the control circuit 104 is separate from and coupled to the RFID reader 102, For
example, the control circnit 104 may be located at, integrated into or coupled to the ceniral
system 106. In such cases, the conirol circuit 104 1s coupled by one or more wired and/or
wirgless communication links using the appropriate communicating devices. In some
erobodiments, the central system 106 may be at a physical location or local to the location of the
control eircuit [04 and/or reader 102, or may be at a remote location, for example, the central
system 106 15 a remote system (in the cloud) and coupled to the control circoit 104 via a
network. Further, in some embodiments, the central system 106 may be used {o store and
monitor the open status of containers that are initially in a closed orientation, but are intended to
be opened by a user, where such detection and determinations of open status are made by the
control circnit 104, Such information and/or open statuses may be commumicated for stored,

display, communication, efe. to various user devices 108,

{60637} FIG. 2 illustrates one embodiment of a control circuit such as generally shown in
FIG. 1. The control circuit 200 inchudes a processor 202, a memory 284, an input/output (I/0)
interface 206 and an optional user interface 208, Generally, the memory 204 stores the
operational code or set of instructions that is executed by the processor 202 to implement the
functionality of the circuit. The memory 204 also stores any particular data that may be needed
to detect the open status and make the determinations discussed herein. Such data may be pre-
stored in the memory or be received, for example, from the contral system 106 during use. 1t is

understood that the processor 202 may be implemented as one or more processor deviees as are

-0
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well known in the art. Similarly, the memory 204 may be implemented as one or more memory
devices as arc well known in the art, such as one or more processor readable and/or computer
readable media and can include volatile and/or nonvolatile media, such as RAM, ROM,
EEPROM, flash memory and/or other memory technology. Further, the memory 204 is shown
as internal to the system 200; however, the memory 204 can be internal, external or a
combination of intornal and external memory. Additionally, the control circuit may include a

power supply {not shown) or it may receive power from an external source.

{0038} The processor 202 and the memory 204 may be intcgrated together, suchas ina
microcontroller, application specification integrated circuit, ficld programmable gate array or
other such device, or may be separate devices coupled together. The VO interface 206 allows
communicational coupling of the control circuit to external components, such as the contral
systern 106 and/or user devices 108, Accordingly, the VO interface 206 may include any known
wired and/or wircless interfacing device, circuit and/or connecting device. In some
embodiments, a user interface 208 is included 1o the control circuit 200 which may be used for
user input and/or output display, For example, the user interface 208 may include any known
input devices, such a buttons, knobs, selectors, switches, keys, touch input sarfaces and/or
displays, ete. Additionally, the user interface 208 may include one or more output display
devices, such as lights, visual indicators, display screens, cte. to convey information to a user,
such as a given open status of a given container. The control circnit 200 15 configured to
communicate with the reader 102 to control s operation and to receive information from the
RFID reader 102 regarding the reading of certain RFID tags. While FIG. 2 illnstrates the RFID
reader 102 being coupled to the processor 202, it is understood that the reader 102 may actually
be coupled to a communication bus of the control civcuit 200 to which the processor 202 and/or
memory 204 may also be coupled. In some embodiments, the control circuit 200 and the RFID

reader 102 arc integrated on the same integrated cirenit device, e.g., on the same circuit board.

{8339} Generally, the control circuits 134 and 200 can comprise a fixed-purpose hard-
wired platform or can comprisc a partially or wholly programmable platform. These architectural
options are wel known and understood in the art and require no further description here. These

control circuits 104 and 200 are configured (for example, by using corresponding programming

- 18-
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as will be well understood by those skilled in the art) to carry out one or more of the steps,

actions, and/or functions described herein.

{8040} Referring next to FIGS. 3A-3D, diagrams are shown illustrating an application in
accordance with several embodiments in order to automatically detect an open status of a
container normally in a closed orientation and for which will be moved to at Icast a partially
open oricntation by uscr action. A first portion 302 of the container and a second portion 304 of
the container are removably coupled to cach other. In the iHustrated embodiment, the first
portion 302 comprises an insert that at least partially fits within a space formed by the second
portion 304, which is embodied as a sleeve. In some embodiments, one or both of the first
portion 302 and the sccond portion 304 are integral to or part of the container. In some
embodiments, one or both of the first portion 302 and the second portion 304 are components

that are fixed to container.

10041} In some embodiments, the first portion 302 includes one or more RFID tag
devices. To the illustrated embodiments, a first RFID tag 306 is coupled (e.g., applied, formed,
integrated, adhered, cte.) to a surface of the first portion 306, where the first RFID tag 306 is
configured by itself to cormmunicate only in a near ficld of RFID communication. For example,
the first RFID tag 306 includes a chip and a near ficld antenna {c.g., loop antenna). In some
embodiments, the first RFID tag may be referred to as a near ficld only RFID tag. A conduoctive
element 308 is iroplemented (e.g., formed, printed, patterned, etehed, adhered, ete.) at the second
portion 304, The conductive element 308 is located 1 proximity o the first RFID tag 306 when
the container is in the closed orientation. The conductive clement 308 1s configured to function
as a far field antenna for the first RFID tag 306 such that the first RFID tag 306 is readable by an
RFID reader in a far ficld of RFID commmumnication when the container 1s in the closed ortentation
(ilustrated in FIG. 3A). 1t is noted that the first RFID tag 306 s also readable in the near ficld of
RFID commumication. FIG. 3A illustrates the readability of the first RFID tag in the far field as
dashed arrow 310. Further details and implementations of near field only RFID tag devices
coupled together with conductive elements forming far field antennas as deseribed in the patents

and patent applications incorporated herein by reference above.

{6042} As illustrated, the first RFID tag 306 extends from the space formed by the

sccond portion, €.2., it is not covered by the second portion 304. In some embodiments, the

-1t -
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conductive clement 308 is formed at or near a periphery edge of the second portion 304 such that
the conductive element 30¥ inductively, clectrically or capacitively couples to the near ficld
antenna {¢.g., loop antenna) of the first RFID tag 306. In some embodiments, if the conductive
clement 308 were to cover the first RFID tag 306, it would clectromagnetically shield the first
RFID tag such that the first RFID tag 306 would not be readable in the far ficld of RFID

conurunication,

[0043] A second RFID tag 312 is fixed to the first portion 302 such that the sccond RFID
tag 312 is shielded by the second portion 304 and is not readable by the RFID reader when the
container 1s in the closed oricntation. For example, in some embodiments, the second portion
304 15 made of a conductive material that substantially surrounds the sccond RFID tag 312 and
functions as a Faraday cage making it unrcadable in the far ficld of RFID communication. In
some embodiments, an optional third RFID tag 314 s fixed to the first portion 302 such that the
third RFID tag 314 is also shiclded by the second portion 304 and 1s not readable by the RFID
reader when the container is 1o the closed orientation. For example, in some ermnbodiments, the
seeond portion 304 substantially surrounds the third RFID tag 314 functioning as a Faraday cage

and making it unreadable in the far ficld of RFID communication.

16044} Thus, in some embodiments, as illustrated m FIG. 3A, when the container is in the
closed orientation, the first RFID tag 306 is readable by the RFID reader in the far field of RFID
communication, whereas the second RFID tag 312 and the third RFID tag 314 are not readable in

the far field.

{8045} FIG. 3B illustrates the relative positioning of the first portion 302 and the second
portion 304 upon a user action o open the container at least a first amount. The relative motion
is ithastrated for example as the first portion 302 moving in the direction of arrow 316, Such
movement decouples the first RFID tag 306 (e.g., near field only device) from the conductive
clement 308 (¢.g. far field antenna) such that the first RFID tag 306 1s no longer readable in the
far field. In some embodiments, the cessation of readability of the first RFID tag 306 indicates a
first open status of the container. Depending on the embodiment, the first open status may
correspond to one or both of an unscaled status and an open motion initiation status of the
container. In FIG. 3B, the second RFID tag 312 and the third RFID tag 314 are stil] shielded by

the second portion 304 and; thus, as not readable by the RFID reader in the far ficid.
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{8046} FIG. 3C illustrates the relative positioning of the first portion 302 and the second
portion 304 upon a user action to further open the container at least a second amount. The
relative motion is Hlustrated for cxample as the first portion 302 moving in the dircetion of arrow
318. Such movement further results in the exposure or unshiclding of the sccond RFID tag 312
which is now readable by an RFID reader in the far ficld, as indicated by dashed arrow 320, In
this oricntation, the first RFID tag 306 and the third RFID tag 314 arc not readable in the far
ficld, but the second RFID tag 312 1s. In some embodiments, the reading of the sccond RFID tag
312 indicates a second open status of the container. Depending on the embodiment, the sccond
open status may correspond to or comprise at lcast onc of an unsealing confirmation, an open
motion initiation status, an open motion confirmation, a partial open status and a fully open

status of the container.

10047} FIG. 3D illustrates the relative positioning of the {irst portion 302 and the second
portion 304 upon a user action to further open the container at least a third amount. The relative
motion is iostrated for exarople as the first portion 302 moving in the direction of arrow 321,
Such movement further results in the exposure or unshielding of the third RFID tag 314 which is
now rcadable by an RFID reader in the far ficld, as indicated by dashed arrow 322, In this
origntation, the first RFID tag 306 is not readable in the far ficld, but the second RFID tag 312
and the third RFID tag 314 are. In soroe embodiments, the reading of the thurd RFID tag 314
indicates a third open status of the container. Depending on the embodiment, the third open
statas may correspond to or comprise at least one of a partial open status and a fully open status

of the container.

{08438} FIGS. 3A-3D illustrate various opening motions triggered by the user. In some
embodiments, cach motion 18 a separate incremental motion, In some embodiments, cach motion

is a portion or positional snapshot of one continuous motion.

{66491 in some embodiments, the reading and cessation of reading of one or more RFID
tags provides indications of an open status of the container. For example, in one embodiment,
when the first RFID tag 306 is read in the far ficld by the RFID reader (e.g., see FIG. 3A), the
open status of the container corvesponds to fully closed and optionally fully scaled depending on
the closure mechanism of the container. When the first portion and the second portion are

moved relative to cach other at least a first amount {¢.g., sec FIG. 3B), the first RFID tag 306 is
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no longer readable in the far field. In some embodiments, this indicates an unsealed status or an
open motion initiation status. When the first portion and the sccond portion are moved relative
to cach other at lcast a second amount {e.g., sce FIG. 3C), the sccond RFID tag 312 is now
rcadable in the far ficld indicating that the open status is onc or more of an unscaling
confirmation, an opcn motion initiation status, an open motion confirmation, g partial open status
and a fully open status. In some embodiments, an unsealing confirmation status is an indication
that confirms that the container has been unsecaled, an open motion initiation status is an
indication that the opening motion has begun, and an open motion confirmation status is an
indication that the opening motion has been initiated or confirmed. In some embodiments, a
partial open status and a fully open status are indications that the confainer is partially open and
fully open, respectively. Whether the indication is partial or fully open is a function of the range
of motion of the first portion 302 and the second portion 304, the range of motion needed for the
container to be partially or fully open, and/or the location of the second RFID tag on the fivst

portion,

18050} In embodiments with the third RFID tag 314, when the first portion and the
second portion are moved relative to cach other at least a third amount {e.g., see FIG. 3D), the
third RFID tag 314 is now readable in the far ficld indicating that the open status is a fully open
status, For example, in such embodiments, typically the reading of the second RFID tag 312
would indicate one or more of an unsealing confirmation, an open motion confirmation, and a
partial open status, and the reading of the third RFID tag 314 would indicate an open status being

fully open.

188511 It is understood that while FIGS. 3A-3D illustrate the first portion moving refative
to a stationary second portion, the relative movement may occur in any way that results in this
relative movement, For example, the second portion could be moved relative to a fixed first
portion. In another example, both of the first portion and the second portion could be moved
relative to each other in the user’s opening motion.

{0652} In order to distinguish between tag reads, each tag can be encoded with a wmigque
identifier known to the control circutt and that is provided by the reader when being read. In
some embodiments, the tags may be encoded with an Electronic Product Code (EPC) such as a

Scrialised Global Trade tem Number (SGTIN} of the EPCGlobal Tag Data Standard as is well
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known in the art. In some embodiments, the unique identificrs are identical to cach except for at
icast one bit, ¢.g., the last 1-2 bits of a SGTIN EPC code could be different. By using
embodiments that allow automatic detection of the open status of a container, it can be
determined automatically and without visual inspection if a given container has been opened, or

has been unsealed but not fully opened.

{0053] While the first RFID tag 306 is illustrated as a decoupled design RFID tag such as
described in the patent and applications incorporated hercin by reference, the second and third
RFID tags could be any RFID tag design known in the art that is readable in the far field of RFID
communication. Further, in some embodiments, the second and third tags could be tmplemented
as a multi-tag R¥FID device that includes first and sccond near ticld RFID tags implemented on a
substrate and that arc cach coupled to and sharc a conductive clement on the substrate that
functions as a far field antenna to both the first and second near ficld only RFID tags, such as

described with reference to FIGS. 6 and 7.

10054] Referring to the plan views of FIG. 4A and 4B, an exemplary first component 402
and second component 404 (1.e., more specific examples of the first portion 302 and the second
portion 304 of FIGS. 3A-3D) of a container is shown. In FIG. 4A, the first component 402
includes a first RFID tag 406 and a second RFID tag 412 fixed thercto. In this embodiment, the
first component 402 is embodied as an insert that fits within a space formed by the second

component 404 (seen in FIG. 4B).

[0055] The first RFID tag 406 1s configured to operate only in the near field of RFID
communications. Accordingly, the first RFID tag 406 includes an integrated circuit or chip and
near field antenna (¢.g., loop antennaj. For example, as is ilustrated in more detail in FIG. 4C,
the first RFID tag 406 includes an integrated civeuit or chip 428 coupled to a near field antenna
422 {e.g., loop antenna) and including elongated conductors 424 and 426 that allow the loop
antenna 422 to be coupled to a far field antenna. In some embodiments, the near field RFID tag

™ (commerciaily available from Impinj, Inc. of

406 may be implemented as the Impinj® Bol
Seattle, Washington} which is a near field only tag that has a chip with a loop antenna and
patterned clongated conductors to allow for capacitive coupling of the loop to a far field antenna.
it is noted that the loop antenna 422 allows for communication in the near ficld reactive sub-

region 1206, and the conductors 424 and 426 allow for communication in the near ficld radiating
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sub-region 1204, In some embodiments, the near ficld RFID tag 406 may be implemented as the

™ (commercially available from Impinj, Inc. of Scattle, Washington) which is a

Impinj® Bution
near ficld only tag that has a chip with a circular loop antenna (and no patierned clongated
conductors}, which on its own only allows for communication in the near field reactive sub-

region 1206,

{0056} The second component 404 includes a portion thereof that implements a
conductive clement 408 that functions as a far ficld antenna. When the first component 402 is
reccived within the second component 404 {sce FIG. 4B), the conductive clement 408 is coupled
{c.g., electrically, inductively or capacitively) to the near ficld antenna 422 of the first RFID tag
406 (e.g., the conductive clement 408 capacitively couples to the conductor 426 and loop
antonna 422) such that the first RFID tag 406 1s readable in the far ficld of RFID
communications. When the first component 402 is moved relative to the second component 404
{¢.g., pulled out to the left o the illustration), the first RFID tag 406 is decoupled from the

conductive clement 408 such that the first RFID tag 406 1s no longer readable i the far ficld.

{8057} The second RFID tag 412 can be any RFID tag device that 1s capable of being
read in far field, For example, as shown in FIGS. 4A and 4B, the second RFID tag 412 takes the
form of a standard inlay having an integrated circuit or chip 428 and near field antcona 430 (e.g.,
ioop antenna} electrically coupled to and infegrated with a far field antenna structure 432, In the
ihustrated emwbodiment, the far ficld antenna structure 432 is a dipole antenna structure and is
part of the same inlay device. When the first component 402 1s received within the second
component 404 (sce FIG. 4B), the sccond RFID tag 412 is shielded by the second component
404 such that it cannot be read by the RFID reader. When the first component 402 is moved
relative to the second component 404 to expose the second RFID tag 412, the second RFID tag
412 18 no longer shielded and may be read by the RFID reader in the far field.

{60581 Relative to the generic embodiments of FIGS. 3A-3D, the first RFID tag 406 is an
embodiment of the first RFID tag 306, and the second RFID tag 412 15 an embodiment of the
second RFID tag 312, In the embodiment of FIGS. 4A-4B, there 18 no embodiment of a third

RFID tag, but it is understood that a third RFID tag could be added.
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15859] In some embodiments, the first component is an insert configured to fit within the
second component which may be embodied as a slegve. In some embodiments, the insert is at
icast partially flexible such that it can be removed from the sleeve but not easily re-inserted back
into the sleeve. In some embodiments, a tool 18 provided to insert the first component within the
sleeve. For example, an insert tool 502 is shown in FIG. 5. In some embodiments, the tool 502
comprises a handle 508 and two clongated picces 504 and 506 {c.g., blades or plates) that
sandwich the first component 402, The tool 502 is generally more rigid that the first componcent
402. In some embodiments, the tool is inserted through the second component 404 from a
through side, while the first component 402 is sandwiched between the picces 504 and 506
extending from the second component. Then the tool 502 1s pulled by the handle 508 to guide
the first component 402 into the second component 434, Once the first component 402 1s fully

inserted, the tool 502 is pulled free of the second component 404,

{8060} Referring next to FIG. 6, a side elevation view is shown of a multi-tag RFID
device 600 inchuding a first near field R¥FID tag device 602 and a second near field RFID tag
device 604 iroplemented on a substrate 606 and that are cach coupled to and share a conductive
clement 608 on the substrate that functions as a far ficld antenna to both the first and second near
field RFID tag devices 602 and 604, To the illustrated embodiments, the first near field RFID tag
device 602 is fixed at a first portion {(c.g., first end) of the substrate and the second near ficld
RFID tag device 604 1s fixed at a second portion (¢.g., second end) of the substrate. In some
embodiments, the first and second near ficld RFID tag devices are fixed to the substrate being

spaced apart from cach other.

{0861} Generally, cach of the near field RFID tag devices includes an integrated circuit
device or chip and a near field antenna (¢.2., 2 loop antenna}, and optionally any coupling
structure that may be needed or desired to couple the near ficld antenna to the conductive
clement. The conductive clement 638 may be any far ficld antenna structure or pattern as is
known in the arts. The conductive element 608 can be configured to couple to the antenna of
cach of the near ficld RFID tag devices through one of clectrical, inductive and capacitive
coupling. Such varigus coupling approaches are further described in the patents and patent

applications incorporated hercin by reference.  In some embodiments, the near field RFID tag

¥
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devices and the conductive clement are manufactured together and implemented on a single inlay

device.

{8062} Functionally, the first near ficld RFID tag device 602 couples with the conductive
clement 608 to form a first combination near ficld and far ficld RFID tag 610 that can be read in
the near ficld as well as in the far field. Arrow 614 indicates the readability of the RFID tag 610
in the far ficld of RFID comnmunication. The second near field RFID tag device 604 couples
with the conductive clement 608 to form a second combination near ficld and far ficld RFID tag
612 that can be read in the near ficld as well as in the far ficld. Arrow 616 indicates the

readability of the RFID tag 512 in the far field of RFID communication.

[0063] It is understood that while two near ficld RFID tag devices are illustrated, three or
more near ficld RFID tag devices could be implemented on the substrate and spaced apart from

the other near ficld RFID tag devices and also share the conductive clement.

10064} In some cmbodiments, the multi-tag RFID device may be uscful in applications
where one or more of the near ficld RFID tag devices can be sclectively shiclded, c.g., by a
conductive barrier positioned about the one or more near ficld RFID tag devices. Such can result
in the selective readability of one or more of the near fickd RFID tag devices to an RFID reader,

which can be used to make automated determunations and/or detections.

{0065] In some embodiments, a multi-tag RFID device may be implemented on the first
portion {¢.g., first component) of a container and usceful to indicate one or more open statases of
the container. Referring to FIG. 7, an embodiment of the first component of FIGS, 4A and 4B 18
shown where a multi-tag RFID device 730 is used to implement second and third RFID tags
{c.g., second and third RFID tags 312 and 314). For exarple, the first component 702 includes
the first RFID tag 406 and a multi-tag RFID device 730 inclading a first near ficld RFID tag
device 732 and a second near field RFID tag device 734 that are cach coupled to and sharc a
conduactive element 73& that functions as a far ficld antenna to both the first and second near
field RFID tag devices 732 and 734, The first near field RFIHD tag device 732 and the conductive
clement 738 couple together and function as a second RFID tag {c.g., second RFID tag 312 or
4123, The second near field RFID tag device 734 and the conductive element 738 couple

together and function as a third RFID tag (e.g., third RFID tag 314}, In some embodiments, cach
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of the first and sccond near field RFID tag devices 732 and 734 include an integrated circuit or

chip {c.g., chip 428, 42¢) and a ncar ficld antenna {c.g., loop antenna 422, 430).

15066} When the first component 702 is fully inserted into the second component 404,
the first RFID tag 406 couples to the conductive element 408 such that the first RFID tag 4006 is
readable in the far ficld. When the first component 402 is moved relative to the sccond
component 404 a first amount (such as in FIG. 3B), the first RFID tag 406 i3 no longer readable
in the far ficld, and both the first near fickd RFID tag device 732 and the second near field RFID
tag device 734 are likewise not readable in the far ficld since they are shielded by the second
componcnt 404, When the first component 402 is moved relative to the sccond component 404 a
second amount {such as in FIG. 3C), the first near field RFID tag deviee 732 1s exposed making
it readable in the far ficld whereas the second near ficld RFID tag device 734 is not readable in
the far ficld since it s still shiclded by the second component 404, When the first component
402 1s moved relative to the second component 404 a third amount {such as in FIG. 3C), both the
first near field RFID tag device 732 and the second near field RFID tag device 734 are exposed,

making them both readable in the far field.

10067} Reference 18 now made to the flow diagram of FIG. 8 which illustrates a process
occurring at a control circuit {e.g., control circuits 104 and/or 200) coupled to at least one RFID
reader in accordance with several embodiments. The process of FIG. 8 may be performed by

one ot more of the systerms and applications described herein,

10068] Generally, the control circuit uses (or is configured to use) at least information
received via the RFID reader regarding a reading of one or more RFID tags by the RFID reader,
to determine one or more open statuses of a container normally in a closed orientation and which

can at lgast be partially opened.

18969} In Step 802, the control circnit receives a first indication from the RFID reader
that a first RFID tag was read in a far ficld of RFID communication by the RFID reader. In
some embodiments, the first RFID tag is fixed to a first portion of the container and configured
by itself to communicate only in a near field of RFID operation. The first RFID tag s located in
proximity to a conductive element implemented at a second portion of the container when the

container is in the closed orientation, such that the conductive element is configured to function
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as a far ficld antenna for the first RFID tag when the container is in the closed orientation. In
this arrangement and configuration, the first RFID tag is readable and is read in the far field of
RFID communication {e.g. sce the first RFID tag 306 in FIG. 3A). In some embodiments, the
reading of the first RFID tag indicates the open status of the container as being fully closed or

fully scaled.

{0670} Upon a uscr action to open the container at least a first amount {¢.g., scc FIG. 3B),
the first portion and the second portion of the container move relative to cach other decoupling
the conductive clement from the first RFID tag such that the first RFID tag is no longer readable
in the far ficld. In this case, the first RFID tag can no longer be read in the far ficld and attempts
to read the first RFID tag will result in a failure. In step 804, the control circuit determines,
using information reccived via the RFID reader, a first open status of the container as indicated
by a failed attempt to further read the first RFID tag in the far field of RFID commumication by
the RFID reader. In some ermnbodiments, the first open status comprises at least one of an

unsealed status and an opening motion initiation statos.

{0671} The container also includes a second R¥FID tag that is fixed to the first portion of
the container such that the second RFID tag s shiclded by the second portion and is not readable
by the RFID reader when the container is in the closed orientation. Next, upon a user action 1o
open the container at least a second amount {e.g., see FIG. 3C), the first portion and the second
portion move relative to each other such that the second RFID tag is no longer shielded and is
now readable in the far ficld by the RFID reader. 1o this case, the second RFID tag will respond
to interrogation signaling from the RFID reader, ¢.g., providing its identification. The RFID
reader will now be able to read the second RFID tag in the far field. In step K06, the control
cireuit receives a second indication from the RFID reader that a second RFID tag was read in the
far field of RFID communication by the RFID reader. In step 808, the control circuit determines,
from the second indication, a second open status of the container. Depending on the
embodiment, the second open status comprises one or more of an unsealing confirmation, an
open motion initiation status, an open motion confirmation, a partial open status and a fully open

status.

{6072} The container also includes a third RFID tag that is fixed to the first portion such

that the third RFID tag is shiclded by the second portion and 18 not readable by the RFID reader
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when the container is in the closed orientation. Upon a user action to open the container at least
a third amount {c.g., sec FIG. 3D), the first portion and the second portion move relative to cach
other such that the third RFID tag is no longer shielded and is now readable by the RFID rcader.
in this case, the third RFID tag will respond to intcrrogation signaling from the RFID reader,
¢.g., providing its identification. The R¥FID rcader will now be able to read the third RFID tag in
the far ficld. In step 810, the control circuit receives a third indication from the RFID reader that
a third RFID tag was rcad in the far ficld of RFID communication by the RFID reader. In step
&12, the control circuit determines, from the third indication, a third open status of the container.

In some embodiments, the third open status comprises a fully open status.

{8073} Referring next to FIGS. 9A-9C, illustrations are shown of a generic container 900
normally in a closcd orientation (sce FIG. 9A) and which will be at lcast partially opened
through user actions {sce FIGS. 9B and 8C). In these embodiments, the container 300 inchudes a
first portion 902 and a second portion 904 that are removably coupled to cach other. For
example, in the iHustrated embodiment, the first portion 902 15 a first component {¢.g., the first
component 302, 402 or 702} coupled to a hid of the container and the second portion 904 is a
second component {¢.¢., the second component 302 or 402) coupled to a body of the container.,
In FIG. 94, a first RFID tag {(c.g., first RFID tag 306) is readable in the far ficld since it is
coupled a conductive clement (e.g., element 308) of the second portion, but the second and
optional third RFID tags {c.g., RFID tags 312 and 314} are shielded by the second portion and
are not readable in the far field. In some embodiments, given that only the first RFID tag is
readable in the far field, this indicates that the open status of the container is fully closed and/or

fully scaled.

18074) in FIG. 9B, the first and second portions 902 and 904 have been moved an
amount relative to each other, which decouples the first RFID tag from the conductive element
such that the first RFID tag is not readable in the far ficld. Depending on how far the first and
sccond portions 902 and 904 arc moved relative to cach other, the second RFID tag (e.g., RFID
tag 312) may or may not be readable in the far ficld. That is, the amount of movement will
indicate whether the example diagram of FIG. 3B or 3C is applicable. In FIG. 9B, the optional
third RFID tag is shiclded by the sceond portion 904, In some embodiments, if the fiest RFID

tag is no longer readable in the far ficld, this indicates an open status of one or more of an
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unscaled status and an opening motion initiation status. In some embodiments, if the sccond
RFID tag is also readable, this can indicate an open status of one or more of an unsealing
confirmation, an open motion confirmation, a partial open status and a fully open status. In the
illustrated embodiment, the open status 1s all of an unsealing confirmation, an open motion

confirmation, and a partial open status.

[6075] In FIG. 9C, the first and sccond portions 902 and 904 have been moved a further
amount relative to cach other such that onc or both of the second and third RFID tags arc now
readable in the far ficld, ¢.g., such as in the ilhustration of FIG. 3D, In some embodiments, if the
sccond RFID tag and optional third RFID tag arc also readable, this indicates an open status of
onc or more of an unscaling confirmation, an open motion confirmation, a partial open status and

a fully open status, In the tllustrated form, the open status is fully open.

{0076] While the container tllustrated in FIGS. 9A-9C takes the form of a box-like
container, it is understood that the containers described herein may be implemented any type of
known container or any shape, size, material weight, enclosure mechanisio known the art. In this
regard, FIGS. 10A-10C illustrate another container 1000 taking the form of a zippered bag or
pouch. FIG. 10A and the enlargement of FIG. 10B illustrate the contamer 1000 in the closed
origntation where a first portion 1002 1s inserted within a second portion 1804 coupled to an
exterior portion of the container 1000, The first portion 1002 1s coupled by a connector 1008
{string or wire} to a zipper pull 1006 of a zipper 1010, As illustrated in FIG. 10C, when the user
puils the zipper puil 1006 to open the container 1000, the first portion 10302 is removed at least
some amount from the second portion 1004, In FIG. 10C, the first portion 1002 1s fully removed
from the second portion 1004, The degree of removal of the first portion 1002 from the second
portion 1004 and the cessation of reading and the readability of certain RFID tags will indicate
various open statuses of the container, which are automatically determined by a control circuit
conpled to an RFID reader. The first and second portions 1002 and 1004 can be 1n accordance
with any such portions or components described and taught herein.

186771 in a variation of FIGS. 10A-10C, as shown in FIG. 11, a protective flap 1102 is
positioned over the first portion 1002 and the second portion 1004 and is connected to the zipper
1010, The under surface of the protective flap 1102 includes a top Velero surface (one of hook

and loop structured surfaces) mated to bottom Velero surfaces 1104 and 1106 (the other of hook
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and loop structured surfaces) in order to hold the flap 1102 in position over the first and second
portions. To open the container, the flap 1102 is pecled back and pulled. In this embodiment,
the flap is coupled to the first portion 1002 and to the zipper 1010 at the pull location 1108, thus,
the flap becomes the zipper pull. When the flap 1102 is pulled back {even before the zipper is

opened), the first portion 1002 is at least partially removed from the second portion 1004,

{8078} To further thustrate the coupling and decoupling of near ficld and far ficld
components of an RFID device in accordance with some embodiment, reference is made to
FIGS. 13A-13B. InFIG. I3A, a near ficld RFID tag 1302 s illustrated inchuding an integrated
circuit or chip 1320 coupled to a near ficld antenna 1322 (c.g., loop antenna) and including
clongated conductors 1324 and 1326 that allow the near field antenna 1322 to be coupled to a
conductive element 1308 that functions as a tar field antenna. In FIG. 13A, the conductor 1326

is capacitively coupled fo the conductive element 1308,

16679] In operation, cach of the conductors 1324 and 1326 can function as a first
clectrode of a capacitor formed between itself and a far ficld or tag anteuna, where a portion of
the far ficld antenna forms the second electrode of the capacitor. Electromagnetic energy from
the tag reader causes the voltage on the far field antenna (particularly at ifs end) to oscillate
building a charge. This creates an oscillating potential difference at each elongated side of the
near field RFID tag 1302, which causes a current to flow about the loop 1322, This flowing
current allows the chip 1320 to operate and in turn, the conductive element 1308 functioning as
the far ficld antenna capacitively coupled to the RFID tag 1302 to transmit an encoded

backscattered signal to the tag reader.

L In one embodiment, the near ficld RFID tag 1302 may be pre-manufactired.
According to several embodiments, the near field RFID tag 1302 does not fimction as a far ficld
RFID tag, t.c., on its own, it cannot be read in the far field by a reader. In preferred
embodiments, the near field antenna 1322 s designed, shaped and/or configured to be suitable
for use with a far field antenna capacitively coupled thereto. In some cases, the width or
thickness of the conductors 1324 and 1326 1s designed to ensure good capacitive coupling with

the far field antenna.
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15881} The conductors 1324 and 1326 may extend from the near field antenna 1322 ina
varigty of ways and have varying lengths depending on the far ficld antenna it is intended to
couple with. However, the coupling conductors 1324 and 1326 do not themselves function as far
ficld antcnnas. Accordingly, while there is some additional conductive material apart from the
near ficld antenna 1322, the near ficld RFID tag 1302 apart from a far field antenna is a near
ficld only RFID tag that functions in the near ficld. For example, the conductors 1324 and 1326
cause the near field RFID tag 1302 to operate in the near ficld radiating sub-region 1204,
whereas the near ficld antenna 1322 {c.g., loop} causcs the near ficld RFID tag 1302 to operate in

the near field reactive sub-region 1206,

[0082] When coupled with a far ficld antenna such as conductive element 1308, the
resulting cormabination functions in both the near field and the far field. In some embodiments, to
affect capacitive coupling, the near field RFID tag 1302 is coupled in a spaced relationship to
one end 1304 of the conductive element 1308 (c.g., at a distal region 1310 of the conductive
clement as opposed to at or near the central region 1312). In operation, the voltage at the end
1304 (distal region 1310) oscillates due to the received electromagnetic energy from the reader.
fn some embodiments, the end 1304 and the conductor 1326 form two electrodes of a capacitor.
As the voliage oscillates at the end 1304 building a charge, this creates an oscillating potential
difference at the side of the tag 1302, which causes a current to flow about the near ficld antenna
1322, Ths flowing current allows the chip 1328 to operate and in turn, the conductive element
1308 capacitively coupled to the tag 1302 to transmit an encoded backseattered signal to the tag
reader. When the end 1304 or distal region 1310 of the conductive element 1308 is capacitively
coupled to the near field RFID tag 1302, the device becomes visible in the far field to an RFID
reader.

189831 As iHustrated in FIG. 13B, when the near field RFID tag 1302 and the conductive
clement 1308 are moved relative to each other, the two components are decoupled, i.e., no longer
capacitively coupled. Thus, the near ficld RFIHD tag 1302 is now only readable in the near ficld,
not in the far field.

18084} The near field RFID tag 1302 could be an embodiment of the first RFID tag 302
or 406, for example, and the conductive element may be an embodiment of conductive clements

308 and 408, for example. It is understood that while FIGS. 13A-138 illustrate the capacitive
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coupling of the near field RFID tag 1302 and the conductive clement 1308, in other
embodiments, the two components may be inductively or clectrically coupled together such as

described in the various patent documcnts incorporated hercin by reference.

{6085} In some embodiments, an application of one or more embodiments of the methods
and structures to determine an open status of a container may be used in a secure delivery
application in order to determine and/or verify opening of a package intended for delivery to a
recipient {person). For cxample, the container may be delivered and locked within a delivered-
package vault such as described in U.S. Patent Application No. 14/052,102 filed October i1,
2013 and entitled SECURE DELIVERY RECEPTACLE, which is incorporated hercin by
reference. In some embodiments, the container contains the package for delivery to an intended
recipient. The container is stored in the delivered package vault and locked therein, such that the
intended recipient is not required to be physically present to accept delivery of the package.

Such package vault may contain one or more structures and methods to determine that the
container with package has been placed within the vanlt. In some ernbodiments, the container is
pre-located in the vaunlt {or part of the vault) and the package 15 delivered to the vaunlt and
inserted into the container within the vault by the delivery person. In soroe embodiments, the
vault includes an RFID reader configured to read tags in the far field of RFID operation. When
an intended recipient accesses the package vault to retrieve the package from the container {e.g.,
at the recipients convenience), ong or more methods and/or apparatuses described hercin may be
used to determine the open status of the container. For example, the container includes a first
RFID tag and the second RFID tag {and optional third or additional RFID tag/s) as variously
described herein. I the first RFID tag is read by the vault’s reader, the control civcutt {coupled
to the reader) can determine that the container is sealed/closed. However, once the first tag is no
longer read by the reader, the control circuit can determing that the container is unsealed or that
the container opening has been initiated or confirmed, for example. In some forms, the vault can
distinguish a scenario where the first tag is not being read anymore because the container was
moved from the vault out of range of the reader without opening the container {¢.g., the container
is fixed into the vault, opening size restriction, or there is another way {e.g., visual) to verify that
the container is present in the vault). Once the second and optional third or more RFID tags arc

read by the reader (as they are exposed as described herein), the control circuit can determing
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one or more additional open status. Once the recipient has opened the container, the package
may be retrieved therefrom, completing delivery. In some embodiments, measures can be taken
to ensure that the right container has been opened by the right recipiont. For example, by reader
the various tags and using their identificrs, the control circuit can determine if the proper user
{c.g., as determined at the point of access to the vault) has opened the proper container. I not,
warning messages, cmails, toxt messages or other clectronic warnings may be issued to the
appropriate system or person/s. In some embodiments, the container may be a refrigerated
container or otherwise a container that requires scaling duc to the package contained therein.
Thus, in some embodiments, the reading or cessation of reading of the RFID tags can be used to
deterroine an unscaled status, In the case of perishable packages (e.g., groceries, food items,
refrigerated items, efc.}, the control circuit {or other circuit or system in conununication
therewith) could start a timer and track whether the container has been fully opened within a
specified time. For example, one could accidentally unseal a container but not open it fully,
which would be detectable. In another example, someone may gain access to the vault and
tamper with one or more containers, which could be detected in the opening/unsealing of the
container. In sorme embodiments, since the first portion is flexible insert within a sleeve (second
portion) and may even require an insertion tool, it would be difficult for one who tampered or
accidentally unscaled a package to re-insert the first portion into the second portion. Corrective
action could be taken or signaled to be taken, ¢.g., 8 warning message, refund of purchase, re-
delivery of the item, etc. There are many alternatives and variations of these example
applications that may use one or more embodiments of the methods and apparatuses deseribed
herein, It is understood that many other applications may use one or more embodiments of the

methods and apparatuses deseribed herein.

{386} Those skilled in the art will recognize that a wide variety of other modifications,
alterations, and combinations can also be made with respect to the above described embodiments
without departing from the scope of the invention, and that such modifications, alterations, and

combinations are to be viewed as being within the ambit of the inventive concept.
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CLAIMS

What is claimed is:

1. A radio frequency identification (RFID) device comprising:

a first portion of a containcer, the container being n a closed orientation and configured to
be moved into an open orientation by a user;

a second portion of the container removably coupled to the first portion;

a first RFID tag fixed to the first portion and configured to communicate only in a ncar
ficld of RFID communication;

a conductive element implernented at the second portion and located in proximity to the
first RFID tag when the contammer 1s in the closed orientation and configured to function as a far
field antenna for the first RFID tag such that the {irst RFID tag is readable by an RFID reader in
a far ficld of RFID communication when the container 15 in the closed orientation; and

a second RFID tag fixed to the first portion such that the second RFID tag is shiclded by
the second portion and is not readable by the RFID reader when the container is in the closed
orientation;

wherein the first portion and the second portion are confignred such that upon a user
action to open the container at least a first amount, the first portion and the second portion move
relative to cach other decoupling the conductive element from the first RFID tag such that the
first RFID tag i3 no longer readable in the far field indicating a first open status of the container;
and

wherein the first portion and the sccond portion are further configured such that upon a
user action o open the container at least a second amount, the first portion and the second
portion move relative to cach other such that the sccond RFID tag is no longer shiclded and is

readable by the RFID reader indicating a sccond open status of the container.

2. The deviee of claim 1 wherein the first open status compriscs at feast onc of an

unscaled status and an opening motion initiation status,

1
Y
-
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3. The device of claim | whercin the second open status comprises at least onc of an
unscaling confirmation, an open motion confirmation, a partial open status and a fully open

status.

4, The device of claim 1 wherein the sccond tag comprises a near ficld RFID tagand a
far ficld antenna fixed to a substrate, wherein the far ficld antenna is configurced to allow the near
ficld RFID tag to be readable in the far field of RFID communication by the RFID reader,
wherein upon the user action to open the container at least the second amount, the first portion
and the sccond portion move relative to cach other such that the second RFID tag s no longer
shiclded and is readable by the RFID reader indicating the second open status of the container;
and

wherein the substrate {foarther comprises another near field RFID tag fixed to the substrate,
wherein the far field antenna 1s configured fo be shared by the near field RFID tag and the other
near field RFID tag to also allow the other near ficld RFID tag to be readable in the far ficld of
RFID communication by the RFID reader, wherein apon a user action to open the container at
icast a third amount, the first portion and the second portion move relative to cach other such that
the other near field RFID tag and the far field antenna are no longer shielded and the other near
field tag is readable in the far field by the RFID reader indicating a third open status of the

container.

5. The device of claim | further comprising a third RFID tag fixed to the first portion
such that the third RFID tag is shiclded by the second portion and is not readable by the RFID
reader when the container is in the closed orientation;

wherein the first portion and the sccond portion are further configured such that upon a
user action o open the container at least a third amount, the first portion and the second portion
move relative to cach other such that the third RFID tag is no longer shiclded and is readable by

the RFID reader indicating a third open status of the container.

- 28 .
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6. The device of claim 5,

wherein the first open status comprises one or more of an unscaled status and an open
motion initiation status;

wherein the sceond status comprises at icast one of an unsealing confirmation, an open
motion confirmation, and a partial open status; and

wherein the third status comprises a fully open status.

7. The device of claim | wherein the first portion comprises a first component fixed to

the container and the second portion comprises a sccond component fixed to the container.

8. The device of claim 7 wherein the first component comprises an insert and the second

component coraprises a sleeve configured to receive at least a portion of the insert,

8. The device of claim 8 wherein the sleeve is configured to function as a Faraday cage

to shield the second RFID tag when the insert 1s received in the sleeve.

10. The device of claim 7 wherein the insert comprises a flexible structure configured to

be received into the sleeve using an insert tool.

t1. An apparatus comprising:

a radio frequency dentification (RFID) reader; and

a control circuit operably coupled to the RFID reader, the controd circuit being contfigured
to:

receive a fiest indication from the RFID reader that a first RFID tag was read in a

far ficld of RFID communication by the RFID reader, the first RFID tag fixed to a first portion of
a container and configured to communicate only in a near ficld of RFID communication, the
container being in a closed orientation, the first RFID tag located in proximity to a conductive
clement implemented at a sccond portion of the container when the container is in the closed
oricntation, wherein the conductive element is configured to function as a far ficld antenna for

the first RFID tag when the container is in the closed orientation, and wherein the first portion

-0 .
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and the second portion are configured such that upon a user action o open the container at least a
first amount, the first portion and the second portion move relative to cach other decoupling the
conductive clement from the first RFID tag such that the first RFID tag is no longer readable in
the far field;

determing, using information received via the RFID reader, a first open status of
the container as indicated by a failed attempt to further read the first RFID tag in the far field of
RFID communication by the RFID reader,

receive a second indication from the RFID reader that a second RFID tag was
read in the far ficld of RFID communication by the RFID reader, wherein the second RFID tag 18
fixed to the first portion of the container such that the second RFID tag is shielded by the second
portion and is not readable by the RFID reader when the container is in the closed orientation,
wherein the first portion and the second portion are further configured such that upon a user
action to open the container at least a second amount, the first portion and the second portion
move relative to cach other such that the second RFID tag 15 no longer shielded and is readable
in the far ficld by the RFID reader; and

determine, from the second indication, a second open status of the container.

12, The apparatus of claim 11 wherein the first open status comprises at least one of an

unsealed status and an opening motion initiation status,

13, The apparatus of claim 11 wherein the second open status comprises at least one of
an unsealing confirmation, an open motion confirmation, a partial open status and a fully open

status.

14, The apparatus of claim 11 wherein the second RFID tag comprises a near ficld RFID
tag and a far ficld antenna fixed to a substrate, wherein the far ficld antenna is configured to
allow the near field RFID tag to be readable in the far field of RFID communication by the RFID
reader, whercin upon the uscr action to open the container at least the second amount, the first

portion and the sccond portion move relative to cach other such that the sccond RFID tag is no
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longer shielded and is readable by the RFID reader indicating the sccond open status of the
container;
whercein the control circuit is configured to:

receive a third indication from the RFID reader that a third RFID tag was read in
the far field of RFID communication by the RFID reader, whercin the third RFID tag is fixed to
the first portion of the container and comprises another near ficld RFID tag fixed to the substrate
and the far ficld antcona, wherein the far field antenna is configured to be shared by the near
field RFID tag and the other near ficld RFID tag to also allow the other near field RFID tag to be
readable in the far ficld of RFID communication by the RFID reader, whercin upon a user action
to open the container at least a third amount, the first portion and the second portion move
relative to each other such that the other near ficld RFID tag and the {ar field antenna are no
ionger shiclded and the third RFID tag is readable in the far ficld by the RFID reader; and

determine, from the third indication, a third open status of the container.

I5. The apparatus of claim | | wherein the control circuit is configared to:

receive a third indication from the RFID reader that a third RFID tag was vead in
the far ficld of RFID communication by the RFID reader, wherein the third RFID tag is fixed to
the first portion such that the third RFID tag is shielded by the second portion and is not readable
by the RFID reader when the container is in the closed orientation, wherein the first portion and
the second portion are further configured such that upon a user action to open the container at
icast a third amount, the first portion and the second portion move relative to cach other such that
the third RFID tag is no longer shiclded and is readable by the RFID reader; and

determine, from the third indication, a third open status of the container.

16. The apparatus of claim 15,

wherein the first open status comprises one or more of an unscaled status and an open
motion initiation status;

wherein the second status comprises at icast one of an unscaling confirmation, an open
motion confirmation, and a partial open status; and

wherein the third status comprises a fully open status.
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17. A method comprising:

by a control circuit that is operably coupled to a radio frequency identification (RFID)
reader:

recetving a first indication from the RFID reader that a first RFID tag was read in a far
ficld of RFID communication by the RFID rcader, the first RFID tag fixed to a first portion of a
container and configured to communicate only in a near field of RFID communication, the
container being in a closed orientation, the first RFID tag located in proximity to a conductive
clement implemented at a sccond portion of the container when the container 1s in the closed
oricntation, wherein the conductive element is configured to function as a far ficld antenna for
the first RFID tag when the container s in the closed orientation, and wherein the first portion
and the second portion are configured such that upon a user action o open the container at least a
first amount, the first portion and the second portion roove relative to cach other decoupling the
conductive clement from the first RFID tag such that the first RFID tag is no longer readable n
the far field;

determining, using information received via the RFID reader, a first open status of the
container as indicated by a failed attempt to further read the fivst RFID tag in the far field of
RFID communication by the RFID reader,

recetving a second indication from the RFID reader that a second RFID tag was read in
the far ficld of RFID communication by the RFID reader, wherein the second RFID tag s fixed
to the first portion of the container such that the second RFID tag is shielded by the second
portion and is not readable by the RFID reader when the container i in the closed orientation,
wherein the first portion and the second portion are further configured such that upon a user
action to open the container at least a second amount, the first portion and the sccond portion
move relative to cach other such that the second RFID tag is no longer shiclded and is readable
in the far ficld by the RFID reader; and

determining, from the sccond indication, a second open status of the container.

18. The method of claim 17 wherein the first open status comprises at least one of an

unscaled status and an opening motion initiation status.
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19. The method of claim 17 wherein the second open status comprises at least one of an
unscaling confirmation, an open motion confirmation, a partial open status and a fully open

status.

20. The method of claim 17 wherein the second RFID tag comprises a near ficld RFID
tag and a far ficld antenna fixed to a substrate, wherein the far field antenna is configured to
allow the near field RFID tag to be readable in the far field of RFID communication by the RFID
reader, whercin upon the uscr action to open the container at least the second amount, the first
portion and the second portion move relative to each other such that the second RFID tag is no
longer shielded and s readable by the RFID reader resulting the receiving the second indication
step; the method further comprising:

by the control circuit:

receiving a third indication from the RFID reader that a third RFID tag was read
in the far ficld of RFID comuunication by the RFID reader, wherein the third RFID tag is fixed
to the first portion of the container and comprises another near field RFID tag fixed to the
substrate and the far field antenna, wherein the far field antenna is configured to be shared by the
near field RFID tag and the other near field RFID tag to also allow the other near ficld RFID tag
to be readable in the far ficld of RFID communication by the RFID reader, wherein upon a user
action to open the container at least a third amount, the first portion and the second portion move
relative to cach other such that the other near figld RFID tag and the far field antenna are no
longer shielded and the third RFID tag is readable in the far field by the RFID reader; and

determining, from the third indication, a third open status of the container.

2}, The method of claim 17, the method further comprising:
by the control circuit:
receiving a third indication from the RFID reader that a third RFID tag was read
in the far ficld of RFID communication by the RFID reader, wherein the third RFID tag is fixed
to the first portion such that the third RFID tag is shiclded by the second portion and 18 not

readable by the RFID reader when the container is in the closed orientation, wherein the first
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portion and the second portion are further configured such that upon a user action to open the
container at least a third amount, the first portion and the sccond portion move relative to cach
other such that the third RFID tag is no longer shiclded and is readable by the RFID reader; and

determining, from the third indication, a third open status of the container.

22. The method of claim 21,

wherein the first open status comprises onc or more of an unscaled status and an open
motion nitiation status;

wherein the second status comprises at least one of an unscaling confirmation, an open
motion confirmation, and a partial open status; and

wherein the third status comprises a fully open status,

23. A radio frequency identification (RFID) device comprising:

a substrate;

a first near field RFID tag device fixed at a first portion of the substrate;

a second near field RFID tag device fixed at a second portion of the substrate; and

a conductive element fixed to the substrate having a first portion proximate and coupled
to the first near field RFID tag device and having a second portion proximate and coupled to the
second near ficld RFID tag device, wherein the conductive element is configured to function as a
far field antenna and is shared by the first near ficld RFID tag device and the second near ficld
RFID tag device and configured to allow the first near field RFID tag device and the second near

field RFID tag device to be readable in a far ficld of RFID communication by an RFHD reader.

24, The device of ¢laim 23 whercin the first near ficld RFID tag device and the second
near field RFID tag deviee are coupled to the conductive element through one of electrical,

inductive and capacitive coupling.

25. The device of claim 23 wherein the substrate, the first near field RFID tag device, the
second near ficld RFID tag device and the conductive clement are integrated as at least a portion

of a single inlay.
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26. The device of claim 23 wherein the first near field RFID tag device and the second
near ficld RFID tag device cach comprise a near ficld only RFID tag comprising an RFID chip

and a near field antenna.
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At a control circuit coupled
to at least one RFID reader
802~ *

receive a first indication from the RFID reader that a first
RFID tag was read in a far field of RFID communication by
the RFID reader

804~ {

determine, using information received via the RFID reader, a
first open status of the container as indicated by a failed
attempt to further read the first RFID tag in the far field of
RFID communication by the RFID reader

806~ *

receive a second indication from the RFID reader that a
second RFID tag was read in the far field of RFID
communication by the RFID reader

808~ {

determine, from the second indication, a second open
status of the container

810~ {

receive a third indication from the RFID reader that a third
RFID tag was read in the far field of RFID communication by
the RFID reader

812~ {

determine, from the third indication, a third open status of
the container

FIG. 8
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