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ABSTRACT

A system and method for managing content for secure communications. The
system includes an interface for receiving an encrypted message, a decryption module for
decrypting the message into a clear text or other readable form and a key recovery
module. The key recovery module recovers a key for the user associated with the
encrypted message. The decryption module decrypts the message using the recovered
key. The decrypted or clear text message is then routed or transferred for further
processing or handling. The further processing includes policy enforcement, virus

scanning, spam filtering and/or archiving.
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TITLE: METHOD AND SYSTEM FOR CONTENT MANAGEMENT IN A
SECURE COMMUNICATION SYSTEM

FIELD OF THE INVENTION

[0001]  The present invention relates to electronic communication systems and more

particularly, to a method and system for managing content for secure communications.

BACKGROUND OF THE INVENTION

[0002]  Security concerns with electronic communications and in particular electronic
mail or email have resulted in the development of various encryption platforms and
techniques. One such technique comprises a peer-to-peer or end-to-end architecture
where email is encrypted and maintained confidential from sender to recipient. In such a

system, the confidentiality and integrity of the message i1s maintained.

[0003] Independently of security issues, a demand for monitoring and/or processing
email communications has arisen, particularly in enterprise environments. Enterprises

require performance of tasks such as policy enforcement, virus scanning and spam

filtering, and compliance email archiving.

[0004)} In order to maintain security, the performance of enterprise tasks, such as
policy enforcement, cannot compromise the integrity of the peer-to-peer based

encryption systems. Accordingly, there remains a need in the art.
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SUMMARY OF THE INVENTION
[0005]  The present invention provides a method and system for managing content in

a secure communication network or system.

[0006] According to one aspect, the present invention provides a server for managing
encrypted messages in a system having a key management server and a server for sending
and receiving encrypted messages and a message content manager for processing
messages, the server comprises: an interface for receiving an encrypted message from the
message content manager; a key module for storing a plurality of keys from the key
management server, the keys are associated with users on the message server; a
decryption module for decrypting the encrypted message into a decrypted message, the
decryption module utilizes one of the keys for the user associated with the encrypted

message; and an interface for transmitting the decrypted message to the message content

manager for further processing.

[0007] According to another aspect, the present invention provides an apparatus for
managing secure messages in a communication system, the apparatus comprises: means
for capturing one or more of the secure email messages in the communication system,;

means for associating a key with the secure messages; means for converting said captured
secure message into a readable form using the key; means for processing the converted

secure message.

[0008] According to yet another aspect, the present invention provides a method for
processing encrypted messages for policy enforcement in a communication system, the
method comprises the steps of: capturing an encrypted message in the communication

system; recovering and associating a key with the captured encrypted message; using the
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key to convert the captured encrypted message into a message with readable content;

managing the message based on the readable content.

[0009] According to a further aspect, the present invention provides a system for
processing encrypted messages in a communication system having a message server for
sending and receiving encrypted messages and a message processor, the system
comprises: a monitor for monitoring messages from the message server and a module for
capturing one or more of the messages; a decryption engine for decrypting the captured
email messages into corresponding clear text email messages; a router for routing one or

more of the clear text messages to the message processor for further processing.

[00010] According to yet another aspect, the present provides a storage medium
having stored therein executable commands for execution on a processor when executing
the commands in a communication system for performing: capturing an encrypted
message from the communication system; recovering one or more keys for users of the
communication system; associating one of the keys with the user for the captured
encrypted message; using the key to convert said captured encrypted message into a

readable message; and forwarding the readable email message for further processing.

[00011] Other aspects and features of the present invention will become apparent to
those ordinarily skilled in the art upon review of the following description of

embodiments of the invention in conjunction with the accompanying figures.
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BRIEF DESCRIPTION OF THE DRAWINGS

[00012] Reference will now be made to the accompanying drawings which show, by

way of example, embodiments of the present invention, and 1n which:

[00013] Fig. 1 shows in diagrammatic form an exemplary communication network for
an enterprise operating a peer-to-peer security platform and including a content

management mechanism according to an embodiment of the invention;

[00014] Fig. 2 shows in block diagram form an arrangement for the secure content

management content server according to an embodiment of the invention;

[00015] Fig. 3 shows an initialization process for the secure content management

server according to an embodiment of the present invention;

[00016] Fig. 4 shows a startup process for the secure content management server

according to an embodiment of the present invention;

[00017] Fig. 5(a) shows in diagrammatic form an exemplary request message structure

for the web service interface of Fig. 1;

[00018] Fig. 5(b) shows in diagrammatic form an exemplary response message

structure for the web service interface ot Fig. 1;
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[00019] Fig. 6 shows in flowchart form a process for decrypting email for the secure

content management service according to an embodiment of the invention;

[00020] Fig. 7 shows in block diagram form an arrangement for the secure content

management content server according to another embodiment of the invention;

[00021] Fig. 8 shows in diagrammatic form implementation of a management module
for the secure content management server according to an embodiment of the invention;

and

[00022] Fig. 9 shows exemplary execution threads for a process for scrutinizing
messages for the secure content management server according to an embodiment of the

invention.

[00023] Like reference numerals indicate like or corresponding elements in the

drawings.

DETAILED DESCRIPTION OF THE EMBODIMENTS OF THE INVENTION

[00024] Reference is first made to Fig. 1, which shows in diagrammatic form an
exemplary communication system 100 for an enterprise denoted generally by reference
102. The enterprise 102 comprises an information technology (IT) infrastructure which
includes an enterprise email server 104 and an enterprise services or processing module

106. According to an embodiment of the invention, a secure content management server
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110 is deployed within the IT infrastructure of the enterprise 102. According to another
embodiment, the SCM 110 may be deployed at a service provider, an Internet service
provider (e.g. an “instance” of a provider), or another remote location, such as an
archiving facility. According to another embodiment, the SCM 110 may be implemented
as a stand-alone system or appliance, or the SCM 110 may be implemented as an
integrated component in an appliance, (for example, a software program or suite from
another manufacturer), either remotely or locally at the enterprise location. As will be
described in more detail below, the enterprise services module 106 may comprise a
policy enforcement component (e.g. server) indicated by reference 112, an archiving
component or server indicated by reference 114, and/or a virus and spam filter
component or server 116. As shown in Fig. 1, the secure content management server 110
interfaces to a key management module or server indicated generally by reference 120.
Where applicable to implementation examples, the embodiments of the present invention
are described in the context of a peer-to-peer (i.e. end-to-end) encryption system for

email based on the Echoworx Secure Suite ", available from Echoworx Corporation,

4101 Yonge Street, Suite 708, Toronto, Ontario, CANADA M2P IN6. It 1s also to be
appreciated that while embodiments according to the present invention are described in
the context of a secure email system with end-to-end encryption, the present invention
finds application according to the present and other embodiments to different types of

secured content messaging and communication systems, such as for example, Instant

Messaging or IM.

[00025] As shown in Fig. 1, the secure content management server (SCM) 110

comprises an administrative services interface 122, a decryption module 124 and an
interface 126. According to an embodiment, the secure content management server 110
includes a memory or cache for storing cached user keys, indicated generally by
reference 128. The secure content management server 110 may also include memory
storage for recovery keys, indicated generally by reference 130. According to another

embodiment, the secure content management server 110 may also include a management
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module 132 as described in more detail below. According to an embodiment, the secure
content management server 110 comprises a Web service and 1s implemented utilizing an
interface based on SOAP technologies. According to another embodiment, the secure
content management server 110 may be implemented as a service with an API
(Application Program Interface). The functions and operations of the SCM server 110 are
described in more detail below, and the particular SOAP implementation details will be

within the understanding of those skilled in the art.

[00026] The administrative services interface 122 in the SCM server 110 provides a
communication interface to the key management server 120 over a secure communication
link or channel indicated by reference 121. For an embodiment with the key management
server 120 comprising the Echoworx ESS server, the administrative services interface
122 comprises a command-line implementation, or an API implementation, and the SCM
server 110 1s associated with a “SCM Administration” key on the ESS server (i.e. server
120) for authentication and authorization, which are assigned to a SCM administrator
indicated by reference 103. In one implementation, the SCM server 110 utilizes an
instance of the administrative services interface 122 to connect to the ESS server 120
over the secure link 121. The administrator (e.g. the enterprise administrator 103) for the
SCM server 110 1s provided with an authentication key in order to use the administrative
services Interface 122 and have access to the ESS server 120. In a typical
implementation, the enterprise administrator 103 will have an identity for the
administrative services interface 122 and the administrator logs onto the administrative

services interface 122 with a device containing the administrator’s authentication key, for

example, a secure removable drive.

[00027] For a Web based implementation, the interface 126 comprises a Web Service
interface 126, which provides an interface between the SCM server 110 and the

enterprise services module 106 (i.e. the policy enforcement component 112, the archiving
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component or module 114, and the virus and spam filter 116). According to an
embodiment, the SCM server 110 responds to a request (e.g. bulk or single requests)
from the enterprise services module 106 to convert an encrypted email (e.g. SMIME)
into clear text email (e.g. MIME). The decryption module 124 receives S/MIME
messages 127 and converts (1.e. decrypts) the S/MIME messages into corresponding clear
text or MIME messages which are passed back 129 to the enterprise services module 106.
The interface between the decryption module 124 and the enterprise services module 106
for transterring the S/MIME 127 and/or the MIME 129 messages may comprise a secure
communication link or channel, for example, using SSL. The decryption module 124
includes a decryption engine for decrypting the S/MIME messages, which can be
implemented 1n a manner readily apparent to one skilled in the art. According to another
embodiment, the  decryption engine  comprises hardware  accelerated
encryption/decryption components, for example, “crypto card(s)”. In accordance with an
embodiment, the decryption module 124 utilizes encryption keys associated with users
(1.e. “end-users”) of the enterprise email server 104. According to an embodiment, the
keys comprise a public-private key pair for each user and the keys are recovered (i.e.
downloaded) from the ESS server 120, for example, as part of a startup sequence for the
SCM server 110 as described in more detail below. According to another embodiment,
the keys comprise key parts, and the key parts are downloaded and reconstituted on the
SCM server 110, as described in more detail below. According to other embodiments, the
keys or key parts are recovered or downloaded on an as-needed basis or as part of a
background process. For increased performance, the user keys are stored or cached in the
cache memory 128 for the SCM server 110 and used to decrypt email when possible.
While the present embodiment is described in the context of S/MIME or Secure
Multipurpose Internet Message Extension encrypted email and MIME or Multipurpose
Internet Message Extension clear text email, it is to be appreciated that the invention has

wider applicability to other encryption protocols or secure communication techniques.
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[00028] As described above, the SCM server 110 includes memory 130 for storing
recovery keys. The recovery keys are associated with the Recovery Authority for the ESS
server 120 and comprise a minimum number of keys used for key recovery. The SCM
server 110 also includes secure memory for storing the administrator username and key
for the Administrative Services Interface 122, which are used in communications with the
"ESS server 120. According to another aspect, the Administrative Services Interface 122
includes a function or component (for example, running as part of the software) for
deleting or otherwise eliminating sensitive information cached or stored in memory, for
example, in response to a system reboot, power outage or a security breach. According to
another embodiment, hardware crypto cards may be utilized to securely store keys, for

example, 1n high-security installation.

[00029] According to another embodiment, the SCM server 110 may include the
management module 132. The management module 132 interfaces to the decryption
module 124 and includes a routing function. The management module 132 intercepts or
otherwise acquires S/MIME message(s) and uses the decryption module 124 to convert
the S/MIME message into a decrypted MIME message, and then routes the MIME
message to one or more third party content management devices. According to another
aspect, the management module 132 includes an exception handler for providing further

processing or handling of email messages. The management module 132 according to an

embodiment of the invention is described 1n more detail below with reference to Figs. 7,
8 and 9.

[00030] The overall operation of the communication system 100 according an
embodiment of the invention is as follows. Email messages, both incoming and outgoing,
(indicated generally by reference 140 in Fig. 1) arrive at the enterprise email server 104.
The enterprise services module 106 includes a software process or function (i.e. code

components) for intercepting or otherwise capturing email traffic from the enterprise
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email server 104, for example, by journaling the email server 104, or by tracing the
network email traffic. The captured email 1s then passed or transferred to the service(s)
provided by the enterprise services module 106, for example, the policy enforcement
component 112, the archiving component 114 and/or the virus and spam filter 116.
According to this embodiment, the services in the enterprise services module 106
comprise content management systems, which include a capability (i.e. software process
or function) for detecting an encrypted email, and once detected the software process
calls or invokes the Web Services interface 126 and the full body of the encrypted (i.e.
S/MIME) message 127 is transferred to the decryption module 124. An indication of
whether of the email 1s incoming or outcoming may also be provided for decrypting the
message. It 1s assumed that the communication 127, 129 between the enterprise services
module 106 and the Web Service interface 126 1s secure within the IT infrastructure of
the enterprise 102. According to another embodiment, the communication 127, 129 may
be deployed using a secure link or channel, for example, using a Secure Socket Layer or

SSL implementation or other Web based authentication mechanisms as will be familiar to

those skilled in the art.

[00031] It will be appreciated that the secure content management server is operable in
a passive mode according to one embodiment and in an active mode according to another

embodiment. In the passive mode of operation, the secure content management server

functions 1n response to requests from content management systems (e.g. policy
enforcement, archiving, virus and spam filter) to generate a MIME version of a S/MIME
email message. Without the conversion, the encrypted email message would otherwise
not be processed by the content management system(s). The active mode of operation
comprises a management module according to an embodiment of the invention and is
described 1in more detail below and with reference to Figs. 7 to 9. The passive mode of

operation 1s also possible by deactivating the management module.
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[00032] Reference is next made to Fig. 2, which shows the secure content
management server or SCM server 110 configured for a passive mode of operation
according to an embodiment. As shown, the SCM server 110 1s coupled to the policy
enforcement module 112, the archiving system 114 and the virus and spam filter system
116. As shown in Fig. 2, the SCM server 110 includes representations of different
software processes or functions and files local to the SCM server 110, which are
represented as ovals in the drawing. Any suitable programming language may be used to
implement such processes and files. For the purposes of the present description, the
processes and files and the like will be collectively referred to as software objects or
modules, though the use of the term “object” it 1s not to be construed 1n a limiting sense,
such as being strictly limited to “software objects” referred to in object oriented
programming languages. Further, while software objects are described according to an
embodiment of the present invention, at least some or all of the software objects can be
hard-coded into central processing units and/or read only memories or other non-volatile

storage media in the SCM server 110 and other components or modules depicted in the

drawings.

[00033] As shown in Fig. 2, the SCM server 110 includes a web service software
module 202, a decryption engine software module 204, a recover keys software module

206, a cache keys software module 208 and a clear cache(s) software module 210. The
web service module 202. As shown, the policy enforcement module 112 includes a policy

manager software module 222, the archive server 114 includes an archive software
module 224, and the virus and spam filter 116 includes a virus and spam software module
226. Each of the policy enforcement module 112, the archive server 114 and the virus
and spam filter 116 include a process messages software module, indicated by reference
228, 230 and 232, respectively. In the policy enforcement module 112, the policy
manager 222 is operable to apply “policies” or enterprise defined rules to user email. The
rules for policy enforcement may be content based (e.g. blocking of messages containing

sensitive or confidential enterprise information) or recipient based (e.g. email message is
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addressed to an unauthorized or unknown recipient). In the archive server 114, the
archive software module 224 is operable to archive messages for storage and subsequent
retrieval. In the virus and spam filter 116, the virus and spam software module 226 1s
operable to scan the messages for viruses (and take appropriate steps, €.g. quarantine) and
block spam. For the external systems 112, 114, 116 to perform the desired functions or
operations, the messages must in a readable or readily scannable form. According to this
embodiment, the email messages comprise encrypted S/MIME emails, and they are
converted by the SCM server 110 into clear text MIME email messages, as described 1n
more detail below. The process messages module 222, 224, 226 in each of the external
systems is operable to detect an encrypted message and forward the encrypted message to
the SCM server 110 and generate a conversion or decryption request. The web service
module 202 is operable to receive the encrypted message(s), €.g. S/MIME email, from
any one of the external systems 112, 114, 116, and invoke the decryption engine 204 (e.g.
in response to a conversion request). The decryption engine 204 is operable to convert the
S/MIME email into a clear text MIME message, which 1s then transferred back to the
external system by the web service module 202. The clear text MIME message 1s then

available for policy enforcement, archiving and/or virus scanning and spam filtering.

[00034] In accordance with one embodiment, the decryption engine 204 utilizes end-

user keys accessed or retrieved from the ESS server 120. The recover keys software

module 206 is operable to retrieve end-user key parts from the ESS server 120.
According to an embodiment, the end-user keys are stored or cached in memory in the
SCM server 110 for ready access by the decryption engine 204 and increased
performance. According to this aspect, the clear caches software module 210 is operable
to delete or otherwise eliminate the end-user keys when they are no longer needed, for
example, when the SCM server 110 is shut down. As shown in Fig. 2, the ESS server 120
includes a user keys software module 203. In response to a valid (e.g. authentic) request
from the recover keys module 206 in the SCM server 110, the user keys module 203

sends back “key parts” (for example, an encrypted form of the user keys). The recover
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keys module 206 decrypts the key parts, for example, using a mathematical algorithm
utilizing M of N of the recovery keys, as described in more detail below. According to
one embodiment, the SCM server 110 recovers keys “on the fly” or “as needed”, 1.e. the
recover keys module 206 requests the key parts for user(s) from the user keys module
203 on the ESS server 120 and processes them with previously obtained or cached

recovery authority keys.

[00035] In an implementation of the system 100 utilizing an ESS server for the key
management server 120, there are two procedures to recover or retrieve the private key(s)
for a user. The first procedure comprises a user entering key recovery answers to one or
more previously defined questions. The second procedure comprises escrowing the -
private key(s) for the user. In the context of one embodiment, the key recovery, e.g. the
recover keys module described above with reference to Fig. 2, i1s based on key escrowing,
and the SCM server 110 utilizes key escrowing in a key recovery procedure to recover

keys for end-users, as described in more detail below.

[00036] When an end-user registers with the ESS server 120, two sets of keys are
created as part of the registration process: (1) a cipher key pair (private and public); and

(2) a signing key pair (private and public).

[00037] An end-user uses the signing key pair to sign the his/her email. In accordance

with the non-repudiation principle of Public Key Infrastructure (PKI), the signing key
pairs are not escrowed. The cipher key pairs, on the other hand, can be recovered under
certain conditions from the ESS server by a number, e.g. quorum, of recovery authorities
that have been previously registered in the system and are authorized to perform key
recovery. During the creation of the cipher credentials for an end-user, the created private

key 1s processed through a mathematical algorithm (in known manner) using the public
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keys of the recovery authorities and then saved on the ESS server 120 for subsequent key
recovery. According to this aspect, the private key for an end-user is not usable unless a
minimum number of recovery authorities use their respective keys to recover the private
key for a recovery recipient, e.g. the SCM server 110 or the end-user associated with the
private key. Key recovery typically involves two or more key authorities, a recovery
recipient that receives the recovered (private) key, and a recovery manager that controls

the recovery process.

[00038] According to one embodiment, the key recovery procedure (i.e. the recovery
keys software object 206) for the SCM server 110 1s implemented to provide the
following functionality and features: (1) the key recovery procedure 1s performed once
and the recovered private keys for the end-users are stored or cached in memory on the
SCM server 110; (2) the credentials of the key recovery authorities are available to the
SCM server 110 during boot-up; (3) the escrow process 1s not recorded or otherwise
saved 1n memory; (4) email notifications are not sent to the key recovery authorities.
According to one embodiment, the key recovery process 1s performed on the SCM server
110 utilizing key parts retrieved or recovered from the ESS server 120 using the

administrative services interface 122 (Fig. 1). Accofding to another embodiment, an API

implementation 1s utilized for key recovery.

[00039] Reference is next made to Fig. 3, which shows an initialization procedure for
the SCM server 110 (Fig. 1) according to an embodiment of the invention and indicated
generally by reterence 300. The initialization procedure 1s implemented 1in one or more
software objects or modules that run or are otherwise executed on the SCM server 110.
The initialization procedure 300 typically takes place after the SCM server 110 has been
deployed and the enterprise configuration completed, including creation of recovery
authorities. Initialization starts with the SCM server 110 reading configuration

parameters, such as the URL for the ESS server administration interface, and SCM
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administrator credentials, as indicated by 302. Next, as indicated by 304, the SCM server
110 prompts the SCM administrator to enter a password, e.g. using the command-line
interface on the administration services interface 122 (Fig. 1), as indicated by 306.
According to another embodiment, the password may be passed as a command line
argument during startup. Using the provided administrator password, the configuration
parameters and SCM administrator key, the SCM server 110 connects to the ESS server
120 (Fig. 1), as indicated by 308. As described above, the connection to the ESS server
120 1s established over a secure communication layer or channel 121 (Fig. 1). For an ESS
server implementation, once the connection 1s established the ESS server 120 sends the
SCM server 110 the number of “managed recovery authorities” and the “realm public
key”, as indicated by 310. In response, the SCM server 110 prompts the recovery
authorities to enter their user names (e.g. email addresses), key locations, and their
passwords, as indicated by 312. According to one embodiment, this process is managed
by the SCM administrator and the recovery authorities provide their credentials (e.g. on a
removable storage media) and enter their passwords when requested by the administrator,
as indicated by 314. The process is repeated at least M times, where M of N i1s the
configured Managed Key Recovery parameter, for example, 2 if M=2 and N=3, 3 if M=3
and N=3. To avoid the need to repeat the process, for example, if the key for a recovery
authority is found to be invalid, the process should involve more than M recovery
authorities. Once the keys for the recovery authorities are entered, the SCM server 110
combines them, for example, in LOGON OBJECT format, and encrypts them using the
public key of the SCM administrator, as indicated by 318. The SCM server 110 re-
encrypts the LOGON OBJECT using a Realm public key, as indicated by 320. The SCM
server 110 then serializes, i.e. writes, the encrypted LOGON OBJECT file to a hard disk
or to a removable drive or storage media, which is then made available for the day-to-day

startup process tor the SCM server 110.

[00040] Reference is next made to Fig. 4, which shows a startup procedure for the
SCM server 110 (Fig. 1) according to an embodiment of the invention and indicated

generally by reference 400. The startup procedure 400 is implemented in one or more
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software objects or modules that run or are otherwise executed on the SCM server 110.

The startup procedure 400 is typically executed whenever the SCM 110 server is
restarted, for example, after power failure, maintenance, etc. The startup procedure 400
serves to authorize the ESS server 120 connection with the logon key/password for the
administrator, and also loads the recovery authority keys to memory (for example, as
indicated by 130 in Fig. 1). The startup procedure 400 starts with SCM server 110
reading the configuration parameters, for example, the URL for connection, the location
of the credentials for the SCM administrator, as indicated by 402. The SCM server 110
then prompts the SCM administrator 103 to enter a password on the command-line
interface of the SCM administration services interface 122 (Fig. 1), as indicated by 406.
According to another embodiment, the password may be passed as a command-line
argument during startup. Using the provided administrator password, the configuration
parameters and SCM administrator key, the SCM server 110 connects to the ESS server
120 (as also shown in Fig. 1), as indicated by 408. Upon successful connection to the
ESS server 120, the SCM server 110 sends the LOGON OBIJECT file to the ESS server
120, as also indicated by 408. The ESS server 120 decrypts the LOGON OBJECT and
sends a decrypted version back to the SCM server 110, as indicated by 410. The SCM
server 110 decrypts the received LOGON OBJECT again using the private key of the
SCM administrator, as indicated by 402. The decrypted LOGON OBJECT provides the
keys for the recovery authorities in clear text. The SCM server 110 loads the recovery
authority keys into memory (e.g. memory module 130 in Fig. 1). The SCM server 110 1s

now in a state ready to receive and process requests from the enterprises services module
106 (Fig. 1).

[00041] Reference is next made to Figs. 5(a) and 5(b), which show an exemplary
request and response structure for the web service interface 126 (Fig. 1) implemented
using SOAP protocol. Fig. 5(a) shows an exemplary request message structure indicated
generally by reference 500, and Fig. 5(b) shows an exemplary response message structure
indicated by reference 501. The request 500 includes two arguments: a MessageContent

field (indicated by reference 502 in Fig. 5(a)) and a MessageType field (indicated by
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reference 504 in Fig. 5(a)). According to one embodiment, the MessageContent field 502
comprises a BASE6G4 encoded version of the S/MIME message. The MessageType field
504 comprises a string declaring whether the message is incoming or outgoing. The
MessageType field 504 i1s provided for determining the correct end-user key, which is
then used to decrypt the message. The response 501 includes a MessageContent field,
indicated by reference 503 in Fig. 5(b) and an Exception field, indicated by reference 505
in Fig. 5(b). The MessageContent field 503 comprises the decoded message (e.g. MIME).
The response 501 returns the decrypted message (MIME) encoded with BASE64 in the
MessageContent field 503. If the request has failed, then the response returns an

exception condition in the Exception field 505.

[00042] Reference is next made to Fig. 6, which shows in flowchart form a process for
handling encrypted messages according to an embodiment of the invention and indicated
generally by reference 600. In order to assist in the description of the processing steps, it
1s assumed that they are performed using the system 100 (Fig. 1). Furthermore, the
following description of the processing will lead to further understanding of the system
100 and 1in particular the SCM server 110 (Fig. 1) and its components. According to one
embodiment, the process is implemented in software object(s) or module(s) in the
decryption module 124 (Fig. 1) of the SCM server 110. It is however to be understood

that the SCM server 110 and/or system 100 and/or processing steps can be varied, and
need not work together exactly as described, and that such variations are within the scope
of the invent.ion.‘ For example, the order of performance of various steps can be varied,

and certain steps can be omitted and/or additional steps can be added as desired.

[00043] Referring to Fig. 6 and beginning at step 602, a message, e.g. an email, is
recerved or accepted from a requester, for example, the enterprise services module 106
(Fig. 1). For example, according to a web service based implementation described above,

the decryption module 124 (Fig. 1) receives a SOAP message with a BASE64 encoded
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S/MIME message contents and a message type indicator that identifies the message as
incoming or outgoing (for example, as described above with reference to Fig. 5). The
decryption module 124 executes a software object or module that converts the message to
binary and sources the header information and message parts as specified by the S/MIME
protocol. The software object can also verify whether the message is a valid S/MIME
message and determine whether the message is incoming or outgoing. At step 604, a
determination is made whether the email is encrypted. If the email is not encrypted (as
determined at step 604), then the email is returned to the requester, 1.e. 1t 1s treated as a
decrypted message or MIME email. If the email is encrypted, then a determination 1s
made at step 606 whether the email is incoming. If the email is incoming, then at step 608
the decryption module 124 executes a software object that identifies or matches the
recipient email address to a username in the ESS server 120 (Fig. 1). If the email 1s not
incoming (as determined in step 606), then the decryption module 124 identifies or
matches the sender address for the email to a username in the ESS server 120. Next, at
step 612, the decryption module 124 determines if a user key for the identified username
is stored or cached in memory. If a user key is not locally available or cached, then, at
step 614, the decryption module 124 executes a software object for recovering the ke'y.
For an implementation based on the ESS server 120, the recovery process involves
retrieving ‘key parts’ for the user from the ESS server 120. Next, at step 616, the
decryption module 124 executes a software object which utilizes the retrieved key parts
and the recovery authority keys (loaded in memory 130 during startup of the SCM server
110) to generate the private-key associated with the identified username. The decryption
module 124 then executes a software object to store or cache the private-key for the user
in memory, as indicated at step 618. Next, at step 620, the decryption module 124
executes a software object (e.g. a decryption engine) that decrypts the email using an
encryption key pair comprising the private-key and a specified public key. The
decryption module 124 then executes a software object to return or transfer the decrypted

email message to the requester via the web service interface 126 (Fig. 1), as indicated at
step 622.
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[00044] Reference is next made to Fig. 7, which shows the secure content management
server or SCM server 110 (Fig. 1) configured for an active mode of operation according
to another embodiment of the invention. In the active mode of operation, the SCM server
110 includes a management module for example as indicated by reference 132 in Fig. 1.
As shown in Fig. 7, the SCM server 110 is also provided with a message, e.g. email,
interception module or listener module, indicated by reference 702. According to other
embodiments, the SCM server 110 is configured to monitor other types of messages or
communications with secured content, for example, secured instant messaging. In the
active mode of operation, the management module 132, according to one embodiment,
uses the email interception module 702 to monitor email traffic and decrypt email “on the
fly” and manages the external content management systems (1.e. a message processor) in
the handling or processing of the decrypted email, as will be described in more detail
below. According to one embodiment, the management module 132 includes a software
object 710 for controlling the email interception module 702, a software object 720 for
receiving captured email from the email interception module 702, a software object 730
for releasing email to the email interception module 702. The management module 702
also includes a software object 740 for managing the external content management or
message processing systems, for example, the policy enforcement system 112, the

archiving system 114 and/or the virus scanner and spam filter system 116, as shown in
Fig. 7.

[00045] In operation the management module 132 instructs the email interception
module 702 to “listen”. In response, the email interception module 702 monitors the
email traffic in the email server and captures email which is then routed to the SCM
server 110. Email which is not encrypted and/or not subject to policy entorcement may
be released without further processing. Otherwise, the captured email is decrypted by the
SCM server 110, for example, as described above. The decrypted or clear text email 1s
then processed according to the policy enforcement rules. For example, the clear text
email is scanned by the virus check system 116 and if virus clear (or sanitized), the clear

text email is encrypted back to S/MIME and released by the SCM server 110. In another
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example, the clear text email is scrutinized for confidential information and if acceptable,

the clear text email is re-encrypted by the SCM server 110 and released.

[00046] Reference is next made to Fig. 8, which shows in schematic form a secure
content management server according to another embodiment of the invention and
indicated generally by reference 800. The SCM server 800 includes a decryption module
810 and a management module indicated by reference 820. According to this
embodiment, the management module 820 supports an extensible architecture comprising
a listener 830 and a plurality of actions indicated generally by reference 840. The listener
830 is implemented as an event driven object that responds to certain trigger(s) and 1n
response activates one or more or a sequence of the Actions 840. In the context of the
SCM server 800, the listener 830 may comprise a timer event that “kicks-in” or triggers
after a pre-determined period of time. The listener 830 may also be implemented as a
custom class that responds to other event(s), such as “sniffing” emails (1.e. monitoring
network communications and identifying and extracting messages such as secure email
messages) over the enterprise network. The listener classes are implemented with the
same interface and therefore the management module 820 can instantiate more than one
listener dynamically during run-time. The Actions 840 are also defined by an interface
that is implemented by classes to achieve a desired functionality. Actions are generally
triggered by the listener(s) in the order that they are configured and the outcomes of the
Actions are passed on to the next action dynamically. Actions include common
implementation classes, or custom implementation classes, which comprise a stub to call

external adapters, for example, on the same machine or on a different physical machine.

[00047] Referring to Fig. 8, the actions include an Action:Read 840a, an
Action:Decrypt 840b and an Action:Write 840c. The listener 830 is implemented with
Implementation Class:TimerListener. The Action:Read 840a is i1mplemented with

Implementation Class:ExchangeFolderReader. The Action:Decrypt 840b 1s implemented



CA 02610394 2007-11-09

- 21 -

with Implementation Class:DefaultDecrypter. The Action:Read 840c¢ is implemented
with Implementation Class:ExchangeFolderWriter. According to this embodiment, email
messages are read from and written to an exchange folder adapter 850 as shown in Fig. 8,

which acts as a repository for the email exchange server 860.

[00048] Reference is next made to Fig. 9, which shows a management module
implemented according to another embodiment of the invention and indicated generally
by reference 900. The management module 900 comprises two listeners: a Listener: Timer
910 and a Listener:Event Listener 920. The first Listener:Timer 910 1s associated with
Action:Read Message 912, Action:Decrypt Message 914, Action: Trigger Listener Event
916, Action:Call Spam Adapter 918 and Action:Send Email Notification. The second
Listener:Event Listener 920 1s associated with Action:Call Archiving Adapter 922 and
Action:Log Information to File 924. The first Listener 910 and associated Actions 912 to
919 comprise a first execution thread indicated generally by reference 901. The second
Listener 920 and associated Actions 922 to 924 comprise a second execution thread
indicated generally by reference 902. The second execution thread 902 is triggered by the
Action: Trigger Listener Event 916.

[00049] In operation, the Listener:Timer 910 is triggered by a time-out (e.g. timer
interrupt) and invokes the Action:Read Message 912, which reads (i.e. retrieves) an email
message, for example, via the Exchange Folder Adapter 850 (Fig. 8), and passes the
email message to the Action:Decrypt Message 914. The Action:Decrypt Message 914
calls the decryption module 124 (Fig. 1) to convert the S/MIME email message to a clear
text MIME message, which 1s then passed to the Action:Trigger Listener Event 916. The
Action:Trigger Listener Event 916 passes the MIME message to the Action:Call Spam
Adapter 918 and also triggers the second Listener:Event Listener 920, which initiates
execution of the second thread 902. The Action:Call Spam Adapter 918 calls the virus

scanner and spam filter module 116 (Fig. 1) to scan the MIME message, and passes the
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result of the spam filter to the Action:Send Email Notification 919. The Action:Send
Email Notification 919 sends a notification if the email message is spam. For the second
execution thread 902, the Listener:Event Listener 920 receives the clear text MIME
message from the Action:Trigger Listener Event 916 and passes it to the Action:Call
Archiving Adapter 922. The Action:Call Archiving Adapter 922 calls the archiving
system 114 (Fig. 1) and passes archive indication to the Action:Log Information to File
924 which logs the archive. Following a similar approach additional or different
Listening triggers and/or actions may be configured to provid¢ additional or other

functionality for the SCM server.

[00050] The present invention may be embodied in other specific forms without
departing from the spirit or essential characteristics thereof. Certain adaptations and
modifications of the invention will be obvious to those skilled in the art. Therefore, the
presently discussed embodiments are considered to be illustrative and not restrictive, the
scope of the invention being indicated by the appended claims rather than the foregoing
description, and all changes which come within the meaning and range of equivalency of

the claims are therefore intended to be embraced therein.
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WHAT IS CLAIMED IS:

1. A server for managing encrypted messages in a system having a key management server and
a server for sending and receiving encrypted messages and a message content manager, said server

comprising:
an interface for recetving an encrypted message from the message content manager;

a key module for storing a plurality of user-keys from the key management server, said user-
keys being associated with a plurality of users on the message server, and said user-keys being
encrypted, and said key module being configured to decrypt one or more of said plurality of user-
keys utilizing one or more recovery authority keys, and said one or more recovery authority keys

being associated with one or more recovery authorities;

a decryption module for decrypting the encrypted message into a decrypted message, said

decryption module utilizing one of the decrypted user-keys associated with the user for the encrypted

message; and

an interface for transmitting said decrypted message to the message content manager for one

or more message content processing functions.

2. The server as claimed in claim 1, wherein said recovery authority keys are encrypted with a
first key associated with the recovery authority, and said encrypted recovery authority keys are

further encrypted with a second key associated with the key management server.

3. The server as claimed in claim 2, wherein said encrypted recovery authority keys comprise a
recovery key object, and the key management server is configured to decrypt said recovery key
object utilizing said first key, wherein said first key comprises a key secured by the recovery
authority, and said key module is configured to further decrypt said decrypted recovery key object

utilizing said second key to provide said recovery authority keys in a decrypted form, wherein said

second key comprises a Realm public key.

4. The server as claimed in claim 3, wherein said server includes a memory for storing said

decrypted recovery authority keys in a clear text form.
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5. The server as claimed in claim 3, wherein said server include a cache memory, and said key
module is configured to retrieve one or more of said plurality of user-keys from the key management

server and further configured to decrypt said retrieved user-keys and store said decrypted user-keys

in sald cache memory.

0. The server as claimed in claim 5, wherein said decrypted user-keys are stored in said cache

memory during a start-up procedure.

7. The server as claimed in claim 5, wherein said server is configured to store said decrypted

recovery authority keys in said memory during a start-up procedure.

8. The server as claimed in claim 1, wherein said one or more recovery authorities comprise M
recovery authorities and N recovery authority keys, and the key management server is contigured to

decrypt the keys utilizing M of the N recovery authority keys.

9. (New) The server as claimed in claim 8, wherein said key module 1s configured to generate a
recovery key object, said recovery key object comprising a combination of said recovery authority
keys, and said key module being configured to encrypt said recovery key object using an
administrator key and further configured to re-encrypt said recovery key object using a key provided

by the key management server.

10. A method for handling encrypted messages for further processing in a communication system,

said method comprising the steps of:
capturing an encrypted message from the communication system;

retrieving one or more user-keys for users of the communication system in response to a

content management request from an administrator agent, said one or more user-keys being

encrypted;

decrypting said one or more retrieved user-keys utilizing one or more recovery authority keys,

wherein said one or more recovery authority keys are secured by one or more recovery authorities;

associating one of said decrypted user-keys with the user for the captured encrypted message;
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using sald decrypted user-key to convert said captured encrypted message into a readable

message; and

applying one or more content management processes to said readable email message.

11.  The method as claimed in claim 10, further including the step of encrypting said one or more
recovery authority keys with a first key associated with an administrator and re-encrypting said one

or more recovery authority keys with a second key associated with a key management system.

12.  The method as claimed in claim 10, wherein said one or more recovery authority keys
comprise a recovery key object, said recovery key object being encrypted using a first key obtained

locally, and said recovery key object being re-encrypted using a second key obtained remotely.

13. The method as claimed in claim 10, wherein said step of applying one or more content
management processes to said readable message comprises one or more of applying a policy rule,

archiving, scanning for a virus and filtering for spam.

14.  An apparatus for managing secure messages in a communication system, said apparatus
comprising:

means for capturing one or more of the secure messages in the communication system;

means for retrieving a user-key associated with the secure message in response to a content
management request from an administrator agent;

means for decrypting said retrieved user-key utilizing a recovery key, said recovery key being

secured by a recovery authority;

means for converting said captured secured message into a form with readable content using

said decrypted retrieved user-key; and

means for performing content management processing of said converted secure message.

15.  The apparatus as claimed in claim 14, wherein said recovery key is encrypted using an

encryption key belonging to the recovery authority.

16.  The apparatus as claimed in claim 15, wherein said recovery key is re-encrypted using a

second encryption key from a key management module.
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17.  The apparatus as claimed in claim 16, further including a memory for storing said recovery

key decrypted using said second encryption key and further decrypted using said encryption key.

18.  The apparatus as claimed in claim 17, further including a cache memory for storing said

decrypted retrieved user-key.

19. A system for processing encrypted messages in a communication system having a server for

sending and receiving encrypted messages and a message processor, said system comprising;

a monitor for monitoring messages on the message server and a module for capturing one or

more of said messages, and said one or more messages including one or more encrypted messages;

a recovery key module for retrieving key parts from a key manager and including a key
assembler for assembling keys associated with the users of the message server based on said key
parts and one or more recovery keys, said one or more recovery keys comprising a recovery key
object, wherein said recovery key object is secured by encryption with an administrator key and re-

encryption with a key obtained from said key manager;

a decryption engine for decrypting said encrypted messages into corresponding clear text

messages based on one or more said assembled keys;

a router for routing one or more of said clear text messages to a message processor for

processing said clear text message.

20.  The system as claimed in claim 19, wherein said monitor comprises a listener object and a
read message action, and said listener object being responsive to a timer input for capturing one of

said messages and said read message action being operable to read said captured message.

21.  The system as claimed in claim 20, wherein said decryption engine includes a decrypt
message action, said decrypt message action being operable to decrypt said captured message based

on said key associated with said user.

2. The system as claimed in claim 21, wherein said router includes a call spam adapter action,

said call spam adapter action being operable to invoke a spam adapter for scanning said decrypted

message.
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23.  The system as claimed in claim 21, wherein said router includes another listener object, said
listener object being responsive to an event input, and in response to said event input being operable

to trigger a call archiving adapter action to archive said decrypted message.

24. A non-transitory storage medium having stored therein executable commands for execution
on a processor when executing the commands in a communication system for performing:

capturing an encrypted message from the communication system;

retrieving one or more user-keys for users of the communication system in response to a
content management request from an administrator agent, said one or more user-keys being

encrypted,;

decrypting said one or more retrieved user-keys utilizing one or more recovery authority keys,

wherein said one or more recovery authority keys are secured by one or more recovery authorities;
associating one of said decrypted user-keys with the user for the captured encrypted message;

using said decrypted user-key to convert said captured encrypted message into a readable

message; and

applying one or more content management processes to said readable email message.

25.  The non-transitory storage medium as claimed in claim 24 having stored therein executable

commands for execution on a processor, the processor when executing the command performing
encrypting said one or more recovery authority keys with a first key associated with an administrator
and re-encrypting said one or more recovery authority keys with a second key associated with a key

management system.

26.  The non-transitory storage medium as claimed in claim 24 having stored therein executable
commands for execution on a processor, wherein said one or more recovery authority keys comprise
a recovery key object, said recovery key object being encrypted using a first key obtained locally,

and said recovery key object being re-encrypted using a second key obtained remotely.
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27.  The non-transitory storage medium as claimed in claim 24 wherein said content management

related operations comprise one or more of applying a policy rule, archiving, scanning for a virus and

filtering for spam.
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SOAP Request

<?xml version=*l1,0"7>
<soay:Envelope 5 0 0
sxmlns:soap=*http://www.wl.org/2001/12/s0ap~anvelope”
soap:sncodingStyle="http: //www.w3.0rg/2001/12/s0ap-encoding*>
<goap:Body xmlns:m="'http://echoworx.com/SCM/Decrypt”>
<m:DacryptMessage>

<m:MeassagaContant> ’/—__ 5 0 2
Raturn-Path: <xuBachoworx.com>

Received: from smtp.echoworx.com (smtp.echoworx.com [38.112.89.7])
by datal.echoworx.net (8.13.6/8.13.1) with ESMTP id kKAAHuUt2aCl724%
for <dcdevi@datal.achoworx.net>»; Fri, 10 Nov 2006 12:56:55 -0500
Received: from localhost {(localhost [127.0.0.1])
by smtp.schoworx.com (Postfix) with ESMTP id B15E51B1FD
for <dcdevl@datal.echoworx.net>; Fri, 10 Nov 2006 12:56:54 -0500 (EST)
Received: from amtp.echoworx.com ([127.0.0.1))
by localhost {smtp [127.0.0.1}) (amavisd-new, port 10024) with ESMTP
id 09288-10 for <dcdevlgdatal.achowarx.neb>;
¥ri, 10 Nov 2006 12:56:54 -0500 (EST)
Recaived: from exchangel.echoworx.local {unknown {172.20.20.54})
by smtp.echoworx.com (Postfix) with ESMTP id BAF2718lEA
for <dcdevi@datal.echoworx.net>; Pri, 10 Nov 2006 12:56:54 -0500 (EST)
X-MimeOLE: Produced By Microsoft Exchange V6.5
MIME-Version: 1.0 .
Content-Type: application/x-pkcs7-mime;smime-typesenveloped~data;namessmime.p7m;
smime~type=anvel oped-data;
name="smime.p7m*
Content-Transfer-Encoding: hasebd
Content-Description: smime.p7m
Content-Disposition: attachment;
filename=*smme.p7m"
Content~class: urn:content~classes:message
Subjact: Secure Message
Data: Fri, 10 Nov 2006 12:57:26 -0500
Message-ID: <141470B890EE724A8DF578520D4DSCBE417DEBGexchangel . echoworx.local>
X-MS-Has-Attach: yes
X-MS-TNEF-Correlator:
Thread-Toplc: Sacure Message
Thread-Index: AccES8YcGRbydxJRGQ3ia/BltWijumbgsm
Yrom: *James Xu* <xu@echoworx.com>
To: undisclosed-racipients: ;
X-Virugs~Scanned: by amavigd-new at echoworx.com
X~-UIDL: %)K1I>83%1-X111X*U!!} '
Status: U

MIInSQYJKoZIhveNAQeDoIInlsCCIIICAQAXggIGMIHUAGEAMEFeWS2EPMCCGAIUEAXMgU298YXID
¢zEgQ2VydQlmaWihdGlvbiBEAXRoh3JpAdHKXETAPBGNVEBACTCEV] a@93b3T4MQswCQYDVOQGEWID
QOIIDMG6QRZYQ1S0owDRYJIKoZIhveNAQERBQABGYASHAAYT TEWVXS4UUK72M8L JopCljYPSPITISORe
21 s0mCILBUS/WlguxtEKQEsxaV/UopXCICCKXKIyaVAl eMZ+rBwxOERCNXuEGGNZTSUD/DOnAFCO
dGFIv+TESDNOTEXVtQE4zjxzngd+NBsqQ91G/+Vakhn33nGz £1/5RrX0/ TCCAXUCAQAWXTERMS 8w
LOYDVOQDEYZTh2xheml zMSBSZWFahSBDZXT0aWzZpY 2FDaWwIuIEF1AGhveml 02 TERMABGALUEChMI
. RWNob3dvengxCzAJTBgNVBAYTAKNBAgESqaYuH1KFYTANBgkaghkiGOwOIBAQEFAASCAQCwrRZved/d
3YUSQVULZLXRI/WUrcxAipTQtaxzMI BxehUiPFOgThaOjpkiHVU2gKt 725YAQLSSRTZAYARL /vl
cLYtaI zhXWDiyCNAYNTVI k0l ploHTSNIAXYPUlRPO+20pAlcCWzaZycTOYYFAX3Icl+T/wgleyHiV
+PxebBa0/ASpPCWBIAVCAYTAXbMEP+KkXZMOtsBSE2Z2EINDFOH3 €5822m2 7CKPX15n1In/QRWIERVUD
Yitajb6lHNILI1] 1qg7LJ4ypIbgHVrOX2riFz3tEY/3 jaOLEhh) XHEaLN2WIKtXg0 £ +UbuBALI iq+
/mMPUAOv2ZRMBNE10fDezFBelj aiIMIILIXQYJKoZIhveNAQeBMBRGCCgGSIh3 DOMHBAGNIORAMXSW?
TYCCIThE FFBELIRSCLVCGEYZMS 401 cSHUSAAYWY 193 SnYIVGhniFvER3 6+4 ZDBAF0AXG2zV206ClH
weZOVBlAXScaadrssCl086b00n/Ho+WM3ATgGGIETyCLIMXsXPkF1iVIRXoHHUeXMALBCAZAECOLE
XPr6JhraPasSp7QRzybhialnMEmXEOf+lazTkpG/7401IUt42g45iPleSFR/B/DvDtG26ialayHMry
$73ECrgysxAdYAYUIA78bFBUGZ ANFO1DgPdzirCrTPHOND7TMSCE7 55 0WWDUiJOVKINUNKBABG / PJ
GNRcr 8BAanX fguVTSnkgIH4BBIoVKWIW108h4kqYMSuHLRLS rSxGS] 1 PmOki+31dY1HBGINACEWT
NeVyKPevYmBSxQ+dgi7lcGj PIZKUksmE/ £iWvitddrafVi+BmGewYGgytGLMhwkRMIIx1l j4JCmIcvT
vagar/ojlldg7UsbdrTHgd rVAbyqPqIh03x1l / rSO9mgQHSqQQIIYIZwVF /bIKsebPObybav+Vmz07aYB
phDVpl1+KJ637HINSIcIcalV7Y/pOgflDTB4tI20£5QrWDu/ 2a/x3Ginl tIE4ADmIeEXjaBoEG6XLP
xC/78+QXKsH5gT0awbQ3 LS tVHFHVPVEOOBXSAL15+522 6 TEFXSVEXERuugSRVELYy+nSkWA] 5Cx3K3H
MrdTO3Zb6k6WUIRGAGIaItI 6 PNNnECOF1VvAXHEonIVFWEZi6YEL X6ty 9cdAUqgtmO03JyQafiXolpld
LIPPl/S0b30lTX5MOynrky£6zyzlspiKI2lhpxK2wyj/ £24GCUGh07oratVEUZBVELYRKhZ / XIWNY
F1gEFAQPREzZIGRCCEQOMER4 764 S faLguCktuFwhX8P8011Mh PO P2TmyoUI 0CgSEKCXQtgXEQDEZ

00000000

6VOPHhLQSLINKOMINUIXISKZSKMN1CoI1bh7+8YVYOD1@OLE/ SuvkBGLKYyp6UCROSCRg/ IAGCQOXRS L2
vidKZg3ulFPeZTqtWix93TKrI BBhOWDQ28LUIVEIPrKpRyjwlYSjY7a/ JOWNFMMGUSLRPWD1LXRP2a
STzWOWEANXgEcQI 7FJyFZXgSL2YX/RGedFhXtR/aeStGKIonPEMM20oDSuUGCAemTROXB72ZhmHQTk
3X8mkOpWULGEBIXXAT+INLT25YBLZWEPLWOF4 6yBP1l++Vd3xa0Z/eTL5AG6gMeCSsR] tpUBOVEVY B
I09cQeTCLoEO/vZo3dS5EcZIMEA+Faam] THWS LvgDOWT 8K 7FAPLRGE s EVF ZONE1 Sm+ab6 buK/BWiu
GRUFrVGOpvBuUbkKE fhLE8ZfuBdrk6oSTiD2DrtaQd4 L5HN72qkGLxucl +bgo) P0aKdj xEHGYon/ i Bw
7s0RWEVALVTIQCNQkiBWIUCAPLOTK/ 4e8b3Yu+rRiS4m/ PgxUyM3CIEM7KEZrHeIniBvIj8imNOAR
va+xXKvv7KSsVicgrixdzk5ksS5e/HIOKETROAGaMANWWSCI TLEkml £uBgYDCbD6PCQASRR7ARMI MG
4BNQr2J13827MLARe6spkBIC4RVA7 yymrLwiBur3WW+0hX3IMdYkB8LUZIHAIVXVIVMASRX705QTUI
ISMYCBznovHKINha B0aKCABMz 2g+0OmSkwGe gL SyalXphoChn2jcwbfhd/ rRvMDI8QrTPkS2178u8
€R1yVvHC30L05d} N4 h2IwrIthamBa+lvibXxlmzgUHKBNY rS3ITnNLESSHI £/ gWCl 4CeEmL/ QKkyCy
EadNxDoJ77CIinItusTKOAHVZY X KbKEZ4 X rDIWHWO I TPKWEDCPYsSSyiWCBMDLOVRZBTNN 74 L vl

2almvcbinzLERg) 1anlwQPiv/pBal3 7pys tRUHBThwAaJOMYuOKVEYQSbrpAYydmvX3 /7he7wIb3 AK
faKelkviXc25TOLEZ8TCE=

</m:MessagaContent> /- 5 O 4

<m;:MessageType>lncoming {Outgoing</m: MessageType >

</m:DecryptMessage>
</soap:Body> ] a

</soap:Envelope>
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SOAP Response

<?xml version="1.0"7?>

<soap:Envelope /501

xmlns : soap="http://www.w3.org/2001/12/soap-envelope” |
soap: encodingStyle="http://www.w3.0org/2001/12 / soap-encoding">
<soap:Body xmlns:m=" http://echoworx.com/SCM/Decrypt ">

<n:Getbecrypteddessage> __— 503

<m:MegsgageContaent>

Return-Path: <xuechoworx.com>
Received: from smtp.echoworx.com (smtp.echoworx.com [38.112.89.7])
by datal.echoworx.net (8.13.6/8.13.1) with ESMTP id kRRHCPa0017063

for <dedevl@datal.echoworx.net>; Fri, 10 Nov 2006 12:355:25 ~-0500C

Received: from localhost {(localhost [127.0.0.1])
by smtp.echoworx.com (Postfix) with ESMTP id ADBG6BALBLEF

for <dcdevl@datal.echoworx.net>; Fri, 10 Nov 2006 12:55:25 -0500 {EST)
Raceived: from smtp.echoworx.com ([127.0.0.1})
by localhost {smtp (127.0.0.1)) (amavisd-new, port 10024) with ESMTP
id 09288-09 for <dcdevli@datal.echoworx.nets;
Fri, 10 Nov 2006 12:55:25 -0500 (EST)
Received: from exchangel.echoworx.local {(unknown {[172.20.20.394})
by smtp.echoworx.com (Postfix) with ESMTP id BOB41181EA
£or <dedevlBdatal.echoworx.net>; Fri, 10 Nov 2006 12:55:25 ~-0500 (EST)
X-MimeOLE: Produced By Microsoft Exchenge V6.5
Content-clags: urn:content-classes:massage
MIME~Version: 1.0
Content-Type: multipart/alternative;
boundarys! ----_=_NextPart_001_01C704F1.79CCC5AB"

Subject: Normal Megsage

Datve: Fri, 10 Nov 2006 12:55:57 -~0500 |
Message-ID: <141470BB90E6724A8DFS578520D4DSCBE417DE6Bexchangel . schoworx.local®
X-MS-Has-Attach:

X~-MS~-TNEF-Coxrrelator:

Thread~Topic: Normal Message

Thread~Index: AccEBS8X3j+BcFgcGakRe2xPREPSXOKvQax=

From: "James Xu* <xu@echoworx.com>

To: <dcdevl@datal.eachoworx.net>

X-Virus-Scanned: by amavisd-new at echowoxrx.com .

X-UIDL: hO%"IR2, {IB]@11>=UTl]

Status: U

This is a multi-part message in MIME format.

------ _=_NextPart 001_01C704F1.79CCC5A8
Content-Type: text/plain;
charset="US-ASCII"

Content-Transfer-Encoding: quoted-printable

This is a secure message

______ _=_NextPart_001_01C704F1,79CCC5A8

Content-Type: text/html;
charset=%"US-ASCII"
Content-Transfer-Encoding: quoted-printable

<!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML><HERD>
<META http~equiv=3DContent-Type content=3D“text/html; =

charset=3Dus-ascii">
<META content=3DYMSHTML 6.00,2900.2%963" name=3DGENERATOR></HEAD:>

<BODY>
<DIV><SPAN class=3D800295517-10112006><FONT size=3D2>This 1s not a =

secure=a{
message! </FONT></SPAN></DIV></BODY></HTML>

------ e _NextPart_ 001_01C704F].73CCC5A8~

</m:MassageContent> / 505

<m: Exception></m: Exception>

</m:GetDecryptedMessage>
</soap:Body>

</soap:Envelope> F I G 5 b
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