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SELECTIVELY ADDRESSING 
TRANSPONDERS 

FIELD OF THE INVENTION 

The present invention relates to a method of and apparatus 
for selectively addressing transponders particularly, but not 
exclusively, radio frequency identification (RFID) transpon 
ders. 

10 

BACKGROUND 

Portable transponders (hereafter referred to simply as 
“transponders') such as radio frequency identification 
(RFID) transponders, usually comprise one or more semi- 15 
conductor chips having logic and/or data handling capabili 
ties, attached to one or more interface devices, such as an 
antenna. A transponder (which may also be referred to as a 
“tag”) can communicate with external devices, such as 
interrogators and, via Such interrogators, with Supporting 20 
infrastructure, for example application middleware. Typi 
cally, a transponder can transmit or respond with one or 
more identities from a global numbering scheme. A tran 
sponder may also include memory for storing fixed or 
updatable data and/or sensors for detecting or measuring 25 
temperature, pressure etc. 

Commonly, transponders are used to identify objects to 
which they are physically attached. Objects identified or 
tracked through transponders are hereafter called "tagged 
objects'. Transponders on tagged objects can be used to 30 
determine the location of objects and/or monitor the envi 
ronmental variables around such objects, for example tem 
perature or pressure. Advanced transponders may incorpo 
rate actuators providing tagged objects with robotic or other 
capabilities. 35 

Transponders communicate wirelessly with interrogators 
(also known as “readers' or “base stations”) typically via 
radio waves. In some systems, the interrogation medium 
need not be electromagnetic, but can be optical and/or 
acoustic. The interrogation range varies from few millime- 40 
ters to several meters depending on the type of transponder 
and reader, frequency, media, antenna, interference and 
other factors. 

Interrogators can, in turn, be connected to a network of 
other interrogators and computers running appropriate Sup- 45 
porting software. An RFID system typically includes at least 
one interrogator and at least one transponder. 

Transponders may be passive, which means that they are 
energised through electric or electromagnetic induction by 
the interrogation signal of the interrogator, or active, which 50 
means that they are energised by an internal power source, 
Such a battery. Passive transponders can only operate within 
the interrogation field of an interrogator. Arrival of a tran 
sponder in an interrogation field is usually referred to as 
“energising the transponder. Passive transponders are 55 
described in U.S. Pat. No. 3,713,148 A. 
The use of RFID systems is becoming widespread. For 

example, cheap transponders are used to identify pallets, 
cases and units of fast moving consumer goods (FMCGs). 
RFID systems are also employed to track assets in a variety 60 
of fields such as manufacturing, logistics and distribution, 
amusement, rental and leasing, and are used in factories to 
manage conveyor belts, in airports to track baggage, and in 
retail to track groceries. Leading manufacturers, distributors 
and retailers are promoting the usage of transponders to 65 
replace barcode-based product identification procedures and 
so improve the visibility of their stock and automate their 

2 
operations. RFID is also an environmentally-friendly tech 
nology. For example, RFID tags can help improve manage 
ment of Supply chains of perishable goods and so reduce the 
amount of perishable goods thrown away as waste. RFID 
tags can also be used in recycling and the re-use of pack 
aging. RFID tag can even be used to tag trees and help to 
prevent illegal logging. 
To operate, RFID systems require transponders and inter 

rogators to communicate. Communication takes place using 
standard frequencies, protocols, procedures and numbering 
schemas. Recent years have seen a variety of groups defin 
ing standards and regulating the use of RFID, including: 
International Organization for Standardization (ISO), Inter 
national Electrotechnical Commission (IEC), ASTM Inter 
national, DASH7 Alliance, and EPCglobal. Examples of 
standard wireless protocols for RFID systems are ISO 
14443, ISO 15693, ISO/IEC 18000 Parts 2, 3, 4, 6, 6C and 
7, ISO 18185 and EPCTM Gen2. 

Usually, transponders and interrogators communicate in 
both directions and behave according to standard wireless 
communication protocols which, among other technical 
characteristics, specify: (a) a set of valid commands and 
parameters to be transmitted by an interrogator and (b) a set 
of responses and actions to those commands by transpon 
ders. Among other functions, interrogator commands and 
their respective transponder responses can allow interroga 
tOrS to: 

1. Individually identify transponders from an in-range 
population, a process usually referred to as “invento 
rying. Normally, commands used for inventorying do 
not address a specific transponder within the popula 
tion, but a specific subset or the entire population. 
Commands aimed at more than one transponder are 
hereafter referred to as “collective commands’. 

2. Address specific transponders individually and so 
upload or download data to or from a specific tran 
sponder or change its security level. For this, existing 
protocols usually employ a temporary identification 
number (commonly and hereinafter referred to as a 
“handle'). Commands addressing a specific transpon 
der are referred to as “individual commands' or (as 
used in some standard protocols) "access commands'. 

Usually, transponders work like a state machine, changing 
their operational status according to the commands received 
from the interrogator and as defined by their working 
protocol. For example, EPC Gen2 transponders have 7 
general statuses, namely Ready, Arbitrate, Reply, Acknowl 
edge, Open, Secure and Killed, and other status-defining 
features called session and select flags. Some statuses are 
used for inventorying (e.g. in EPC Gen2, Ready, Arbitrate, 
Reply and Acknowledge) and others for working with 
specific transponders using individual commands (e.g. in 
EPC Gen2, Open and Secure). In this example, the opera 
tional status of an EPC Gen2 transponder is defined by the 
combination of its general status, the value of all its inven 
tory flags, and other status-defining features, for example the 
current inventory session. 

Normally, all in-range transponders simultaneously listen 
to the interrogator. Transponders do not hear each other's 
responses and usually only the interrogator can hear tran 
sponder responses. Because of this, transponders cannot 
coordinate their responses so may reply simultaneously to 
collective commands, an undesired behaviour known as 
“collision'. In conventional RFID systems, collision is 
unavoidable because the interrogator does not know the 
identities of newly-arriving transponders (hereinafter 
referred to as “unidentified transponders'), and therefore 
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cannot address them individually. This limitation has been 
addressed in the past using an intelligent network which 
predicts the likely identity of incoming transponders per 
each interrogator and reference is made to GB 2 437347 B. 
In other RFID systems, existing RFID protocols usually 
include anti-collision mechanisms involving selective 
addressing of transponder Sub-populations or the use of 
randomly delayed responses, for example implementing a 
random number generator fed to a decreasing counter. 
Reference is made to CN 101359361 A, US 2008 180220A, 
CN 101256617 A, US 2004 14.0884A, WO 0241650A, TW 
399190 B, KR 2010 0011711 A. Such mainstream standards 
as the ISO/IEC 18000-6C and EPC Gen2 define advanced 
anti-collision mechanisms and feature flags to differentiate 
identified from non-inventoried (unidentified) transponders, 
even providing for multiple sessions where various interro 
gators can independently inventory transponders within the 
intersection of their reading ranges. Furthermore, some 
standards also allow the selection of transponder population 
Subsets through their data contents, including identities Such 
as the standardised Electronic Product Code (EPCTM), using 
“Select commands, the nesting of which allows intersec 
tions and unions of matching or non-matching Subsets. 

However, research has shown that existing anti-collision 
mechanisms can Suffer important performance limitations 
when dealing with large transponder populations, mostly 
due to the exponential degradation of these algorithms as 
transponder density increases. Example of Such research is 
“Performance Benchmarks for Passive UHF RFID Tags” by 
K. M. Ramakrishnan and D. D. Deavours, Proceedings of 
the 13th GI/ITG Conference on Measurement, Modelling, 
and Evaluation of Computer and Communication Systems, 
Nuremberg, Germany, pp. 137-154 (2006). For instance, 
anti-collision mechanisms based on the selective addressing 
of transponders require interrogators to accurately estimate 
the number of in-range unidentified transponders, which is 
not always possible, and to issue a number of selecting 
commands the processing of which by transponders is slow, 
cumbersome and unreliable. Anti-collision mechanisms 
based on randomly delayed responses also require an accu 
rate estimation of the in-range population, the size of which 
conditions the optimal spread of the random function. 

Moreover, conventional anti-collision mechanisms per 
form particularly poorly when inventorying moving popu 
lations due to limitations as to the prioritisation of uniden 
tified transponders. Unidentified transponders are all treated 
the same and therefore interrogators tend to miss transpon 
ders moving in or out of range while inventorying other 
segments of the population. This translates in a very poor 
tracking performance in applications where tagged objects 
move in last in, first out (LIFO) fashion (LIFO applications), 
for example as with the replenishment of shelves of fast 
moving durable products. 
The limitations of conventional RFID systems in dealing 

with large or moving populations are the consequence of 
mainstream protocols lacking collective commands that 
allow the prioritisation of transponders by functional criteria 
other than transponder identity or data, and inventory status. 
For example, conventional protocols offer no commands to 
address unidentified transponders by such other relevant 
functional criteria as energising time, arrival order, distance 
from the interrogator, or overall operational status. In high 
performance applications, particularly those with high tran 
sponder density or mobility, or with LIFO mobility, it is 
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4 
desirable to have the facility to address finer subsets of an 
in-range population of transponders. 

SUMMARY 

According to a first aspect of the present invention there 
is provided a method of selectively addressing one or more 
transponders in a set of transponders, the method comprising 
transmitting a first set of one or more commands, the first set 
of commands selected to be not executable by a first subset 
of transponders or to be executable in a shorter time by the 
first subset of transponders than by a second subset of 
transponders in the set, and transmitting a second set of one 
or more commands for execution by the first subset of 
transponders such that the second set of commands is 
received by transponders while the second subset of tran 
sponders are still executing the first set of commands. 

Thus, using “distraction, the first set of commands can be 
used to distract the second Subset of transponders so that the 
second set of commands can be received and executed by the 
first Subset (e.g. the target Subset), but not the second Subset. 
The method may comprise identifying the first Subset, and 

optionally the second Subset, of transponders and selecting 
the first set of one or more commands so that transponders 
in the first subset finish execution of the first set of com 
mands before transponders in the second Subset finish 
execution of the first set of commands. The second subset 
may comprise the rest of the set of transponders. Selecting 
the first set of one or more commands may comprise 
choosing the commands independence upon status, property 
and/or characteristics which affects execution speed. For 
example, the first Subset of transponders may share a com 
mon given status and the second Subset of transponders may 
not share the status and transponders having the given status 
can execute a given command more quickly. 
The method may comprise waiting a predetermined time 

between transmitting the first and second sets of commands. 
The method may comprise computing the time for transpon 
ders in the first subset to execute the first set of commands 
and, optionally, the time for transponders in the second 
Subset to execute the first set of commands. 
The method may further comprise transmitting a third set 

of one or more commands for execution by the second 
Subset of transponders, such that the third set of commands 
is received by the transponders while the first set of tran 
sponders are still executing the second set of commands. 

Thus, in cases where it is not possible or is difficult to find 
an initial set of commands which can be executed more 
quickly by the target Subset of transponders, “inverted 
distraction” can be used to initially distract the second subset 
of transponders (which in this case is the target Subset). 
Accordingly, the first set of commands can be used to 
initially distract the target subset and the second set of 
commands can used to distract the rest of the transponders 
sufficiently long for the target subset, but not the other 
transponders, to receive the third set of commands and start 
execution. 
The method may further comprise transmitting time 

stamps at intervals for receipt and storage by transponders as 
they join the set of transponders, wherein the first set of one 
or more commands specify a range or list of timestamps 
selected such that the range or list excludes the first subset 
of transponders and so the first set of commands are not 
executable by the first subset of transponders. 
The method may further comprise transmitting time 

stamps at intervals for receipt and storage by transponders as 
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they join the set of transponders, wherein one or more 
commands specify a range or list of timestamps. 
The first Subset of transponders may comprise at least two 

transponders and the method may further comprise trans 
mitting a fourth set of one or more commands, the fourth set 
of commands selected to be not executable by a first group 
of one or more transponders in the first Subset of transpon 
ders or to be executable in a shorter time by the first group 
of transponders than by a second group of one or more 
transponders in the first Subset, and transmitting a fifth set of 
one or more commands for execution by the first group of 
transponders such that the fifth set of commands is received 
by transponders while the second group of transponders are 
still executing the fourth set of commands. 
The method may further comprise selecting Suitable one 

or more commands from a plurality of commands based on 
statuses of the transponders. 
The method may further comprise retrieving pre-selected 

Suitable one or more commands. 
The method may comprise transmitting the first set of 

commands at a first power level and transmitting the second 
set commands at a second, different power level, optionally, 
a higher power level. The method may comprise transmit 
ting one or more further sets of commands (e.g. the third, 
fourth and/or fifth sets) at different power levels. 
The transponders may be radio frequency identification 

(RFID) transponders. The transponders may be active or 
passive transponders. The transponders may conform to the 
EPC Global Standard. 

According to a second aspect of the present invention 
there is provided a method of selectively addressing one or 
more transponders in a set of transponders, the method 
comprising transmitting timestamps at intervals for receipt 
and storage by transponders as they join the set of transpon 
ders and transmitting a set of one or more commands for 
execution by a Subset of transponders identified by a range 
or list of timestamps specified in the set of commands. 

According to a third aspect of the present invention there 
is provided a computer program which, when executed by an 
interrogator device, causes the interrogator device to per 
form the method. 

According to a fourth aspect of the present invention there 
is provided a computer readable medium storing the com 
puter program. The computer readable medium may be a 
non-transitory computer readable medium. 

According to a fifth aspect of the present invention there 
is provided apparatus for selectively addressing one or more 
transponders in a set of transponders, the apparatus com 
prising a controller and a transmitter, optionally a trans 
ceiver, wherein the apparatus is configured to perform the 
method. 

According to a sixth aspect of the present invention there 
is provided apparatus for selectively addressing one or more 
transponders in a set of transponders, the apparatus com 
prising a controller and a transmitter, optionally a trans 
ceiver, wherein the apparatus is configured to transmit a first 
set of one or more commands, the first set of commands 
selected to be not executable by a first subset of transponders 
in the set or to be executable in a shorter time by the first 
Subset of transponders than by a second Subset of transpon 
ders in the set and to transmit a second set of one or more 
commands such that the second set of commands is received 
by transponders while the second Subset of transponders are 
still executing the first set of commands. 

According to a seventh aspect of the present invention 
there is provided a system comprising the apparatus and a set 
of transponders. 
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6 
In certain embodiments of the present invention, a method 

allows the use of extended functional criteria in the priori 
tisation, segmentation and addressing of transponder popu 
lation Subsets of one or more in-range transponders, includ 
ing unidentified ones. The method can be employed in order 
tO: 

Improve the performance of large inventories 
Improve the efficiency of the wireless protocol 
Enable reliable LIFO applications 
Selectively manage the operational status of transponders 
The method exploits, in existing designs of RFID system, 

side effects associated with the execution of protocol com 
mands by transponders to selectively and briefly distract 
Subsets of the transponder population according to extended 
functional criteria, for example their operational status or 
distance from the interrogator antenna; and selectively 
address other population subsets. During a brief period of 
time, the distracted subset will ignore further interrogator 
commands that can therefore be aimed at the remaining 
population, for example to prepare them for inventorying 
using existing anti-collision mechanisms, the performance 
of which will be superior as fewer collisions occur because 
the distracted set would not participate in Such inventory 
round. This can lead to improved performance, reliability 
and accuracy resulting from finer segmentation of the in 
range population through extended functional criteria. How 
ever, for future designs of RFID systems, protocol exten 
sions can be defined allowing selective addressing or 
distraction of population subsets by further functional cri 
teria such as arrival time or order or user-defined segmen 
tations. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the present invention will now be 
described, by way of example, with reference to the accom 
panying drawings in which: 

FIG. 1 is a schematic diagram of an interrogator/tran 
sponder system; 

FIG. 2 is a schematic block diagram of the interrogator 
shown in FIG. 1; 

FIG. 3 is a schematic diagram of the transponder shown 
in FIG. 1; 

FIG. 4 illustrates a type of behaviour of a transponder; 
FIG. 5 is a schematic block diagram of an application, a 

distraction manager and a population of transponders which 
includes a target Subset and distracted Subset; 

FIG. 5a illustrates a population of transponders which 
includes a target Subset and distracted Subset, the distracted 
Subset being further divided into groups of transponders; 

FIG. 6 is a process flow diagram of a method carried out 
by an interrogator, 

FIG. 7 illustrates interaction of an interrogator and a set 
of five transponders in a first embodiment; 

FIG. 8 illustrates interaction of an interrogator and a set 
of five transponders in a second embodiment; 

FIG. 9 illustrates interaction of an interrogator and a set 
of five transponders in a third embodiment; 

FIG. 10 is schematic diagram of smart shelving; 
FIG. 11 is a process flow diagram of a method carried out 

by an interrogator, 
FIG. 12 illustrates interaction of an interrogator and a set 

of five transponders in a fourth embodiment; 
FIG. 13 is a process flow diagram of a method of 

transmitting timestamps; and 
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FIG. 14 illustrates interaction of an interrogator and a set 
of five transponders in a fifth embodiment. 

DETAILED DESCRIPTION OF CERTAIN 
EMBODIMENTS 

FIG. 1 is a simplified view of an interrogator/transponder 
system which comprises an interrogator 1 and a set of 
transponders 2. The transponders 2 can be attached to 
objects (not shown) to enable the system to track the objects. 
If a transponder 2 is located within an interrogation field or 
space 3 of the interrogator 1, then the interrogator 1 can 
communicate with the transponder 2. As shown in FIG. 1, 
transponders 2 can be mobile and so can enter, stay and 
leave the interrogation field 3. 

Referring to FIG. 2, the interrogator 1 includes one or 
more processors 4, memory 5 and an input/output (I/O) 
interface 6 operatively connected by a bus 7. The I/O 
interface 6 is operatively connected to storage 8 (for 
example in the form of a hard disk drive or non-volatile 
memory), a wireless transceiver 9, in this case an RF 
transceiver 9 having an antenna 10, and a network interface 
11 for communicating with an external devices or networks 
12. Computer program code 13, which when executed 
causes the interrogator 1 to provide a distraction manager 18 
(FIG. 5), is held in storage 8 and loaded into memory 5 for 
execution by the processor 4. 

Referring to FIG.3, a transponder 2 includes an integrated 
circuit 14 connected to an antenna 15. Each transponder 2 
may be assigned a unique identifier (UID) from a global 
numbering scheme, stored in the integrated circuit 14. In this 
example, the transponder 2 is a passive transponder. 
Examples of suitable integrated circuits are members of the 
NXP UCODE IC family and the Impin 4QT family. 

The interrogator 1 (FIG. 1) operates according to existing 
protocols, for example, EPC Gen2. However, in accordance 
with the present invention, its operation is modified to 
exploit side effects which are common to most RFID passive 
transponders and some active transponders, particularly 
those operating in the UHF spectrum and communicating 
with the interrogator 1 through backscattering. 

Referring to FIG. 4, a first side effect or weakness which 
is exploited is that, while transponders 2 are executing a set 
(or sequence) of one or more commands, they usually ignore 
further incoming commands. This is because low-cost, low 
power design of passive and some active transponders does 
not allow for the possibility of parallel processing. Thus, if 
a first command is received at a time t and the transponder 
2 processes the first command between times t and t, 
where tatist, and a second command is received at time 
t, where t<tat, then the transponder 2 will ignore (or 
“not notice'), i.e. miss or fail to receive or interpret, the 
second command. By design, transponders 2 also ignore 
“non-commands' (i.e. commands which fall outside a list of 
commands specified by a protocol). A non-command 
includes the trailing part of a valid command, the beginning 
of which is missed because of electromagnetic noise or due 
to the fact that the transponder is occupied executing an 
earlier-received command. 
The response and behaviour of a transponder 2 upon 

receipt of a command depends on its current operational 
status. For instance. Some otherwise valid commands are 
ignored in certain statuses. For example, an EPC Gen2 
transponder 2 will only respond to inventory commands 
belonging to the inventory session it is currently participat 
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8 
ing in. Valid commands ignored by transponders because of 
their operational status are hereafter referred to as “sterile 
commands'. 
A second side effect relates to the time taken by transpon 

ders 2 to execute commands, which varies from command to 
command and with transponders operational status. For 
example, a typical EPC Gen2 transponder takes about 250 us 
to execute a QRYREP command for a non-current session 
and 1,050 us for the current session. The processing time of 
commands that request backscattering of data (e.g. READ) 
may be significantly longer and may also increase in pro 
portion to the volume of the backscattered data. 
A third side effect relates to the possibility of overlapping 

backscattered replies from one or more transponders 2 with 
further interrogator commands aimed at other transponders, 
hereafter referred to as “shouting over. This is possible 
because of the significant difference in strength between 
backscattered and interrogator signals. 

These side effects and design characteristics are exploited 
to transmit a set of one or more distracting commands 
targeting a Subset of transponders (hereafter called a "dis 
tracted subset) and, while these transponders are distracted 
executing Such commands, transmit a Subsequent set of 
commands (herein referred to as “target commands') tar 
geting another Subset of transponders (hereafter called a 
“target subset'). This method is referred to as “selective 
distraction'. 

Selective distraction allows the execution of collective 
commands over a target Subset of selectively addressed 
transponders which do not even need to be identified, 
authenticated or inventoried. This opens up many new 
possibilities for dealing with large, mobile or heterogeneous 
transponder populations, such as distracting a large Subset of 
unidentified transponders while inventorying the remaining 
ones. To illustrate this, a particularly interesting application 
using EPC Gen2 involves distraction of all transponders in 
Arbitrate status (e.g. currently participating in an inventory 
round) so newly incoming transponders in Ready status can 
be inventoried before earlier arrivals (in other words, jump 
the queue), therefore enabling LIFO applications. 

Whilst selective distraction described herein exploits side 
effects and design characteristics of existing RFID systems, 
it can be applied to future RFID protocols which might 
incorporate explicit instructions for the selective addressing 
or distraction of transponders in a Subset of the in-range 
population. A future implementation might provide for the 
segmentation of transponders by groups through group 
assignment commands and the implementation of pur 
posely-designed commands addressing specific groups or 
instructing them to Suspend execution of further incoming 
commands for a determined period of time, being the target 
groups and distraction time parameters of Such commands. 

Another possible extension of an RFID protocol which 
could support selective distraction might involve assignment 
of timestamps to transponders through periodic transmission 
of commands broadcasting an increasing or decreasing 
counter, where incoming transponders register the first value 
received after energising and so enable their segmentation 
by arrival time or order. Such segmentation is implemented 
through purposely-designed addressing or distraction com 
mands, whose parameters are the target time or counter 
ranges and the desired distraction period. 
The methods of selective distraction or addressing by 

groups or timestamps can be combined with segmentation 
commands in conventional anti-collision mechanisms and 
so increase the granularity of the distracted or target Subsets. 
For example, the EPC Gen2 command “Select could be 
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used to segregate a Subset according to specific functional 
data (e.g. the price of the tagged object), initiate a conven 
tional inventory so these transponders are set to Arbitrate 
status, and distract them plus all previously inventoried 
transponders to perform a fast inventory of the freshly 
incoming transponders. An application of Such an approach 
is a security door that gives priority to the detection of 
moving, expensive products over non-expensive or station 
ary ones. 

Distraction commands are chosen according to the sta 
tuses of the in-range transponders, especially those in the 
distracted and target Subsets. Specifically, distraction com 
mands are chosen according to sterility and execution-time 
considerations, so: 

1. They are sterile, so they do not create undesired effects, 
for example change the status of transponders in the 
distracted or target Subsets. 

2. If a sterile command is not possible (e.g. because there 
are no sterile commands available), other commands 
are chosen so long as the affected transponders later end 
up in an acceptable operational status So the overall 
functionality of the RFID system is not affected. 

3. Their transmission and execution time is as fast as 
possible in order to optimise the use of the wireless 
link. 

4. Their execution by transponders in the distracted subset 
takes longer than that by transponders in the target 
Subset, allowing opportunistic and timely insertion of 
Subsequent commands within the window created by 
the time difference. 

Referring to FIG. 5, selective distraction within a set or 
population 17 of transponders 2 is implemented using a 
process 18 in the interrogator 1 (hereinafter referred to as a 
“distraction manager”) which keeps track of statuses 19 of 
in-range transponders 2 according to all previously trans 
mitted commands and received responses, either at indi 
vidual level or by groups (e.g. status of all unidentified 
transponders), also including a record of the transmitted 
timestamps, if applicable. This can be done in an in-memory 
structure Such as an array, table or list, or in a database 20 
which can be located in the interrogator 1 itself or elsewhere 
in the network and which can be centralised or distributed. 
The interrogator 1 uses this information to dynamically 
choose those distraction commands that segment the tran 
sponder population according to the desired functional char 
acteristics. As will be explained later, in some embodiments, 
the database 20 and/or application 22 may be omitted. 

Referring also to FIG. 6, after receiving a request 21 to 
address a Subset of the population 17 with target commands 
26 as instructed by an application 22 (step S601) or accord 
ing to predefined (“hardwired') instructions, the distraction 
manager 18 can: 

1. Optionally consult the database 20 to choose the 
characteristics offering the required segmentation, spe 
cifically dividing the population in distracted and the 
target subsets 23, 24 (step S602). 

2. If applicable, according to the considerations listed 
hereinbefore (e.g. sterility and execution time), evalu 
ate all applicable sets of distracting commands seg 
menting by the chosen characteristics and chose those 
commands 25 sets whose execution time is longer in 
the distracted subset 23 than in the target subset 24 
(step S603). 

3. Transmit the set of distracting commands 25, nesting 
further sets of distracting commands if necessary (step 
S604). 
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4. Wait until the set of distracting commands 25 is 

executed in transponders in the target Subset (step 
S605). 

5. Transmit the set of target commands 26 while tran 
sponders in the distracted subset are still busy execut 
ing the distracting commands (step S606). 

6. Optionally capture any backscattered reply 27 from 
transponders 2 in the target Subset 24 and send it to the 
application 22 (step S607). If more than one transpon 
der 2 in the target Subset 24 reply simultaneously, then 
the interrogator 1 may not be able to interpret some of 
all of the replies due to collisions. 

7. Optionally update the database 20 with the resulting 
status of all affected transponders (step S608). 

FIG. 7 illustrates the use of selective distraction in a 
system comprising interrogator 1 and a population of five 
in-range transponders 21, 22, 23, 24, 25. 

Referring to FIGS. 2, 5, 6 and 7, at the beginning of a 
cycle, the interrogator 1 receives an instruction 21 from an 
external application 22 through its network interface 11 (step 
S601). The instruction 21 requests the execution of a set of 
target commands 26 that should not be executed by first, 
second and third transponders 2, 2, 2, but should be 
executed by fourth and fifth transponders 2 2s. The dis 
traction manager 18 consults the database 20 for the status 
19 of each transponder 2, 2, 2, 2, 2s and determines 
which set of one or more distracting commands 25 is 
appropriate to segment the in-range population into a dis 
tracted subset 23 comprising the first, second and third 
transponders 2, 2, 2 having, for example, statuses “X”. 
“X” and “Y” respectively, and a target subset 24 comprising 
the fourth and fifth transponders 2, 2s having, for example, 
statuses “W' and “Z” respectively (step S602). The distrac 
tion manager 18 chooses the most efficient set of distracting 
commands according to sterility and execution-time consid 
erations (step S603). In this example, only one distracting 
command 25 is used. The distraction manager 18 transmits, 
via the wireless transceiver 9, the chosen distracting com 
mand 25 as a wireless signal (step S604). If more than one 
distracting command 25 is used, then they can be transmitted 
sequentially. Upon receipt, all five transponders 2, 2, 2. 
2, 2s immediately start executing the distracting command 
25 as respective processes or threads 28, 28, 28, 28, 28s. 
Execution of the distraction command 25 takes longer in the 
first, second and third transponders 2, 2, 2 than in the 
fourth and fifth transponders 2, 2s because the distraction 
manager 18 purposely chose the distracting command 25 So 
it allowed the time segmentation of the in-range population 
according to the instruction. The distraction manager 18 
waits until the distracting command 25 is executed in the 
target subset 24 (step S605). The expected duration needed 
to execute the distracting command 25 (or, if there is more 
than one, distracting commands) is read from the database 
20 or is computed based upon the statuses 19 read from the 
database 20. Of the transponders 2 in the target subset 24, the 
fourth transponder 2 having status.“W' is expected to take 
the longest (but still takes a shorter time than the members 
of the distracted subset 23). The distraction manager 18 then 
transmits one or more target commands 26 intended for the 
target Subset 24 as a wireless signal. In this example, only 
one target command 26 is transmitted. Upon receipt, the 
fourth and fifth transponders 2, 2s start executing the target 
command 26 as respective processes or threads 29.29s. The 
target command 26 is ignored by first, second and third 
transponders 21, 22, 2 because these transponders 21, 22, 2 
are still executing the distraction command 25 running as 
threads 28, 28, 28. Optionally, the interrogator 1 can 
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capture any reply or replies 27 backscattered by the fourth 
transponders 2 and/or the fifth transponder 2s in the target 
subset 24, send the reply or replies 27 to the application 22, 
and update the database 20 with the new transponder sta 
tuses 19 if according to the protocol, the distracting com 
mand 25 was not sterile or the target command 26 is 
expected to change the status of the target transponders 2 
2s. The process starts again when a new instruction 21 
arrives. 

In a second embodiment of the invention, the distraction 
manager 18 is arranged to systematically transmit one or 
more predetermined or “hardwired distracting commands 
25 without keeping record of the statuses of transponders 2 
or dynamically evaluating and deciding on the distracting 
commands 25. Thus, the database 20 can be omitted. One or 
more target commands 26 can also be “hardwired’ or 
received from the application 22 as instruction 21 as 
described in the first embodiment. In the second embodi 
ment, the interrogator 1 transmits one or more predeter 
mined distracting commands 25 (step S604), waits a prede 
termined period of time (step S605) and then transmits one 
or more target commands 26 (step S606) aimed at the 
transponders 2 in a target subset 24 while the distracted 
subset 23 is still executing the distracting command(s) 25. 
This embodiment is useful when the segmentation criteria 
do not depend on the application, for example for the 
segregation of colliding transponders. 

Referring to FIGS. 2, 5, 6 and 8, operation of the system 
in the second embodiment will now be described. In this 
example, the application 22 does not provide the distraction 
command or commands 25 or target command or commands 
26. In this example, the status of each of the first, second, 
third and fifth transponders 2, 2, 2, 2s is “X” and the status 
of the fourth transponder 2 is different, namely “X” (i.e. 
NOTX). 

At the beginning of the cycle, the distraction manager 18 
broadcasts a predetermined distracting command 25 in a 
way similar to that hereinbefore described (step S604). 
Upon receipt, the transponders 21, 22, 2s, 24, 2s start execut 
ing the distracting command 25 as respective threads 30, 
30, 30, 30, 30s. The fourth transponder 2, in this case the 
only one in the target Subset 24, also executes the distraction 
command 25 yet, because of its current operational status 
(“X”), execution terminates sooner. The distraction manager 
18 waits a predetermined time until the transponders with 
status other than “X” finish execution of the distracting 
command 25 (step S605). The distraction manager 18 then 
transmits a target command 26 (step S606). Only those 
transponders not currently executing a distraction command 
25 listen to and execute the target command 26. In this 
example, the fourth transponder 2 is the only one which 
receives and executes the Subsequent command 26. Option 
ally, the distraction manager 18 may listen out for and 
capture any potential reply 27 by transponders in the target 
subset 24, in this case in the form of a backscattered reply 
(step S607). The process reaches its end and either repeats 
or branches to other interrogator activities as defined in the 
standard protocol. 

In a third embodiment of the invention, selective distrac 
tion can be used in a nested fashion to distract two or more 
subsets 23a, 23b (FIG. 5a) of transponders in different 
statuses and so increase segmentation granularity. In other 
words, the interrogator 1 can sequentially and rapidly send 
many sets of one or more distracting commands, the effect 
of which is to distract many Subsets so the remaining 
transponders can be addressed separately using one or more 
target commands. This is particularly useful when managing 
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12 
exceptions where relatively few transponders share statuses 
with either the distracted subset or the target subset. The 
distraction of Such transponders may be achieved through 
individual commands where the interrogator 1 address and 
individual transponder by means of its handle, for example, 
requesting it to backscatter a sufficiently long stream of data. 
This distraction can then be nested with further distractions 
aimed at other transponders using the shouting over tech 
nique. Moreover, to maximise the choice of distracting 
commands, for example using those where the execution 
time in the distracted subset is faster than that in the target 
Subset, selective distraction may be used in a negative or 
“inverted' way, where the target subset 24 is first distracted, 
the remaining population 23 is then distracted and, once the 
target subset 24 comes out of its distraction and while the 
remaining population is still distracted, the target Subset 24 
is addressed with the target commands. Inverted distraction 
can be combined with normal or “positive' distraction and 
nested distraction to distract any nested combination of 
target Subsets, then distract the remaining population or any 
nested combination of Subsets, and then send a set of 
commands aimed at the combination of target Subsets while 
the remaining population or its nested combination is dis 
tracted. 

Referring to FIGS. 2, 5, 6 and 9, operation of the system 
in a third embodiment will now be described. In this 
example, the first transponder 2 is identified and can be 
addressed through individual commands using its handle. 
The remaining transponders 2, 2, 2, 2s are unidentified. In 
this example, the first, second, third, fourth and fifth tran 
sponders 2, 2, 2, 2, 2s start with status “Z”, “X”, “Y”. 
“W' and “Z” respectively. 
At the beginning of the cycle, the interrogator 1 receives 

an instruction 21 from the external application 22 through its 
network interface 11 (step S601). The instruction 21 requests 
the execution of a set of target commands 26, in this case 
only one command that should not be executed by uniden 
tified transponders in status “Z”, in this example the fifth 
transponder 2s. The distraction manager 18 consults the 
database 20 for the status 19 of each transponder 2, 2, 2. 
2, 2s and determines which sets of distracting commands 
and nesting and negation steps are appropriate to segment 
the in-range population into a first distracted Subset 23 
consisting of the fifth transponder 2s which is in status “Z” 
and a first target Subset 24 consisting of the first, second, 
third and fourth transponders 2, 2, 2, 2 lying in statuses 
“Z”, “X”, “Y” and “W' respectively (step S602). The 
distraction manager 18 determines that the first transponder 
2 in status “Z” is identified so it belongs to the first target 
Subset 24 and can be distracted using individual commands. 
It also determines that aiming a distraction command at 
transponders in status “Z” does not provide the required 
segregation granularity and so nesting and negation are 
required. 
The distraction manager 18 chooses the most efficient set 

of distracting commands and distracted Subsets according to 
the sterility and execution-time considerations (step S603). 
In this case, a first set of distraction commands comprises 
only one command, although more than one command can 
be used. Using the wireless transceiver 9, the distraction 
manager 18 transmits a first distraction command 25 aimed 
at the first transponder 2 individually addressing the first 
transponder 2 by its handle. The command requires the first 
transponder 2 to backscatter a specific volume of data (not 
shown). Transmission of the backscatter reply (not shown) 
keeps the first transponder 2 distracted for a period of time 
while it executes thread 32. 
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While the first transponder 2 is backscattering the 
requested data, the distraction manager 18 shouts over the 
backscattered signal by transmitting a second distraction 
command 25 aimed at the second distracted Subset 23 and 
selected to be executed more quickly by any transponders 
with status “Z”, in this example the fifth transponder 2s. 
(step S604). Again, a second set of distraction commands 
comprises only one command, but more than one command 
can be used. The second, third, fourth and fifth transponders 
22, 2s, 24, 2s execute the second distracting command 252 as 
threads 33, 33, 33, 33s respectively. 

The distraction manager 18 waits for execution of the 
second distraction command 25 to finish by transponders 
with status “Z” (step S605) and transmits a third distraction 
command 25 (step S604), which is aimed at the remaining 
transponders or unidentified transponders in status “Z”, in 
this case the third distracted subset 23. Instead of just one 
distraction command, more than one command can be used. 
The first transponder 2 ignores the third distraction com 
mand 25 because it is still distracted, busy backscattering 
data (not shown). The second, third and fourth transponders 
2, 2, 2 will also ignore the third distraction command 25 
because they too are distracted, busy executing the second 
distraction set 25. The fifth transponder 2s executes the 
third distraction command 25 as thread 34s. 

The distraction manager 18 waits a period of time, cal 
culated on the expected duration of all distraction commands 
per applicable transponder status as reported by database 20, 
to allow the transponders in the first and second distracted 
subsets 23, 23, namely first, second, third and fourth 
transponders 2, 2, 2, 2, to finish the execution of the first 
and second distracting commands 25, 25 (step S605). 
The distraction manager 18 transmits a target command 

26, which is executed by first, second, third and fourth 
transponders 2, 2, 2, 2 as threads (step S606). A target 
command set comprising more than one target command 26 
can be used. Optionally, the distraction manager 18 can 
listen for and capture replies 27 backscattered by the tran 
sponders 2, 2, 2, 2 in the target Subset 24 (step S607), 
send the replies 27 to the application 22, and updates the 
database 20 with the new transponder statuses if, according 
to the protocol, any of the distracting commands 25, 25. 
25 transmitted were not sterile or the target commands 26 
are expected to change the status of the target transponders 
(step S608). The process can start again when a new 
instruction 21 arrives. 

In a fourth embodiment of the invention, the interrogator 
1 changes transmission power between a set of one or more 
distraction commands 25 and a set of one or more target 
commands 26, thereby distracting transponders within 
shorter range so a Subset of more distant transponders can be 
addressed separately by the second set of commands. After 
distracting the nearest transponders, the interrogator can 
then target timely a second set of commands to the remain 
ing transponders or to those Subsets which transponders 
come out from their distraction period. A possible applica 
tion for this distraction by range is an interrogator that can 
be used to separately monitor and discriminate tagged 
objects sitting on a shelf (short range) from those moving 
nearby (long range). Another possible application is the 
detection of arriving or leaving transponders by distracting 
nearby ones using a low power signal to then increase the 
power and detect and identify farther ones. This strategy is 
not limited to just two power levels and can be applied to 
several levels where transmission power is changed repeat 
edly and followed by as many distraction commands as 
allowed by the power granularity of the interrogator and the 
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14 
distraction period provided by these commands, in a nested 
and/or inverted fashion as described in the third embodi 
ment. 

FIG. 10 illustrates a shelf 36 where selective distraction 
through altering power levels can be used to enable the 
detection of moving tagged objects, either arriving or 
departing from the shelf 36. The “smart” shelf 36 and an 
interrogator 1 are spaced apart in Such a way that the 
interrogator 1 is able to detect tagged objects 37 placed on 
the shelf 36 and other tagged objects 38 which are further 
away. Using a low-power signal, the interrogator 1 uses, for 
example, antenna 10 to transmit a distraction command 25 
solely addressing transponders 2 within a short range R. 
This command will only affect transponders attached to 
objects sitting on or very close to the shelf 36, in this case 
tagged objects 37, and will keep these transponders dis 
tracted for a brief period of time during which the interro 
gator 1 increases the signal power to cover a longer range R. 
and so transmits a command aimed at farther transponders, 
in the example those of tagged objects 38 which are not 
sitting on the shelf because, for example, are being currently 
held by a shopper or employee, or have been misplaced. 

Referring to FIGS. 2, 5, 6, 10, 11 and 12, operation of the 
system employing a distraction method using different trans 
mission power levels of will now be described. 
At the beginning of the cycle, the interrogator 1 receives 

an instruction 21 from an external application 22 through its 
network interface 11 (step S601). The instruction 21 requests 
execution of a set of target commands 26 to be executed 
solely by transponders located in within an outermost 
region, e.g. 40%, of the interrogation range, i.e. the maxi 
mum range. In this case, the set of target commands 26 
comprises only one command. The distraction manager 18 
calculates a level of power necessary to reach only the 
innermost region, in this case 60%, of the interrogation 
range, adjusts the power of the interrogator accordingly, and 
consults the status of in-range transponders in database 20 
for the applicable distraction commands (steps S602). The 
distraction manager 18 decides on the most efficient set of 
distracting commands according to the sterility and execu 
tion-time considerations (step S603). In this example, only 
one distraction command is chosen. Through the wireless 
transceiver, the distraction manager 18 sets the chosen 
power level (step S604a), optionally waits for new in-range 
transponders to energise (step S604b) and transmits the 
distraction command 25 at the chosen, relatively low power 
level (step S604). The closest transponders, in this case first, 
second and third transponders 2, 2, 2, execute the dis 
traction command 25 as threads 39, 39, 39 respectively. 
Due to the low power of the signal, the farther transponders, 
in this case fourth and fifth transponders 2, 2s, do not 
receive the transaction command 25. The distraction man 
ager 18 readjusts the interrogator power to a level which 
covers 100% of the interrogation range (step S606a) and, 
optionally, waits for the new in-range transponders 38 to 
energize (step S606b). The distraction manager 18 then 
transmits the target command 26 as a wireless signal which 
reaches all in-range transponders 21, 22, 2s. 24, 25 yet which 
is ignored by the distracted subset 23 comprising the first, 
second and third transponders 2, 2, 2 because they are 
busy executing threads 39, 39, 39 (step S606). Since the 
signal comprising the target commands 26 is transmitted at 
a power which is sufficient to reach the entirety of the 
interrogation range, it triggers the execution of the target 
commands 26 in the target Subset 24 comprising fourth and 
fifth transponders 2, 2s as threads 40, 40s. Optionally, the 
distraction manager 18 can capture a reply 27 backscattered 



US 9,552,539 B2 
15 

by a transponder 2, 2s in the target subset (step S607), 
forward the reply 27 to the application 22, and update the 
database 20 with the new transponder statuses if, according 
to the protocol, the distracting commands 25 were not sterile 
or the transponder commands 26 are expected to change the 
status of the target transponders (step S608). The process 
reaches its end and starts again when a new instruction 21 
arrives. 

In a fifth embodiment of the invention, the interrogator 1 
transmits timestamps to be registered by transponders 2 as 
they are energised when they enter the interrogator range 3 
(FIG. 1) and then directly addresses or distracts selected 
Subsets of transponders by time of arrival by specifying a list 
or range of timestamps. 
A recently-energised transponder 2 will store a timestamp 

received after energising and keep the timestamp until it is 
de-energised. This allows the interrogator 1 to specify a 
range of timestamp values or a specific timestamp value in 
a command. This can be used in a distracting command. For 
example, if a transponder receives a command specifying a 
timestamp which does not match its stored timestamp, then 
the transponder can ignore the command. Otherwise, if the 
timestamps match, the transponder can execute the com 
mand. 

Referring to FIGS. 2, 5, 6, 13 and 14, operation of the 
system in a fifth embodiment will now be described. In this 
example, a fifth transponder 2s arrives first, then first and 
second transponders 2, 2 arrive and then third and fourth 
transponders 2, 2 arrive. 

The distraction manager 18 regularly broadcast time 
stamps 41 (steps S1301 to S1305). In this example, the 
distraction manager 18 transmits first, second, third and 
fourth timestamps 41, 41, 41, 41 at times T, TT and 
T respectively as the wireless signals. 

After time T, the distraction manager 18 receives an 
instruction 21 from the application 22 through the network 
interface 11 requesting transmission of a target command 26 
solely to transponders that have arrived earlier than 3 units 
of time before, in this case the fifth transponder 2s only, 
which arrived before T (steps S601 to S603) Accordingly, 
the distraction manager 18 sends a distracting command 25 
as a wireless signal aimed at those transponders with time 
stamp later than Ti, namely first, second, third and fourth 
transponders 2, 2, 2, 2 (step S604) This triggers execu 
tion of the distracting command 25 as threads 42, 42, 42. 
42. The distraction manager 18 transmits the target com 
mand 26 as a wireless signal while the first, second, third and 
fourth transponders 2, 2, 2, 2 are distracted, so only the 
fifth transponder 2s executes the commands 26 as thread 43s 
(step S606). Optionally, the distraction manager 18 captures 
replies 27 backscattered by a transponder in the target subset 
24 and forwards them to the application 22 (step S607). The 
process reaches its end and proceeds to transmit further 
timestamps to mark incoming transponders until a new 
instruction 21 arrives. 

It will be appreciated that many modifications may be 
made to the embodiments hereinbefore described. For 
instance, more than one interrogator can be used for example 
one to distract the distracted Subset and another to transmit 
target commands. Fewer or more transponders can be used. 
The transponders need not be passive, but can be active 
transponders. In-range transponders need not be similar or 
operate under the same protocol, for example to use selec 
tive distraction to combine two or more protocols without 
creating side effects produced by the misinterpretation of 
commands by transponders operating under different proto 
cols, therefore enabling co-existence of heterogeneous tran 
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16 
sponders and interrogators. The interrogators and transpon 
ders need not communicate through RF portion of the 
spectrum, but can communicate at other frequencies, e.g. LF, 
optical etc. 

Features of different embodiments can be combined in 
further embodiments. For example, the system and process 
can be modified to combine the use of changes in transmis 
sion power for the segmentation of the population as 
described in the fourth embodiment with the hardwiring of 
distraction commands as described in the second embodi 
ment. The system and process can be modified to employ the 
creation of hardwired distraction commands with power 
driven ones and nested with negated arrival-time ones. 

The invention claimed is: 
1. A method of selectively addressing one or more tran 

sponders in a set of transponders, the method comprising: 
selecting a first command, such that the first command is 

not executable by a first subset of transponders or is 
executable in a shorter time by the first subset of 
transponders than by a second Subset of transponders in 
the set; 

transmitting the first command to the transponders; and 
transmitting a second command to the transponders at a 

predetermined time for execution by the first subset of 
transponders, the predetermined time selected Such that 
the second command is received by the set of transpon 
ders while the second subset of transponders is still 
executing the first command. 

2. A method according to claim 1, wherein the method 
further comprises: 

transmitting a third command for execution by the second 
Subset of transponders, such that the third command is 
received by the transponders while the first set of 
transponders are still executing the second command. 

3. A method according to claim 2, wherein the first subset 
of transponders comprises at least two transponders and the 
method further comprises: 

transmitting a fourth command, the fourth command 
selected to be not executable by a first group of one or 
more transponders in the first Subset of transponders or 
to be executable in a shorter time by the first group of 
transponders than by a second group of one or more 
transponders in the first Subset; and 

transmitting a fifth command for execution by the first 
group of transponders such that the fifth command is 
received by transponders while the second group of 
transponders are still executing the fourth command. 

4. A method according to claim 1, the method further 
comprising: 

transmitting timestamps at intervals for receipt and stor 
age by transponders as they join the set of transponders; 

wherein one or more commands specify a range or list of 
timestamps. 

5. A method according to claim 1, the method further 
comprising: 

transmitting timestamps at intervals for receipt and stor 
age by transponders as they join the set of transponders; 

wherein the first command specifies a range or list of 
timestamps selected Such that the range or list excludes 
the first subset of transponders and so the first com 
mand is not executable by the first subset of transpon 
ders. 

6. A method according to claim 1, the method further 
comprising: 

transmitting timestamps at intervals for receipt and stor 
age by transponders as they join the set of transponders; 
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wherein the second or Subsequent specifies a range or list a controller; and 
of timestamps selected Such that the range or list a transmitter, optionally a transceiver, 
excludes a Subset of transponders and so the commands wherein the apparatus is configured to perform a method 
are not executable by the subset of transponders. 

7. A method according to claim 1, the method further is 
comprising: 

Selecting Suitable one or more commands from a plurality 

according to claim 1. 
16. Apparatus for selectively addressing one or more 

transponders in a set of transponders, the apparatus com 
of commands based on statuses of the transponders. pr1S1ng: 

8. A method according to claim 1, the method further a controller and 
comprising: 10 a transmitter, optionally a transceiver, 

retrieving pre-selected Suitable one or more commands. wherein the apparatus is configured to transmit a first 
9. A method according to claim 1, comprising: command, the first command selected, based on statuses of 
transmitting the first command at a first power level; and the transponders, to be not executable by a first subset of 
transmitting the second command at a second, different transponders in the set or to be executable in a shorter time 

power level, optionally, a higher power level. is by the first subset of transponders than by a second subset of 
10. A method according to claim 1, further comprising: 
transmitting one or more further commands at different 
power levels. 

11. A method according to claim 1, wherein the transpon 
ders are radio frequency identification (RFID) transponders. 

12. A method according to claim 1, wherein the transpon 
ders are passive transponders. 

transponders in the set, and to transmit a second command 
to the transponders at a predetermined time for execution by 
the first subset of transponders, the predetermined time 
selected such that the second command is received by the set 

20 of transponders while the second Subset of transponders are 
still executing the first command. 

13. A method according to claim 1, wherein the transpon- 17. A system comprising: 
ders conform to the Electronic Product Code Global stan- apparatus for selectively addressing one or more tran 
dard. sponders in a set of transponders, the apparatus com 

25 prising: 
controller; and 
a transmitter, optionally a transceiver, 

wherein the apparatus is configured to perform a method 
according to claim 1; and 

30 a set of transponders. 

14. A non-transitory tangible computer readable medium 
encoded with a computer program which, when executed by 
an interrogator device, causes the interrogator device to 
perform a method according to claim 1. 

15. Apparatus for selectively addressing one or more 
transponders in a set of transponders, the apparatus com 
prising: k . . . . 


