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AGENT SAFETY APPARATUS AND METHOD

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to Indian Provisional Application No.
201811043147, which was filed on November 16, 2018 and is incorporated herein by reference.

BACKGROUND

[0002] This application relates to key control security systems and methods,
particularly those that include a lockbox located near a premises to which controlled access is
to be permitted under specified conditions, and other related security applications.

[0003] A lockbox, sometimes referred to as a “keybox,” has a locked compartment
within which a key to a conventional lock or other physical access device or asset can be stored.
In typical uses, the lockbox is positioned near a premises to which controlled access is desired,
e.g., a home or other dwelling, a commercial building or site, or virtually any other type of
premises, and a conventional key to open a lock securing the premises is stored within the
locked compartment. Lockboxes are widely used by real estate agents to facilitate the showing
of listed properties. Lockboxes are also used in commercial and industrial settings to facilitate
access to secured premises, particularly when the premises are otherwise unattended, such as
in the case of accesses that take place after hours or at many geographically dispersed locations.

[0004] The lockboxes of primary interest here have electronically or electrically
actuated locks that are capable of receiving unlocking signals transmitted wirelessly. Such
lockboxes may have, e.g., a receiver for an infrared, radio or other type of wireless signal. The
unlocking signals are sent by access devices, sometimes referred to as electronic keys.

[0005] A person can use an access device to transmit a request to access a premises
that is secured by a lockbox. In general terms, the system determines whether the user's access
request is to be granted, and, if so, enables the user to unlock the lockbox and access its
contents. In a typical scenario, the lockbox contains a conventional key to the locked premises
and the user uses the key stored in the lockbox to unlock the premises and gain physical access
to it. However, because the premises are generally empty and/or without dedicated security

system, the safety of the person can be of concern.
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SUMMARY

[0006] In one exemplary embodiment, a lockbox security system includes a
lockbox that has a lockable compartment. The lockbox includes a wireless communications
device and a stored program configured to provide access to the lockable compartment in
response to a wireless signal. A security device includes a wireless security communication
device and a stored distress program configured to activate an alert upon receipt of a distress
signal.

[0007] In a further embodiment of any of the above, the wireless communications
device includes at least one of a cellular communicator or a Bluetooth communicator.

[0008] In a further embodiment of any of the above, the wireless security
communication device includes at least one of a cellular communicator or a Bluetooth
communicator.

[0009] In a further embodiment of any of the above, the security device is
configured to interface with a vehicle.

[0010] In a further embodiment of any of the above, the security device includes an
on-board diagnostic (OBD) port compatible connector.

[0011] In a further embodiment of any of the above, the security device is
configured to activate at least one of a vehicle horn or a vehicle light.

[0012] In a further embodiment of any of the above, the security device is remote
from the lockbox.

[0013] In a further embodiment of any of the above, the security device includes at
least one of an audible alarm or a visual alarm.

[0014] In a further embodiment of any of the above, the security device includes a
lockable attachment for securing the security device.

[0015] In a further embodiment of any of the above, a mobile device is configured
to wirelessly communicate with the lockbox and the security device.

[0016] In another exemplary embodiment, a method of operating a lockbox security
system includes the steps of wirelessly communicating access to a lockbox from a mobile

device and activating a security device upon granting access to the lockbox. A distress signal



WO 2020/101805 PCT/US2019/052353

is communicated from the mobile device wirelessly to the security device. The security device
activates an alarm upon receipt of the distress signal.

[0017] In a further embodiment of any of the above, wirelessly communicating
access to the lockbox from the mobile device is performed through at least one of a cellular
connection or a Bluetooth connection.

[0018] In a further embodiment of any of the above, the distress signal is sent from
the mobile device to the security device through at least one of a cellular connection or a
Bluetooth connection.

[0019] In a further embodiment of any of the above, the security device is remote
from the lockbox.

[0020] In a further embodiment of any of the above, the alarm includes at least one
of an audible alarm or a visual indicator.

[0021] In a further embodiment of any of the above, the security device is in direct
electrical communication with a vehicle.

[0022] In a further embodiment of any of the above, the alarm includes at least one
of a vehicle horn or a vehicle light.

[0023] In a further embodiment of any of the above, the mobile device sends the
distress signal in response to one of a predetermined movement of the mobile device or a
predetermined audio input recognized by the mobile device.

[0024] In a further embodiment of any of the above, the predetermined movement
of the mobile device is identified through accelerometer data from the mobile device. The
predetermined audio input is identified through audio data from the mobile device.

[0025] In a further embodiment of any of the above, the mobile device sends the

distress signal in response to a user sending a distress signal from the mobile device.

BRIEF DESCRIPTION OF THE DRAWINGS
[0026] Figure 1 illustrates an example lockbox security system.
[0027] Figure 2 illustrates an example mobile device.
[0028] Figure 3 illustrates a user interface for an application for controlling the
lockbox security system.

[0029] Figure 4 illustrates another example lockbox security system.
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[0030] Figure 5 illustrates a method of operating a smart lock door system.

DETAILED DESCRIPTION

[0031] This disclosure describes a system and method of controlling access for a
user to a key to a locked premises as well as providing additional security for the user accessing
the locked premises. The system uses an audible and/or visual indicator that alerts others in the
vicinity of the premises if the user encountered a situation that places the user in distress, such
as a robbery or another person entering the premises without permission.

[0032] Figure 1 illustrates a non-limiting example of a lockbox security system 30
associated with a premises 32, however, the lockbox security system 30 could be associated
with multiple premises 32. The lockbox security system 30 includes a lockbox 34 and a security
device 44 that is located remote from the lockbox 34. A mobile device 46 is associated with a
user 48, such as a real estate agent, and is in wireless communication with the lockbox 34 and
the security device 44.

[0033] In the illustrated example of Figure 1, the lockbox 34 is fixed relative to the
premises 32 through a lockable attachment 36. The lockbox 34 also includes a locked
compartment 38 for storing a key 41 capable of granting access to the premises 32. A locking
mechanism 40 is in electrical communication with a wireless communication device 42. The
wireless communication device 42 includes a microprocessor and memory for storing and
running a program capable of selectively granting access to the locked compartment 38 once
an authenticated request for access to the lockbox 34 has been granted.

[0034] The connection between the wireless communication device 42 and the
mobile device 46 can be a direct wireless connection 50, such as through forming a Bluetooth
connection between the mobile device 46 and the lockbox 34. Alternatively, the wireless
communication device 42 connects with the mobile device 46 through a network connection,
such as a cellular network. When a network connection is used for communication, the wireless
communication device 42 and the mobile device 46 communicate through a wireless service
network 52 via wireless connections 54.

[0035] The connection between the mobile device 46 and the security device 44
can also be a direct wireless connection 56, such as through forming a Bluetooth connection

between the mobile device 46 and the security device 44. Alternatively, the mobile device 46
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connects with the security device 44 through a network connection, such as a cellular network.
When the network connection is used for communication, the security device 44 communicates
through the wireless service network 52 via the wireless connections 54.

[0036] In the illustrated example of Figure 1, the security device 44 is in direct
electrical communication with a vehicle 58, such as an automobile, through a connector
interfacing with an on-board diagnostic (OBD) port 60 in the vehicle 58. The security device
44 includes a microprocessor and memory capable of storing and running a distress program.
The distress program is capable of triggering at least one visual indicator 62 and/or at least one
audible indicator 64 on the vehicle 58 when the security device 44 receives a distress signal
from the mobile device 46. The visual indicators 62 can include at least one of headlights,
taillight, or flashing lights and the audible indicator 64 can include at least one of a vehicle
horn or a siren.

[0037] The lockbox security system 30 may be launched and/or controlled from an
application (See Figures 2 and 3) stored in memory on the mobile device 46. Figure 2 shows a
user interface 80 on a home screen 82 of the mobile device 46. In the illustrated example, the
home screen 82 includes multiple applications 84 that may be launched on the mobile device
46 such as via an icon, tile, button, or the like. For ease of reference, the term “button” will
collectively reference such user interface options.

[0038] Upon selecting a button that corresponds to an application 84A for the
lockbox security system 30, a user interface 86 will appear on the mobile device 46 as shown
in Figure 3. In the illustrated example, the user interface 86 in the application 84A for the
lockbox security system 30 will appear and include an access button 88 that upon authentication
will grant access to the locked compartment 38 in the lockbox 34 for the user 48. Additionally,
launching the application 84A for the lockbox security system 30 can arm the security device
44. Alternatively, the user interface 86 includes an arming button 90 that arms the security
device 44 manually.

[0039] Arming the security device 44 allows the security device 44 to trigger the
visual and/or audible indicators 62 and 64 upon receiving a distress signal from the mobile
device 46 through either the direct wireless connection 56 or the network wireless connection
54. The distress signal can indicate that the user 48 has encountered an unwanted person 49 on

the premises 32, such as in a robbery situation, or is otherwise in need of immediate assistance.
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The user 48 can trigger the distress signal and the accompanying the visual and/or audible
indicators 62 and 64 associated with the security device 44 in one of several ways.

[0040] One way to send the distress signal and trigger the visual and/or audible
indicators 62 and 64 is through the user interface 86 of the application 84A. In the illustrated
example, the user interface 86 includes a panic button 92 that causes the mobile device 46 to
send the distress signal to the security device 44 through either the direct wireless connection
56 or the network wireless connection 54 to a wireless communications device 45 in the
security device 44. Once the security device 44 has received the distress signal, the security
device 44 will trigger the visual and/or audible indicators 62 and 64 to alert others that the user
48 is in need of help.

[0041] Another way to send the distress signal and trigger the visual and/or audible
indicators 62 and 64 is through a rapid movement 94 of the mobile device 46 by the user 48
that could indicate that the user 48 is in need of help. The rapid movement is measured by at
least one accelerometer 96 in the mobile device 46. The application 84A for the lockbox
security system 30 is capable of interfacing with the accelerometer 96 to determine if the
mobile device 46 was subjected to rapid movements indicative of the user 48 being in need of
help.

[0042] Once the application 84A for the lockbox security system 30 receives
accelerometer data that is indicative of a distress situation for the user 48, the mobile device 46
sends the distress signal to the security device 44 through either the direct wireless connection
56 or the network wireless connection 54. Upon receipt of the distress signal by the security
device 44, the security device 44 triggers the visual and/or audible indicators 62 and 64 to alert
others that the user 48 is in need of help.

[0043] Yet another way to trigger the visual and/or audible indicators 62 and 64 is
through requiring the user 48 to periodically check-in with the application 84 A for the lockbox
security system 30. The periodic check-in by the user 48 can occur through the user 48 selecting
a check-in button 98 on the user interface 86. If the user has not checked-in within a
predetermined length of time, the mobile device 46 sends the distress signal to the security
device 44 through either the direct wireless connection 56 or the network wireless connection
54. Upon receipt of the distress signal by the security device 44, the security device 44 triggers

the visual and/or audible indicators 62 and 64 to alert others that the user 48 is in need of help.
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[0044] A further way to trigger the visual and/or audible indicators 62 and 64 is
through voice recognition on the mobile device 46. For a predetermined time period after the
agent removes the key 41 from the lockbox 34, the mobile device 46 uses voice recognition
software stored in memory of the mobile device 46 to recognize the presence or absence of
predetermined words or phrases. The predetermined words or phrases are supplied from audio
data received by the mobile device 46 and indicate that the user 48 is in need of help.

[0045] Figure 4 illustrates a non-limiting example of another lockbox security
system 130. The lockbox security system 130 is similar to the lockbox security system 30
except where described below or shown in the Figures. Like number will be used between the
lockbox security system 30 and lockbox security system with the addition of a leading 1.

[0046] Unlike the lockbox security system 30, the lockbox security system 130
includes a security device 144 that is separate from the vehicle 58. This allows the security
device 144 to be used in situations where it isn’t feasible to have the vehicle 58 in the vicinity
of the premises 32 or where the user 48 would like to easily transport the security device 144
between remote premises 32 without the use of a vehicle.

[0047] The lockbox security system 130 can be used with the same lockbox 34 as
described above with reference to the lockbox security system 30 in Figure 1. The security
device 144 includes a locking mechanism 136 to secure the security device 144 to an object on
the premises 32 or in close proximity to the premises 32. The security device 144 may even be
secured to the same object as the lockbox 34. The security device 144 also includes a wireless
communication device 145 that is capable of communicating wireless with the mobile device
46 and the lockbox 34.

[0048] The connection between the wireless communication device 145 in the
security device 144 and the mobile device 46 can be through a direct wireless connection 150,
such as through forming a Bluetooth connection with the mobile device 46. Alternatively, the
wireless communication device 145 connects with the mobile device 46 through a network
connection, such as a cellular network, as described above. When a network connection is used,
the wireless communication device 145 and the mobile device 46 communicate through the
wireless service network 52 with wireless connections 54 and 154.

[0049] In the illustrated example of Figure 4, the security device 144 is locked

relative to the premises 32 via the locking mechanism 136. The security device 144 includes a
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microprocessor and memory for storing and running a distress program that is capable of
triggering at least one visual indicator 162 and/or at least one audible indicator 164 when the
security device 144 receives the distress signal from the mobile device 46. The visual indicators
162 can include at least one of constant or flashing light and the audible indicator 164 can
include a loud noise, such as a siren. The mobile device 46 determines when to send the distress
signal to the security device 144 is the same manner as described above with respect to the
security device 44.

[0050] Figure 5 schematically illustrates a method 200 of operating the lockbox
security systems 30 and 130. Initially, the user 48 launches the lockbox application 84A on the
mobile device 46 (Block 202). When the application 84A has been launched, the user 48 can
then request access to the lockbox 34 through pressing the access button 88 in the application
84A on the mobile device 46 (Block 204). Once access is granted, the lock mechanism 40
activates and provides access to the locked compartment 38 in the lockbox 34 where the key
41 is located for accessing the premises 32 (Block 206).

[0051] The application 84A can then automatically arm the security device 44, 144
or the user 48 can manually arm the security device 44, 144 (Block 208). The security device
44, 144 then monitors for the distress signal sent from the mobile device 46 that would indicate
that the user 48 is in need of help (Block 210). Upon receipt of the distress signal from the
mobile device 46, the security device 44, 144 activates the visual indicator 62, 162 and/or the
audible indicator 64, 164, respectively, to alerts other surrounding the premises 32 that the user
48 is in need of help (Block 212).

[0052] The preceding description is exemplary rather than limiting in nature.
Variations and modifications to the disclosed examples may become apparent to those skilled
in the art that do not necessarily depart from the essence of this disclosure. The scope of legal

protection given to this disclosure can only be determined by studying the following claims.
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CLAIMS

What is claimed is:

1. A lockbox security system comprising:

a lockbox having a lockable compartment, wherein the lockbox includes a wireless
communications device and a stored program configured to provide access to the lockable
compartment in response to a wireless signal; and

a security device including a wireless security communication device and a stored

distress program configured to activate an alert upon receipt of a distress signal.

2. The lockbox security system of claim 1, wherein the wireless communications device

includes at least one of a cellular communicator or a Bluetooth communicator.

3. The lockbox security system of claim 2, wherein the wireless security communication

device includes at least one of a cellular communicator or a Bluetooth communicator.

4. The lockbox security system of claim 1, wherein the security device is configured to

interface with a vehicle.

5. The lockbox security system of claim 4, wherein the security device includes an on-

board diagnostic (OBD) port compatible connector.

6. The lockbox security system of claim 4, wherein the security device is configured to

activate at least one of a vehicle horn or a vehicle light.

7. The lockbox security system of claim 1, wherein the security device is remote from the
lockbox.
8. The lockbox security system of claim 7, wherein the security device includes at least

one of an audible alarm or a visual alarm.
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9. The lockbox security system of claim 8, wherein the security device includes a lockable

attachment for securing the security device.

10. The lockbox security system of claim 1, further comprising a mobile device configured

to wirelessly communicate with the lockbox and the security device.
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11. A method of operating a lockbox security system comprising the steps of:
wirelessly communicating access to a lockbox from a mobile device;
activating a security device upon granting access to the lockbox; and
communicating a distress signal from the mobile device wirelessly to the security

device, wherein the security device activates an alarm upon receipt of the distress signal.
12. The method of claim 11, wherein wirelessly communicating access to the lockbox from
the mobile device is performed through at least one of a cellular connection or a Bluetooth

connection.

13. The method of claim 11, wherein the distress signal is sent from the mobile device to

the security device through at least one of a cellular connection or a Bluetooth connection.

14. The method of claim 11, wherein the security device is remote from the lockbox.

15. The method of claim 14, wherein the alarm includes at least one of an audible alarm or

a visual indicator.

16. The method of claim 14, wherein the security device is in direct electrical

communication with a vehicle.

17. The method of claim 16, wherein the alarm includes at least one of a vehicle horn or a
vehicle light.
18. The method of claim 11, wherein the mobile device sends the distress signal in response

to one of a predetermined movement of the mobile device or a predetermined audio input

recognized by the mobile device.

19. The method of claim 18, wherein the predetermined movement of the mobile device is
identified through accelerometer data from the mobile device and the predetermined audio

input is identified through audio data from the mobile device.

11
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20.  The method of claim 11, wherein the mobile device sends the distress signal in response

to a user sending a distress signal from the mobile device.

12
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