wo 2017/123601 A1 |1 IO OO0 O R A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(43) International Publication Date

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

20 July 2017 (20.07.2017)

(10) International Publication Number

WO 2017/123601 A1

WIPOIPCT

(51

eay)

(22)

(25)
(26)
(30)

1

(72

International Patent Classification:
G06Q 20/32 (2012.01) G06Q 20/22 (2012.01)
G060 20/38 (2012.01)

International Application Number:
PCT/US2017/012964

International Filing Date:
11 January 2017 (11.01.2017)

Filing Language: English
Publication Language: English
Priority Data:

62/277,143 11 January 2016 (11.01.2016) US

Applicant: MASTERCARD INTERNATIONAL IN-
CORPORATED [US/US]; 2000 Purchase Street, Pur-
chase, NY 10577 (US).

Inventors: FOUREZ, Pablo;, 9 Sycamore Lane, White
Plains, NY 10605 (US). MILLER, Matthew, James; 587
Redding Road, Redding, CT 06896 (US).

(8D

(84)

(74) Agent: DOBBYN, Colm, J.; Mastercard International In-

corporated, 2000 Purchase Street, Purchase, NY 10577
(US).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KH, KN,
KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG,
NI NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS,
RU, RW, SA, SC, SD, SE, S@G, SK, SL, SM, ST, SV, SY,
TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
ZA, ZIM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,

[Continued on next page]

(54) Title: GENERATING AND SENDING ENCRYPTED PAYMENT DATA MESSAGES BETWEEN COMPUTING DEVICES
TO EFFECT A TRANSFER OF FUNDS

101

FIG. 1

Wallet and
POPEM
Pymt Provider

Receiver Device

User Device

(57) Abstract: Encrypted payment data messages are sent via
a communication network. A payment data message is gener-
ated including a primary account number of the account asso-
ciated with the sender device and a transaction amount. The
payment data message is encrypted with a public key of the
receiver device. The payment data message is transmitted to
the receiving server via the communication network. The re-
ceiving server has a private key of the receiver device corres-
ponding to the public key and a receiving account number for
the account associated with the receiver device. A payment
authorization is generated by the receiving server for pro-
cessing by the transaction card payment network based on the
primary account number of the account associated with the
sender device, the transaction amount, and the receiving ac-
count number.



WO 2017/123601 A1 AT 00T 00T A

SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, Published:

GW, KM, ML, MR, NE, SN, TD, TG). —  with international search report (Art. 21(3))



WO 2017/123601 PCT/US2017/012964

10

e
L

GENERATING AND SENDING ENCRYPTED PAYMENT DATA MESSAGES
BETWEEN COMPUTING DEVICES TO EFFECT A TRANSFER OF FUNDS

CROSS-REFERENCE TO RELATED APPLICATIONS
This application claims priority 1o and the benefit of the filing date of
LLS. Patent Application No. 62/277,143, filed January 11, 2016, which is hereby

incorporated by referenice n ity entivaty.

FIELD OF THE INV

SNTHON
Exemplary embodiments desoribed herein relate to generating and
sending encrypted payment data messages betwesn compuling devices to effect a

transfor of funds viaa ransaction card paviment network.

BACKGROUND

Consumers and merchants commonly vse transaction cards, 2.g..
payment cards, for transactions. In a typical trapsaction, a merchant has a vivtpal or
phivsical payvment terovnal that 18- used 1o process 8 transaction involving the
consumer and e merchant. 1T would be desirable to allow consamers 1o rinsact
with othst consuniers (Le., perswe-to-person and merchanis (Le., person-to-nerchant}

without the need for such a terminal.

SUMMARY

Systems and methods are disclosed for sending encrypred funds
transfers messages belween pavticipants in-a iransaction. Specifically, a parsonfie., a
“sender™y may attempt to settle @ transaction with an individual (e g “recipient™ or
“recetver”y ar g merchant by paying for items, such as goods andfor serviees, via g
person-to-person (“P2PTY or person-to-merchant ("PIM™) paymient sysignn.  Pursoaant
o disclosed smbodiments, a funds rapsfor transaction includes receiving, at & sender
devics, a request to create a payment tnstruction that authorizes o fecipient to debit an
account of the sender for & transaction amount, secwrely transmitting the payment
instraction to the recipient, processing the pevment fastruction to cause a payvoent

authorization regpiest 1o be fransmitied &o'a payment petwork, the payment
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authorization request including information identifying the aceountof the sender, the
recipient, and the transaction amount. Once the authorization request is approved, a
gatoway associated with the recipient causes an account of the recipient to be credited
with the transaction smwount. Porsuant o disclosed embodiments, the tramsaction may
3 becleared and settled wsing o standard paviment system clearing and settlemant
PIRCEss,
Transachion card wssuers have adopted a practice referred fo as
“rokentzation,” i which survogate values (Le, okensyreplace primary socount
numbers {PANS} during part of the operstion of payment systams, Oneregson fr
0 using tokens in place of FANS iy {o combal potentially fragdhdent activities, Pursuand
to disclosed embodiments, the funds trapsfer may be performed using tokenived
payment credentials such as, for example, tokens issued and managed pursoant to the
Pavineni Token Intoroperability Standasd (ssusd by MasterCard Infernational
Incorporated, Visg International, snd American Express in November 2013, the
1S contents of which are herehy incorporated by reference in their entirvety for all
purposes) and by senders and recipients operating mobile devices that are “tokenized™
or provisioned with a token. {n disclosed embodiments, the tansactions arg
performed 1 an EMV-based payment systenenabling secure and guaranteed persone

to-person and persensto-merchadt piyens.

20 One aspret of the disclosed embodiments relatex toa method of
gencrating and sending engvypted payment data messiges between g sender device
and a veceiving server vig & commumication setwork to effect a trarsfer of funds vis g
fransaction cavd payiment network between an account assdviated with e sender
device and an account associated with the recetver device. The sender device, the

25 receiver device, and the recendng server cach have a processor and a comnumication

network interface. The method ochudes generating &t the sender device a payment
data message incloding a primary account number, in tokenized form, of the account
sssociated with the sender device and a transagtion amount. The payment data
message is enorypled with a public key of the receiver device. The method firther

30 inchudes transmitting the pavment data miessage 1o the recetving sevver vig the
cotnynication network interfaces of at least the sender device and the regeiving
server, The receiving server has 8 private key of the recsiver device corresponding to
the pablic kev and 4 receiving atcount number for the actount assodiated with the

recerver device. The method fimther includes generating, by the receiving server, a

]
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payment guthorization for processing by the trapsactice card payment setwork based
at least in part on the primary account number, in detokenized form, of the account
associated with the sender device, the transaction amount, and the recelving acoount
sumber, The method forther inclodes receiving the payment authorization at the

3 transaction card payroent nebwork.

Another aspect.of the disclosed embodiments relates o s receiving
server for receiving payment data messages generated by a sender device viaa
communication petwork 1o effecta wranster of funds vid 8 transaction card payment
network between an sccount associated with the sender devics and an ascnunt

0 associated with g receiver device,

BRIEF DESCRIPTION OF THE DRAWINGS

Features and advantages of the exemplary embodiments, and the
manner v which the sane are sccomplished, will become more readily apparent with
1S reference to the following detatled description taken in conjurction with the
aceompanying drawings,
FIG. 1 is a block disgram of g system for genersting and sending
ancrypted payisent dats messages between computing devicey to effect & transfer of

funds gécording wembodiments disolosed horeln;

20 FH3. 2 ix s block diagram of a systern for pairing arecelver device and
a sender device so encrypled payvment data messages can be sent therebeiween;
FIG 3. is o block diagram of a system {or generating and sending
tokenized, encrypted payment daty messages between computing devides to offect a
trasister of funds via a transactHon card netwark;
28 FIGS. 4A and 4B depiot a roethod for generating and sending

encrypled payment daty messages belwean computing devices to effect a transter of
funnds via an existing payment nedworks
FIG. § depicts & method for generating and sending encrypted payiment
date messages betoreen a sender device and a recetving server via g comnumication
30 network toeffect ¥ transfer of funds via 8 transaction card pavment network;
FIGS, 6A and 68 depict 3 message fow for generating and seading
encrypied paymont data messages between s sender device and 4 recelving server via
a conmmincation nebwork to effect & transfer of funds via a travsaction card payment

nebwork; and

a3
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PG, 7 18 o block diagram showing g strochios of an electronic device
for facilitating the generation and sending of encrvpled payment data messages
between computing devices to elfset a transfer of funds, in accordance with disclosed

embodiments.

DETAILED DESCRIPTION

The term “tokenize™ anddor Mtokenization,” as used herein, refers to

providing a token or Token Number that 8 gssociated with @ consumen’s prinary
aceount number (PAN) by a token service provider {TSP). T gddition, the termg

b}

“rransaction card netwark” “paymeant card network™ and “payment network,” as uved

horein, refer to a payment network or payment card nebtwork o payment system

operated by a payment processing entity, soch as MasterCard International
Incorporated, or other networks which process payment fransactions on behalf of s
number of merchanis, issuers and payment account bolders (e, bolders of
transaction card accounts, such as credit card account andior debit card ascount andfor
fovalty card avcount holders, connondy referred i as cardholders or payment
account holders).  As used herein, the teem “sender” refers to g participant to a
transaction that will bave an associated accoont debited in & fransaction amount. As
wsed berein, the terny “recipiont™ refers 1o a parbicipant toy transsction that will hawe
an associated acvount credited in the framsaction amount. A ender” or a “recipient™
{or both) may be consumers operating devices configured to operate pursuant to the
present invention, or one ot both may be merchanis operating devices configured fo
operate porsuant to the prosent ibvention. Pursuand B disclozed embodiments the
“devices™ operated by the sender and recipient may be mobile devices {such as mobile
phones, tablets or the tike).

FHG. 1 deprots & sysiem 101 generating and sending éncrypled payment

data messages between computing devicey 10 affect a transter of funds in accordance

with disclosed embodiments, The system 101 includes & user device 116 (.o, sender
device), a receiver device 1241 & wallet and PIP/P2IM payment server 130,18, a
digital wallet and person-to-parson (“P2P™) or person-to-merchant (“P2M™) payment
server, and an issuer 140, 1 should also be appreciated that additional deviess not
shown may be ncluded i the system 101 such as a payment gatoway, an acquirer,
and any other devicss. The devices within the system 107 may connett to one another

vig awired or wirelass connection through a network (e g, lnternet, privats network,
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ety divection connection, and the like. Furthermore, ndisclosed embodiments, the
digital wallet and the PIR/PIM pavment servers yoay be implemented ax separate
andfor roaltiple servers,
The user device 10 may be any device capable of using a digitl
3 wallet, such as, for example, g pwbile devive, a compater, a laptop, & tablet, a mobile
phone, a kiosk, an appliance, efc. The usor device 1 may have a digital wallet
tnstalied therein that is hosted by the wallet provider {e.g., on a wallet provider server
136y, The digital wallet may inchude at least one payment account thersin {e.e., credit
card, debit card, cheek card, eic.} that ix issued by an issuer (e g., on an issuer sepver
0 140y which may cotrespond 1o 3 bank, & credit agengy, or other type of financial
institation. Examples of a digital wallet include MasterCard MasterPass, Apple Pay,
Google Wallet, and wany others. Digatad wallets can be ased in-store and omline and
typically require authentication/authorization of the digital wallet user at the time of
purchase such as, for example, a usernume, password, and PIN. During enrollment,
1§ digial wallets reguire 8 user fo provide seraitive information such as personal
tiformation, contzet iformation, financial nformation, ete,

The disclosed embodiments may be implemenied via a particular app
oy the aserdevice 1O or vin the digital wallet on the user device- 118 According to
various aspects, @ person (e, a sendie™y having the user devick VIO may-atlemipt to

20 setile a ransactkay with an individual (e, 8 “recipient’ or “recrivetr™) or a merchant
by paying for items, such as goods andior services, via a person-to-person ("P2P"} or
person-to-merchant (“P2M™) payment system. In disclosed embodiments, the
PIPPIM payment system ases the pavment account issved by issugr 140 and

associated with a digital wallet provided by wallet provider 130 but other {ypes of

s
(254

paynent accounts associated with other issoers may also be used. For example, the
user device 110 may be a mobile phone attempiing to make payment in-stove, withont
the use of a point-oftsale (POS) terminal, or online through a merchant website.
Alternatively, the user device 110 may b used to make a payment dirgetly to an
individual, Lo, o P2P payment, via a receiver devive 120, which may be a wabile
3¢ device, acompiter,  lapiop, a tablet, & mobile phong, akiosk, an appHance, efe.

FIG. 2 depicts a system HK} for pairing a receiver devics and a sender
device so encrypied payment data messages cun be sent therebetween to initiate a
PIPPIM transaction pursuant to disclosed embodiments.. As shown, the system 1

includes a recetver 102 {Le. a recgiver device), asender 104 (L., a sender device)

L
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and a recelviby fnancial institution 106 (L8, a receiving serverh. Pursuant fo
disclosed embodiments, the receiver 102 and the sender 104 are devices configured to
operate pursuant 1o & fransaction card payment system. For examyple, the devices may
be mobile devices configared with payment applications alfowing the mobile devices
to conduct pavment transactions in accordanee with the EMV standards,

To inltiate & ransagtion, the receiver 102 and the seader 184 may
conduct a Ypairing™ process. fn disclosed embodiments, the pairing process may be
mitiated by either the senderor the regerver and results in the recerver 102 providing &
stored public key & the sender 1M, Tn disclosed enbodiments, the recelver 102
obtains the public key Trome 3 finavcial institution (or agent thereofy such as the
receiver financial institotion 106, The receiver finaneial institution 106 may generate
or create a unique public ¢ private key fovsach paricipating cardholder (3uch ag
reegiver 102} In one example of & pairing process, receivar 102 may share the public
key with one or more potential sender(s) 104 by transmitting a message to the
potential seader(s) 104 via erbail or other messdging. Ovoe the sender 104 has the
public key of the reciprent 102, the sender 104 may inttiate a transfer process pursuant
to the present invention,

FIG. 3 shows a bloek diagram of a portion of a system 200 for
performning & P2PPIM trangler ransaction pursuaid to disclosed embodimeants (itis
asswned that the pairing provess deseribed above has already besn perfivmed
hetween the sender 204 and the recetver 2023, The system 200 includes a receiver
202, a sender 204 and » receiving financial institution 206 and further inghudes v
iokenization seevice 208 (Le., loken service provider). The tokenization sarvice 208
may be, for exanmple, the MasterCard Digital Enabloment Service (“MDESY) provided
by MasterCard International Incorporated.

The token service provider 208 may by disclosed embodiments also be
the operator of & payvment network 106, such as that operated by MasterCard
Interpational Incorporated. The token service provider 208 may be authorized nthe
payment system R issue tokens to token reguestors. To issuing tokens, the fokes
sereice provider 208 may performsuch functions as operating and pabiaining &
foken vaule 110, pencrating and issuing tokens, assuring securily and proper controls,
token provisioning {e.g., personalizing payment cards, efe. with token values), and

registering token requestors. o disclosed embodiments, some or all of the functions
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of the token service provider 208 may be taken on by a payment card isseer 112 {2
issuer 140 i FIG, 13,

FIGS. 44 and 48 depict a method for generating and sending

(I‘C'»'
-

enervpied payvisent data messages between computing devices to offeet a tramfer of
5 funds via an existing payment network. In disclosed smbodiments, tig finds transfer
process may use the system 200 deseribed above (see FIGL 3) and may proceed as
tollows, The sender 204 interagts with the tokenization service 208 to obiain g foken
which 15 a represemtation or proxy associated seith 8 payvment scoount associated swith
the sender 204 (Step 303), In disclosed embodiments, the token iy a digital secars
Y remote payments {DSRP) conpatible token such as those issued by the MDES
service. The token may be stored in a secure element or sectire gres of the sender
desvice 204,
The sender devive 204 pairs with the recsiver device 202 (Step 310}, s
deseribed above, The sender device 204 may receive a reguest fron the receiver
1§ devies 202 1o pay the recipiont (Step 3131 The request includes, among other things,
a transaction amount. The vser of the sender devies 204 interacty with  user
interface, such as, for example, the user isterface of a wallet application on the device,
to confivat {or enter) the ransaction amount and other fransaction details {Step 3203
Thewalletapplication (or oltfwr applicatiosron sender device 204Y crodten & payinent
20 data package (e, payment instruciion) containing data that authorizes the recipient to
debit a payoent sccount of the sender for the transaction amount (Step 3253 The
payment package is encrypled uning the unigue public key of the reeetver 202 which
was recaivad doring the patving process.  In disclosed embodimends, the enerypled

payment packags includes data such as: the name of the recipient, a name or identifier

s
(254

of the receiver device 202, the transaction amount, the token, an expivation date
associated with the token, and & coyplogram (o.g. a DSRP oryptogramy). Theuseofa
cryptogram {e.g., as speeified by the EMV standards) rexolts in the transaction
amowt being bound to the cryptogram.

The sender 204 ransouts or provides the enerypied payment package
3¢ o the recedver 202 {Step 330, ez, by compumicating via email, instagt message,
SMS, by presenting & QR code, Bluetooth, ste,. The receiver 202 receives the
encrypied payment data package, confirms the transaction, and transots the
snervpted payment data package to the receiving fingncial instifution 206 assoctated

with regeiver 202 {Step 335). The receiving financial institution 200 decrypls the

7
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payvment package with the private key that corvesponds to the receivers public key
and processes the transaction as a standard purchase transaction on a payment
network (Step 340). For example, the receiver bank 206 may generate a standard
payment autorization request for travsimission 1o a payment nebwork such as the

3 BankNet network operated by MasterCard International Incorporated. The merchant

details portion of thy authorization request is populated with a unigue payment 1D for
the transaction and the name of the receiver. The payment authorization request is
routed 1o the fokenization servive 208 based on the token routing information wheve #
iy processed as a nonval tokenized payment transaction, including “detokenization,”

0 wowhich the token iy to identify the actual payment credentials associated with the
sender’s payment account (Step 348). The eansaction i then completed as a vormal
payment transaction, resulting in the account of the recerver being eredited with the
transaction amount and the account of the sender being debited by that amount {or an
arnout plus a traasaction fee i disclosed ersbodiments) (Step 350)

135 The resullis 8 secuve and efficient transaction process. The use of the
dual encryption ensares that the sender purchase canmot be altered because the
transaction amount 18 in the eryplogran: and thus it cannot be intercepied by an
alternative receiver because the pavmentpackage s encrypled using the regetver’s
wabque public key,  Further, Ananclal institutions o provide parson-to-person and

20 person-to-merchant transactions ab virtually no cost wsing sxisting paymentnetworks.

The following is a destription of an embodiment for processing of a
P2P/P2M transaction in a specific implementation using MasterCard systems, but
other similar payment sysfens may alzo be used. To carey out 3 payment inslruction,

the sender uses a payment application, v.g.. a digital wallet or a related standalone

s
(254

app, to create a payment imstruction that authorizes the recipient to debit the sender’s
socount for a transaction amount. The payment application may be tokenized
fedlowing MasterTard's MCBP specifications. The system may use specific payment
keys for P2R/P2ZM payments fo segregate risk from point-oi-sale (POS) payments.
The payroent application generates an BEMV payment oryptogram for the tansaction
30 amount following cardholder authentication, which provides proot that the sender
authorized the sendet’s account fo by debited for the transaction amow,

I this embodiment, there is 8 transfor of payment instructions o
recipient in which the sender sends the payment instruction (1.¢. the payment token

and the cryptogramy to the recipient. The payment instruction should enly be usable

8
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by the intended reeipient, This may be achieved in different ways. Forexdmple, the
payment inxtruction could be encrypted for transmission by the sender using a public
key previously shared by the reciplent, as discussed gbove. A way to implement this
key sharing would be for wesender and the-regeiver to “pair™ privetothe money
3 transfer belny inittated. This pairing may be dove in proximity by pairing both
devices via, e.g., NFC, Bluetooth, ete. or remotely via an in-app message, smail, ete,
Sonwe remote methods of pairing may utilize a dirsctory sexvice to connect the sender
and the recetver,
fu this emsbodiment, there 1s & processing of transactions i which the
10 recipient gateway submits an EMY DSRP transaction for authorization through the
MasterCard network via the recipient’s acquiring bank, using the token and
cryptogram provided by the sender. I the recipient i @ conswmer, the name of the
consemer will be provided so i appears on the card statement. Fov sxample:
“MoneySend * Consner Nawe™, I the recipient is a merchant, the nane of the
1S merchantwill be provided, Upon saccessiid authorization, the gateway will fustroct
the bank of the recipient o cradit the funds on the recipient’s card secount. In
disclosed embodiments, if the issuing bank of the card of the recipient is different
from the bank scquiving the purchase transaction, the revipient™s gateway may deposit
funds viaa “MoneySeud™ trinsaction ot recipiontsadommt, Prefodably, the
20 issuing bankoof the recipient would make funds available within a specificperiod of
fime, e.2., 30 minutes, of the transaction being authorized.
In this ervbodiment, there 15 a settlervent of funds in which the
acquiting bank sebmits the funding transaction for clearing through the MasterCard

network, The acguiving bank may be assessed an interchange for every funding

s
(254

transaction. This would allow for the issuing bank to be repnmnerated for each
transaction regardlessof whether 1 1s P2P or P20

In disclosed embodiments, there may be disputes and chavgebacks,
which means that an entity, such as MasterCard, will define rules to classify recipients
s either consuniers o as a busibess. Any reeipient with & cubudative transaction
30 count greater than, e.g., 100 transactions, and 8 cumalative dollar amount greater than,

e, $1000 i & wiven month, may by considered a business. Ty diselosed

entbodiments, such tlwesholds may be defined on a country-by-country basis,

In disclosed embodiments, the veviplent™s wallet may facilitate

payments Tor small busipesses under, ¢, 300K per vear. Above this threshold,

9
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gath business minst enter into 8 direct aéquiving relationship in order to participate in
the transaction progess of the present tnvantion.
Consumer-to-consumer payments {Le., PIF) in disclosed endbodiments
canuot be repudiated and vo charge backsare allowed. In-disclosed embodiments,
3 MasterCard will not allow recurring payments for P2P payments becauss, for
example, all consumer payments may require a eryplogrant
Consumer to business payments (La., P2M) through the transaction
svstem may be subject to charge back rights pursuant to the MasterCard rales, bat
berause the purchase is hsuer-verified (o8, a DERP cryptogram generated by the
0 issuer), the business benefits fronya liability shift for fraud, and the issusr of the

Ny

sender cannot charge back for “did not authorize™ To differontiate between
consumer payments and basinegss paviments, ditferent soerchant category codes
(MCCymay beused. An entity, such as MasterCard, soay define ons MCC fiwr
conswner payments and ope MCOC for simall business payments. 1o disclosed
15 embodiments, existing MCUs conld be used for merchant payrents.

The disclosed embodiments provide a number of advantages over
conventional payment processing methods. For example, an efficient way is provided
for constumers to conduct pavments-that can be controlled and distritnted by card
Issunrd foconswmers; Furlharoore, oxivting payment card processing systems e

20 used sothat () P2P bapsaciions are revenue bearing for the originating ksueryand
(i) P2M transactions do not impact existing transaction types available at the point of
sale. By using appropriate standards, the interoperability of money transfers between
pavinent card systens i provided.

The disclosed smbodiments provide a funds transfer system that is

s
(254

secure, using hest-in-clags payment techuology including EMV, tokentzation,
crypiography, ete., so that; (1) payments made through the systent ave secure; (1)
associated transactioms have full endsto-end transparency, traceability, and legitimacy
in accordance with applicable anti-money haundering, “know your customer™ (KYC),
sd other money transfer requirements; and (Hi} PIP transactions camnot be
30 repudisted (.o, they are ax good as cashy while also allowing for efficient charge-
back processss necsssary for P2M pavmenis o, disputes, non-delivery of services,
ote.)

Parsuant to disclosed embediments; sensilive consiamer information

assoviated with senders and receivers (o.g., consumer names, smail addresses, phone

i
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numbers, and payrent account manbees) are distributed derois different participating
financial institutions and consumer devices, thersby providing improved privacy and
security of that information, Pursuant to disclosed enbodiments, recipients {e.g.,
consumersy can wee revetved funds o make guaranieed point-ofisale orin-app
purchases af merchants, providing compatibility across payment schemes.

FH3. 3 depiets a system for genseating and sending encrypited payment
data messages between a sender device and a reesiving server via g communication
network to effect a transfer of fmds via 8 tansaction card pavment network. In this

erabodiment, as above, the sxender device 204 paive with the recelver device 2020 The

recipient. The user of the sender device 204 imeracts with a user interface, such as,
for example, the user interface of o wallet application on the devige, to confirm {or
gnter) the transaction amount and vther transaction details. The wallet application {or
other application on sender device 204) creates s pavment data package {Le., payvinent
wtraction) conlaining daia that anthorizes the recipient o debit a payment aeemmt of
the sender for the transaction mnount, Thepayment package is encrypted vsing the
unique public key of the receiver 202 which was received during the pairing progess
Irt this embodinens, the sender 204 transauts or provides the encrypted
payiient package to & payoients sebver, e, 4 P2PP2IM server 209, without having
the pavinent package pass through the recelver 202, s, by coromanicating via email,
instant message, SMS, by presenting a QR code, Bluetooth, ete., or by using a user
interface on a websile, a digital waldlet, or other spplication on the sender device 204,
The P2PPIM server 209 receives the enorypted pavment data package and decrypls it
with the private key that corresponds to the receiver’s public key, The P2PPIM
server 209 then processes the ransaction as a standard purchase trangaction on a
paymend nebwork 106, For examiple, the P2P/PIM server 209 may generate a
standard payment asthorization request for transimission 10 & payment netwark 106
suchras the BankNet network operated by MasterCard International Incorporated.
The merchant details porfion of the authorization request is populated with a unique
pavment 1D for the transaction and the name of the recetver.  The paviment
authorization request s routed to the tokenization service 208 based on the token
routing information where it is processed a8 a normal tokenized payment transaction,
including “detokendration,” in which the token is o identify the actiual payment

credentials associated with the sender™s payment acgount. The transaction is then

il
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completed as a norval payment-ransaction, resulting in the decountof the veceiver
being oredited with the transaction amount and the account of the sender being
debited by that smownt {or an amount plus o ranssction fee in disclosed

smbodiments).

LAt

FIGS. 6A and 6B depiet & message flow for generating and sending
encrypted payment data messages between a sender device and 2 recelving server via
g communication network to effect & fransfor of funds via s ransaction cavd payment
network. As shown in Fig 04, the sender device sends an snorvpled transaction o
the P2P/P2ZM server (Step 1) which includes the sonders tokenized primary account
0 mwmber (3. DPAN), 2 eryplographic element generated by the sender {8.Crypiod, and

the tokenized primary account bamber of the recetver (R.IDPANY. The receiver
device recetves mnd acknowledges an acceptance message (Steps 2aand 2b). The
PRRPIM server sends o funding suthotization, e.g.. a funding autherization in
geoordance with digital secure remote payments {}_}SR}.’} (Step 3a). The payment
15 network sends the cryplographic element and the tokenized privoary account nurnbey
{DPAN) 1o 2 tokenization service to detokenize the PAN of the sender (Step 3b). The
tokenization service retirns the sender’s PAN (Siep 3¢k
Asshowt in Fig, 68, the payvment network sends a funding
suthorization with: the sender s dotokenized PAN to the sender’ s bank {Slop 4y and
20 reesives anoapproval {Step 4b) The pavment network returns an approvalindication
to the PIF/PM server (Step 4o, The PIF/P2M server sends a payvment authorization
using the sender’s tokenized PAN (Step Sa). The payment network detokentves the
payment suthorization (Steps Shand 5S¢y and sends the payment authorization to the

receiver’s bank (Step 6a) and recsives an approval (Step 6ly). Refereing again to FIG,

25 A, novfications may then big sent to the revetver device (Sep 7ay and sender device
{7Th).

FIG. 7 s a block diagram of a structure of an electronic device S for
facilitating the generation aid sending of encrypted payment data messages betwesn
computing devices t effect a transfor of Huads via a travsaction card payment
30 network, 1 accordance with disclosed embodiments, For example, the strocters of
s device 300 may beused for the wallet angd P2R/PIM payment providing server
130 of FIG, 1, or other devices disclosed herein which carry out software instructions,
The device 500 ncludes a network interface 510, a processor 320, an outpt 330, and

a storage device §440. The device 500 may inglude other components-suchas a
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D
L

display, an input wnit, @ receiver/ansmittor, and the fike. Adsothe networl interface
510 may also be referred 1o as a transmitter, a reoeiver, @ transmitter, anddor the like.
The netwark tnterface S10 may transmil and roceive data over g network such as the
fternet, a private nebwork, a poblic nelwork, ete, Thenetwork interface 310 may be
a wireless interface, a wired inferfics, or a combination thereof. The processor 520
may inchide one or more processing devices sach including one or more processing
cores. o some examples, the processar 520018 s multicore processor or a plurality of
mudticore processors, Also, the provessor 320 may be fised o 3t may be
reconfigurable. The output S3 may output data o an embidded display of the devics
300, sn oxternally connected display) & cloud, another devige, and the like. The
storage device 544 is not fimited fo any particular storage devive and may include any
known memory device sieh as RAM, ROM, hard disk, and the like. According o
various embodiments, the storage 340 may store data about existing digital wallet
users, for example, sensitive information sach as personal information, contact
tnfornmbtion, employnentinformation; credit information, and the ble.

Ax used heveiny and in the appended clanms, the terms “transaction card
account” and “payment card account™ include a credit card acconr, @ deposit aceount
that the sccount holder may- access wsing a-debiteard, a prepard card account, or any
gther type of account from which paywent trapsactions may be consummaled. The
termy Ppayment card account mimber™ Inchidex 3 rumber that identifies a paymentd
card system account or 8 number carried by a pavment card, or a nunber that is used
io rovite a transaction 10 & payivent system that handles debit card and/or eredit card
transactions. The eem “payment cavd™ includesa credit card, debit card, prepaid
card. or other type of pavmentinstroment, whether an aotual physical card or virlual

Ag used bergin, the term “avcoum™ may refer 1o a card, transaction
card, financial transaction card, payment card, and the like, refer 1o any suitable
tramsaction card, such as a credit vard, & debit card, a prepaid card, a chavge card, @
membership card, a promotional card, & frequent fiver card, an identification card,
gift card, and the ke, and also refer to any suitable pavment sceount such as a deposit
aceount, Bank account, credit acconnt, and the ke, Ax another example, the tevms
may refer to any other devies or media that may hodd payment account information,
such as mobile phones, Smariphones, key fobs, computers, and the like. The

transaction card can be used as a method of payment for performing a transaction.

13
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Axwill be appreciated based on the foregoing specification, the gbhove-
described sxamples of the discloswre may be tmplemented using computer
programming or engineering techuiques including computer software, firmware,
hardware or any combination or subset thereof. The computer programs {also

5 referred lo as programs, software, software applications, “apps”, or code} may include
machine instructions fiv a1 programmable processor, and may be implenented ina
high~level procedural andior object-oriented programming language, and/or in
aasembly/maching language

The above deseriptions and llustrations of processey heretn should not

10 be considered to inply a fixed order fow performing the provesg steps.. Rather, the
provess steps may be performed in any order that is practicable, inelading
shnultaneous performance of ab feast some steps.

Although the prexent disclosure has been described in connection with
speciiic exemplary embodiments, it should be understood that various changes,

1§ substitubions, and alterations can be made 1o the disclosed embodinmants without
departing from the spiritand scope of the disclosure ag set forth in the appended

claims,
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WHAT IS CLAIMED I8:

i A method of gensrating and sending encryvpted pavment dats ymessapss
hetween a sender devics and & recelviiig setver via a comnunivation network to effect
g transtor of funds via a transaction card payroent network between an gecount
S associated with the sender device and an aceount associated with 4 recetver device,
wherein the sender device, the receiver device, and the reontving servereach having a
processer and a communication netwerk interfice, the method comprising:
generating at the sender device o payment data message comprising g primary
account number, tn iokenized form, of the aceount associated with the sender device
10 and a transaction amowd, the payment data message being encrypted with a public
key of the receiver deviee;
ransmitiing the payment data message to the receiving server via the
communication network interfaces of at least the sender device aud the receiving

sgrver, the reesiving server having a private key of the receiver device correspondiag

ook
Ly

to the public key and a recciving account number for the account associated with the
receiver devies:

generating, by the receiving server, a payment authorization fn processing by
the frapsaction card payment nebwork based af least in part on the primary account
number, in detokenized forsy, of the accotnt sasoetated with the sender device, the
20 wansaction amount, and the receiving sccount mumbsy; and

recelving the payment authorization at the transaction card payment network,

2 The method of clatim 1, wherein the payment authovization results ina
debit o thescoount awsociated with the sender device and a predhtio the gecout

aasociated with the receiver device.

o
(=]
tad

The method of claim 1, whergin the ansmitting of the paviment dita
message comprises sending the payment data message to the receiver device and

&

forwarding the paviment data message from the receiver-device to the receiving server

o

4. The method of claim 3, wheretn the receiving server is-operated by a

financial instituticn which provides the accoant sssociated with the recgiver device,

.....
A
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5. The method of claim 1, wherein the transmitting of the payment data
massage comprises sending the pavment data message to the receiving server without

passing tuough the receiver device.

6. The method of clatm 1, further coraprising receiving st the sender
S device, vin the conwnanication network interface of the sender device, a public kev of

the receiver device prior fo the generating of the pavment data message.

7. The method of claim 1, forther comprising receiving af the sender
device, via the conwnunication network interface of the sender devige, & payment

request from the receiver device.

10 8. The method of clam 1, wherein the primary account number 18 stored

on the sender device by a digital wallet.

9. The methed of claim 1, wherein the penerating of the payment
authorization cmnpris&s adding a transaction description which incluades a recipient

name assovisted with the receiver device,

o
1.

10, A pecelving server for recetving payment data messages generated by a
sehder-device via a conununication network to effect g transferof funds via a
trapsaction card payment sebwork betweant sn account sssocinted with the sender
device andan account associated With @ receiver device, the receiving server
gomprising:

20 2 processor, storage, and & communication network hiderface, the storage
comprising 1 private key of the recetver device covresponding {o g public key of the
receiver device and & receiving account number for the account associated with the
receivet device,

wherein the processor is configured fo exeeute code Yo perform:

[
Lo}

receiving a paymoent data yessage, generated by the sender device, via the
communication network interface, wherein the payment data message comprises-a
privary account ruamber, tvtokenized form, of the account associated with the sender
device and 8 transaction amount, the payment dats message being encrypted with the

public key of the receiver devige;

3]
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wenerating a payment muthorization for provessing by thetransaction card
payment network hased at feast in part on the primary account number, in detokenized
form, of the scoount assogiated with. the sender device, the transsction amount, angd

the receiving-account number; and

LAt

fransmitting the pavment authorization to the transaction card payment

natwork.

. The receiving server of olaim 18, wherein the payment authorization
resulis iy a debit to the sccount gssogiated with the sender device and a credif 1o the

aceount associated with the recetver device.

1t 12, Thevecstving server of claim 10, wherein the payment data mossage is

recetved from the sender device and passes through the receiver device,

i3 The receiving serverof glaim 12, wherein the receiving server 48
operated by a financial institotion which provides the account associated with the

receiver device.

b

e
L

td. The receiving server of clatm 10, whersin the payment data message is

R

received from the sender device without passing through the recetver device.

15, The recefving server of claim 10, wherein the generating of the
payment authorization comprises adding s transaction deseription which includes g

recipient name associated with the vecateer device:
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