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GROUP KEY ANNOUNCEMENT AND DISTRIBUTION FOR A DATA LINK
GROUP

L Claim of Priority

[0001] The present application claims priority from commonly owned U.S.
Provisional Patent Application No. 62/108,374, entitled “GROUP KEY
ANNOUNCEMENT AND/OR DISTRIBUTION FOR A GROUP,” filed January 27,
2015; U.S. Provisional Patent Application No. 62/209,326, entitled “GROUP KEY
ANNOUNCEMENT AND DISTRIBUTION FOR A GROUP,” filed August 24, 2015;
and U.S. Non-Provisional Patent Application No. 15/006,908, entitled “GROUP KEY
ANNOUNCEMENT AND DISTRIBUTION FOR A DATA LINK GROUP,” filed
January 26, 2016; the contents of each of the aforementioned applications are expressly

incorporated herein by reference in their entirety.

y/A Field

[0002] The present disclosure is generally related to announcement and distribution

of a group key.

IIl.  Description of Related Art

[0003] Devices included in a data link group of a neighbor aware network (NAN) or
a wireless mesh network use a security credential, such as a group key (e.g., a common
group key), to encrypt group addressed traffic. For security reasons, a particular group
key (e.g., an active group key) used by the devices of the data link group expires after a
corresponding time period. Periodically, a new group key is generated and securely
distributed to each device of the data link group. To illustrate, a particular device that
generates the new group key may send a key announcement message to other devices of
the data link group and may send the new group key to one or more devices (e.g., one or
more neighboring devices) of the data link group using peer exchange messaging (e.g.,
point-to-point (P2P) communication). The new group key may be distributed to each
device of the data link group using additional association operations and unicast
message exchanges between devices in the data link group. Performing association
operations or unicast message exchanges to distribute group keys may add significant

traffic and overhead to the NAN or the wireless mesh network.



WO 2016/123256 PCT/US2016/015198

V.  Summary

[0004] In a particular aspect, a device includes key logic configured to obtain a
candidate group key corresponding to a data link group. The device also includes a
wireless interface configured to transmit an announcement message to one or more
devices of the data link group during a paging window designated for the data link
group. The announcement message includes a multicast message and indicates

availability of the candidate group key.

[0005] In another particular aspect, a method includes obtaining a candidate group
key at a first device of a data link group. The method further includes transmitting,
from the first device to a second device of the data link group, an announcement
message indicating availability of the candidate group key. The announcement message
includes a multicast message and is transmitted during a paging window designated for

the data link group.

[0006] In a particular aspect, a device includes key logic configured to monitor a
first communication channel during a paging window designated for a data link group.
The device also includes a wireless interface configured to receive an announcement
message from a first device of the data link group during the paging window. The
announcement message includes a multicast message and indicates availability of the

candidate group key.

[0007] In another particular aspect, a method includes monitoring, at a second
device of a data link group, a first communication channel during a paging window
designated for the data link group. The method further includes receiving an
announcement message at the second device from a first device of the data link group
during the paging window. The announcement message includes a multicast message

and indicates availability of the candidate group key.

[0008] In another particular aspect, a device includes key logic configured to obtain
a candidate group key corresponding to a data link group. The device also includes a
wireless interface configured to transmit an announcement message to one or more

devices of the data link group during a discovery window of a first communication
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channel. The announcement message includes a multicast message and indicates

availability of the candidate group key.

[0009] In another particular aspect, a method includes obtaining a candidate group
key at a first device of a data link group. The method further includes transmitting,
from the first device to devices of the data link group, an announcement message
indicating availability the candidate group key. The announcement message includes a
multicast message and is transmitted during a discovery window and via a first

communication channel.

[0010] In another particular aspect, a device includes key logic configured to
monitor a first communication channel during a discovery window that corresponds to a
data link group. The device also includes a wireless interface configured to receive an
announcement message from a first device of the data link group during the discovery
window. The announcement message includes a multicast message and indicates

availability of the candidate group key.

[0011] In another particular aspect, a method includes monitoring, at a second
device of a data link group, a first communication channel during a discovery window
that corresponds to the data link group. The method further includes receiving an
announcement message at the second device from a first device of the data link group
during the discovery window. The announcement message includes a multicast

message and indicates availability of the candidate group key.

V. Brief Description of the Drawings

[0012] FIG. 1 is a diagram of a particular implementation of a system that supports

transmission of an announcement message and distribution of a group key of a data link

group,

[0013] FIG. 2 is a block diagram of a device configured to generate a candidate
group key;

[0014] FIG. 3 is a timing diagram of an illustrative example of communication

corresponding to a data link group;
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[0015] FIG. 4 is aladder diagram of an illustrative method of using a distribution
key:

[0016] FIG. 5 is atiming diagram of an illustrative example of communication

corresponding to a data link group;

[0017] FIG. 6 is a diagram of an illustrative example of aspects of a page attribute

field;

[0018] FIG. 7 is a flow diagram of a first illustrative method of operation at a device

of a data link group;

[0019] FIG. 8 is a flow diagram of a second illustrative method of operation at a

device of a data link group;

[0020] FIG. 9 is a flow diagram of a third illustrative method of operation at a

device of a data link group;

[0021] FIG. 10 is a flow diagram of a fourth illustrative method of operation at a

device of a data link group;

[0022] FIG. 11 is a flow diagram of a fifth illustrative method of operation at a

device of a data link group;

[0023] FIG. 12 is a flow diagram of a sixth illustrative method of operation at a

device of a data link group; and

[0024] FIG. 13 is a diagram of a wireless device that is operable to support various
implementations of one or more methods, systems, apparatuses, and computer-readable

media disclosed herein.

VI.  Detailed Description

[0025] Particular implementations of the present disclosure are described below
with reference to the drawings. In the description, common features are designated by
common reference numbers throughout the drawings. As used herein, an ordinal term

(e.g., “first,” “second,” “third,” etc.) used to modify an element, such as a structure, a
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component, an operation, etc., does not by itself indicate any priority or order of the
element with respect to another element, but rather merely distinguishes the element

from another element having a same name (but for use of the ordinal term).

[0026] As used herein, various terminology is for the purpose of describing
particular implementations only and is not intended to be limiting of implementations.

For example, the singular forms "a," "an," and "the" are intended to include the plural
forms as well, unless the context clearly indicates otherwise. It may be further
understood that the terms "comprises" and "comprising" may be used interchangeably
with "includes" or "including." Additionally, it will be understood that the term

“wherein” may be used interchangeably with “where.”

[0027] In the present disclosure, devices in a data link group of a neighbor aware
network (NAN) or a wireless mesh network may announce and distribute a group key,
such as a new group key (or a candidate group key). A first device of the data link
group may transmit an announcement message to one or more devices of the data link
group. For example, the first device may send the announcement message as a
multicast message during a paging window of a group transmission window that
corresponds to the data link group. As another example, the announcement message
may be sent during a discovery window corresponding to the NAN. The announcement
message may include a flag that indicates availability of the candidate group key (e.g., a
potential “next” active group key). Each device of the data link group may be awake
(e.g., in an active mode) during the paging window, which may increase a likelihood

that neighboring devices of the first device receive the announcement message.

[0028] A second device of the data link group may receive the announcement
message from the first device and, in response to the announcement message, the second
device may determine whether the second device is associated with the first device. If
the second device is associated with the first device (e.g., the first device and the second
device have successfully completed a security association, such as an authentication
procedure, and established a pairwise key for secure peer-to-peer (P2P)
communication), the second device may receive the candidate group key from the first

device via a P2P communication.
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[0029] If the first device and the second device are unassociated, the second device
may wait to receive a second announcement message (corresponding to the candidate
group key) from a third device that is associated with the second device. For example,
after receiving the announcement message from the first device that is not associated
with the second device, the second device may wait to receive the second announcement
message from the third device that is associated with the second device. In response to
receiving the second announcement message, the second device may request the
candidate group key from the third device. The second device may wait to receive the
second announcement message from an associated device until a predetermined time
before an active group key of the data link group is set to expire. To illustrate, when the
predetermined time is detected, expiration of the active group key is deemed to be
imminent and the second device may initiate a security association with an unassociated
device, such as the first device, and may request the candidate group key from the newly
associated device (e.g., the first device). By waiting to receive an announcement
message from an associated device until the predetermined time is detected, the second
device does not automatically initiate a security association with the first device
responsive to the announcement message. Accordingly, an amount of traffic
corresponding to one or more devices making security associations (e.g., performing
authentication procedures) in order to obtain the candidate group key may be reduced as
compared to devices of data link groups that automatically associate with and request a

group key from a device that sent an announcement message.

[0030] Referring to FIG. 1, a particular implementation of a system 100 that
includes one or more devices of a data link group is shown. The system 100 includes a
wireless network 102, such as a NAN or wireless mesh network, that supports
distribution of a group key of the data link group and transmission of an announcement
message corresponding to the group key. The wireless network 102 may also include or

correspond to one or more data link groups.

[0031] The wireless network 102 may include one or more devices, such as a first
device 104, a second device 106, a third device 108, and a fourth device 110. Each of
the devices 104-110 may be a wireless communication device configured to transmit

data and to receive data from one or more other wireless communication devices
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included in the wireless network 102. Each wireless device may include or correspond
to a station, such as a wireless station or a wireless communication device, of the
wireless network 102. The wireless network 102 may be an infrastructure network or an
infrastructure-less network, such as a peer-to-peer network (e.g., an ad-hoc network).
For example, each of the devices 104-110 of the wireless network 102 (e.g., the NAN)
may be configured to perform association operations (e.g., security association
operations), security information exchange operations, synchronization operations, and
other operations via one or more wireless channels corresponding to the NAN. In some
implementations, the devices 104-110 may perform such operations in accordance with
one or more standards, such as an Institute of Electrical and Electronics Engineers
(IEEE) 802.11 standard (e.g., a [EEE 802.11s standard), a Wi-Fi Alliance standard, a
NAN standard, or a combination thereof, as illustrative, non-limiting examples.
Although the wireless network 102 is illustrated as including four devices, in other
implementations the wireless network 102 may include more than four devices or fewer

than four devices.

[0032] The wireless network 102 may include or correspond to one or more data
link groups (e.g., one or more meshes). As used herein, a data link group may include
an infrastructure-less peer-to-peer network, such as an ad-hoc network. The data link
group may include multiple devices that are able to form a network, such as a
decentralized wireless network. Additionally, each device of the data link group may
use common security credentials that may be exchanged in band or out of band with one
or more communication channels used by the data link group. In some
implementations, the devices of the data link group may be synchronized to have
periodic wake-up times, such as time periods when each of the devices is awake to

advertise and receive traffic and other messages.

[0033] The wireless network 102 may include or correspond to a data link group
that includes one or more devices, such as the devices 104-110. The data link group
may also be referred to as a data link, a data link network, a group network, a NAN data
link (NDL), a NDL network, a data path group, a data path group network, a NAN data
path, a NAN data path group, or a NAN data path group network. In some

implementations, the data link group may be a mesh group included in a mesh network,
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such as a “social Wi-Fi mesh network™ or an Institute of Electrical and Electronics
Engineers (IEEE) 802.11s mesh network, as illustrative, non-limiting examples. As
another example, the data link group may include an infrastructure-less peer-to-peer

(p2p) network.

[0034] As part of the data link group, the devices 104-110 of the data link group
may perform data exchanges via wireless communications (e.g., without involving one
or more wireless carriers, one or more Wi-Fi access points, the Internet, or a
combination thereof). For example, the devices 104-110 of the data link group may
share a security credential, such as a group key (e.g., a common group key), to enable
communication. To illustrate, each device of the data link group may use the group key
to encode and decode group messages. In some implementations, one or more services,
such as a music service, a social media sharing service, a file sharing service, a gaming
service, or other services may be provided by one or more of the devices 104-110 of the
data link group. In some implementations, the devices 104-110 of the data link group
may be synchronized to have periodic wake-up times, such as time periods when each
of the devices 104-110 is “awake” (e.g., in an active operating mode) to advertise a
service, to receive traffic or other messages, or a combination thereof. In some
implementations, the wireless network 102 may include multiple data link groups, and
each data link group of the wireless network 102 may have a corresponding group
identifier, such as unique value (e.g., a byte value, a group address, or a combination
thereof). When the wireless network 102 includes multiple data link groups, a particular
device may be included in more than one data link group. Although the wireless
network 102 is described as having four devices included in a data link group, in other
implementations the wireless network 102 may include more than four devices or fewer

than four devices.

[0035] The first device 104 may include key logic 112 and message logic 114. The
key logic 112 may include (or store) an active key set 130, a candidate key set 140, and
one or more pairwise keys 145. The active key set 130 may include one or more keys
that correspond to the data link group and that are set to be used by devices of the data
link group. To illustrate, the active key set 130 may include a first group key 132, a
first distribution key 134, a first group integrity key 131, or a combination thereof. In a
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particular implementation, the active key set 130 may include two of the keys 131, 132,
and 134, and the two keys may be referred to as a key pair. In another particular
implementation, the active key set 130 may include all of the keys 131, 132, and 134,
and the three keys may be referred to as a key trio. Similarly, the candidate key set 140
may include a second group key 142, a second distribution key 144, a second group
integrity key 141, or a combination thereof. Although described as single active key set
130 and a single candidate key set 140, in some implementations the key logic 112 may
be configured to store multiple active key sets, multiple candidate key sets, or both. For
example, the key logic 112 may be configured to store a first active key set
corresponding to a first data link group and a second active key set corresponding to a

second data link group.

[0036] The active key set 130 may include the first group key 132 that is set as an
active group key of the data link group. The first group key 132 may enable encryption
(or encoding) and decryption (or decoding) of data link group messages communicated

between devices of the data link group.

[0037] Optionally, the active key set 130 may include the first distribution key 134
that is set as an active distribution key of the data link group. The first distribution key
134 may correspond to the first group key 132, such that the first group key 132 and the
first distribution key 134 constitute a first key pair. When the first distribution key 134
is set as the active distribution key, the first distribution key 134 may be used to encrypt
a candidate group key, a candidate distribution key, a candidate group integrity key, or a
combination thereof, to be communicated to other devices of the data link group, as

described further herein.

[0038] Additionally, the active key set 130 may include the first integrity group key
131 that is set as an active integrity group key of the data link group. The first integrity
group key 131 may correspond to the first group key 132, the first distribution key 134,
or both. In implementations in which the active key set 130 includes the first group key
132, the first distribution key 134, and the first integrity group key 131, the first group

key 132, the first distribution key 134, and the first integrity group key 131 constitute a
first key trio. When the first integrity group key 131 is set as the active integrity group
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key, the first integrity group key 131 may be used for integrity protection of
unencrypted (or unencoded) group addressed traffic. For example, a device with a
message to send as an unencrypted group addressed message may generate a value
based on the message and the first integrity group key 131. The value may be included
in a particular field of the message. In a particular implementation, the value is included
in a message integrity code (MIC) field in accordance with an IEEE 802.11 standard. A
device that receives the unencrypted group addressed message may use the first group
integrity key 131 to validate the unencrypted (or unencoded) group addressed message,
which may provide security against devices altering the group addressed traffic and
relaying altered group addressed traffic. To illustrate, the key logic 112 of the first
device 104 may generate a first value based on the first group integrity key 131 and a
received first unencrypted (or unencoded) multicast message and the key logic 112 may
compare the first value to the particular value in the message, such as the particular
value in the MIC field of the received unencrypted (or unencoded) multicast message.
The key logic 112 may validate the first unencrypted multicast message if the first value
matches the particular value. The key logic 112 may fail to validate the first
unencrypted multicast message if the first value does not match the particular value. In
a particular implementation, a message that is not validated is not forwarded and is

discarded or otherwise erased.

[0039] The one or more pairwise keys 145 may be used for peer-to-peer (P2P)
communication between the first device 104 and a device that is associated with the first
device 104. For example, the one or more pairwise keys 145 may include a pairwise
key 146 that may be used for P2P communication between the first device 104 and the
second device 106 (a device that is associated with the first device 104), as described
further herein. A device and the first device 104 may perform an association process to
become associated. A device that is associated with the first device 104 may also be

referred to as being in an associated state with the first device 104.

[0040] Each key included in the active key set 130 may be set as an active key for a
corresponding time period. For example, the first group key 132 may be set as the
active group key and may be included in the active key set 130 for a first time period.

As another example, the first distribution key 134 may be set as the active distribution
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key and may be included in the active key set 130 for a second time period. As another
example, the first group integrity key 131 may be included in the active key set 130 for
a third time period. In other implementations, the first time period, the second time
period, and the third time period may be the same time period. The first time period, the
second time period, the third time period, or a combination thereof, may be a
predetermined time period that is known (or determinable) by each device included in
the data link group. In some implementations, the first time period, the second time
period, or the third time period may partially overlap with another of key validity time
period. In a particular implementation, the first time period is defined in a wireless
communication standard, such as an IEEE 802.11 standard, a Wi-Fi Alliance standard, a
NAN standard, or a combination thereof. In other implementations, the first time period
and the second may be negotiated by devices of the data link group. In some
implementations, the first time period may overlap with time periods of other group
keys. In a particular implementation, the first group key 132 and the first time period do
not expire. For example, the first time period may indicate an unlimited lifespan or may
not indicate an end time, and thus the first group key 132 may have the unlimited
lifespan and may not expire. When the first group key 132 does not expire, devices

104-110 may not generate candidate keys to replace the first group key 132.

[0041] The candidate key set 140 may include one or more keys that are available to
be set as an active key(s) of the active key set 130. The candidate key set 140 may
include the second group key 142 (e.g., a candidate group key), the second distribution
key 144 (e.g., a candidate distribution key), the second group integrity key 141 (e.g., a
candidate group integrity), or a combination thereof. The second distribution key 144
may correspond to the second group key 142, such that the second group key 142 and
the second distribution key 144 constitute a second key pair. The second group key 142
may be used (e.g., set) as the active group key and may be included in the active key set
130 upon expiration of the first time period. Accordingly, the second group key 142
may follow (e.g., replace) the first group key 132 as the active group key. The second
distribution key 144 may be used (e.g., set) as the active distribution key and may be
included in the active key set 130 upon expiration of the second time period.
Accordingly, the second distribution key 144 may follow (e.g., replace) the first
distribution key 134 as the active distribution key. The second group integrity key 141
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may follow (e.g., replace) the first group integrity key 131 upon expiration of the third

time period.

[0042] The second group integrity key 141 (e.g., a candidate group integrity key)
may correspond to the second group key 142, the second distribution key 144, or both,
such that the second group key 142, the second distribution key 144, and the second
group integrity key 141 constitute a second key trio. The second group integrity key
141 may follow (e.g., replace) the first group integrity key 131 and may be used for

integrity protection for unencrypted (or unencoded) group addressed traffic.

[0043] The candidate key set 140 may be obtained by the first device 104 prior to
expiration of the active key set 130. For example, the second group key 142 may be
obtained by the first device 104 prior to expiration of the first time period (e.g., prior to
expiration of the first group key 132 as the active group key). To obtain the candidate
key set 140, the first device 104 may be configured to generate the candidate key set
140, as described with reference to FIG. 2. Additionally or alternatively, the candidate
key set 140 may be generated by another device of the data link group and
communicated (e.g., distributed) to the first device 104 using a key delivery message

180, as described further herein.

[0044] The message logic 114 may be configured to generate and process messages
communicated among devices of the wireless network 102. The message logic 114 may
include an encoder/decoder 118 that is configured to encode and decode messages
communicated among the devices 104-110 of the wireless network 102. For example,
the encoder/decoder 118 may use one of the active key set 130, such as the 132 or 134
to encode (e.g., encrypt) a message to be communicated to another device of the data
link group. In other implementations, the message logic 114 may include an encoder

and a decoder that is distinct from the encoder.

[0045] In some implementations, the message logic 114 may be configured to
encode and decode secure messages communicated between the first device 104 and a
device, such as the second device 106, that is associated with the first device 104 (as
indicated by the solid line 181). To illustrate, the first device 104 and the second device

106 may make or perform a security association (e.g., perform an authentication
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process) to enable peer-to-peer (P2P) communication between the first device 104 and
the second device 106. As part of the authentication process, the pairwise key 146 may
be generated to enable secure communication between the first device 104 and the
second device 106. The pairwise key 146 may be stored at each of the first device 104
and the second device 106. For example, the first device 104 may include the pairwise
key 146 in the one or pairwise keys 145. The one or more pairwise keys 145 may
include the pairwise key 146 as long as the first device 104 is associated with the second
device 106. The message logic 114 may use the pairwise key 146 to encode and decode
one or more P2P messages communicated between the first device 104 and the second

device 106.

[0046] Additionally or alternatively, one or more of the messages communicated
among the devices 104-110 of the wireless network 102 may not be encoded (e.g.,
encrypted). For example, the message logic 114 may generate a message and the first
device 104 may send the message to another device of the wireless network 102 without
encoding the message using the encoder/decoder 118. To illustrate, the first device 104
may be unassociated with the fourth device 110 (as indicated by the dashed line 182)
and the first device 104 may send an unsecure message (e.g., an un-encoded message or
unencrypted) to the fourth device 110. Additionally, the first device 104 may send

unsecure messages to one or more associated devices.

[0047] During operation, the first device 104 may be configured to generate the
second group key 142 prior to expiration of the first group key 132. For example, the
first device 104 may generate the second group key 142 in response to completing a
countdown from a random value, or a pseudo-random value, as further described with
reference to FIG. 2. The second group key 142 may replace the first group key 132 as
an active group key of the data link group to enable each device in the data link group to

encrypt and decrypt group messages (e.g., group transmissions).

[0048] In some implementations, the devices 104-110 of the data link group may
generate the group keys by random number generation. For example, the first device
104 may be configured to generate the second group key 142 by using a random number

generator, a pseudo-random number generator, or other random number generation



WO 2016/123256 PCT/US2016/015198

-14 -

methods. The second group key 142 may include 256 randomly generated or pseudo-
randomly generated bits. Each data link group of the wireless network 102 may include
a unique group key. The devices of the data link group may not use a group key that
has been previously used. For example, the devices of the data link group may store
expired keys (e.g., expired active key sets) and candidate keys (e.g., candidate key sets)
to prevent reuse of group keys. To illustrate, the first device 104 may generate the first
group key 132 and compare the first group key 132 to the second group key 142 to
determine if the second group key 142 is unique. In response to determining that the
second group key 142 is not unique, the first device 104 may randomly generate another
candidate key, such as a second candidate group key. In response to determining that
the second group key 142 is unique, the first device 104 may transmit an announcement
message corresponding to or indicating generation of the second group key 142. Ina
particular implementation, the second group key 142 may be generated in response to

the countdown from the random value.

[0049] In some implementations, a dedicated device of the data link group may be
configured to generate candidate group keys. The device may be referred to as a key
generator device of the data link group. To illustrate, the other devices of the data link
group may not generate group keys (or candidate group keys) while a particular device
operates as the key generator device. The key generator device may also be referred to
as a “leader” device of the data link group. In some implementations, the key generator
device may be a provider of a service of the data link group, such as a one-to-one
service, a one-to-many service, or both. In some implementations, a particular device of
the data link group may determine to operate as the key generator device based on
satisfying one or more criteria. For example, the first device 104 may determine to
operate as the key generator device based on the first device 104 being an originator of
the data link group, based on the first device 104 being in an associated state with more
devices of the data link group than any other device of the data link group, based on the
first device 104 having spent more time in the NAN than the other devices of the data
link group, based on a number of devices in the associated state with the first device
104, based on a topology of the NAN, based on a duration of time the first device 104
has been included in the NAN, based on a rank of the first device 104 within the NAN,

based on a battery level of the first device 104, or a combination thereof. In a particular
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implementation, the key generator device may be indicated after creation of the data
link group by the originator of the data link group. For example, the originator may
transmit a message to devices of the data link group that indicates a particular device is

to operate as the key generator device.

[0050] In another particular implementation, a particular device of the data link
group may be elected to operate as the key generator device by the devices of the data
link group. The election may be based on one or more of the above-listed criteria. For
example, a particular device may be elected to operate as the key generator device based
on the particular device having a more “favorable” position in the data link topology
than other devices of the data link group. A favorable position in a topology of the data
link group may correspond to the particular device being less than a threshold number
of hops from each other device of the data link group. As another example, a particular
device may be elected to operate as the key generator device based on the particular
device being in an associated state with more devices than any other device of the data

link group.

[0051] In a particular implementation, a device configured to generate a candidate
key may become the key generator device if the current key generator device becomes
unavailable or terminates performance of key generation operations. For example, if the
particular device currently operating as the key generator device disassociates from the
data link group or the NAN, or if the particular device indicates an inability to perform
key generation operations, a different device of the data link group may be selected to
operate as the key generator device. In a particular implementation, prior to becoming
unavailable, the particular device may select a different device to operate as the key
generator device and the particular device may transmit a message to the selected
device. In another implementation, a device may determine that the particular device is
no longer performing key generation operations and the device may begin performing
key generation operations. Alternatively, a different device of the data link group may

be elected by the devices of the data link group to operate as the key generator device.

[0052] Devices of the data link group may also be configured to transmit or to

receive messages corresponding to group keys. To illustrate, the message logic 114
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may be configured to generate and to process messages communicated among devices
of the data link group. In some implementations, the message logic 114 may be
configured to encode and decode or encrypt and decrypt secure messages communicated
between the first device 104 and a device, such as the second device 106, that is
associated with the first device 104 (as indicated by the solid line 181). In some
implementations, the first group key 132 may be used to encrypt or decrypt group-

addressed data, such as multicast data or broadcast data.

[0053] The first device 104 may be configured to generate an announcement
message 160 corresponding to generation of the second group key 142. For example,
the message logic 114 may be configured to generate the announcement message 160.
The announcement message 160 may indicate at least one key of the candidate key set
140 is available. For example, the announcement message 160 that a candidate group
key (e.g., the second group key 142) is available and is to replace the first group key
132 as the active group key. The announcement message 160 may be generated by the
first device 104 in response to generating the second group key 142 and before
distributing the second group key 142 to the other devices 106-110 of the data link
group. Alternatively, the second group key 142 may be generated after completion of a
countdown, and the announcement message 160 may be generated in response to
completion of the countdown and prior to generation or distribution of the second group
key 142. In some implementations, the announcement message 160 may be encoded (or
encrypted) by the message logic 114 using a key, such as the first group key 132 or the
pairwise key 146. In other implementations, the message logic 114 may not encode (or

encrypt) the announcement message 160.

[0054] The announcement message 160 may include a flag 162, a group identifier
(ID) 164, and a device ID 166. The flag 162 may include one or more bits, a field, or a
combination thereof, that indicates the announcement message is a group key
announcement message. The group ID 164 may be an identifier of the data link group
that uniquely identifies the data link group. For example, the group ID 164 may include
one or more bits, such as a byte value or a group address, that corresponds to the data
link group. The device ID 166 may be a medium access control (MAC) address that

corresponds to a device that generated the candidate group key. For example, the
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device ID 166 of the announcement message 160 may be a MAC address of the first
device 104. In some implementations, the announcement message 160 may include a
timestamp corresponding to a time when the second group key 142 (or the candidate
key set 140) was generated or when generation of the second group key 142 (or the
candidate key set 140) was initiated. Additionally or alternatively, the announcement
message 160 may include a second device ID that corresponds to a particular device that
transmits the announcement message 160. For example, the second device ID may be a
MAC address of a device that transmits the announcement message 160, such as the

first device 104.

[0055] In some implementations, the announcement message 160 also includes a
key indicator 168. The key indicator 168 may provide information related to the second
group key 142. For example, the key indicator 168 may include a hash value generated
based on the second group key 142, a timestamp corresponding to generation of the
second group key 142, a MAC address of the first device 104, or a combination thereof.
The key indicator 168 may enable a device that receives the announcement message 160
to determine whether the second group key 142 is to become the next active key for the

data link group, as further described herein.

[0056] After generation of the announcement message 160, the first device 104 may
transmit the announcement message 160 to other devices of the data link group. The
announcement message 160 may be sent as a secure message or as an unsecure
message. If the announcement message 160 is sent as a secure message, the
announcement message 160 may be an encrypted message, and if the announcement
message 160 is sent as an unsecure message, the announcement message 160 may be an
un-encrypted message. For example, prior to sending the announcement message 160,
the encoder/decoder 118 may encrypt the announcement message 160 using a particular
key of the active key set 130, such as the first group key 132. Alternatively, the
encoder/decoder 118 may not encrypt the announcement message 160. If the
announcement message 160 is not encrypted, the encoder/decoder 118 may protect the

announcement message 160 using the first group integrity key 131.
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[0057] The first device 104 may be configured to transmit the announcement
message 160 to at least one of the devices 106-110 of the data link group as a multicast
message. The announcement message 160 may be transmitted via a first wireless
channel. The announcement message 160 may be transmitted to devices that are
associated with the first device 104 and to devices that are not associated with the first
device 104. For example, the announcement message 160 may be transmitted to the
second device 106, which is associated with the first device 104 (as indicated by the
solid line 181). Additionally, the announcement message 160 may be transmitted to the
fourth device 110, which is unassociated with the first device 104 (as indicated by the
dashed line 182). The first wireless channel may correspond to the NAN

communication channel, a data link group channel, or both.

[0058] In a particular implementation, the first device 104 may transmit the
announcement message 160 during a paging window of the first communication
channel. The paging window may be designated for the data link group and the paging
window may correspond to the NAN communication channel or the data link group
channel. To illustrate, the paging window may include a particular time period
designated for particular communication via the NAN communication channel or the
data link group channel. In another particular implementation, the first device 104 may
transmit the announcement message 160 during a discovery window of the first
communication channel. The discovery window may correspond to the NAN
communication channel. Additionally or alternatively, the first device 104 may send the
announcement message 160 as a peer-to-peer (P2P) communication to a particular

device, such as the second device 106, that is associated with the first device 104.

[0059] Each of the devices 104-110 of the data link group may be in an active mode
during the paging window, the discovery window, or both, which may increase a
likelihood that neighboring devices of the first device 104 receive the announcement
message 160. Devices that are within a communication range of the first device 104,
such as devices that are one-hop away from the first device 104, may receive the
announcement message 160. For example, the second device 106 and the fourth device
110 may receive the announcement message 160 and may be referred to as

“neighboring™ devices of the first device 104 because the devices 106 and 110 are
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within a particular communication range (e.g., a one-hop range) of the first device 104,
as described by the IEEE 802.11s standard, a Wi-Fi Alliance standard, or a combination
thereof. The third device 108 is not within the particular communication range and is
not considered a neighboring device of the first device 104 because the third device is

multiple hops away from the first device 104.

[0060] One or more devices may receive and forward the announcement message
160 so that the announcement message 160 reaches each device in the data link group.
For example, in response to the second device 106 receiving the announcement message
160 from the first device 104, the second device 106 may forward the announcement
message 160 as an announcement message 170 (e.g., a forwarded announcement
message) to other devices of the data link group. To illustrate, the second device 106
may send the announcement message 170 to the third device 108 and to the fourth
device 110. In some implementations, another device that receives the announcement
message 160 from the first device 104 may not forward the announcement message 160
until after the other device receives the second group key 142 (or the candidate key set

140) that corresponds to the announcement message 160.

[0061] In some implementations, the message logic 114 may be further configured
to generate a paging message 165 after the announcement message 160 is transmitted.
The paging message 165 may indicate that data is scheduled to be transmitted from a
particular device, such as the first device 104, to other devices of the data link group.
The data scheduled to be transmitted may include at least one key of the candidate key
set 140, such as the second group key 142. In some implementations, the paging
message 165 may be a multicast message. For example, the paging message 165 may
be transmitted to multiple devices of the data link group, and the paging message 165
may indicate that data is scheduled to be transmitted to multiple devices of the data link
group. In some implementations, the paging message 165 may be encrypted using the
first group key 132. The paging message 165 may optionally include a page attribute
169. Details of the page attribute 169 are further described herein with reference to
FIG. 6
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[0062] The first device 104 may be configured to transmit the paging message 165
to neighboring devices of the data link group that are associated with the first device
104. For example, the first device 104 may transmit the paging message 165 to the
second device 106. In some implementations, the paging message 165 may be
transmitted via the first wireless channel (the NAN communication channel). In other
implementations, the paging message 165 may be transmitted via a second wireless
channel (data link group channel). The paging message 165 may be transmitted during
a paging window of a transmission window designated for (or corresponding to) the
data link group. Each device of the data link group may be configured to operate in the
active operating mode during the paging window so that paging messages may be

received and transmitted.

[0063] In some implementations, the second device 106 may be configured to
transmit a trigger message 167 to the first device 104 in response to receiving the paging
message 165. The trigger message 167 indicates that the second device 106 is
scheduled to be operating in the active operating mode during a data window of a
current transmission window or a subsequent transmission window. For example, in
response to receiving the paging message 165 indicating that the first device 104 has
data scheduled to be transmitted to the second device 106 during a data window, the
second device 106 may transmit the trigger message 167. Additionally, the second
device 106 may remain operating in the active operating mode during the data window
in order to receive data from the first device 104. The trigger message 167 may be
transmitted via the second wireless channel (the data link group channel) during the
paging window or the data window. Alternatively, the trigger message 167 may be

transmitted via the first wireless channel (the NAN communication channel).

[0064] After receiving the trigger message 167, the first device 104 may generate a
key delivery message 180. The key delivery message 180 may include the second
group key 142 that is to be distributed to the devices 106-110 of the data link group. In
some implementations, the key delivery message 180 may include one or more keys of
the candidate key set 140. The first device 104 may transmit the key delivery message
180 to the second device 106 prior to expiration of the first group key 132 (e.g., the

active group key). In some implementations, the key delivery message 180 may further
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include a key identifier 143, illustrated as the key ID in FIG. 1. The key identifier 143
may indicate a lifespan or an expiration time of the second group key 142. In some
implementations, the key delivery message 180 may be a secure message and may be
transmitted as a unicast message from the first device 104 to the second device 106. For
example, the key delivery message 180 may be encrypted based on the pairwise key 146
and may be transmitted from the first device 104 to the second device 106 via unicast
transmission. The key delivery message 180 may be transmitted via the second wireless
channel (the data link group channel) during the data window. Alternatively, the key
delivery message 180 may be transmitted via the first wireless channel (the NAN

communication channel).

[0065] If the first device 104 does not receive the trigger message 167, for example
if the paging message 165 or the trigger message 167 does not reach a destination or if
second device 106 is unable to respond to the paging message 165, the first device 104
does not transmit the key delivery message 180. In this example, the first device 104
may transmit a second paging message to the second device 106 during a second paging
window. In this manner, the first device 104 may not transmit the key delivery message
180 until receiving a trigger message, such as the trigger message 167, from the second
device 106. In other implementations, paging messages, trigger message or both may
not be used. For example, the first device 104 may generate the key delivery message
180 without transmitting the paging message 165 or receiving the trigger message 167.
In a particular implementation, the first device 104 may generate and transmit the key
delivery message 180 after the announcement message 160 is transmitted during the
discovery window. In another particular implementation, the first device 104 may
generate and transmit the key delivery message 180 in response to completion of a
countdown. The countdown may be related to expiration of the active group key and

may occur before the expiration of the active group key.

[0066] The second device 106 may be configured to propagate the second group key
142 to other devices of the data link group. For example, in response to receiving the
key delivery message 180 (or at least one key of the candidate key set 140), the second
device 106 may transmit a paging message 190 to neighboring devices of the data link

group. To illustrate, the second device 106 be associated with the third device 108 (as
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indicated by the solid line 184), and the second device 106 may transmit the paging
message 190 to the third device 108. The paging message 190 may indicate that the
second device 106 has data (corresponding to at least one key of the candidate key set
140, such as the second group key 142) scheduled to be transmitted to the third device
108. In response to receiving a trigger message (not illustrated) from the third device
108, the second device 106 may forward the key delivery message 180 to the third
device 108. In this manner, the second group key 142 may propagate to devices of the

data link group.

[0067] Although generation of a single candidate group key (e.g., the second group
key 142) is described, in some implementations multiple devices of the data link group
may be configured to generate a candidate group key (or a candidate key set) if an
announcement message related to the second group key 142 has not been received by a
particular time. For example, each of the devices 104-110 may be configured to start a
timer from a random value, and when the timer reaches a particular value, to generate a
new candidate group key (or a new candidate key set). Each of the devices 104-110
may be configured to start the timer in response to a prior group key expiring (such as
the first group key 132) or a candidate group key becoming an active group key (such as
the second group key 142). If an announcement message is received by a particular
device prior to the timer reaching the particular value, the timer of the particular device
may be stopped and no candidate group key is generated by the particular device. If the
timer reached the particular value, the particular device initiates generation of a

candidate group key.

[0068] If multiple announcement messages or multiple group keys (e.g., multiple
candidate key sets) are received by the devices of the data link group, the devices of the
data link group may set a particular candidate group key (or a particular candidate key
set) as the next active group key (or the next active key set) based on key indicators. To
illustrate, a particular candidate group key may be selected as the next active group key
based on a key indicator corresponding to the particular candidate group key having a
higher priority than other key indicators corresponding to other candidate group keys.
As an illustrative example, a candidate group key having an earliest timestamp may be

set as the next active group key. To illustrate, the second device 106 may perform a
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comparison between a first timestamp (e.g., a first priority) and a second timestamp
(e.g., a second priority). The second device 106 may select a candidate group key
corresponding to the first timestamp based on the first timestamp being earlier than the
second timestamp. As another example, a candidate group key having a highest (or
lowest) hash value may be set as the next active group key. As another example, a
candidate group key generated by a device having a highest priority MAC address may

be set as the next active group key.

[0069] Announcement messages corresponding to candidate group keys that are not
selected are not forwarded by devices of the data link group. For example, if the second
device 106 receives a second announcement message after receiving the announcement
message 160 and the second announcement message includes a later timestamp
corresponding to another candidate group key, the second device 106 does not forward
the second announcement message. In some implementations, the second device 106
may send a rejection message in response to receiving the second announcement
message, or in response to receiving a paging message corresponding to the second

announcement message.

[0070] In some implementations, the first device 104 may communicate the key
delivery message 180 to the one or more devices of the data link group as a multicast
message. The multicast message may include or correspond to a public action frame or
a data link group message. When the key delivery message 180 is communicated as the
multicast message, the first device 104 may encode (or encrypt) the key delivery
message 180 using a particular active key of the data link group. For example, when the
active key set 130 includes the first distribution key 134 that is set as the active
distribution key of the data link group, the encoder/decoder 118 may encode (or
encrypt) the key delivery message 180 using the first distribution key 134. Using the
first distribution key 134 to encrypt the key delivery message 180 may provide
additional security when transmitting the key delivery message 180. To illustrate, the
first distribution key 134 may only be used to encode and decode (or encrypt and
decrypt) key delivery messages, such as the key delivery message 180, and the first
group key 132 may be used for other secure group communications. Because the first

group key 132 is used more often than the first distribution key 134, the first group key
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132 is more susceptible to being compromised (e.g., being identified by a device that is
not part of the data link group). Accordingly, using the first distribution key 134 to
distribute the second group key 142, the second distribution key 144, or both, as a
multicast message to the devices of the data link group may be more secure than using
the first group key 132 to distribute the second group key 142, the second distribution
key 144, or both, to the devices of the data link group.

[0071] The first device 104 may distribute the key delivery message 180 as the
multicast message regardless of whether the first device 104 obtained the second group
key 142 by generating the second group key 142 or by receiving the second group key
142 from another device of the data link group. By encoding (or encrypting) the second
group key 142 using the first distribution key 134 and sending a multicast message that
includes the encoded second group key, the encoded second group key (e.g., the second
group key 142) may be distributed to the one or more devices of the data link group
without performing a security association procedure, P2P communications, or a
combination thereof, between the first device 104 and another device of the data link
group For example, the first device 104 may transmit a multicast message to distribute
the encoded (or encrypted) second group key 142 to multiple devices at the same time,
regardless of whether the multiple devices are associated or unassociated with the first
device 104. To illustrate, the first device 104 may multicast the encoded (or encrypted)
second group key 142 to the second device 106 that is associated with the first device
104 and to the fourth device 110 that is unassociated with the first device 104. Thus,
using the first distribution key 134 to multicast the encoded second group key (the
second group key 142) may reduce key-related traffic and overhead related to candidate

group key distribution within the wireless network 102.

[0072] Additionally or alternatively, the first device 104 may communicate the key
delivery message 180 as a P2P communication. To illustrate, after transmission of the
announcement message 160, the first device 104 may receive a request for the second
group key 142 from an associated device. In some implementations, the request for the
second group key 142 may include a request for the candidate key set 140. The second
device 106 may be associated with the first device 104 when the second device 106

receives the announcement message 160 and the second device 106 may send a request
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for the second group key 142 in response to the announcement message 160. The
second device 106 may send the request as a P2P message. In response to the request,
the first device 104 may send the key delivery message 180 to the second device 106 as
a P2P message. In some implementations, the first device 104 may automatically send
the key delivery message 180 as a P2P message to one or more devices associated with
the first device 104. For example, the first device 104 may automatically send the key
delivery message 180 as the P2P message without receiving a request for the second

group key 142 from an associated device.

[0073] In some implementations, after sending the announcement message 160 to a
particular device that is unassociated with the first device 104, the first device 104 may
perform a security association procedure to become associated with the particular
device. For example, the fourth device 110 may be unassociated with the first device
104 when the fourth device 110 receives the announcement message 160. After
receiving the announcement message 160, the fourth device 110 may initiate a security
association procedure with the first device 104 to become associated with the first
device 104. After the fourth device 110 is associated with the first device 104, the first
device 104 may send a P2P communication that includes the second group key 142 to
the fourth device 110. For example, the first device 104 may automatically send the
second group key 142 to the fourth device 110 or the first device 104 may send the
second group key 142 in response to a request received from the fourth device 110 for

the second group key 142.

[0074] In a particular implementation, when a particular device that receives the
announcement message 160 from the first device 104 is unassociated with the first
device 104, the particular device may wait to receive another announcement message
(e.g., the announcement message 170) from an associated device until a predetermined
time before the active group key, such as the first group key 132, of the data link group
is set to expire. When the predetermined time is detected, expiration of the active group
key is deemed to be imminent. A time period between the particular device receiving
the announcement message 160 from an unassociated device and detection of the
predetermined time may be referred to as a waiting period. During the waiting period,

the particular device may wait to receive a second announcement message from a device
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that is associated with the particular device so that the particular device can receive the
second group key 142. If the particular device does not receive the second
announcement message during the waiting period, the particular device may initiate a
security association procedure with an unassociated device after the predetermined time

is detected so that the particular device can acquire the second group key 142.

[0075] To illustrate, the fourth device 110 may be unassociated with the first device
104 when the fourth device 110 receives the announcement message 160. Rather than
initiating a security association process to associate with the first device 104 in response
to receiving the announcement message 160, the fourth device 110 may wait to receive
a forwarded version of the announcement message 160, such as the announcement
message 170, from another device of the data link group that the fourth device 110 is
associated with. To illustrate, the fourth device 110 may be associated with the second
device 106 (as indicated by the solid line 186) and may receive the announcement
message 170 from the second device 106 after receiving the announcement message 160
from the first device 104. After receiving the announcement message 170 from the
second device 106, the fourth device 110 may receive the second group key 142 (or the
candidate key set 140) from the second device 106 as a P2P communication. For
example, the second device 106 may send the second group key 142 to the fourth device
110 automatically or in response to a request received from the fourth device 110 for the
second group key 142. By waiting to receive another announcement message 170 from
an associated device 106, the fourth device 110 does not automatically initiate a security
association with the first device 104 responsive to receiving the announcement message

160 from the first device 104.

[0076] The fourth device 110 may wait to receive the second announcement
message (e.g., the announcement message 170) from an associated device until a
predetermined time before the active group key, such as the first group key 132, of the
data link group is set to expire. To illustrate, when the predetermined time is detected,
expiration of the active group key is deemed to be imminent. If the fourth device 110
has not received the second announcement message from an associated device, the
fourth device 110 may initiate a security association procedure with an unassociated

device, such as the first device 104, in order to receive the second group key 142 (or the
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candidate key set 140). To illustrate, the fourth device 110 may initiate a security
association procedure with the first device 104 and, after completion of the security
association procedure, the fourth device 110 may receive the second group key 142 (or
the candidate key set 140) from the first device 104. For example, the first device 104
may send the second group key 142 to the fourth device 110 automatically or in

response to a request received from the fourth device 110 for the second group key 142.

[0077] In another particular implementation, each device of the data link group may
be configured to initiate generation of a candidate group key in anticipation of
expiration of the active group key. To illustrate, each device may be configured to
generate a random value and start a countdown from the generated random value when
the time period of the active group key nears expiration, as described with reference to
FIG. 2. When the countdown at a particular device is complete, the particular device
may generate a candidate group key and transmit an announcement message to other
devices. For example, the first device 104 may complete a corresponding countdown,
generate the second group key 142, and transmit the announcement message 160. The
other devices, such as the second device 106 and the fourth device 110, may stop their
respective countdowns (and refrain from generating additional candidate group keys) in
response to receiving the announcement message (e.g., the announcement message
160). Upon receipt of the announcement message 160 or the announcement message
170, a particular device may also conditionally suppress (based on suppression criteria)
propagation of one or more additional announcement messages, candidate group keys,
or a combination thereof. For example, the suppression criteria may be applied to select
a particular candidate group key that corresponds to a timestamp that is older or that is
generated by a device having a higher value MAC address, as illustrative, non-limiting
examples. By suppressing announcement messages, candidate group keys, or a
combination thereof, the data link group may avoid having multiple (conflicting)

candidate group keys set as the active group key.

[0078] In some implementations, two devices of the data link group may be
neighboring devices and may be unassociated. For example, as illustrated in FIG. 1, the
first device 104 may be within a communication range (e.g., a one hop range) of the

fourth device 110 and may be unassociated with the fourth device 110 (as indicated by
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the dashed line 182). The fourth device 110 may be associated with a different device
of the data link group, such as the second device 106 (as indicated by the solid line
186). Even though the devices are unassociated, some messages, such as multicast
messages, may be shared between the devices. For example, when the announcement
message 160 is multicast, the first device 104 may transmit the announcement message

160 to the fourth device 110.

[0079] In some implementations, devices of the data link group may be configured
to wait until a particular time to receive a candidate group key from other devices of the
data link group. If a candidate group key is not received by the particular time, such as
a particular amount of time prior to expiration of the current group key, a device may be
configured to associate with another device of the data link group in order to receive the
candidate group key. The particular amount of time prior to expiration of the current
group key may indicate or may correspond to an end of a group key update window, a
beginning of an association window, or both. The group key update window may
include a particular time interval corresponding to performance of key update operations
(e.g., selecting a particular candidate group key and distributing the particular candidate
group key to devices of the data link group). When the first group key 132 is set as the
active group key, devices of the data link group may initiate a countdown. The
countdown may have a shorter duration than a validity period of the first group key 132.
The duration of the countdown (or an initial countdown value) may be selected such
that the period of time between expiration of the countdown and expiration of the first
group key 132 is sufficient for a device to perform one or more association operations
with other devices of the data link group. Although a countdown is described, any form
of timer or timing circuitry may be used to track the time period corresponding to the

countdown.

[0080] In the example illustrated in FIG. 1, the fourth device 110 may start a
countdown (having a first duration) when the first group key 132 is set as an active key.
In other implementations, the countdown may be started when the announcement
message 160 is received from the first device 104, and the countdown may have a
different duration than the first duration. If the countdown expires and the fourth device

110 has not received the second group key 142, for example by receiving a key delivery
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message, the fourth device 110 may enter a “‘panic mode” and may attempt to associate
with a device from which the fourth device 110 received an announcement message.
For example, the fourth device 110 may attempt to associate with the first device 104
because the fourth device 110 received the announcement message 160 from the first

device 104.

[0081] To associate with the first device 104, the fourth device 110 may transmit an
association request 175 to the first device 104. The association request 175 may
identify the fourth device 110 and may indicate that the fourth device 110 would like to
perform an association with the first device 104. In response to receiving the
association request 175, the first device 104 may determine whether to associate with
the fourth device 110 based on at least one criterion. As one example, the criterion may
include a number of other devices the first device 104 is currently associated with. To
illustrate, the first device 104 may be configured to associate with no more than a
threshold number of other devices of the data link group. In this example, the first
device 104 may determine whether the first device 104 is currently associated with the
threshold number of other devices. If the first device 104 is associated with at least the
threshold number of devices, the first device 104 may determine not to associate with
the fourth device 110. If the first device 104 is associated with fewer than the threshold
number of devices, the first device 104 may determine to associate with the fourth

device 110.

[0082] Additionally or alternatively, the at least one criterion may be related to
“need-based” associations. For example, the first device 104 may be configured to
associate with other devices on an “as-needed” basis. As an example, a need-based
association may include an association with a device that is not currently associated
with any other device of the data link group. As another example, need-based
association may be determined based on active traffic sessions. To illustrate, the first
device 104 may disassociate with the second device 106 in response to determining that
the first device 104 does not have an active traffic session for the second device 106
during an upcoming paging window. As another example, the first device 104 may
disassociate with the second device 106 in response to determining that the second

device 106 already received the second group key 142. In this manner, the first device
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104 may be configured to disassociate with some devices of the data link group in order

to associate with other devices that may have a greater “need.”

[0083] If the first device 104 determines to associate with the fourth device 110, the
first device 104 may transmit an association response 176 to the fourth device 110. The
association response 176 may include information to enable the fourth device 110 to
associate with the first device 104. In response to receiving the association response
176, the fourth device 110 may associate with the first device 104. For example, the
fourth device 110 may perform one or more association operation with the first device
104. In a particular implementation, the one or more association operations may include
a 2-way handshake, a 4-way handshake, an exchange of security information, or a
combination thereof. In other implementations, other association operations may be
performed. During performance of the association operations, a pairwise key may be

developed between the first device 104 and the fourth device 110.

[0084] If the first device 104 determines not to associate with the fourth device 110,
the first device 104 may transmit an association rejection 178 to the fourth device 110.
The association rejection 178 may indicate that the first device 104 is unable to perform
association operations with the fourth device 110 at this time. The association rejection
178 may indicate a set of devices that are associated with the first device (e.g., a set of
devices having possession of the second group key 142). For example, the association
rejection 178 may indicate that the first device 104 is associated with the second device
106. Additionally or alternatively, the association rejection 178 may indicate a set of
devices that have already received or already have possession of the second group key
142. For example, the association rejection 178 may indicate that the second device 106
has already received or already has possession of the second group key 142. The fourth
device 110 may transmit a second association request to the second device 106 in
response to the second device 106 being indicated in the association rejection 178. The
association request 175, the association response 176, and the association rejection 178

may be transmitted via the first wireless channel or the second wireless channel.

[0085] In some implementations, the fourth device 110 may be configured to

continue attempting to associate with the first device 104 until an association is
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performed or until the first group key 132 expires. For example, the fourth device 110
may transmit a second association request (not illustrated) to the first device 104 if the
fourth device 110 is not associated with another device that has received the second
group key 142. As another example, if the fourth device 110 receives the
announcement message 170 from the second device 106, the fourth device 110 may

attempt to associate with the second device 106.

[0086] In some implementations, the fourth device 110 does not wait for expiration
of a countdown prior to attempting to associate with the first device 104. Instead, the
fourth device 110 may be configured to associate with the first device 104 in response to
receiving the announcement message 160. For example, the fourth device 110 may
transmit the association request 175 to the first device 104 in response to receiving the
announcement message 160 from the first device 104. Additionally or alternatively,
when the fourth device 110 is unassociated with the second device 106, the fourth
device 110 may transmit an association request to the second device 106 in response to
receiving the announcement message 170 from the second device 106. The first device
104 (or the second device 106) may determine whether to associate with the fourth
device 110, as described above. Because the fourth device 110 does not wait for
expiration of a countdown prior to attempting to associate with other devices of the data
link group, the fourth device 110 may have more time to associate with a different
device if an association attempt fails, thereby increasing a likelihood that the fourth
device 110 is able to associate with a different device and receive the second group key

142 prior to expiration of the first group key 132.

[0087] In some implementations, the devices 104-110 of the data link group may
communicate key delivery messages and a candidate group key (or a candidate key set)
to another device of the data link group as a unicast messages. In a particular
implementation, a 4-way handshake may be used to exchange a candidate group key (or
a candidate key set) between two unassociated devices of the data link group using
unicast messages. The 4-way handshake may include an extension authentication
protocol over local area network (EAPOL) key frame which is encrypted using a key
encryption key (KEK) and integrity protected using a key confirmation key (KCK).

The KEK and the KCK may be included in a pairwise key. The EAPOL key frame may
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include the candidate group key, such as the second group key 142. In some
implementations, the EAPOL key frame may include the candidate key set 140. The
EAPOL key frame may correspond to or be included in a third message (or

communication) between two unassociated devices.

[0088] As an illustrative example of performing a 4-way handshake, the first device
104 and the fourth device 110 may be unassociated and the first device 104 may
transmit a first message to the fourth device 110. The first message may enable the
fourth device 110 to generate the pairwise key. The first device 104 may receive a
second message from the fourth device 110 and generate the pairwise key based on the
second message. The first device 104 may transmit a third message to the fourth device
110 including the EAPOL key frame, the EAPOL key frame including the second group
key 142. The EAPOL key frame may be encrypted based on the KEK and integrity
protected based on the KCK. The first device 104 may receive a fourth message from
the fourth device 110. The fourth message may include an acknowledgement message
that indicates that the fourth device 110 received the second group key 142 and that the

fourth device 110 1s now associated with the first device 104.

[0089] In another particular implementation, a group key handshake (e.g., a 2-way
handshake) may be used to exchange a candidate group key between two associated
devices of the data link group using unicast messages. The group key handshake may
include an EAPOL key frame, which may be encrypted and integrity protected. The
EAPOL key frame may be transmitted as a first message (or communication) between
two associated devices. As an illustrative example of performing a group key
handshake, the first device 104 and the second device 106 may be associated and the
first device 104 and the second device 106 may already possess the pairwise key 146.
For example, the pairwise key 146 may have been generated during association
operations that occurred prior to the group handshake. The pairwise key 146 may
include the KEK and the KCK. The first device 104 may transmit, to the second device
106, a first message including the EAPOL key frame that has the second group key 142.
(or the candidate key set 140) The EAPOL key frame may be encrypted based on the
KEK of the pairwise key 146 and integrity protected based on the KCK of the pairwise

key 146. The first device 104 may receive a second message from the second device
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106. The second message may include an acknowledgement message and may indicate

that the second device 106 has received the second group key 142.

[0090] In another particular implementation, the key delivery message 180 may
include or correspond to a NAN management frame, which may be used to exchange a
candidate group key between two devices of the data link group using unicast messages.
The NAN management frame may encapsulate (or include) an EAPOL key frame. The
NAN management frame, the EAPOL key frame, or both, may be encrypted based on
the KEK and integrity protected based on the KCK. For example, the first device 104
may transmit the key delivery message 180 as a NAN management frame that includes
the EAPOL key frame that has at least one key of the candidate key set 140, such as the
second group key 142. The first device 104 may transmit the NAN management frame

to another device associated with the first device 104, such as the second device 106.

[0091] In another particular implementation, the key delivery message 180 may
include or correspond to a public action frame, which may be used to exchange a
candidate group key between two devices of the data link group using unicast messages.
The public action frame may be protected using a temporal key (TK). The TK may be
included in a pairwise key. A particular attribute (e.g., a particular field) of the public
action frame may be specified to carry the group key. For example, a first attribute of
public action frames may be specified to carry group keys, such as in one or more
wireless communication standards. The first device 104 may transmit the key delivery
message 180 as a public action frame that includes at least one key of the candidate key
set 140, such as the second group key 142, in the first attribute of the public action
frame. The key delivery message 180 may be transmitted to another device associated

with the first device 104, such as the second device 106.

[0092] In some implementations, the first device 104 does not transmit an
announcement message, such as the announcement message 160. In these
implementations, in response to generating the second group key 142, the first device
104 may transmit the paging message 165 to neighboring devices of the data link group.
As described above, the paging message 165 may be transmitted during a paging

window of the first wireless channel (the NAN communication channel) or the second
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wireless channel (the data link group channel). In these implementations, the paging
message 165 includes a page attribute 169 that indicates generation of the second group
key 142. Details of the page attribute 169 are further described herein with reference to
FIG. 6. In some implementations, the paging message 165 may also include the group
ID 164, the device ID 166, the key indicator 168, or a combination thereof. Announcing
group keys using paging messages instead of using announcement messages, such as the
announcement message 160, may reduce traffic on the first wireless channel, the second

wireless channel, or both.

[0093] In response to receiving the paging message 165, the second device 106 may
transmit the trigger message 167 to the first device 104, as described above. The first
device 104 may transmit the key delivery message 180, including the second group key
142, to the second device 106 in response to receiving the trigger message 167. After
receiving the second group key 142, the second device 106 may transmit a paging
message to the third device 108, and the second device 106 and the third device 108
may exchange trigger messages and key delivery messages, as described with reference
to the first device 104 and the second device 106. Additionally, the second device 106
may send an acknowledgment (ACK), such as a MAC ACK, to the first device 104 in
response to receiving the key delivery message 180 (including the second group key
142). Additionally, since paging messages may be multicast and may be unencrypted,
neighboring devices that are unassociated with the first device 104, such as the fourth
device 110, may receive the paging message 165 and may attempt to associate with the
first device 104 to receive data associated with the paging message 165, such as at least

one key of the candidate key set 140, (e.g., the second group key 142).

[0094] The paging message 165 may be retransmitted, or repeated, during multiple
paging windows. For example, the first device 104 may transmit the paging message
165 during multiple paging windows until the first group key 132 expires. In some
implementations, the first device 104 may stop transmitting the paging message 165
prior to expiration of the first group key 132 if each neighboring device in an associated
state with the first device 104 has received the second group key 142. To illustrate, the
first device 104 may transmit the paging message 165 during multiple paging windows

until the second device 106 receives the second group key 142. The first device 104
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may determine the second device 106 has received the second group key 142 based on
receiving an ACK from the second device 106 in response to transmitting the key
delivery message 180. Thus, the first device 104 may stop transmitting the paging
message 165 if the first device 104 receives an ACK from each neighboring device of

the data link group.

[0095] Additionally or alternatively, the group keys (the active key set 130 and the
candidate key set 140) may be associated with a key index, a key identification number,
or both. The key index, the key identification number, or both, may be included in a
NAN service discovery frame, such as in a service information field, the key delivery
message 180, or both. The key index, the key identification number, or both may
indicate the active group key being used to encrypt traffic for the data link group. The
key identification number may include a numerical value or an alphanumeric string that
may be used to identify group keys. The key index may include a table of inactive
group keys and the active group key. In some implementations, the table of the key
index may include a key identification number for each inactive group key and the

active group key.

[0096] The key index, the key identification number, or a combination thereof, may
enable the devices of the data link group to determine the active group key. For
example, a device that has left a particular data link group and later rejoins the particular
data link group may determine if a previous active group key is still valid based on the
key index, the key identification number, or a combination thereof. If the previous
active group key is still valid, the device does not need to authenticate with another
device of the data link group to receive the active group key of the data link group. As
another example, during a transition from the first group key 132 to the second group
key 142 as the active group key, a device may indicate which group key (e.g., the first
group key 132 or the second group key 142) the device is using to encrypt data. For
example, the first device 104 may include, in a message, the key identification number
associated with the first group key 132 that the first device 104 is using to encrypt the
data.
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[0097] Although certain operations and functions of the system 100 have been
described with respect to a corresponding device, each of the devices 104-110 may be
configured to perform one or more operations, functions, or a combination thereof,
described with reference to another of the devices 104-110. For example, each of the
devices 104-110 may include corresponding key logic and corresponding message logic,
as described with reference to the key logic 112 and the message logic 114,
respectively, of the first device 104. Additionally or alternatively, although one or more
examples have been described with respect to distribution of the second group key 142,
such examples may be applied to distribution of one or more keys of the candidate key

set 140.

[0098] One advantage provided by at least one of the disclosed aspects is a
reduction in key-related traffic and overhead within a wireless network. For example,
key-related traffic may be reduced by sending the announcement message 160 during a
paging window or a discovery window when devices of the NAN are in the active
operating mode (e.g., awake). Sending the announcement message 160 during the
paging window or the discovery window may increase a likelihood that neighboring
devices of the first device 104 receive the announcement message 160, which may
reduce retransmissions. As another example, key-related traffic may be reduced by
sending the paging message 165 having the page attribute 169 during a paging window
when devices in the data link group are in the active operating mode. The page attribute
169 may indicate multiple devices that are scheduled to receive traffic from a particular
device during an upcoming data window and may reduce a number of paging messages

needed for group key propagation.

[0099] Another example advantage is that devices that receive the announcement
message 160 (or a forwarded version thereof) may implement a waiting period until a
predetermined time prior to expiration of an active group key. During the waiting
period, a particular device that received the announcement message 160 (or a forwarded
version thereof) may abstain (refrain) from initiating a security association procedure to
obtain the second group key 142 corresponding to the announcement message 160 (or a
forwarded version thereof). By abstaining from associating with another device for the

purpose of acquiring the second group key 142, an amount of traffic corresponding to
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one or more devices performing security association procedures for the purpose of
obtaining the second group key 142 may be reduced. As another example, an active
distribution key, such as the first distribution key 134, may be used to encode (or
encrypt) the second group key 142 and the encoded second group key may be sent (e.g.,
multicast) to one or more devices of the data link group. By sending the encoded
second group key, the second group key 142 may be distributed to the one or more
devices of the data link group without performing a security association procedure, P2P
communications, or a combination thereof, between another device that has the second
group key 142 and a device of the data link group that does not have the second group
key 142.

[0100] FIG. 2 is a particular illustrative implementation of a system 200 that
generates a candidate group key. The system 200 includes a device 202, such as a
device included in a wireless network. The device 202 may include or correspond to

one of the devices 104-110 of the wireless network 102 of FIG. 1.

[0101] The device 202 may include a counter 204, a key generator 206, key storage
208, areceiver 210, and a transmitter 212. The receiver 210 and the transmitter 212
may be configured to receive one or more signals from and to transmit one or more
signals to other devices of a wireless network, respectively. In some implementations,
the receiver 210 and the transmitter 212 may include a single component, such as a
transceiver. The key storage 208 may include or correspond to a storage device, such as
a memory. The counter 204 may be coupled to the key generator 206 and to the
receiver 210, the key generator 206 may be coupled to the key storage 208 and to the
transmitter 212, and the key storage 208 may be coupled to the receiver 210 and to the
transmitter 212. In some implementations, the counter 204 may include or correspond

to a timer.

[0102] The counter 204 may be configured to perform a countdown from a random
value 220 prior to generation of the group key 214, as further described herein. The key
generator 206 may be configured to generate one or more keys, such as a group key
214, a distribution key (not shown), a group integrity key, or a combination thereof, and

to provide the one or more keys to the key storage 208 and to the transmitter 212. For
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example, the key generator may generate the group key 214 and provide the group key
214 to the key storage 208 and to the transmitter 212. The group key 214 may include
or correspond to the first group key 132 or the second group key 142 of FIG. 1. The
distribution key may include or correspond to the first distribution key 134 or the
second distribution key 144 of FIG. 1. The key generator 206 may include hardware,
software, or a combination thereof. In some implementations, the key generator 206
may include or correspond to a processor configured to execute one or more instructions

included in a memory to generate the group key 214.

[0103] The key storage 208 may be configured to store one or more keys, such as
the group key 214, the distribution key, a pairwise key, a group integrity key, or a
combination thereof. As another example, the key storage 208 may store one or more
previous group keys, such as one or more expired group keys of the data link group, or
one or more candidate group keys generated by another device and received at the

device 202 via the receiver 210.

[0104] During operation, the key generator 206 may initiate formation of the group
key 214. In a particular implementation, the key storage 208 may store a previous
group key (e.g., an active group key), and the key generator 406 may initiate formation
of the group key 214 based on detecting a particular predetermined amount of time
before expiration of the active group key (e.g., the previous group key that is set as the
active group key is approaching expiration). For example, the particular predetermined
amount of time may be detected by the counter 204, the key generator 206, or a
combination thereof, based on timing information associated with the active group key.
The particular predetermined amount of time may be selected such that the amount of
time remaining before expiration of the active group key is sufficient for a candidate
group key to be generated and propagated to each device of the data link group prior to

expiration of the active group key.

[0105] FIG. 2 also illustrates timing corresponding to expiration of group keys (e.g.,
active group keys) of a data link group in a timing diagram 230. As illustrated, a first
group key (Key 1) may be generated at time t1 (or generation may be initiated). The
first group key (Key 1) may be set as the active group key at time t1 or shortly after time
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tl. A timestamp corresponding to the first group key (Key 1) may be generated and
included in a message, such as the key delivery message 180 of FIG. 1, with the first
group key (Key 1) when the first group key (Key 1) is transmitted among devices of a
data link group.

[0106] At time 12, generation of a second group key (Key 2) is initiated. In some
implementations, the time t2 may be associated with the particular predetermined
amount of time before expiration of the first group key (Key 1) (or an amount of time
after generation of the first group key (Key 1)). At time t3, the first group key (Key 1)
expires. Although illustrated as being generated at the time t2, in other examples,
generation of the second group key (Key 2) may be initiated at time t2, and the
generation of the second group key (Key 2) may occur at some time between the time t2
and the time t3. After generation of the second group key (Key 2), the second group
key (Key 2) may be provided to one or more devices of the data link group prior to the
expiration of the first group key (Key 1). The second group key (Key 2) may be a first
candidate group key and may correspond to the candidate key set 140 of FIG. 1. The
second group key (Key 2) may become the active group key during a time period
between time t2 and time t3. In a particular implementation, the second group key (Key

2) is set as the active group key at time 13.

[0107] Generation of a third group key (Key 3) may be initiated at time t4, which
corresponds to the particular predetermined amount of time before expiration of the
second group key (Key 2). The second group key (Key 2) may expire at time t5 and the
third group key (Key 3) may be set as the active group key. Although not illustrated, a
fourth group key may be generated prior to expiration of the third group key (Key 3) at
the time t6. Additionally, although the particular predetermined amount of time has
been described as being a same amount of time before expiration of each of the active
group keys, in other implementations the particular predetermined amount of time may
be different amounts of time before expiration for each of the active group keys. The
third group key (Key 3) may be a second candidate group key and may correspond to
the candidate key set 140 of FIG. 1.
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[0108] Referring to the device 202, in response to detecting the particular
predetermined amount of time prior to expiration of an active group key, the key
generator 206 may determine to initiate generation of the group key 214. The key
generator 206 may initiate generation of the group key 214 by causing the counter 204
to initiate a countdown from the random value 220 (or to initiate the counter to count up
to the random value 220). The random value 220 may be generated (or selected) from
within a particular range of values stored at the device 202. For example, during
manufacture the device 202 may be programmed with data indicating the particular
range of values, such as a range of values corresponding to one or more standards. As
another example, the device 202 may receive data indicating the particular range of
values from another device of the data link group during a security association
procedure (e.g., an association procedure) performed when the device 202 joins the data

link group.

[0109] When the countdown reaches zero (or when counting up reaches the random
value 220), the key generator 206 may generate the group key 214 and provide the
group key 214 to the key storage 208, to the transmitter 212, or a combination thereof.
Additionally, the key generator 206 may generate or initiate generation of an
announcement message, such as the announcement message 160 of FIG. 1, and the key
generator 206 may cause the announcement message to be transmitted by the transmitter
212 prior to transmission of the group key 214. The group key 214 may be stored in the
key storage 208 as the active group key for use in encrypting group messages sent from
the device 202 to other devices of the data link group, decrypting group messages
received at the device 202 from other devices of the data link group, or a combination
thereof. Additionally or alternatively, the group key 214 may be stored in the key
storage 208 as a candidate group key and may later be set as the active group key. The
group key 214 (and the announcement message) may be transmitted by the transmitter
212 to one or more other devices in the group (e.g., via single-hop or multi-hop routes).
In some implementations, the announcement message may be sent after the countdown
reaches zero (or counting up reaches the random value 220) and prior to generation of

the group key 214.
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[0110] The key generator 206 may be configured to prevent (e.g., prohibit)
generation of the group key 414 when another announcement message or another group
key is received prior to generation of the group key 214. For example, the counter 204
may stop the countdown if another announcement message or another candidate group
key (e.g., an announcement message generated by a different device, a candidate group
key generated by a different device, or a combination thereof) is received by the
receiver 210. Additionally, if the group key 214 is generated and the device 202
receives a particular announcement message from another device indicating that another
group key has been generated, the device 202 may apply suppression criteria to
determine whether the group key 214 or the other group key is to be used as a potential
“next” active group key after expiration of an existing active group key. For example,
the suppression criteria may be applied to select a particular candidate group key that
corresponds to an older timestamp or a candidate group key that was generated by a

device having a higher value MAC address, as illustrative, non-limiting examples.

[0111] Although FIG. 2 illustrates a single device 202, each device in the data link
group may be similarly configured as the device 202. Thus, any device in the data link
group may generate a corresponding candidate group key to be used by other devices of
the data link group. By enabling each device of the data link group to generate a
corresponding candidate group key, the data link group may be able to exchange data
without having a single central device configured to generate a candidate group key to
be used by the devices of the data link group. Use of a single central device may be
undesirable in a wireless network because each device (including the central device)

may leave the wireless network at any time.

[0112] FIG. 3 is a particular illustrative implementation of a timing diagram 300 of
messages communicated in a data link group. The data link group may include or
correspond to the data link group of FIG. 1 that includes the devices 104-110. The data
link group may include multiple devices, such as a first device (STA1), a second device
(STA2), and a third device (STA3). For example, the first device, the second device,
and the third device may include or correspond to the devices 104-110 of FIG. 1 or the
device 202 of FIG. 2.
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[0113] The timing diagram 300 illustrates a NAN communication channel 302 and a
data link group channel 304. The NAN communication channel 302 includes multiple
discovery windows, such as a first discovery window 310 and a second discovery
window 312. The data link group channel 304 includes multiple group transmission
windows 320-326. In some implementations, the group transmission windows 320-326
occur with reference to the NAN communication channel 302. For example, when there
is no data link group channel 304, the group transmission windows 320-326 occur with
reference to the NAN communication channel 302 and may be between the first

discovery window 310 and the second discovery window 312.

[0114] In other implementations, the data link group channel 304 may include
discovery windows (similar to the discovery windows 310, 312) and the group
transmission windows 320-326 occur between two discovery windows of the data link
group channel 304. In some implementations, the discovery windows of the data link
group channel 304 may be in addition to the first discovery window 310 and the second
discovery window 312 of the NAN communication channel 302. In other
implementations, there may be no NAN communication channel 302. In these
implementations, the data link group channel 304 may or may have corresponding

discovery windows.

[0115] In some implementations, the data link group may be included in a NAN and
the devices of the data link group may communicate via the NAN communication
channel 302. The devices of the NAN may be synchronized via one or more
synchronization beacons that are communicated by a master device of the NAN or by a
master device of a particular group of the NAN. For example, one of the devices of the
data link group may operate as the master device and may broadcast one or more
synchronization beacons to other devices included in the NAN via the NAN

communication channel 302.

[0116] Additionally or alternatively, the devices included in the data link group may
communicate via the data link group channel 304. The devices of the data link group
may be synchronized via one or more synchronization beacons that are communicated

by a master device of the data link group or a master device of a NAN that includes the
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data link group. For example, one of the devices of the data link group may operate as
the master device and may broadcast one or more synchronization beacons to other
devices of the data link group, other devices of the NAN, or a combination thereof, via

the NAN communication channel 302, the data link group channel 304, or both.

[0117] The devices may be synchronized to detect group transmission windows
corresponding to the data link group channel 304. For example, each of the devices of
the data link group may have synchronized clocks, as described by the IEEE 802.11s
standard, a Wi-F1 Alliance standard, or a combination thereof, to enable correct
determinations of beginnings and endings of group transmission windows, paging
windows, data path windows, or a combination thereof, as described further herein. The
group transmission windows may include a first group transmission window 320, a
second group transmission window 322, a third group transmission window 324, and a
fourth group transmission window 326. Each of the data path transmission windows
may include a corresponding paging window and a corresponding data window. To
illustrate, the first group transmission window 320 may include a first paging window
332 and a first data window 334, the second group transmission window 322 may
include a second paging window 342 and a second data window 344, the third group
transmission window 324 may include a third paging window 352 and a third data
window 354, and the fourth group transmission window 326 may include a fourth

paging window 362 and a fourth data window 364.

[0118] In some implementations, each group transmission window includes an
offset from a discovery window of the NAN communication channel, such as a first
discovery window 310. The devices may determine a beginning or an end of the group
transmission windows, the paging windows, or the data path windows based on offsets
from the first discovery window 310. A duration between the first discovery window
310 and a second discovery window 312 may include or correspond to the group key

update window.

[0119] During a discovery window, each of the devices of the data link group may
be awake (e.g., not in a power-save, low power, or sleep mode) and may monitor for

beacons, messages, or both. In some implementations, the beacons, the messages, or
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both may indicate traffic to be sent during a subsequent data window. Beacons,
messages, or a combination thereof, sent during the discovery window may be secure
(e.g., encoded or encrypted) or un-secure (e.g., un-encoded or unencrypted). When a
secure beacon, a secure message, or both, are transmitted during the discovery window,
the secure beacon, the secure message, or both, may be encoded using a key, such as an
active group key, an active distribution key, or an integrity group key. For example, the
active group key and the active distribution key may include or correspond to the first
group key 132 of FIG. 1 and the first distribution key 134 of FIG. 1, respectively. The
integrity group key may include or correspond to integrity group key of FIG. 1. Ifa
particular device determines, based on beacons, messages, or both received during the
discovery window, that the particular device may receive data, the particular device may
stay awake during the subsequent data window. If the particular device does not receive
a beacon, a message, or both during the discovery window, the particular device “goes
to sleep” (e.g., enters a sleep mode or power-save mode) during the subsequent data

window.

[0120] During a paging window, each of the devices of the data link group may be
awake (e.g., not in a power-save, low power, or sleep mode) and may monitor for
beacons, messages, or both. In some implementations, the beacons, the messages, or
both may indicate traffic to be sent during a subsequent data window. Beacons,
messages, or both, sent during the paging window may be secure (e.g., encoded or
encrypted) or un-secure (e.g., un-encoded or unencrypted). When a secure beacon, a
secure message, or both are transmitted during the paging window, the secure beacon,
the secure message, or both may be encoded using a key, such as an active group key,
an active distribution key, or a pairwise key. For example, the active group key and the
active distribution key may include or correspond to the first group key 132 of FIG. 1
and the first distribution key 134 of FIG. 1, respectively. The pairwise key may include
or correspond to the pairwise key 146 of FIG. 1. If a particular device determines,
based on the beacons, the messages, or a combination thereof, received during the
paging window, that it may receive data the particular device may stay awake during the
subsequent data window. If the particular device does not receive a beacon, a message,
or both, during the paging window, the particular device “goes to sleep” (e.g., enters the

sleep mode or the power-save mode) during the subsequent data window.
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[0121] Referring to the first paging window 332 of the first group transmission
window 320, the first device may transmit an announcement message 336 via the data
link group channel 304 to one or more devices of the data link group. The
announcement message 336 may indicate that the first device has a candidate group key,
such as the second group key 142 of FIG. 1 or the group key 214 of FIG. 2, to be
distributed to the devices of the data link group. For example, the announcement
message 336 may include or correspond to the announcement message 160 or the
announcement message 170 of FIG. 1. In response to the announcement message 336,
the second device may send a request 338 to the first device to request the candidate
group key. Although the request 338 is illustrated as being sent during the same paging
window as the announcement message 336, in other implementations the request 338
may be sent from the second device during a later paging window or a discovery

window.

[0122] During the first data window 334 and responsive to the request 338, the first
device and the second device may perform P2P communication to enable the first
device to send the candidate group key to the second device. Other devices of the data
link group may not be awake (e.g., in a sleep mode or in a power-save mode) during the

first data window 334.

[0123] During the second paging window 342, the second device may transmit an
announcement message 346 via the data link group channel 304 to one or more devices
of the data link group. For example, the announcement message 346 may be based on
the announcement message 336 issued by the first device or may be a forwarded version
of the announcement message 336 issued by the first device. In response to the
announcement message 346, the third device may send a request 348 to the second
device to request the candidate group key. During the second data window 344, the
second device and third second device may perform P2P communication to enable the
second device to send the candidate group key to the third device. Other devices, such
as the first device, of the data link group may not be awake (e.g., in a sleep mode orin a

power-save mode) during the second data window 344,
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[0124] During the third paging window 352, no beacons or messages may be
communicated. Accordingly, during the third data window 354, all of the devices of the
data link group may not be awake. During the fourth paging window 362, the first
device may transmit a multicast announcement message 366 to one or more devices of
the data link group. Accordingly, all of the devices of the data link group that received
the announcement message 366 may be awake during the fourth data window 364 to

enable the first device to multicast a message to other devices of the data link group.

[0125] Thus, FIG. 3 illustrates how devices may send beacons, messages, or a
combination thereof, during paging windows or discovery windows to inform other
devices of the data link group of data traffic to be transmitted. By informing other
devices of the data traffic to be transmitted, one or more devices that are not intended to
receive the data traffic may not be awake (e.g., enter a sleep mode or a power-save

mode) during a data window and, thus, conserve power.

[0126] Referring to FIG. 4, an illustrative implementation of a method 400 of
communicating between a first representative device 402 and a second representative
device 404 is shown. The method 400 is illustrated by a ladder diagram. The first
device 402 and the second device 404 may be included in the same data link group, such
as the same data link group of a NAN. For example, the first device 402 and the second
device 404 may include or correspond to the devices 104-110 of FIG. 1, the device 202
of FIG. 2, or devices described with reference to FIG. 3. Although the data link group
is described as including two devices (e.g., the first device 402 and the second device

404), in other implementations the data link group may include more than two devices.

[0127] The first device 402 may set a first group key and a first distribution key as
first active keys (e.g., a first active key set) of the first device 402, at 412. The first
group key and the first distribution key may include or correspond to the first group key
132 and the first distribution key 134 of FIG. 1, respectively. The second device 404
may set the first group key and the first distribution key as second active keys (e.g., a
second active key set) of the second device 404, at 414. The first device 402 may set
the first active keys before, after, or at the same time that the second device 404 sets the

second active keys.
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[0128] The first device 402 may initiate a first countdown using a first random
value, at 422, and the second device 404 may initiate a second countdown using a
second random value, at 424. For example, the first random value, the second random
value, or both, may include or correspond to the random value 220 of FIG. 2. The first
countdown may correspond to a candidate group key (e.g., a candidate key set)
generation procedure performed at the first device 402 and the second countdown may
correspond to a candidate group key generation procedure performed at the second
device 404. The first device 402 may initiate the first countdown before, after, or at the

same time that the second device 404 initiates the second countdown.

[0129] The first device 402 may detect an end of the first countdown and generate a
second group key and a second distribution key, at 432. For example, the first device
402 may detect the end of the first countdown based on a value of a counter, such as the
counter 204 of FIG. 2. The second group key may include or correspond to the second
group key 142 of FIG. 1 or the group key 214 of FIG. 2. The second distribution key
may include or correspond to the second distribution key 144 of FIG. 1. To generate the
second group key and the second distribution key, the first device 402 may include one
or more key generators, such as the key logic 112 of FIG. 1 or the key generator 206 of
FIG. 2.

[0130] The first device 402 may send an announcement message to the second
device 404, at 433. For example, the announcement message may include or
correspond to the announcement message 160 of FIG. 1. The announcement message
may indicate to the second device 404 that the first device 402 has the second group key
to be distributed. In some implementations, the announcement message may include a
multicast message, such as a multicast traffic announcement message. Although the
announcement message is described as being sent after the second group key is
generated, in other implementations the announcement message may be sent after the

end of the first countdown is detected and before the second group key is generated.

[0131] The second device 434 may terminate the second countdown, at 434. For
example, the second device 434 may suppress a candidate group key generation

procedure in response to receiving the announcement message from the first device 402.
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[0132] The first device 402 may encode (or encrypt) the second group key and the
second distribution key using the first distribution key, at 442. The first device 402 may
send a key delivery message to the second device 404, at 443. For example, the key
delivery message may include or correspond to the key delivery message 180 of FIG. 1.
The key delivery message may include the encoded (or encrypted) second group key
and the encoded (or encrypted) second distribution key. In some implementations the
first device 402 may send the key delivery message to the second device 404 as a
multicast message that may be received by devices of the data link group that are
associated with or unassociated with the first device 402. Although the encoded (or
encrypted) second group key and the encoded (or encrypted) second distribution key are
described as being include in a single key delivery message, in other implementations
the encoded (or encrypted) second group key and the encoded (or encrypted) second

distribution key may be sent in separate messages.

[0133] The second device 404 may decode (or decrypt) the encoded (or encrypted)
second group key and the encoded (or encrypted) second distribution key using the first
distribution key, at 444. The first device 402 may set the second group key and the
second distribution key as the first active keys, at 452, and the second device 404 may
set the second group key and the second distribution key as the second active keys, at
454, Although described as using distribution key, in other implementations
distribution keys may not be used to encode (or encrypt) candidate group keys. For
example, the first device 402 may encode (or encrypt) the second group key based on

the first group key.

[0134] By using the second first distribution key to encode (or encrypt) the second
group key, the first device 402 may encode (or encrypt) the second group key and
distribute the second group key to one or more devices (e.g., the second device 404) of
the data link group as a multicast message. Because the first distribution key is known
to each device (e.g., the second device 404) of the data link group, the multicast
message may be used to send the encoded (or encrypted) second group key directly to
the one or more devices regardless of whether the one or more devices are associated
with or unassociated with the first device 402. Accordingly, no additional security

association procedures, P2P communications, or a combination thereof are performed
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by the first device with other devices of the data link group for the purpose of
distributing the second group key. Thus, when the distribution keys are used by the data
link group, an amount of data traffic distribute the second group key may be reduced as

compared when the distribution keys are not used to distribute the second group key.

[0135] Referring to FIG. 5, a particular illustrative timing diagram 500 illustrating
communication within the data link group is depicted. FIG. 5 illustrates lifespans and
expirations of group keys (such as active group keys) of a data link group. Generation
of a first group key (Key 1) may be initiated, or the first group key (Key 1) may be
generated at time t0 (not shown). Generation of the first group key (Key 1) is described
with reference to at least FIG. 2. A timestamp corresponding to the first group key (Key
1) may be generated and included in a message, such as the key delivery message 180 of
FIG. 1. In a particular implementation, the key identifier 143 may include the
timestamp. The timestamp may be included in the message with the first group key
(Key 1) when the first group key (Key 1) is transmitted among devices of a data link
group that corresponds to the first group key (Key 1). As illustrated, Key 1 becomes an
active key at time t1. A device of the data link group may start a countdown at time t1.
The countdown may indicate a lifetime of the first group key (Key 1), a time period
until an association window, or other timing information. Although a single countdown
is described, in some implementations multiple countdowns may be used. In other
implementations, the countdown may start at a prior time, such as a time corresponding

to the device receiving an announcement message.

[0136] During a discovery window that begins at time t2 and that ends at time t3, an
announcement message 510 corresponding to a second group key (Key 2) is transmitted
by a device of the data link group. The announcement message 510 may be transmitted
in response to a device of the data link group generating the second group key (Key 2).
The announcement message 510 may include or correspond to the announcement
message 160, the announcement message 170 of FIG. 1, or a combination thereof.
Although described as an announcement message transmitted during a discovery
window, in other implementations, the second group key (Key 2) may be announced by
a paging message transmitted during a paging window of the data link group, as

described with reference to FIGS. 1 and 3.
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[0137] After the announcement message 510 is transmitted by a particular device,
the particular device may transmit paging messages and key delivery messages to
distribute the second group key (Key 2) to other devices of the data link group, as
described with reference to FIG. 1. Additionally, devices that receive the second group
key (Key 2) may also propagate the second group key (Key 2) to other devices, such
that the second group key (Key 2) propagates throughout the data link group. However,
one or more devices of the data link group may not have received the second group key
(Key 2) at the beginning of an association window occurring at time t4. For example, a
device may be multiple hops away from a key generator device and the second group
key (Key 2) may not have reached the device, or the device may be unassociated with
the particular device, and the particular device has not transmitted the second group key
(Key 2) to the device at the beginning of the association window. The association
window may correspond to a time where the one or more devices attempt to associate
with a device of the data link group that has the candidate group key (Key 2), such as
the first device 104 in FIG. 1.

[0138] The association window may begin at a predetermined time (an association
threshold time) that is known to each device of the data link group. The association
window may occur prior to expiration of the lifespan of the first group key (Key 1) at
time t6 and may occur prior to the second group key (Key 2) being set as the active
group key at or before time t6. In a particular implementation, the association threshold
time is defined in a wireless communication standard, such as an IEEE 802.11 standard,
a Wi-Fi Alliance standard, a NAN standard, or a combination thereof. In some
implementations, the association threshold time may be indicated by a key delivery
message, such as the key delivery message 180 of FIG. 1. For example, the association
threshold time may be indicated by the key identifier 143. In other implementations, the

association threshold time may be negotiated by devices of the data link group.

[0139] During the association window, one or more devices may perform
association operations 520. As an illustrative example, with reference to FIG. 1, the
fourth device 110 may send the association request 175 to the first device 104, and the
first device 104 may send the association response 176 or the association rejection 178

to the fourth device 110 during the association window. At time t5, a second discovery
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window of the NAN begins. One or more announcement messages may be transmitted
during the second discovery window. At time t6, the second discovery window ends.
In some implementations, the association window ends at time t6 and includes the
second discovery window, as illustrated in FIG. 5. In other implementations, the

association window may end at time t5.

[0140] A time period from t2 to t6 may correspond to a group key update window.
The group key update window may correspond to a period of time where one or more
devices of the data link group distribute a candidate group key, such as the second group
key (Key 2), to the devices of the data link. Key delivery messages (not illustrated) that
include the second group key (Key 2) may be transmitted between devices of the data
link group during the group key update window. For example, with reference to FIG. 1,
the key delivery message 180 may be transmitted to devices of the data link group.
Although illustrated as taking place between a start of a first discovery window and an
end of a second discovery window, the group key update window may take place
between multiple discovery windows. For example, the announcement message 510
may be transmitted (or retransmitted) during multiple discovery windows. Transmitting
the announcement message 510 during multiple discovery windows may increase the
likelihood that each device of the data link group receives the announcement message

510.

[0141] Generation of a third group key (Key 3) may be initiated at time t7, which
may correspond to the particular predetermined amount of time before expiration of the
second group key (Key 2). The second group key (Key 2) may expire at time t8. In
some implementations, the duration of time between time t2 and time t6 is the same as
the duration of time t7 and time t8. In other implementations, the duration of time
between time t2 and time t6 is different than the duration of time t7 and time t8. In
some implementations, the first group key (Key 1), the second group key (Key 2), and
the third group key (Key 3) have the same lifespan. In other implementations, the first
group key (Key 1), the second group key (Key 2), and the third group key (Key 3) have

different lifespans.
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[0142] Thus, FIG. 5 describes timing related to group keys and related
announcement messages. Transmitting announcement messages during discovery
windows may increase a likelihood that devices of a data link group are operating in an
active operating mode and are able to receive the announcement messages.
Additionally, one or more devices that have not received a candidate group key (e.g., a
potential “next” active group key) by the start of an association window may have a
designated time for performing association operations with other devices. The
association operations may associate a device with another device that has the candidate
group key, thereby enabling the device to receive the candidate group key. A duration
of the association window may be set to achieve a target likelihood that each device of

the data link group has time to associate with a device that has the candidate group key.

[0143] Referring to FIG. 6, a diagram of an illustrative page attribute 600. The page
attribute 600 may be included in a paging message. In a particular implementation, the
page attribute 600 may include or correspond to the page attribute 169 of FIG. 1.
Although the page attribute 600 is illustrated in FIG. 6 as including particular fields, the
illustration is not limiting. In other implementations, the fields of the page attribute 600
may be arranged in a different order and may include fewer fields or more fields than

illustrated in FIG. 6.

[0144] The page attribute 600 may include an attribute ID field 602. The page
attribute 600 may include a length field 604 that includes a value identifying a length of
the page attribute 600. The page attribute 600 may also include a data link group ID
field 606 that includes a value that identifies the data link group. The data link group ID
field 606 may also be referred to as a NAN data link (NDL) identifier.

[0145] The page attribute 600 further includes a page control field 608 and a traffic
indicator or group key generator ID field 610. The page attribute 600 optionally
includes a traffic type indicator 612. The page control field 608 indicates information
related to the page attribute 600. A first set of bits 620 of the page control field 608
may indicate whether the page attribute 600 includes a traffic indicator or a group key
generator ID, as further described herein. Additionally, if a traffic indicator is included

in the page attribute 600, the first set of bits 620 may indicate a type of the traffic
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indicator, as further described herein. In a particular implementation, the first set of bits
620 includes three bits. A second set of bits 622 of the page control field 608 may
indicate whether the traffic type indicator 612 is included in the page attribute 600. A
third set of bits 624 of the page control field 608 may be reserved. In other
implementations, the bits in the page control field 608 may be divided differently.

[0146] To illustrate the indications provided by the first set of bits 620, if the first
set of bits 620 has a first particular value, the data scheduled for transmission by the
device that sends the paging message including the page attribute 600 is multicast data.
In a particular implementation, if the data is multicast data, the traffic indicator or group
key generator ID field 610 may not be included in the page attribute 600. In this case,
each device that receives the paging message including the page attribute 600 may
remain in an active operating mode based on detecting that the first set of bits 620 of the
page control field 608 has the first particular value. If the first set of bits 620 has a
second particular value, a third particular value, or a fourth particular value, the traffic
indicator or group key generator ID field 610 includes a traffic indicator. If the first set
of bits 620 has the second particular value, the data may be unicast data and the traffic
indicator may be represented by a traffic indicator map (TIM). If the first set of bits 620
has the third particular value, the data may be unicast data and the traffic indicator may
be represented by a Bloom filter. If the first set of bits 620 has the fourth particular
value, the data may be unicast data and the traffic indicator may be represented by a list
of MAC addresses. If the first set of bits 620 has a fifth particular value, the traffic
indicator or group key generator ID field 610 includes a group key generator ID. In this
case, the first set of bits 620 indicates an identifier of a device that has generated a
candidate group key. In this case, the group key generator ID includes a MAC address
(or other identifier) of the device that generated the candidate group key, and if the
traffic type indicator 612 is included in the page attribute 600, the traffic type indicator
612 indicates a highest priority traffic type. For example, the traffic type indicator 612
may indicate a highest quality of service (QoS) category corresponding to the traffic.

[0147] If the page attribute 600 includes a traffic indicator, the traffic indicator has a
variable size and indicates a subset of devices that are scheduled to receive traffic from

a particular device during an upcoming data window. The traffic indicator may be
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represented by a TIM, a Bloom filter, or a list of MAC addresses. The traffic indicator
may identify each device scheduled to receive traffic, such as traffic from the first
device 104 of FIG. 1. In some implementations, a paging message may include
multiple page attributes 600. For example, a paging message may include a first page
attribute indicating a group key generator ID (based on the traffic indicator or group key
generator ID field 610 and the page control field 608) and a second page attribute
corresponding to other data scheduled for transmission to one or more devices of the

data link group.

[0148] Thus, FIG. 6 illustrates a page attribute 600 that may be included in a frame,
such as a service discovery frame (SDF), a public action frame (as described in IEEE
802.11), a management frame, or a NAN management frame, to indicate a list of
devices that are scheduled to receive traffic or to indicate an ID of a key generator
device. Additionally or alternatively, the page attribute 600 may be included in a

paging message to announce generation of a candidate group key.

[0149] Referring to FIG. 7, a first implementation of a method 700 of operation at a
device of a data link group is shown. The data link group may include an infrastructure-
less peer-to-peer network. For example, the data link group may include multiple
devices of a NAN or a wireless mesh network. The multiple devices may form data
connectivity amongst themselves (e.g., amongst the multiple devices). The method 700
may be performed at any of the devices 104-110, the device 202 of FIG. 2, any of the
devices described with reference to FIG. 3, or either of the devices 402, 404 of FIG. 4.

[0150] The method 700 includes generating a candidate group key at a first device
of a data link group, at 702. For example, the candidate group key may include or
correspond to the second group key 142 of FIG. 1 or the group key 214 of FIG. 2. The
candidate group key may be set as the active group key to enable encryption,
decryption, or both, of group addressed data messages corresponding to the data link
group. The second group key 142 may be generated by the first device 104, as
described with reference to FIG. 1.

[0151] The method 700 includes transmitting, from the first device to a second

device of the data link group, an announcement message indicating availability of the



WO 2016/123256 PCT/US2016/015198

-55-

candidate group key, where the announcement message is transmitted during a paging
window designated for the data link group, and where the announcement message
includes a multicast message, at 704. For example, the paging window may be part of a
group transmission window. To illustrate, the paging window may be one of the paging
windows 332, 342, 352, 362 of FIG. 3. The announcement message may include or
correspond to the announcement message 160 or the announcement message 170 of

FIG. 1.

[0152] In some implementations, the announcement message may be transmitted in
response to generating the candidate group key. For example, the announcement
message may be transmitted in response to the first device receiving the candidate group
key from another device of the data link group. As another example, the announcement
message may be transmitted in response to the first device initiating generation of the
candidate group key or in response to the first device generating the candidate group
key. The multicast message (e.g., the announcement message) may include one or more
bits that indicate the announcement message is a group key announcement message.

For example, the one or more bits may include or correspond to the flag 162 of FIG. 1.
The one or more bits may be included in a particular field of the announcement
message. The announcement message may also include a group identifier of the data
link group and a device identifier of a particular device that generated the candidate
group key. In some implementations, the first device and the particular device are the
same device and, in other implementations the first device and the particular device are
different devices. The group identifier and the device identifier may include or
correspond to the group identifier 164 and the device identifier 166, respectively, of
FIG. 1. The device identifier may be a MAC address of the particular device.
Additionally, the announcement message may include a timestamp associated with

generation of the candidate group key by the particular device.

[0153] In some implementations, the first device may send a second multicast
message that includes the candidate group key subsequent to sending the announcement
message. The second multicast message may be protected using a distribution key, such
as the first distribution key 134 of FIG. 1. Each device of the data link group includes a
corresponding copy of the distribution key. The distribution key may be configured to
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only be used to encode, decode, or both, the second multicast message that includes the

candidate group key.

[0154] In some implementations, the first device may be associated with a second
device of the data link group when the first device transmits the announcement message.
For example, when the first device is the first device 104 of FIG. 1, the second device
may be the second device 106 of FIG. 1. The first device may receive a request from
the second device to send the candidate group key from the first device to the second
device. The first device may send the candidate group key to the second device after
encrypting the candidate group key using a pairwise key that corresponds to the first
device being associated with the second device. For example, the pairwise key may be
generated during a security association procedure performed between the first device
and the second device. The pairwise key may enable secure communication between
the first device and the second device after the security association procedure. The

pairwise key may include or correspond to the pairwise key 146 of FIG. 1.

[0155] In other implementations, after transmitting the announcement message, the
first device may receive a request for the first device to associate with a third device of
the data link group. For example, the third device may include or correspond to the
fourth device 110 of FIG. 1. The first device may make a security association with the
third device and a pairwise key corresponding to the first device and the third device
may be generated (e.g., established) during the security association. After completion
of the security association, the first device may receive a second request for the first
device to send the candidate group key to the third device. Alternatively, after
completion of the security association, the first device may automatically send the

candidate group key to the third device.

[0156] In some implementations, the first device may receive a message from a
fourth device after the announcement message is transmitted. The message may
indicate that that the message is a second group key announcement message. The
message may correspond to a second candidate group key generated by a particular
device of the data link group. The particular device and the second device may be the

same device or the particular device and the second device may be different devices.
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When the particular device and the second device are different devices, the second
device may be one hop away from the first device and the particular device may be
multiple hops away from the first device. In some implementations, the second
candidate group key may supersede the active group key generated by the first device.
Prior to receiving the second candidate group key, the first device may send a multicast
request to one or more devices of the data link group. Responsive to the multicast
request, the first device may receive the second candidate group key from a particular

device of the data link group.

[0157] In response to a determination that the first device is unassociated with the
particular device that has the candidate group key, the first device may identify a fifth
device of the data link group that is associated with the first device and that has the
candidate group key. The first device may identify the fifth device during a time period
that ends prior to expiration of an active group key, such as the first group key 132 of
FIG. 1, of the data link group. The time period may begin after the second
announcement message is received and may end at a predetermined time before the
expiration of the active group key. For example, the first device may identify the fifth
device as having the candidate group key responsive to a particular message received at
the first device from the fifth device. The particular message may be received
subsequent to the second announcement message being received at the first device and
prior to an end of the time period. The first device may request the candidate group key
from the fifth device and may receive the candidate group key from the fifth device
prior to the expiration of the active group key. In some implementations, the first
device may be associated with the fifth device when the second announcement message
is received and may be unassociated with the fifth device when the first device receives
the candidate group key from the fifth device. For example, the fifth device may
transmit the candidate group key to the first device as a multicast message using a

distribution key.

[0158] The method 700 enables the distribution of a candidate group key to the
devices of the data link group. The candidate group key may be distributed with a
reduction in key-related traffic and overhead within a NAN that includes the data link

group. For example, key-related traffic may be reduced by sending an announcement
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message, such as a group key announcement message, during a paging window when
devices of the data link group are awake. As another example, an active distribution
key may be used to encode the candidate group key and the encoded candidate group
key may be sent as a multicast message to one or more devices of the data link group.
By sending the candidate group key as a multicast message, the candidate group key
may be distributed to the one or more devices of the data link group without performing
a security association, P2P communications, or combination thereof, between the first

device and another device of the data link group.

[0159] Referring to FIG. 8, a second implementation of a method 800 of operation
at a device of a data link group is shown. The method 800 include or correspond to a
method for wireless communication and may be performed at any of the devices 104-
110, the device 202 of FIG. 2, any of the devices described with reference to FIG. 3, or
either of the devices 402, 404 of FIG. 4.

[0160] The method 800 may include generating, at a first device of a data link
group, a group key and a distribution key, at 802. For example, the group key and the
distribution key may include or corresponds to the second group key 142 and the second

distribution key 144 of FIG. 1.

[0161] The method 800 may include encoding the group key and the distribution
key using a second distribution key, where the second distribution key corresponds to an
active group key of the data link group, at 804. For example, the second distribution
key may include or correspond to the first distribution key 134 of FIG. 1. In some
implementations, the second distribution key may correspond to the active group key
(e.g., may be part of a set of keys, such as an active key set) and the second distribution
key may be usable to encode and decode key delivery messages until the group key is

set as the active group key.

[0162] The method 800 further includes transmitting the encoded group key and the
encoded distribution key to one or more devices of the data link group, at 806. In some
implementations, the encoded group key and the encoded distribution key may be
transmitted by multicasting the encoded group key and the encoded distribution key to
multiple devices included in a NAN, such as the wireless network 102 of FIG. 1. Each
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device of the data link group may include the second distribution key and may be
configured to decode the encoded group key and the encoded distribution key using the

second distribution key.

[0163] In some implementations, prior to generating the group key and the
distribution key, a second group key (e.g., a candidate group key) and the second
distribution key may be received at the first device from another device of the data link
group. For example, the second group key may include or correspond to the first group
key 132 of FIG. 1. The first device may set the second group key as the active group
key prior to generating the group key (e.g., generated while the second candidate group
key is the active group key). The first device may set the group key as the active group
key in response to detecting expiration of the second group key as the active group key.
Accordingly, the group key may replace the second group key as the active group key of
the data link group.

[0164] In some implementations, prior to encoding the group key and the
distribution key, an announcement message, such as the announcement message 160 of
FIG. 1, may be transmitted to the one or more devices. The announcement message
may correspond to the group key. For example, the announcement message may
indicate that group key is available for distribution. The announcement message may be
transmitted during a paging window of a group transmission window. The group
transmission window may include or correspond to one of the group transmission
windows 320-326 of FIG. 3. The encoded group key and the encoded distribution key
may be transmitted during a data window of the group transmission window or during
another group transmission window that occurs subsequent to the group transmission

window.

[0165] The method 800 enables an active distribution key (e.g., the first distribution
key 134) to be used to encode the group key and the encoded group key may be sent as
a multicast message to one or more devices of the data link group. By sending a
multicast message that includes the group key (e.g., a candidate key available to be set
as a “next” active group key), the group key may be distributed to the one or more

devices of the data link group without making a security association, P2P
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communications, or combination thereof, between the first device and another device of

the data link group.

[0166] Referring to FIG. 9, a third implementation of a method 900 of operation at a
device of a wireless network is shown. The method 900 may be performed at any of the
devices 104-110 of FIG. 1, the device 202 of FIG. 2, any of the devices described with
reference to FIG. 3, or either of the devices 402, 404 of FIG. 4.

[0167] The method 900 includes obtaining a candidate group key at a first device of
a data link group, at 902. For example, with reference to FIG. 1, the first device 104
may obtain the second group key 142. The candidate group key may be set as the
potential “next” active group key to enable encryption, decryption, or both, of group
addressed data messages corresponding to the data link group. In some
implementations, obtaining the candidate group key at the first device may include
receiving the candidate group key from another device of the data link group. In other
implementations, obtaining the candidate group key may include generating the

candidate group key at the first device.

[0168] The method 900 includes transmitting, from the first device to a second
device of the data link group, an announcement message indicating availability of the
candidate group key, at 904. The announcement message may be transmitted during a
paging window and via a wireless channel corresponding to the data link group. In

some implementations, the announcement message may include a multicast message.

[0169] In some implementations, the announcement message may be transmitted in
response to obtaining the candidate group key. For example, with reference to FIG. 1,
the announcement message 160 may be transmitted in response to the first device 104
receiving the second group key 142 from another device of the data link group. As
another example, the announcement message 160 may be transmitted in response to the
first device 104 initiating generation of the second group key 142 or in response to the
first device 104 generating the second group key 142. The multicast message (e.g., the
announcement message 160) may include one or more bits that indicate the
announcement message is a group key announcement message. The one or more bits

may be included in a particular field of the announcement message 160. The
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announcement message 160 may also include the group ID 164 of the data link group

and the device ID 166 of a particular device that generated the second group key 142.

[0170] In some implementations, the first device may receive a trigger message
from a second device of the data link group, where the second device is in an associated
state with the first device. For example, the first device 104 may receive the trigger
message 167 from the second device 106. The first device may transmit the candidate
group key to the second device in response to receiving the trigger message. For
example, the first device 104 may transmit the key delivery message 180 including the
second group key 142 to the second device 106. The candidate group key may be
encrypted based on a pairwise key. The pairwise key may be generated during an
association process between the first device and the second device. For example, the
second group key 142 may be encrypted based on the pairwise key 146. In a particular
implementation, the candidate group key is included in a key delivery message, and the
key delivery message includes a key identifier indicating an expiration time of the
candidate group key. For example, the key delivery message 180 may include the

second group key 142 and the key identifier 143.

[0171] In some implementations, an active key set may include an active group key,
an active distribution key, and an active group integrity key. For example, the active
key set 130 may include the first group key 132, the first distribution key 134, and the
first group integrity key 131 of FIG. 1. In some implementations, a candidate key set
may include a candidate group key, a candidate distribution key, and a candidate group
integrity key. For example, the candidate key set 140 may include the second group key
142, the second distribution key 134, and the second group integrity key 141 of FIG. 1.

[0172] In some implementations, the candidate group key may be encoded based on
the active group key, the active distribution key (of the active key set), or the pairwise
key. For example, the second group key 142 may be encrypted based on the first group
key 132, the first distribution key 134, or the pairwise key 146. The key delivery
message 180 (including the encrypted second group key 142) may be encrypted based
on the first group key 132, the first distribution key 134, or the pairwise key 146. The
method 900 may include transmitting the encoded candidate group key. The encoded
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candidate group key may be decoded based on the active group key, the active

distribution key (of the active key set), or the pairwise key. For example, the second
key 142 may be decrypted based on the first group key 132, the first distribution key
134, or the pairwise key 146. In a particular implementation, group addressed traffic

may be validated based on the active group integrity key included in the active key set.

[0173] In some implementation, the first device may receive an association request
from a particular device of the data link group after a group key update window has
expired. In a particular implementation, the first device may transmit an association
response to the particular device in response to receiving the association request. The
association response may enable the particular device to associate with the first device.
For example, the first device 104 may receive the association request 175 from the
fourth device 110 and may transmit the association response 176 to the fourth device
110 in response to receiving the association request 175. In another implementation, the
first device may transmit an association rejection to the particular device in response to
determining a criterion is not met. For example, if a criterion is not met, the first device

104 may transmit the association rejection 178 to the fourth device 110.

[0174] In some implementations, the first device may receive a second
announcement message from a second device of the data link group. The second

announcement message may indicate generation of a candidate group key.

[0175] In some implementations the first device may obtain the candidate group key
by randomly generating the candidate group key. In a particular implementation, the
group candidate key includes 256 randomly generated bits. In some implementations,
the candidate group key may be generated in response to expiration of a countdown

from a random value.

[0176] In some implementations, the announcement message may include a key
indicator, a data link group identifier of the data link group, a device identifier of a
particular device that generated the candidate group key, or a combination thereof. For
example, the announcement message 160 may include the key indicator 168, the group
ID 164, and the device ID 166. In a particular implementation, the key indicator 168

may include a timestamp, a hash value, or both.
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[0177] In some implementations, the key indicator may include a MAC address of
the first device, a hash value, a timestamp corresponding to generation of the candidate
group key, or a combination thereof. The hash value may be generated based on the
MAC address, the candidate group key, or both. For example, a key indicator of the
announcement message 170 may include the MAC address of the second device 106.
The device identifier may include a second MAC address of the first device 104 that
generated the second group key 142.

[0178] In some implementations, the first device may receive a second
announcement message from a second device of the data link group. The second
announcement message may include a second group key and a second timestamp. The
first device may transmit the candidate group key to the second device based on
determining a first timestamp included in the announcement message is earlier than the
second timestamp. In a particular implementation, the first device 104 may receive the
second announcement message from a particular device of the data link group after

transmission of the announcement message 160.

[0179] In some implementations, the first device operates as a key generator device
of the data link group and other devices of the data link group do not operate as key
generator devices while the first device is designated to operate as the key generator
device. Prior to the first device ceasing operation as the key generator device, the
method 900 may include transmitting a message from the first device to the second
device of the data link group, the message indicating the second device is to operate as
the key generator device of the data link group. For example, the first device 104 may
transmit a message to the second device 106 indicating that the second device is to
operate as the key generator device of the data link group, as described with reference to
FIG. 1. The method 900 may also include terminating key generation operations at the
first device. The method 900 may further include disassociating from the data link
group by the first device, transitioning into a low power operating mode at the first
device, or both. For example, the first device 104 may terminate the key generation
operations and transition into a low power operating mode, as described with reference
to FIG. 1.
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[0180] In some implementations, the first device may transmit a message from the
first device to a second device of the data link group. The message may indicate the
second device is to operate as a key generator device of the data link group. The first
device may disassociate from the data link group after sending the message. In response
to receiving the message, the second device may operate as the key generator device of

the data link group.

[0181] In other implementations, the first device may receive a second
announcement message during a second discovery window, the second announcement
message may indicate a second device of the data link group has generated a second

group key.

[0182] In some implementations, the first device may update a counter. The counter
may be related to an expiration of the candidate group key. The first device may
generate a new group key in response to the counter reaching a particular value. The
first device may halt updating the counter in response to receiving the second

announcement message prior to the counter reaching the particular value.

[0183] In some implementations, the first device may be configured to associate
with no more than a threshold number of devices. In other implementations, the first

device associates with other devices on an as-needed basis.

[0184] In some implementations, the first device may dissociate from a third device
of the data link group in response to receiving an association request from a fourth
device of the data link group. In a particular implementation, the first device may
determine to disassociate from the third device because the first device is not buffering
data to be transported to the third device prior to an end of a second paging window. In
another particular implementation, the first device may be in an associated state with a
second device of the data link group prior to receiving the association request from the
fourth device and the second device may be in an associated state with the third device.
The fourth device may not be in an associated state with the devices of the data link
group. In this particular implementation, the first device may determine to disassociate
from the third device based on the third device being in an associated state with the

second device.



WO 2016/123256 PCT/US2016/015198

-65 -

[0185] Referring to FIG. 10, a fourth implementation of a method 1000 of operation
at a device of a wireless network is shown. The wireless network may include multiple
data link groups. The method 1000 may be performed at any of the devices 104-110,
the device 202 of FIG. 2, any of the devices described with reference to FIG. 3, or either
of the devices 402, 404 of FIG. 4.

[0186] The method 1000 includes obtaining a candidate group key at a first device
of a data link group, at 1002. For example, the candidate group key may include or
correspond to the second group key 142 of FIG. 1, the group key 214 of FIG. 2, or any
of the keys described with reference to FIGS. 3-5. With reference to FIG. 1, the first
device 104 may obtain the second group key 142. In some implementations, the first
device obtains the candidate group key by generating the candidate group key at the first
device. In other implementations, the first device obtains the candidate group key by
receiving the candidate group key at the first device from another device of the data link
group. The candidate group key may enable at least one of encryption or decryption of

group addressed data messages corresponding to the data link group.

[0187] The method 1000 includes transmitting, from the first device to devices of
the data link group, an announcement message indicating availability the candidate
group key, where the announcement message is transmitted during a discovery window
and via a first communication channel, and where the announcement message includes a
multicast message, at 1004. For example, the announcement message 160 may include
or correspond to the announcement message 160, the announcement message 170 of
FIG. 1, or the announcement message 510 of FIG. 5. In some implementations, the
announcement message may be transmitted during a discovery window and via a NAN

communication channel, and the announcement message may be a multicast message.

[0188] In some implementations, the first communication channel corresponds to a
neighbor aware network (NAN) communication channel, such as the NAN
communication channel 302 of FIG. 3, and a group key update window includes a
duration between an end of the discovery window and a beginning of a second
discovery window. The group key update window, such as the duration between the

first discovery window 310 and the second discovery window 312 of FIG. 3, may
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include multiple transmission windows. A first transmission window of the multiple
transmission windows may have a first offset from the end of the discovery window and
a second transmission window of the multiple transmission windows has a second offset

from the end of the discovery window, as described with reference to FIGS. 1 and 3.

[0189] In some implementations, the method 1000 may include transmitting, from
the first device to a second device of the NAN during a paging window, a paging
message indicating the first device has data corresponding to the first group key to
transmit to the second device. The paging window may be part of a group transmission
window. To illustrate, the paging window may be one of the paging windows 332, 342,

352,362 of FIG. 3.

[0190] In some implementations, the method 1000 may include receiving a trigger
message from the second device and transmitting the candidate group key in response to
receiving a trigger message. For example, the trigger message may include or
correspond to the trigger message 167 of FIG. 1, the request of 338 of FIG. 3, or the
request 348 of FIG. 3. The candidate group key may be encrypted based on a pairwise
key, and the pairwise key may be generated during an association process between the
first device and the second devices. For example, the pairwise key may include or
correspond to the pairwise key 146 of FIG. 1. An acknowledgement message may be
received by the first device. The acknowledgement message may indicate that the

second device received the candidate group key.

[0191] In some implementations, an active key set may include an active group key,
an active distribution key, and an active group integrity key. For example, the active
key set 130 may include the first group key 132, the first distribution key 134, and the
first group integrity key 131 of FIG. 1. In some implementations, a candidate key set
may include a candidate group key, a candidate distribution key, and a candidate group
integrity key. For example, the candidate key set 140 may include the second group key
142, the second distribution key 134, and the second group integrity key 141 of FIG. 1.

[0192] In some implementations, the candidate group key may be encoded based on
the active group key, the active distribution key (of the active key set), or the pairwise

key. For example, the second group key 142 may be encrypted based on the first group
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key 132, the first distribution key 134, or the pairwise key 146. The key delivery
message 180 (including the encrypted second group key 142) may be encrypted based
on the first group key 132, the first distribution key 134, or the pairwise key 146. The
method 1000 may include transmitting the encoded candidate group key. The encoded
candidate group key may be decoded based on the active group key, the active
distribution key (of the active key set), or the pairwise key. For example, the second
key 142 may be decrypted based on the first group key 132, the first distribution key
134, or the pairwise key 146. In a particular implementation, group addressed traffic
may be validated based on the active group integrity key included in the active key set,

such as the first group integrity key 131 of FIG. 1.

[0193] In other implementations, the candidate group key may be transmitted in
response to receiving an association request. For example, the key delivery message
180 (including the second group key 142) may be transmitted from the first device 104
to the fourth device 110 in response to receiving the association request 175. The
method 1000 may also include receiving an association request from a particular device
of the NAN after a group key update window has expired. The group key update
window may include a particular time interval corresponding to performance of key
update operations in the data link group. For example, the group key update window
may correspond to generation, transmission, reception, or a combination thereof, of
announcement messages, key delivery messages, or both, in the data link group. In
another implementation, the method 1000 includes transmitting an association response
to the particular device in response to receiving the association request, where the
association response enables the particular device to associate with the first device. For
example, with reference to FIG. 1, the first device 104 may receive the association
request 175 from the fourth device 110 responsive to transmitting the announcement
message 160. The first device 104 may transmit the association response 176 to the

fourth device 110 in response to receiving the association request 175.

[0194] In some implementations, the method 1000 may include receiving an
association request from a particular device of the data link group after a group key
update window has expired. For example, the association request may include or

correspond to the association request 175 of FIG. 1. The group key update window,
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such as the duration between the first discovery window 310 and the second discovery
window 312 of FIG. 3, may include a particular time interval corresponding to
performance of group key update operations in the data link group. The method 1000
may also include transmitting an association rejection to the particular device in
response to determining a first criterion is satisfied. For example, the association
rejection may include or correspond to the association rejection 178 of FIG. 1. The first
criterion may be satisfied when a number of devices associated with the first device is

greater than or equal to a threshold.

[0195] In some implementations, the method 1000 may include receiving, from a
particular device of the data link group, an association request responsive to transmitting
the announcement message. For example, the first device 104 may receive the
association request 175 from the fourth device 110 responsive to the first device 104
transmitting the announcement message 160, as described with reference to FIG. 1. The
method 1000 may also include transmitting an association response to the particular
device in response to determining a second criterion is satisfied. For example, the
association response may include or correspond to the association response 176 of

FIG. 1. The second criterion may be satisfied when a number of devices associated with
the first device is less than or equal to a threshold. For example, the first device 104
may transmit the association response 176 in response to determining that the first

device 104 1s associated with a number of devices that is less than a threshold.

[0196] The method 1000 may include transmitting data to the devices of the data
link group. To illustrate, the first device may transmit data to the devices of the data
link group, where the data is encrypted based on the candidate group key after the
candidate group key is set as the active group key. For example, with reference to FIG.
1, the first device 104 may transmit data to the second device 106, and the data may be
encrypted based on the second group key 142 after the second group key 142 is set as
the active group key.

[0197] The method 1000 may include generating a second candidate group key prior
to expiration of the active group key. For example, the first device 104 may generate

the second group key 142 prior to expiration of the first group key 132.
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[0198] In some implementations, the method 1000 may include setting the
candidate group key as an active group key. For example, the first device 104 may,
after expiration of the first group key 132 as an active group key, set the second group
key 142 as the active group key, as described with reference to FIG. 1. The method
1000 may also include transmitting data, such as data encrypted based on the active
group key, to devices of the data link group. To illustrate, the first device 104 may
provide one or more services and transmit group addressed traffic to the devices of the
wireless network 102 as described with reference to FIG. 1. The method 1000 may also
include generating a second candidate group key prior to expiration of the active group
key. The method 1000 may also include transmitting a second announcement message
during multiple discovery windows of the data link group. The second announcement

message may indicate availability of the second candidate group key.

[0199] The method 1000 may include distributing the second candidate group key
to the devices of the data link group during a paging window designated for the data
link group. The method 1000 may also include determining each device associated with
the first device has received the second candidate group key based on receiving a
corresponding acknowledgement message from each device associated with the first
device. For example, the acknowledgement message may include or correspond to the
ACK of FIG. 1. The method 1000 may further include ceasing transmission of the
second announcement message in response to determining each device associated with
the first device has received the second candidate group key. The first device 104 may
stop transmitting the announcement message 170 in response to determining that the
first device 104 has received a MAC ACK from each device that is associated with the

first device 104, as described with reference to FIG. 1

[0200] In some implementations, the candidate group key is related to a first key
indicator, such as the key indicator 168 of FIG. 1. For example, the key indicator 168
may provide information related to the second group key 142 and the key indicator 168
may include a hash value generated based on the second group key 142 or a timestamp
corresponding to generation of the second group key 142, The method 1000 may
include receiving a second announcement message that includes a second candidate

group key and a second key indicator from a second device of the data link group. The
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method 1000 may further include selecting the candidate group key for propagation

based on a comparison of the key indicator to the second key indicator.

[0201] In some implementations, the first device determines to operate as a key
generator device based on the first device being an originator of the data link group,
based on the first device being associated with more devices than each device of other
devices of the data link group, based on the first device having spent more time in the
data link group than each device of the other devices of the data link group, based on a
number of devices associated with the first device, based on a topology of the data link
group, based on a duration of time the first device has been included in the data link
group, based on a rank of the first device within the data link group, based on a battery
level of the first device, or a combination thereof. For example, the first device 104
may determine to operate as the key generator device based on one or more criterion, as

described with reference to FIG. 1.

[0202] Referring to FIG. 11, a fifth implementation of a method 1100 of operation
at a device of a wireless network is shown. The wireless network may include multiple
data link groups. The method 1100 may be performed at any of the devices 104-110,
the device 202 of FIG. 2, any of the devices described with reference to FIG. 3, or either
of the devices 402, 404 of FIG. 4.

[0203] The method 1100 includes monitoring, at a second device of a data link
group, a first communication channel during a paging window designated for the data
link group, at 1102. For example, the first communication channel may include or
correspond to the NAN communication channel 302 or the data link group channel 304
of FIG. 3. The paging window may include or correspond to one of the paging

windows 332, 342, 352, 362 of FIG. 3.

[0204] The method 1100 includes receiving an announcement message at the
second device from a first device of the data link group during the paging window, the
announcement message indicating availability of the candidate group key, where the
announcement message includes a multicast message, at 1104. For example, the
announcement message may include or correspond to the announcement message 160 or

the announcement message 170 of FIG. 1. The paging window may be part of a group
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transmission window, such as the group transmission windows 320, 322, 324, 326 of

FIG. 3.

[0205] In some implementations, the second device may obtain the candidate group
key. The second device may obtain the candidate group key by transmitting a trigger
message to the first device in response to receiving the announcement message during
the paging window and by receiving the candidate group key from the first device
during a data window. Referring to FIG. 1, the trigger message may include or

correspond to the trigger message 167 of FIG. 1.

[02006] In other implementations, the second device may transmit a trigger message
to the first device in response to receiving the announcement message. For example,
referring to FIG. 1, the second device 106 may transmit a trigger message 167 to the
first device 104 in response to receiving the announcement message 160. The
announcement message may include a key indicator, such as the key indicator 168 of

FIG. 1. The key indicator may include a timestamp, a hash value, or both.

[0207] In some implementations, the second device may receive a second
announcement message from a third device of the data link group during the paging
window. The second announcement message may include a second timestamp and may
indicate generation of a second group key. The second device may transmit a trigger
message to the first device based on a first timestamp of the announcement message
being earlier than the second timestamp. The second device may receive the candidate

group key from the first device in response to transmitting the trigger message.

[0208] In other implementations, the second device may generate a second group
key in response to determining the first device disassociated from the data link group.
For example, referring to FIG. 1, the second device 106 may generate a group key in

response to determining the first device 104 disassociated from the data link group.

[0209] In some implementations, the method 1100 may include updating a counter,
the counter related to an expiration of a prior group key. For example, the counter may
include or correspond to the counter 204 of FIG. 2. The method 1100 may also include

halting updating the counter in response to receiving the announcement message prior to
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the counter reaching a particular value related to generation of a new group key by the

second device.

[0210] In some implementations, the method 1100 may include identifying a first
key indicator included in the announcement message. For example, the second device
106 may identify the key indicator 168 in the announcement message 160, as described
with reference to FIG. 1. The method 1100 may also include receiving a second
announcement message from a third device of the data link group during the paging
window. The second announcement message may include a second key indicator and
may indicate generation of a second candidate group key. The method 1100 may
include transmitting a trigger message to the first device based on the first key indicator
of the announcement message having higher priority than the second key indicator. For
example, the second device 106 may send the trigger message 167 to the first device
104 based on the key indicator 168 of the announcement message 160. The method
1100 may further include receiving the candidate group key from the first device in

response to transmitting the trigger message.

[0211] In some implementations, the method 1100 may include, prior to receiving
the announcement message, initiating generation of a second candidate group key. For
example, the second device 106 may generate a candidate group key prior to receiving
the announcement message 160 from the first device 104, as described with reference to
FIG. 1. The method 1100 may also include, in response to receiving the announcement
message, stopping generation of the second candidate group key. For example, the
second device 106 may stop generation of the candidate group key or suppress the
candidate group key in response to receiving an announcement message, such as the

announcement message 160 from the first device 104.

[0212] In some implementations, the method 1100 may include in response to
receiving the announcement message, retransmitting the announcement message to
devices of the data link group. For example, the second device 106 may transmit the
announcement message 170 to the third device 108 and the fourth device 110 in

response to receiving the announcement message 160 from the first device 104,
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[0213] In some implementations, the method 1100 may include, in response to
receiving the announcement message, determining whether the second device is
associated with the first device. The method 1100 may also include, in response to a
determination that the first device 104 is associated with the second device 106,
requesting the candidate group key from the first device 104. For example, the second
device 106 may determine that the second device 106 is associated with the first device

104, as described with reference to FIG. 1.

[0214] In some implementations, the method 1100 may include, in response to
receiving the announcement message, determining whether the second device is
associated with the first device. The method 1100 may also include, in response to a
determination that the second device is unassociated with the first device, identifying a
third device of the data link group that has received the candidate group key and that is
associated with the second device. For example, the fourth device 110 may determine
that the fourth device 110 is not associated with the first device 104, as described with
reference to FIG. 1. The fourth device 110 may identify the second device 106 as
having the second group key 142 based the paging message 165 or the announcement
message 170. The third device may be identified during a time period that ends prior to
expiration of an active group key of the data link group. The time period may begin
after the announcement message is received and end at a predetermined time before the
expiration of the active group key. The method 1100 may include requesting the
candidate group key from the third device. The method 1100 may further include
receiving the candidate group key from the third device prior to the expiration of the
active group key. For example, the fourth device 110 may request the second group key
142 by transmitting the trigger message 167 and may receive the key delivery message

180 including the second group key 142.

[0215] In some implementations, the method 1100 may include performing a
security association with the third device in response to a determination that the second
device is unassociated with the first device. In a particular implementation, the security

association establishes a pairwise key, such as the pairwise key 146 of FIG. 1.
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[0216] The method 1100 may also include receiving an encoded candidate group
key from the third device. The method 1100 may include decoding the encoded
candidate group key based on the pairwise key to generate the candidate group key at
second device. For example, the pairwise key may include or correspond to the
pairwise key 146 of FIG. 1. The method 1100 may further include storing the candidate
group key at a memory. For example, the memory may include or correspond to the

key storage 208 of FIG. 2.

[0217] In some implementations, the method 1100 may include, in response to a
determination that the second device is unassociated with the first device, identifying a
predetermined time before expiration of an active group key of the data link group. The
method 1100 may also include prior to the predetermined time, sending a multicast
request for the candidate group key to at least one device of the data link group. The
method 1100 may further include receiving the candidate group key from a third device

of the data link group responsive to the multicast request.

[0218] Referring to FIG. 12, a sixth implementation of a method 1200 of operation
at a device of a wireless network is shown. The wireless network may include multiple
data link groups. The method 1200 may be performed at any of the devices 104-110 of
FIG. 1, the device 202 of FIG. 2, any of the devices described with reference to FIG. 3,
or either of the devices 402, 404 of FIG. 4.

[0219] The method 1200 includes monitoring, at a second device of a data link
group, a first communication channel during a discovery window that corresponds to
the data link group, at 1202. For example, the first communication channel may include
or correspond to the NAN communication channel 302 or the data link group channel
304 of FIG. 3. The discovery window may include or correspond to the first discovery
window 310 and the second discovery window 312 of FIG. 3. Referring to FIG. 1, a
second device 106 of a data link group of the wireless network 102 (e.g., the NAN) may
monitor a wireless channel corresponding to the data link group during a discovery

window of the data link group.

[0220] The method 1200 includes receiving an announcement message at the

second device from a first device of the data link group during the discovery window,
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where the announcement message indicates availability of a candidate group key, and
where the announcement message includes a multicast message, at 1204. For example,
the announcement message may include or correspond to the announcement message
160, the announcement message 170 of FIG. 1, or the announcement message 510 of

FIG. 5.

[0221] In a particular implementation, the second device may transmit an
association request to the first device in response to an expiration of a countdown, such
as a countdown based on the counter 204 of FIG. 2. For example, the fourth device 110

may transmit an association request 175 to the first device 104.

[0222] In some implementations, the second device may transmit a trigger message
to the first device in response to receiving a paging message from the first device during
a paging window of a data link group. The second device may receive the candidate
group key from the first device at the second device in response to the trigger message.
For example, the second device 106 may transmit a trigger message 167 to the first
device 104 in response to receiving a paging message 165 from the first device, as
described with reference to FIG. 1. The second device 106 may receive the second

group key 142 from the first device 104.

[0223] In other implementations, the second device may transmit an association
request to the first device in response to receiving the announcement message. For
example, referring to FIG. 1, when the second device 106 is unassociated with the first
device 104 may transmit an association request 175 to the first device 104 in response to

receiving the announcement message 160.

[0224] In a particular implementation, the second device may associate with the first
device in response to receiving an association response from the first device. The
association response, such as the association response 176 of FIG. 1, may indicate the
first device is available to associate. The second device may receive the candidate
group key from the first device at the second device. The second device may transmit a
second association request to the first device in response to receiving an association

rejection, such as the association rejection 178 of FIG. 1, from the first device.
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[0225] In some implementations, the announcement message may be received via a
first communication channel. For example, the first communication channel may
include the NAN communication channel 302 of FIG. 3. The method 1200 may also
include transmitting, via a second communication channel, a trigger message to the first
device in response to receiving a paging message from the first device during a paging
window of the second communication channel. For example, the second
communication channel may include the data link group channel 304 of FIG. 3. The
paging message may include or correspond to the paging message 165 or the paging
message 190 of FIG. 1. The method 1200 may further include receiving the candidate
group key from the first device at the second device and validating the candidate group

key based on an integrity group key.

[0226] In some implementations, the method 1200 may include, after receiving the
announcement message, starting a countdown. The method 1200 may also include
determining, by the second device, that the second device has not received the candidate
group key in response to an expiration of the countdown. The method 1200 may further
include transmitting an association request to the first device in response to determining
that the second device has not received the candidate group key by the expiration of the
countdown. For example, the fourth device 110 may determine that it has not received
the second group key 142 and may transmit the association request 175 to the first

device 104, as described with reference to FIG. 1.

[0227] In some implementations, the method 1200 may include, prior to receiving
the announcement message including a first key indicator, generating a second
candidate group key and a second key indicator of the second candidate group key at the
second device. For example, the first device 104 may generate the second group key
142 and the key indicator 168 prior to receiving an announcement message from another
device of the wireless network 102, as described with reference to FIG. 1. The method
1200 may also include selecting the second candidate group key for propagation based
on the second key indicator indicating a higher priority than a first key indicator. For
example, the first device may select the second group key 142 for propagation based on
the key indicator 168 that is included in the announcement message 160, as described

with reference to FIG. 1. The method 1200 may further include after receiving the
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announcement message, transmitting a paging message to a fourth device of the data
link group during a paging window via a second communication channel, the fourth
device associated with the second device. The paging message may indicate the second
candidate group key is available from the second device. For example, the first device
104 may transmit the paging message 165 to the fourth device 110, as described with

reference to FIG. 1.

[0228] In some implementations, the method 1200 may include determining that the
second key indicator has the higher priority than the first key indicator based on one or
more conditions. The one or more conditions may include when the second key
indicator indicates a higher priority medium access control (MAC) address, when the
second key indicator indicates an earlier timestamp, or when the second key indicator
indicates a higher priority hash value. For example, the second device 106 may
determine that a second key indicator (corresponding to a candidate group key
generated by the second device 106) has a higher priority than the key indicator 168
included in the announcement message 160 based on MAC addresses, timestamps, or

hash values, as described with reference to FIG. 1.

[0229] The method 700 of FIG. 7, the method 800 of FIG. 8, the method 900 of
FIG. 9, the method 1000 of FIG. 10, the method 1100 of FIG. 11, the method 1200 of
FIG. 12, or a combination thereof, enable the distribution of a group key to the devices
of the data link group. The candidate group key may be distributed with a reduction in
key-related traffic and overhead within a NAN or mesh network that includes the data
link group. For example, key-related traffic may be reduced by sending an
announcement message, such as a group key announcement message, during a paging
window or a discovery window when devices of the data link group are awake. As
another example, an active distribution key may be used to encrypt a candidate group
key (e.g., a potential “next” active group key) and the encrypted candidate group key
may be sent as a multicast message to one or more devices of the data link group. By
sending the candidate group key as a multicast message, the candidate group key may
be distributed to the one or more devices of the data link group without performing a
security association, P2P communications, or a combination thereof, between two

devices of the data link group.
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[0230] The process shown in the method 700 of FIG. 7, the method 800 of FIG. 8,
the method 900 of FIG. 9, the method 1000 of FIG. 10, the method 1100 of FIG. 11, the
method 1200 of FIG. 12, or a combination thereof, may be controlled by a processing
unit such as a central processing unit (CPU), a controller, a field-programmable gate
array (FPGA) device, an application-specific integrated circuit (ASIC), another
hardware device, firmware device, or any combination thereof. As an example, the
method 700 of FIG. 7, the method 800 of FIG. 8, the method 900 of FIG. 9, the method
1000 of FIG. 10, the method 1100 of FIG. 11, the method 1200 of FIG. 12, or a
combination thereof, can be performed by one or more processors that execute
instructions to transmit an announcement message, to distribute a group key, or a
combination thereof. Additionally, a first portion of one of the methods of FIGS. 7-12
may be combined with at least a second portion of another one of the methods of FIGS.
7-12. For example, a first portion of the method 700 of FIG. 7 may be combined with a
second portion of one of the method 800 of FIG. 8, the method 900 of FIG. 9, the
method 1000 of FIG. 10, the method 1100 of FIG. 11, the method 1200 of FIG. 12, or a

combination thereof.

[0231] Referring to FIG. 13, a particular illustrative implementation of a wireless
communication device is depicted and generally designated 1300. The device 1300
includes a processor 1310, such as a digital signal processor, coupled to a memory
1332. The device 1300, or components thereof, may correspond to the devices 104-110
of FIG. 1, the device 202 of FIG. 2, the devices described with reference to FIG. 3, the
devices 402, 404 of FIG. 4, or components thereof.

[0232] Memory 1332, such as a non-transitory computer readable medium, may
include one or more keys 1360 and instructions 1368. The instructions may be
executable by the processor 1310. For example, the memory 1332 may include or
correspond to the key storage 208 of FIG. 2. The one or more keys 1360 may include a
group key 1362 of a data link group that includes the device 1300. For example, the
group key 1362 may include or correspond to the first group key 132, the second group
key 142 of FIG. 1, or the group key 214 of FIG. 2. Optionally, the one or more keys
1360 may include a distribution key 1364 of the data link group. For example, the
distribution key 1364 may include or correspond to the first distribution key 134 or the
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second distribution key 144 of FIG. 1. In some implementations, the one or more keys
1360 may include multiple group keys, such as an active group key and a candidate
group key. Additionally, the one or more keys 1360 may include multiple distribution

keys, such as an active distribution key and a candidate distribution key.

[0233] The processor 1310 may include key logic 1312 and message logic 1314.
The key logic 1312 may include or correspond to the key logic 112 of FIGS. 1, the
counter 204, the key generator 206 of FIG. 2, or a combination thereof. The message
logic 1314 may include or correspond to the message logic 114 of FIGS. 1. The
message logic 1314 may be configured to generate an announcement message 1316,
such as the announcement message 160 or the announcement message 170 of FIG. 1.

The announcement message 1316 may correspond to (e.g., include) the group key 1362.

[0234] The processor 1310 may be configured to execute software (e.g., a program
of one or more instructions 1368) stored in the memory 1332. For example, the
processor 1310 may be configured to operate in accordance with the method 700 of
FIG. 7, the method 800 of FIG. 8, the method 900 of FIG. 9, the method 1000 of FIG.
10, the method 1100 of FIG. 11, the method 1200 of FIG. 12, or a combination thereof.
To illustrate, the processor 1310 may be configured to execute the instructions 1368 that
cause the processor 1310 to identify an obtained group key 1362 of a data link group
and to initiate transmission of the announcement message 1316 to one or more devices
of the data link group during a paging window. The announcement message 1316 may
correspond to the group key 1362 and may be transmitted as a multicast message that

indicates the announcement message 1316 is a group key announcement message.

[0235] As another example, the processor 1310 may be configured to execute the
instructions 1368 that cause the processor 1310 to generate the group key 1362 and the
distribution key 1364 corresponding to the data link group and to encode the group key
1362 and the distribution key 1364 using a second distribution key (not shown), such as
an active distribution key. The second distribution key may correspond to an active
group key of the data link group. The instructions 1368 may further cause the processor
to initiate transmission of the encrypted group key and the encrypted distribution key to

one or more devices of the data link group.
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[0236] FIG. 13 also shows a display controller 1326 that is coupled to the processor
1310 and to a display 1328. A coder/decoder (CODEC) 1334 can also be coupled to the
processor 1310. A speaker 1336 and a microphone 1338 can be coupled to the CODEC
1334. FIG. 13 also indicates that a wireless interface 1340 can be coupled to the
processor 1310 and to an antenna 1342. For example, the wireless interface 1340 may
be coupled to the antenna 1342 via a transceiver 1341. The transceiver1341 may
include a transmitter, a receiver, or both. The transceiver 1341 may be configured to
transmit one or more messages generated by the message logic 1314 and to receive one
or more messages transmitted to the device 1300 by other devices, such as devices of

the data link group.

[0237] In some implementations, the processor 1310, the display controller 1326,
the memory 1332, the CODEC 1334, the wireless interface 1340, and the transceiver
1341 are included in a system-in-package or system-on-chip device 1322. Ina
particular implementation, an input device 1330 and a power supply 1344 are coupled to
the system-on-chip device 1322. Moreover, in another particular implementation, as
illustrated in FIG. 13, the display 1328, the input device 1330, the speaker 1336, the
microphone 138, the antenna 1342, and the power supply 1344 are external to the
system-on-chip device 1322. However, each of the display 1328, the input device 1330,
the speaker 1336, the microphone 1338, the antenna 1342, and the power supply 1344
can be coupled to a component of the system-on-chip device 1322, such as an interface

or a controller.

[0238] In conjunction with one or more of the described implementations of FIGS.
1-13, a first apparatus includes means for obtaining a group key at a first device of a
data link group. For example, the means for obtaining the group key may include or
correspond to the key logic 112 of FIG. 1, the key generator 206, the receiver 210 of
FIG. 2, the key logic 1312, the wireless interface 1340, the transceiver 1341, the
processor 1310 programmed to execute the instructions 1368 of FIG. 13, one or more
other structures, devices, circuits, modules, or instructions to obtain the group key, or
any combination thereof. The group key may include or correspond to the first group
key 132 of FIG. 1, the second group key 142 of FIG. 1, the group key 214 of FIG. 2, or
any of the group keys described with reference to FIGS. 3-5.
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[0239] The first apparatus also includes means for transmitting an announcement
message corresponding to the group key to one or more devices of the data link group
during a paging window. The announcement message may correspond to the group key
and may be transmitted as a multicast message that indicates the announcement message
is a group key announcement message. For example, the means for transmitting the
announcement message may include or correspond to the message logic 114 of FIG. 1,
the transmitter 212 of FIG. 2, the wireless interface 1340, the transceiver 1341, the
antenna 1342 the processor 1310 programmed to execute the instructions 1368 of FIG.
13, one or more other structures, devices, circuits, modules, or instructions to transmit

the announcement message, or any combination thereof.

[0240] In conjunction with the one or more described implementations, a second
apparatus includes means for generating a group key and a distribution key
corresponding to a data link group. For example, the means for generating may include
or correspond to the key logic 112 of FIG. 1, the key generator 206 of FIG. 2, the key
logic 1312, the processor 1310 programmed to execute the instructions 1368 of FIG. 13,
one or more other structures, devices, circuits, modules, or instructions to generate the

group key and the distribution key, or any combination thereof.

[0241] The second apparatus includes means for encoding the group key and the
distribution key using a second distribution key. The second distribution key may
correspond to an active group key of the data link group. For example, the means for
encoding may include or correspond to message logic 114, the encoder/decoder 118 of
FIG. 1, the message logic 1314, the processor 1310 programmed to execute the
instructions 1368 of FIG. 13, one or more other structures, devices, circuits, modules, or
instructions to encode the group key and the distribution key, or any combination

thereof.

[0242] The second apparatus also includes means for transmitting the encoded
group key and the encoded distribution key to one or more devices of the data link
group. For example, the means for transmitting may include or correspond to the
message logic 114 of FIG. 1, the wireless interface 1340, the transmitter 212 of FIG. 2,

the transceiver 1341, the antenna 1342, the processor 1310 programmed to execute the
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instructions 1368 of FIG. 13, one or more other structures, devices, circuits, modules, or
instructions to transmit the encoded group key and the encoded distribution key, or any

combination thereof.

[0243] In conjunction with the one or more described implementations, a third
apparatus includes means for obtaining a group key at a first device of a data link group.
For example, the means for obtaining may include or correspond to the key logic 112 of
FIG. 1, the key logic 1312, the processor 1310 programmed to execute the instructions
1368 of FIG. 13, one or more other structures, devices, circuits, modules, or instructions

to obtain the group key, or any combination thereof.

[0244] The third apparatus includes means for transmitting, from the first device to
devices of the data link group, an announcement message corresponding to the group
key. For example, the means for encoding may include or correspond to the message
logic 114, the first device 104 of FIG. 1, the message logic 1314, the wireless interface
1340, the transceiver 1341, the antenna 1342, the processor 1310 programmed to
execute the instructions 1368 of FIG. 13, one or more other structures, devices, circuits,
modules, or instructions to transmit the announcement message, or any combination
thereof. The announcement message may include a multicast message and may be
transmitted during a paging window via a communication channel, such as a NAN

communication channel or via a data link group channel.

[0245] In conjunction with the one or more described implementations, a fourth
apparatus includes means for monitoring, at a second device of a data link group, a first
wireless channel during a discovery window. For example, the means for monitoring
may include or correspond to the message logic 114, the first device 104 of FIG. 1, the
message logic 1314, the wireless interface 1340, the transceiver 1341, the antenna 1342,
the processor 1310 programmed to execute the instructions 1368 of FIG. 13, one or
more other structures, devices, circuits, modules, or instructions to monitor the wireless
channel, or any combination thereof. The first wireless channel may include or
correspond to the NAN communication channel 302 or the data link group channel 304

of FIG. 3.
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[0246] The fourth apparatus includes means for receiving an announcement
message at the second device from a first device of the data link group during the
discovery window. For example, the means for receiving may include or correspond to
the message logic 114, the first device 104 of FIG. 1, the message logic 1314, the
wireless interface 1340, the transceiver 1341, the antenna 1342, the processor 1310
programmed to execute the instructions 1368 of FIG. 13, one or more other structures,
devices, circuits, modules, or instructions to receive an announcement message, or any

combination thereof.

[0247] In conjunction with the one or more described implementations, a fifth
apparatus includes means for monitoring, at a second device of a data link group of a
NAN, a wireless channel corresponding to the data link group during a paging window
of the data link group. For example, the means for monitoring may include or
correspond to the message logic 114 of FIG. 1, the message logic 1314, the wireless
interface 1340, the transceiver 1341, the antenna 1342, the processor 1310 programmed
to execute the instructions 1368 of FIG. 13, one or more other structures, devices,
circuits, modules, or instructions to monitor the wireless channel, or any combination

thereof.

[0248] The fifth apparatus includes means for receiving an announcement message
at the second device from a first device of the data link group during the paging
window, the announcement message indicating generation of a group key. For example,
the means for receiving may include or correspond to the message logic 114, the first
device 104 of FIG. 1, the message logic 1314, the wireless interface 1340, the
transceiver 1341, the antenna 1342, the processor 1310 programmed to execute the
instructions 1368 of FIG. 13, one or more other structures, devices, circuits, modules, or
instructions to receive the announcement message, or any combination thereof. The

announcement message may include a multicast message.

[0249] One or more of the disclosed implementations may be implemented in a
system, a device, or an apparatus, such as the device 1300, that may include a
communications device, a fixed location data unit, a mobile location data unit, a mobile

phone, a cellular phone, a satellite phone, a computer, a tablet, a portable computer, a
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display device, a media player, or a desktop computer. Alternatively or additionally, the
device 1300 may include a set top box, an entertainment unit, a navigation device, a
personal digital assistant (PDA), a monitor, a computer monitor, a television, a tuner, a
radio, a satellite radio, a music player, a digital music player, a portable music player, a
video player, a digital video player, a digital video disc (DVD) player, a portable digital
video player, a satellite, a vehicle or a device integrated within a vehicle, any other
device that includes a processor or that stores or retrieves data or computer instructions,
or a combination thereof. As another illustrative, non-limiting example, the system, the
device, or the apparatus may include remote units, such as hand-held personal
communication systems (PCS) units, portable data units such as global positioning
system (GPS) enabled devices, meter reading equipment, or any other device that
includes a processor or that stores or retrieves data or computer instructions, or any

combination thereof.

[0250] Although one or more of FIGS. 1-13 may illustrate systems, apparatuses,
methods, or a combination thereof, according to the teachings of the disclosure, the
disclosure is not limited to these illustrated systems, apparatuses, methods, or a
combination thereof. One or more functions or components of any of FIGS. 1-13 as
illustrated or described herein may be combined with one or more other portions of
another function or component of FIGS. 1-13. Accordingly, no single implementation
described herein should be construed as limiting and implementations of the disclosure

may be suitably combined without departing from the teachings of the disclosure.

[0251] Those of skill in the art would further appreciate that the various illustrative
logical blocks, configurations, modules, circuits, and algorithm steps described in
connection with the implementations disclosed herein may be implemented as electronic
hardware, computer software executed by a processor, or combinations of both.

Various illustrative components, blocks, configurations, modules, circuits, and steps
have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or processor executable instructions depends
upon the particular application and design constraints imposed on the overall system.

Skilled artisans may implement the described functionality in varying ways for each
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particular application, but such implementation decisions should not be interpreted as

causing a departure from the scope of the present disclosure.

[0252] The steps of a method or algorithm described in connection with the
implementations disclosed herein may be included directly in hardware, in a software
module executed by a processor, or in a combination of the two. A software module
may reside in random access memory (RAM), flash memory, read-only memory
(ROM), programmable read-only memory (PROM), erasable programmable read-only
memory (EPROM), electrically erasable programmable read-only memory (EEPROM),
registers, hard disk, a removable disk, a compact disc read-only memory (CD-ROM), or
any other form of non-transient (e.g., non-transitory) storage medium known in the art.
An exemplary storage medium is coupled to the processor such that the processor can
read information from, and write information to, the storage medium. In the alterative,
the storage medium may be integral to the processor. The processor and the storage
medium may reside in an application-specific integrated circuit (ASIC). The ASIC may
reside in a computing device or a user terminal. In the alternative, the processor and the
storage medium may reside as discrete components in a computing device or user

terminal.

[0253] The previous description of the disclosed implementations is provided to
enable a person skilled in the art to make or use the disclosed implementations. Various
modifications to these implementations will be readily apparent to those skilled in the
art, and the principles defined herein may be applied to other implementations without
departing from the scope of the disclosure. Thus, the present disclosure is not intended
to be limited to the implementations shown herein but is to be accorded the widest
scope possible consistent with the principles and novel features as defined by the

following claims.
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WHAT IS CLAIMED IS:

1. A device for wireless communication, the device comprising:

key logic configured to obtain a candidate group key corresponding to a data
link group; and

a wireless interface configured to transmit an announcement message to one or
more devices of the data link group during a paging window designated
for the data link group, wherein the announcement message indicates
availability of the candidate group key, and wherein the announcement

message comprises a multicast message.

2. The device of claim 1, wherein the paging window is part of a transmission
window, and wherein the data link group includes multiple devices of a neighbor aware

network (NAN) or a wireless mesh network.

3. The device of claim 1, further comprising:

a memory configured to store an active key set, a pairwise key, a candidate key
set, or a combination thereof, wherein the active key set includes an
active group key, an active distribution key, an active group integrity
key, or a combination thereof; and

an encoder configured to encode the candidate group key to generate an encoded
candidate group key, wherein the encoder is configured to encode the
candidate group key based on the active group key, the active

distribution key, or the pairwise key.

4. The device of claim 1, wherein the wireless interface is configured to
transmit the candidate group key to a second device of the data link group as a unicast

message.
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5. The device of claim 1, further comprising message logic configured to
generate a second multicast message that includes the candidate group key, the second
multicast message comprising a public action frame or a data link group message,
wherein the wireless interface is configured to transmit the second multicast message to

the one or more devices.

6. The device of claim 1, wherein the wireless interface is further configured to
receive a second announcement message from a particular device of the data link group
after transmission of the announcement message, the second announcement message
indicating a second candidate group key, and wherein the key logic is configured to:

select the second candidate group key in response to a determination that the

second candidate group key has a higher priority than the candidate
group key; and

after expiration of a first group key as an active group key, set the second

candidate group key as the active group key.

7. The device of claim 6, wherein the key logic is configured to:

determine a first priority of the candidate group key based on a first key
indicator related to the candidate group key, wherein the first key
indicator includes a medium access control (MAC) address, a hash value,
a timestamp, or a combination thereof, wherein the hash value is
generated based on the MAC address, the candidate group key, or both;

determine a second priority of the second candidate group key based on a key
indicator included in the second announcement message; and

determine that the second candidate group key has a higher priority than the
candidate group key based on a comparison of a first priority to the

second priority.
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8. The device of claim 1, wherein the wireless interface is further configured to
transmit a key delivery message including the candidate group key, wherein the key
delivery message includes a key identifier indicating an expiration time of the candidate
group key, and wherein the key logic is configured to generate a second candidate group

key prior to the expiration time.

9. The device of claim 1, wherein the candidate group key is included in a key
delivery message, and wherein the key delivery message includes a key identification
number, a key index, or both, wherein the key index indicates inactive group keys and
an active group key, and wherein the key index enables devices of the data link group to

determine the active group key.

10. A method for wireless communication, the method comprising:

obtaining a candidate group key at a first device of a data link group; and

transmitting, from the first device to a second device of the data link group, an
announcement message indicating availability of the candidate group
key, wherein the announcement message is transmitted during a paging
window designated for the data link group, and wherein the

announcement message comprises a multicast message.

11. The method of claim 10, wherein the first device obtains the candidate
group key by generating the candidate group key at the first device or by receiving the
candidate group key at the first device from another device of the data link group, and
wherein the candidate group key enables at least one of encryption or decryption of

group addressed data messages corresponding to the data link group.
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12. The method of claim 10, further comprising, prior to obtaining the candidate
group key:
receiving a second announcement message from a third device of the data link
group, wherein the second announcement message indicates that the
candidate group key is available; and
sending a request corresponding to the data link group to request the candidate

group key.

13. The method of claim 10, wherein the announcement message includes a key
indicator, a data link group identifier of the data link group, a device identifier of a

particular device that generated the candidate group key, or a combination thereof.

14. The method of claim 13, wherein the key indicator comprises a medium
access control (MAC) address of the first device, a hash value, a timestamp
corresponding to generation of the candidate group key, or a combination thereof,
wherein the hash value is generated based on the MAC address, the candidate group
key, or both, and wherein the device identifier includes a second MAC address of the

particular device.

15. The method of claim 10, wherein the first device is associated with the
second device when the first device transmits the announcement message, and further
comprising:

receiving, at the first device from the second device, a request to send the

candidate group key from the first device to the second device; and
sending the candidate group key from the first device to the second device after

encrypting the candidate group key using a pairwise key, wherein the

pairwise key enables secure communication between the first device and

the second device.
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16. The method of claim 10, further comprising:

after transmitting the announcement message, receiving a request for the first
device to associate with the second device;

making a security association with the second device, wherein a pairwise key
corresponding to the first device and the second device is generated
during the security association; and

after completion of the security association, receiving a second request for the

first device to send the candidate group key to the second device.

17. The method of claim 16, wherein the first device operates as a key generator
device of the data link group, and wherein other devices of the data link group do not
operate as key generator devices prior to the first device ceasing operation as the key
generator device, and further comprising:

transmitting a message from the first device to the second device of the data link

group, the message indicating the second device is to operate as the key
generator device of the data link group;

terminating key generation operations at the first device; and

disassociating from the data link group by the first device, transitioning into a

low power operating mode at the first device, or both.

18. A device for wireless communication, the device comprising:

key logic configured to monitor a first communication channel during a paging
window designated for a data link group; and

a wireless interface configured to receive an announcement message from a first
device of the data link group during the paging window, the
announcement message indicates availability of a candidate group key,

wherein the announcement message comprises a multicast message.
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19. The device of claim 18, wherein the wireless interface is further configured
to receive a key delivery message including an encoded candidate group key, and
further comprising:

a memory configured to store an active key set, a pairwise key, a candidate key
set, or a combination thereof, wherein the candidate key set includes the
candidate group key, a candidate distribution key, a candidate group
integrity key, or a combination thereof; and

a decoder configured to decode the encoded candidate group key to generate the
candidate group key based on an active group key, an active distribution

key, or a pairwise key.

20. The device of claim 19, further comprising an encoder configured to encode
the candidate group key to generate the encoded candidate group key, wherein the
encoder is configured to encode the candidate group key based on the active group key,
the active distribution key, or the pairwise key, and wherein the key logic is further
configured to validate group addressed traffic based on an active integrity group key

included in the active key set.

21. A method for wireless communication, the method comprising:

monitoring, at a second device of a data link group, a first communication
channel during a paging window designated for the data link group; and

receiving an announcement message at the second device from a first device of
the data link group during the paging window, the announcement
message indicating availability of a candidate group key, wherein the

announcement message comprises a multicast message.

22. The method of claim 21, further comprising obtaining the candidate group
key, wherein obtaining the candidate group key comprises:
transmitting a trigger message to the first device in response to receiving the
announcement message during the paging window; and

receiving the candidate group key from the first device during a data window.
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23. The method of claim 21, further comprising:

updating a counter, the counter related to an expiration of a prior group key; and

halting updating the counter in response to receiving the announcement message
prior to the counter reaching a particular value, the particular value

related to generation of a new group key by the second device.

24. The method of claim 21, further comprising:

identifying a first key indicator included in the announcement message;

receiving a second announcement message from a third device of the data link
group during the paging window, the second announcement message
including a second key indicator and indicating generation of a second
candidate group key;

transmitting a trigger message to the first device based on the first key indicator
of the announcement message having higher priority than the second key
indicator; and

receiving the candidate group key from the first device.

25. The method of claim 21, further comprising:

prior to receiving the announcement message, initiating generation of a second
candidate group key; and

in response to receiving the announcement message, stopping generation of the

second candidate group key.

26. The method of claim 21, further comprising, in response to receiving the
announcement message, retransmitting the announcement message to devices of the

data link group.

27. The method of claim 21, further comprising:

in response to receiving the announcement message, determining whether the
second device is associated with the first device; and

in response to a determination that the first device is associated with the second

device, requesting the candidate group key from the first device.
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28. The method of claim 21, further comprising:
in response to receiving the announcement message, determining whether the
second device is associated with the first device; and
in response to a determination that the second device is unassociated with the
first device:
identifying a third device of the data link group that has received the
candidate group key and that is associated with the second
device, wherein the third device is identified during a time period
that ends prior to expiration of an active group key of the data
link group, wherein the time period begins after the
announcement message is received and ends at a predetermined
time before the expiration of the active group key;
requesting the candidate group key from the third device; and
receiving the candidate group key from the third device prior to the

expiration of the active group key.

29. The method of claim 28, further comprising:

performing a security association with the third device in response to a
determination that the second device is unassociated with the first device,
wherein the security association establishes a pairwise key:

receiving an encoded candidate group key from the third device;

decoding the encoded candidate group key based on the pairwise key to generate
the candidate group key at second device; and

storing the candidate group key at a memory.
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30. The method of claim 21, further comprising, in response to a determination
that the second device is unassociated with the first device:
identifying a predetermined time before expiration of an active group key of the
data link group;
prior to the predetermined time, sending a multicast request for the candidate
group key to at least one device of the data link group; and
receiving the candidate group key from a third device of the data link group

responsive to the multicast request.
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Generate a candidate group key at a first device of a data link group

¢ / 704

Transmit, from the first device to a second device of the data link group, an
announcement message indicating availability of the group key, where the
announcement message is transmitted during a paging window designated for the
data link group, and where the announcement message is comprises a multicast
message

FIG. 7
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Generate, at a first device of a data link group, a group key and a distribution key

l /‘ 804

Encoding the group key and the distribution key using a second distribution key,
where the second distribution key corresponds to an active group key of the data
link group

l /' 806

Transmit the encoded group key and the encoded distribution key to one or more
devices of the data link group

FIG. 8
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Obtain a group key at a first device of a data link group

' [

Transmit, from the first device to a second device of the data link group, an
announcement message indicating availability of the group key, where the
announcement message is transmitted during a paging window designated for the
data link group, and where the announcement message comprises a multicast
message

FIG. 9

1000

/‘10

02

Obtain a group key at a first device of a data link group

Y ik

04

Transmit, from the first device to devices of the data link group, an announcement
message indicating availability the group key, where the announcement message is
transmitted during a discovery window and via a first communication channel, and
where the announcement message comprises a multicast message

FIG. 10
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/‘1102

Monitor, at a second device of a data link group, a first communication channel
during a paging window designated for the data link group

¢ /-1104

Receive an announcement message at the second device from a first device of the
data link group during the paging window, the announcement message indicating
availability of a group key, where the announcement message comprises a
multicast message

FIG. 11

1200

/‘ 1202

Monitor, at a second device of a data link group, a first communication channel
during a discovery window that corresponds to the data link group

¢ / 1204

Receive an announcement message at the second device from a first device of the
data link group during the discovery window, where the announcement message
indicates availability of a group key, and where the announcement message
comprises a multicast message

FIG. 12
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