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(54) Title: MARGINAL DISTRIBUTION IN A GRAPHICAL MODEL

(57) Abstract: An example method is provided in according
with one implementation of the present disclosure. The meth-
od comprises identifying nodes and edges in a graphical mod-
el at a first time period, identifying nodes and edges in the
graphical model at a second time period that is later than the
first time period, determining changes between the graphical
model at the first time period and the second time period, and
identifying impacted nodes in the graphical model at the
second time period. The method further comprises identifying
independent subgraphs in the graphical model at the second
time period, computing, for each independent subgraph, an
approximation of a marginal distribution of all impacted
nodes, and computing an approximation of a marginal distri-
bution of all nodes in the graphical model at the second time
period.
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MARGINAL DISTRIBUTION IN A GRAPHICAL MODEL

BACKGROUND
{60011 Graphical models are graphs which compactly represent the joint
distributions of many random variables. Graphical models have been widely used
in various applications, such as malware detaction, detecting malicious domains,

topic modeling, information extraction, and many others.

BRIEF DESCRIPTION OF THE DRAWINGS
{6002} Figure 1 is a schematic illustration of an example system Jor
maintaining inference results on evolving graphical models in accordance with an
implementation of the present disclosure.
{06031 Figure £ Hlustrates a flowchart showing an example of a method for
computing an approximation of a marginal distribution of all nodes in a graphical
model in accordance with an implementation of the present disclosure.
{00041 Figure 3 is illusirates a flowchart showing an example of a method
for identifying independent subgraphs in the graphical model in accordance with
an implementation of the present disclosure.
{0005} Figure 4 Hlustrates a flowchart showing an example of a method or
computing an approximation of the marginal distribution of all impacted nodes for
each independent subgraph in accordance with an implementation of the present
disclosure.
{6006} Figure 5 is an example block diagram illustrating a computer-

readable medium in accordance with an implementation of the present disciosure.

DETAILED DESCRIPTION OF SPECIFIC EXAMPLES
{0007} As mentioned above, graphical models are widely used in many
different applications. Graphical models may include a plurality of nodes or
vertices conneciad by edges. In many of these applications, graphical models are
constantly evolving. For example, in malware detection, the graphical model may
be a bipartite graph where each node is a random binary variable which represents
if 2 machine or a file is infected. There may be an edge between a file node and a
machine node if the file is found on that machine. Such a graphical model changes
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when new files are instalied on the machines, files are deleted and machines are
added/delsted from system.

{60608} Such evolving scenarios as well as many non-evolving cases may
generally create a graph inference problem: given a graphical model that encodes
a joint probability distribution, it may be difficult and time consuming to determine
the marginal probability distribution of a particular node in the graph conditioned
on the known value of some other nodes in the graph. As used herein, the term
graph inference result refers to the marginal distribution of each node in the graph.
{80091 When the graphical model evolves, 0 keep the inference resulls
{e.g., the marginal distribution of each random node in the graph) up to date, one
appreach is to run graphical inference algorithms (e.g., belief propagation, Gibbs
sampling, etc.) from scratch on the entire graph. However, on large scale graphs
{i.e., graphs containing millions of vertices), such an approach can often takes
hours to finish. For some areas {(e.g., such as security applications), which need
real-time or near realtime response, rerunning-from-scratch s not a viable
approach.

{60101 In this regard, according to examples, technigues for computing or
maintaining inference results on evolving graphical models are described herein.
in one example, changes in the graphical model may be identified between
stiapshots of the model in two different time periods. The proposed techniques
efficiently identify relatively small subgraphs in the changed large graphical
models. Then, the fechnigues run an inference algorithm on these subgraphs {o
compuie an approximation of marginal distribution of all impacted nodes in the
subgraphs as fast as possible. Thus, the techniques described hergin perform
graph inference incrementally {e.g., on a smali neighborhood of impacted nodes),
and not on the entire graphical model. For example, if a change happens to a first
node far away from a second node, the changes for the second node may be
approximately calculated because the changed first node would not have much
effect over the second node. Therefore, when the changes between a graphical
model in two different times are small, the proposed techniques offer a faster way
to re-run an inference aigorithm on the entire graph from scrateh.

{00113 In some examples, when there are smail changes in a graphical
maodel, the inference resulis may not change dramatically for most of the nodes.
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Therefore, the technigues described herein propose to first identify impacted
subgraphs of the original graph that are likely to coniain nodes whose marginal
distribution may change significantly based on the changes in the graph between
the two different time periods. Then, the technigues propose 1o only run the
inference algorithm on those subgraphs before combining data for the subgraphs
with the data for the rest of the graph.

{6012} In one example, a processer may identify nodes and edges in a
graphical model at a first time period and at a second time period that is later than
the first time pericd. The processor may further: determine changes between the
graphical model at the first time pericd and the second time period, identify
impacted nodes in the graphical model at the second fime period, and identify
independent subgraphs in the graphical model at the second time period. Finally,
the processor may compute an approximation of a marginal distribution of all
impacted nodes for each independent subgraph, and may compute an
approximation of a marginal distribution of all nodes in the graphical model at the
second time period.

86013} Thus, the proposed technigues may consider any type of change in
a graphical model (e.g., deleted nodes, inserted nodes, nodes with changed edges,
and nodes whose previously unknown values are revesled, etc.) and may apply
any inference ailgorithm to the determined subgraphs. Further, the described
techniques may efficiently compute inference results on evolving power-law graphs
that include high-degree nodes.

{0014} In the following detailed description, reference is made io the
accompanying drawings, which form a part hereof, and in which is shown by way
of flustration specific examples in which the disclosed subject matter may be
practiced. itis to be understood that other examples may be utilized and structural
or logical changes may be made without departing from the scope of the present
disclosure. The following detailed description, therefore, is not fo be taken in a
imiting sense, and the scope of the present disciosure is defined by the appended
claims. Alsg, it is 1o be understood that the phraseclogy and terminology used
herein is for the purpose of description and should not be regarded as limiting. The
use of “including,” “comprising” or “having” and variations thereof herein is meant

to encompass the items listed thereafler and equivalents thereof as well as
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additional items. Furthermore, the term “based on,” as used herein, means “based
atleast in parton.” it should also be noted that a plurality of hardware and software
based devices, as well as a plurality of different structural components may be
used to implement the disclosed methods and devices.

{6015} Referring now fo the figures, Figure 1 is a schematic illustration of an
example system 10 for maintaining inference results on evolving graphical models.
As noted above, the term “inference resull” refers to an approximation of a marginal
distribution of all nodes in the graphical model. The illustrated system 10 is capable
of carrying out the technigues described below. As shown in Figure 1, the system
10 is depicted as including at least one a computing device 100. In the embodiment
of Figure 1, computing device 100 includes a processor 102, an interface 106, and a
machine-readable storage medium 110, Although only computing device 100 is
described in details below, the techniques described herein may be performed with
several computing devices or by engines distributed on different devices.

{0016} The computing device 100 may be any type of a computing device
and may include at least engines 120-160. Engines 120-180 may or may not be
part of the machine-readable storage medium 110. In one example, the computing
device 100 may be an independent computing device. In ancther alternalive
axample, engines 120-160 may be distributed between the computing device 100
and others computing devices. The computing device 100 may include additional
components and some of the components depicted therein may be removed and/or
modified without departing from a scope of the system that allows for carrying out
the funclionality described herein. i is to be undersiocod that the operations
described as being performed by the engines 120-160 of the computing device 100
that are related {o this description may, in some implementations, be performed by
external engines {not shown) or distributed between the engines of the computing
device 100 and other electronic/computing devices.

{00173 Processor 102 may be central processing unil{s) (CPUs),
microprocessor(s), and/or other hardware device(s) suilable for retrieval and
execution of instructions (not shown) stored in machine-readable storage medium
110. Processor 102 may fetch, decode, and execute instructions to identify

different groups in a dataset. As an alternative or in addition to retrieving and
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executing instructions, processor 102 may include elecironic circuits comprising a
number of electronic components for performing the functionality of instructions.
{6018} Interface 106 may include a number of electronic components for
communicating with various devices. For example, inferface 108 may be an
Ethernet interface, a Universal Serial Bus (USB) interface, an IEEE 1384 (Firewire)
interface, an external Serial Advanced Technology Altachment (eSATA) interface,
or any other physical connection interface suitable for communication with the
computing device. Alternatively, interface 106 may be a wireless interface, such
as a wireless local area network (WLAN) interface or a2 near-field communication
(NFC) interface that is used to connect with other devices/systems andfor to a
network. In one example, the network may be a mesh sensor network {not shown}.
The network may include any suitable type or configuration of network {o allow for
communication  between the computing device 100, and any other
devices/systems {e.g., other computing devices, displays, etc.}, for example, to
send and receive data 1o and from a corresponding interface of ancther davice.
{00191 Each of the engines 120-160 may include, for example, at least one
hardware device including electronic circuitry for implementing the functionality
described below, such as control logic andior memory.  In addition or as an
alternative, the engines 120-160 may be implemented as any combination of
hardware and software to implement the funclionalities of the engines. For
example, the hardware may be a processor and the software may be a series of
instructions or microcode encoded on a machine-readable storage medium and
axecutabie by the processor. Therefore, as used herein, an engine may include
program code, {e.g., computer execuiable instruclions), hardware, firmware,
and/or logic, or combination thereof o perform particular actions, tasks, and
functions described in more detail herein in reference to Figures 2-5.

{6020} in one example, the identification engine 120 may identify nodes and
adges in a graphical model at a first time period and at a second time period that
is later than the first time period. In some implementations, the graphical model
may be represented as a first snapshot of the graphical model at the first time
period and a second snapshot of the graphical model at the second lime periad.
{8621} The analysis engine 130 may defermine changes between the
graphical model at the first time period and the second time period, and may
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identify impacted nodes in the graphical model at the second time period. In one
example, the changes between the graphical model at the first time period and the
second time period include at least one of: deleted nodes, inserted nodes, nodes
with changed edges, and nodes whose previously unknown vaiues are revealed.
It may also include changes o factors on the edges and cliques {these factors
encode the joint probability distribution of the nodes in the graphical model). In
other examples, other types of changes may be delected. In addition, each of the
impacied nodes may have a topology change from the first time pericd o the
second time perind. The tepology change may include adding or deleting an edge
of the node, having a brand new node, elc.

{0022} The subgraphs engine 140 may identify independent subgraphs in
the graphical model at the second time period. In one example, the subgraphs
gngine 130 may: identify evidence nodes that have changed between the first time
period and the second time period, identify high-degree nodes, identify active
nodes, remove all edges that are not connected to aclive nodes, and determine a
plurality of independent subgraphs. As used herein, the term "active node” refers
to a node that has at least one active edge or has no inactive edges. As used
herein, the term “evidence node” refers to a2 node in the graphical model that has
a known value. Further, as used herein, the term “high-degree node” refers to a
node that is connected to a very large number of other nodes and the faciors on
the edges are such that a change in iis neighbor nodes will not dramatically change
its distribution.

{00231 The inference engine 150 may compute an approximation of a
marginal distribution of all impacted nodes in each of the independeant subgraphs.
Thus, the inference engine 150 may apply an inference aigorithm to each
independent subgraph that was affected by the change in the graphical model.
{0024} The graphical model engine 160 may compule an approximation of
a marginal distribution of all nodes in the graphical model at the second time period.
Thus, the graphical model engine 160 may mainiain the inference results of an
evolving graphical model at a much faster rate.

{6025} Figure 2 illusirates a flowchart showing an example of a method 200
for computing an approximation of a marginal distribution of all nodes in a graphical

model {Le., for mainiaining inference resulls on evolving graphical models).
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Although execution of the method 200 is described below with reference to the
system 10, the components for executing the method 200 may be spread among
multiple devices/sysiems. The method 200 may be implemented in the form of
executable instructions stored on a machine-readable storage medium, andforin the
form of electronic circuitry.

{0026} In one example, the method 200 can be executed by al least one
processor of a computing device {e.g., processor 102 of device 100}, In other
examples, the method may be executed by another processor in communication
with the system 10. Various elements or blocks described herein with respect to
the method 200 are capable of being executed simultaneously, in parallel, orin an
order that differs from the illustrated serial manner of execution. The method 200
is also capable of being executed using additional or fewer elements than are
shown in the lustrated examples.

{00271 The method 200 begins at 210, where al least one processor may
identify nodes and edges in a graphical model at a first time period. For example,
the graphical modei may be represenied as a first snapshot of the graphical model
at the first time period. At 220, the processor may identify nodes and edges in the
graphical model at a second time period that is Iater than the first time peried. The
graphical model may be represented as a second snapshot of the graphical model
at the second time period. In one example, the processor may receive and/or
identify the following information: a first graph snapshot Gifor the first time period
f, its set of nodes or vertices V:and edges £, a second graph snapshot Gus for the
first time period t+7, its set of nodes or vertices Vi and edges £, Thus, a change
or evolution in the graphical model is examingd by the processor. The proceassor
may use different techniques to identify nodes and edges in the graphical model at
the different time periods.

{00281 AL 230, the processor may determine changes between the graphical
model af the first time period t and the second time period +1. For example, the
changes between the graphical model at the first time period and the second time
period include at least one of: deleted nodes, inserted nodes, nodes with changed
edges, and nodes whose previously unknown values are revealed. In other

implementations, other changes in the graphical model may also be identified. The
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Processor may use various techniques to determine the changes in the graphical
maodel.

{06029} Next, the processor may identify impacted nodes | in the graphical
model at the second time perind {at 240). For example, the processor may use the
changes in the graphical model determined in block 230 to identify the impacied
nodes 1 in the graph.  In ong implementation, each of the impacted nodes has a
topology change from the first time period o the second time period. The topology
change may include adding or deleting an edge of the node, having a brand new
node, etc. As noled below, the values of the impacted nodes may be recomputed
using an inference to calculate an approximation of the marginal distribution of all
nodes.

{6030} At 250, the processor may identify independent subgraphs Cutin the
graphical maodei at the second time period. When the changes in the graphical
mode!l belween the first and the second time periods are smail, the inference
results may not change dramatically for most of the nodes. Thus, the processor
may first identify the impacted regions (i.e., subgraphs) within the original large
graph that are likely {o contain nodes whose marginal distribution may change
significantly based on the changes in the graph belween the two different time
periods.

{0631} With continued reference o Figure 2, the processor may compute,
for each independent subgraph, an approximation of the marginal distribution of all
impacted nodes {at 260). The process for computing an approximation of the
marginal distribution of all impacted nodes for each independent subgraph is
described in below in relation to Figure 4. As described in additional details below,
the processor applies an inference algorithm A to each subgraph to compute an
approximation of the marginal distribution of all impacted nodes in each of the
subgraphs. Therefore, the processor applies the inference algorithm only (o the
identitied impacted subgraphs and not to the entire graphical model. Considering
the size of many graphical models, this selective process speeds up the generation
of inference resulis.

{06032} At 270, the processor may compute an approximation A(G,.,) of the

marginal distribution of all nodes in the graphical model A{Gr1) at the second time



WO 2016/190841 PCT/US2015/032212

period. In other words, the processor returns the approximated margina!
distribution A(G,,,) for the entire graphical madel at the second period of time t+1
in order {0 mainiain the inference resulls on the evolving graphical model in an
axpedited paste. In one example, the processor may merge the calculated
approximation of the marginal distribution for all subgraphs A(l) with the unchanged
nodes at time #+7 in the graphical model A(G. ) 4(G..) € A U A(G- 1),

{68633} A method 300 for identifying independent subgraphs in the graphical
model at the second time period is described in more detfails in relation to Figure
3. The method 300 can be executed by at least one processor of a computing
device {e.g., processor 102 of device 100). In other examples, the method may be
executed by another procassor in communication with the system 10. The trained
model may be generated by using a training datasel.

{0034} The method 300 begins at 310, where the processor may identify
evidence nodes E that have changed between the first time period and the second
time period. As noted above “evidence node” refers {0 a node in the graphical
model that has a known value and, therefore, there is no randomness in that
respect. Thus, their distribution is unaffected by the value of any other nodes. For
an evidence node, changes in its few neighbors will not dramatically change the
distribution of the node. In other words, the processor may identify evidence nodes
E that have not changed between the first time period { and the second time period
t+1 in the group of all nodes Vi N Vi, Various technigues may be used {o identify
avidence nodes that have changed between the two time periods.

{0835] At 320, the processor may identify high-degree nodes in the graphical
model. A high-degree node is a node that is connecled o a very large number of
other nodes such that a change in its neighbor nodes will not dramaticaily change
its distribution. In some examples, the graphical models include power law graphs.
In such graphs, some high-degree nodes have thousands of neighbors. In one
implementation, the processor may use a predetermined threshold ¢ of high-
degree nodes o identify the high-degree nodes in the group of all nodes Vi n Vi
Changes in high-degree nodes will not dramatically change the distribution of these
high-degree nodes. Further, high-degree nodes also biock the changes or
dependencies to other neighbors.  Thus, high-degree nodes and the evidence
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nodes may block the dependency among nodes in the graph. Any path that
containg either an evidence node or a high-degree node may be identified as an
inactive path. Thus, the processor may identify the union H of high-degree nodes
and relevance nodes.

{6036} Al 330, the processor may identify active nodes Wi in the graphical
model at the second time perind. As noted above, an “active node” refers to a
node that has at least one active edge or has no inactive edges. In other words,
the processor may identify active nodes Wi in all nodes Vi at the second time
period, where the active nodes are not high-degree nodes or evidence nodes: Wi
<« Ve~ (EFU H}. One technigue that may be used to identify the active nodes is
to identify aclive paths between the nodes by using dependent separation. For
example, two nodes X and Y are conditionally independent given Z if knowledge
about X gives no extra information aboul Y once there is knowledge of Z. In other
words, once there is knowledge of Z, X adds nothing o the knowledge about Y.
Thus, a path between two nodes is active if it carries information or dependence.
Two nodes X and Y might be connected by many paths in a graph, where all, some,
or none of the paths are active. Therefore, X and Y are dependeni-separated if all
the paths that connect them are inactive, or, equivalently, if no path between them
is aclive.

{00371 At 340, the processor may remove all edges E'wt that are not
connected (o active nodes and may determine a plurality of independent subgraphs
Cu1in the graphical model G, where G'=< Vs B> {at 350). Thus, given the
gvidence in the graphical model {e.g. those nodes whose assignmaeants are known,
the dependent separation between the nodes, eic.), the processor may find all
active paths, and that information may be used to identify the active nodes and (o
break the graph into several smaller independent subgraphs if there is no active
path connecting them. In other words, a first subgraph and a second subgraph of
the graphical mode! are independent when there are no active paths connecting
the subgraphs, and where changes in the first independent subgraph do not affect
the marginal distribulion of any nodes in the second independent subgraph.
{6038} Figure 4 illustrates a flowchart showing an example of a method 400

for computing an approximation of the marginal distribution of all impacied nodes
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for each independent subgraph. The method 400 can be executed by at least one
processor of a computing device {e.g., processor 102 of device 100}, In other
examples, the method may be execuied by another processor in communication
with the system 10.

{6039} The method 400 begins at 410 where the processor may identify
each impacted node in the subgraph. Then, at 420, the processor may identify all
kK-neighborhood nodes for each impacted node in the subgraph. As used herein,
the term "k-neighborhood nodes” refers to nodes that are reachable from a node
and are within a predetermine distance k. The size of the k-neighborhood may
vary and may be fixed or flexible.

{6044} In one implementation, the processor may use the length of a path
between two nodes (i.e., the number of other nodes it needs to go through to get
from one node o the other) o identify all k-neighborhood nodes for each impacied
node in the subgraph. Forexample, even if nodes X and Y are connected via some
active paths, if all these active paths are very long, the dependence between X and
Y is very weak. Therefore, changes in X's disiribution only impact Y's distribution
slightly. The processor, therefore, identifies the k-neighborhood of nodes to be
considered for a subgraph. For instance, a threshold (e.g., £ number of nodes o
get from node X 1o node Y) that woulid identify long paths may be used.

{06041} At 430, the processor may add the identified k-neighborhood nodes
for each impacted node 1o the set of impacted nodes. in other words, the processor
“‘grows” the set of impacted nodes in the subgraph by adding non-impacted nodes
to identify the right size subgraph to which to apply an inference algorithm. The
right size subgraph is a subgraph where changes in the nodes would strongly
impact the marginal distribution of adjacent nodes.

10042} Al 444, the processor may apply an inference algorithm A o each
independent subgraph. In other words, the inference algorithm is applied to the
entire independent subgraph — including impacted and non-impacted nodes. That
way, the processor may receive inference results for all nodes within the
independent subgraph.

{00431 Figure 5 illustrates a computer 5301 and a non-transitory machine-
readable medium 505 according 1o an example. In one example, the computer
501 maybe similar to the computing device 100 of the system 10 or may include a



WO 2016/190841 PCT/US2015/032212
12

plurality of computers. For example, the computer may be a server computes, a
waorkstation compuler, a deskiop computer, a laptop, & mobile device, or the like,
and may be part of a distributed system. The computer may include one or more
processors and one or mare machine-readable storage media. In one example,
the computer may include a user interface (e.g., touch inlerface, mouse, keyboard,
gesture input device, etc.).

{0044} Computer 501 may perform methods 200-400 and variations thereof.
Additionally, the functionality implemented by computer 501 may be part of a larger
software platform, system, application, or the like. Computer 501 may be
connected to a database (not shown) via a network. The network may be any type
of communications network, including, but not limited to, wire-based networks (e.g.,
cable}, wireless networks {e.g., celiular, satellite), cellular telecommunications
network{s), and iP-based telecommunications network(s) {e.g., Voice over internet
Protocol networks). The nefwork may also include traditional landline or a public
switched telephone network (PSTN), or combinations of the foregoing.

{0045} The computer 501 may include a processor 503 and non-transitory
machine-readable storage medium 505, The processor 503 {e.g., a central
processing unil, a group of distribuled processors, a microprocessor, a
microcontrolier, an application-specific infegrated circuit (ASIC), a graphics
processor, a multiprocessor, a virtual processor, a cloud processing sysiem, or
another suitable controller or programmable device) and the storage medium 305
may be operatively coupled to a bus. Processor 503 can include single or multiple
cores on a chip, multiple cores across multiple chips, multiple cores across multiple
devices, or combinations thereof.

{00486} The storage medium 505 may include any suitable type, number, and
configuration of volatile or non- volatile machine-readable storage media to store
instructions and data. Examples of machine-readable storage media in include
read-only memory ("ROM"), random access memory ("RAM™} {(e.g., dynamic RAM
FDRAMY, synchronous DRAM  ['SDRAM"], elc.), electrically erasable
programmable read-only memory ("EEPROM?”), magnetoresistive random access
memaory {(MRAM), memristor, flash memory, 8D card, floppy disk, compact disc

read only memory (CD-ROM), digital video disc read only memory (DVD-ROM),
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and other suilable magnetic, optical, physical, or electronic memory on which
sofiware may be stored.

{6047} Software stored on the non-transiiory machine-readable storage
media 505 and executed by the processor 503 includes, for example, firmware,
applications, program data, filters, rules, program modules, and other executable
instructions.  The processor BO3 retrieves from the machine-readable storage
media 505 and executes, among other things, instructions relaied to the control
processes and methods described herein.

100481 The processor 503 may fetch, decode, and execute instructions 307-
311 among others, to implement various processing. As an altermnative or in
addition o refrieving and executing instructions, processaor 503 may include atleast
one integrated circuit (IC), other control logic, other electronic circuits, or
combinations thereof that include a number of electronic components for
performing the functionality of instructions 507-515. Accordingly, processor 503
may be implemented across multiple processing units and instructions 507-515
may be implemented by different processing units in different areas of computer
501.

{00491 The instructions 507-515 when executed by processor 503 (e.g., via
one processing element or multiple processing elements of the processor) can
cause processor 503 to perform processes, for example, methods 200-400, and/or
variations and portions thereof. In other examples, the execution of these and
other mathods may be distributed between the processor 503 and other processors
in communication with the processors 603.

{0050} For example, data identification instructions 507 may cause
processor 503 to identify nodes and edges in a graphical model at a first time period
and at a second time period that is later than the first time period. In some
implementations, the graphical model may be represented as a first snapshot of
the graphical model at the first time pericd and a second snapshot of the graphicsal
model at the second time period. These instructions may function similarly to the
technigues described in blocks 210 and 220 of method 200.

{00511 Analysis instructions 509 may cause the processor 503 to delermine
changes between the graphical model at the first time period and the second time
period, and to identify impacted nodes in each of the independent subgraphs in the
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graphical model at the second time period. Each of the impacted nodes may have
a topology change from the first time period to the second time period. In some
examples, each of the impacted nodes has a value in the second time period that
is different from the value of the node in the first time period. These instructions
may function similarly (o the technigues described in blocks 230-240 of method
200, In one example, the changes between the graphical mode! at the first time
period and the second time period include al least one of: deleled nodes, inserted
nodes, nodes with changed edges, and nodes whose previously unknown values
are revealed. In other example, other types of changes may be detacted.

{00521 Subgraphs instructions 511 may cause the processaor 503 {o identify
independent subgraphs in the graphical model at the second time period. These
instructions may function similarly o the techniques described in block 250 of
method 200 and to the technigues described in method 300, For example, the
subgraphs instructions 511 may cause the processor 503 to: ideniify evidence
nodes that have changed between the first time period and the second time period,
identify high-degree nodes, identify actlive nodes, remove all edges that are not
connected to active nodes, and determine a plurality of independent subgraphs.
{00531 Inference instructions 513 may cause the processor 503 (o compute
an approximation of a marginal distribution of all impacted nodes in each of the
independent subgraphs.  These instructions may function similarly to the
techniques described blocks 260 of method 200 and to the techniques described
in method 400, Thus, inference instructions 513 may cause the processor 503 {o
apply an inference algorithm to each independent subgraph that was affected by
the change in the graphical model.

{6054} Graphical mode! instructions 515 may cause the processor 503 to
compute an approximation of a marginal distribution of all nodes in the graphical
model at the second time period. These instructions may function similarly to the
technigues described blocks 270 of method 200. Thus, graphical model
instructions 515 may cause the processor 503 to maintain the inference results of
an evolving graphical model at a very fast paste.

{00551 In the foregoing description, numerous details are set forth to provide
an understanding of the subject matler disclosed herein. However,
implementations may be practiced without some or all of these details. Other
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implementations may include modifications and variations from the details
discussed above. itis intended that the appended claims cover such modifications

and varigtions.
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What is claimed is:

1. A method comprising, by at least one processor:

identifving nodes and edges in a graphical model at a first time period;

dentifying nodes and edges in the graphical model at a second time period
that is later than the first time period;

determining changes between the graphical model at the first time period
and the second time period;

identifving impacted nodes in the graphical model at the second time period,;

identifying independent subgraphs in the graphical model at the second time
period,

computing, for each independent subgraph, an approximation of a marginal
distribution of all impacted nodes; and

computing an approximation of a marginal distribution of all nodes in the
graphical model at the second time period.

2. The method of claim 1, further comprising, by at least one processor:

identifying evidence nodes that have changed between the first time period
and the second time period;

identifying high-degree nodes;

identifying active nodes;

rermoving all edges that are not connectaed o active nodes; and

determining a plurality of independent subgraphs.

3. The method of claim 1, further comprising, for each independent
subgraph, by at least one processor:

dentifying each impactad node in the subgraph;

identifying all k-neighborhood nodes for each impacted node in the
subgraph;

adding the identified k-neighborhood nodes for each impacted node o the
set of impacted nodes; and

applying an inference aigorithm o each independent subgraph.
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4. The method of claim 1, wherein changes between the graphical
model at the first time period and the second time period include at least one of:
deleted nodes, inserted nodes, nodes with changed edges, and nodes whose

previously unknown values are revealed.

5. The method of claim 1, wherein each of the impacted nodes has a

topolegy change from the first time period to the second time period.

6. The method of claim 1, wherein a first subgraph and a second
subgraph of the graphical model are independent when there are no active paths
comnecting the subgraphs, and wherein changes in the first independent subgraph
do not affect the marginal distribution of any nodes in the second independent
subgraph.

7. The method of claim 1, wherein the graphical model! is represented
as a first snapshot of the graphical model at the first time period and a second
snapshot of the graphical model al the second time period.

8. A system comprising:
an identification engine to identify nodes and edges in a graphical modet at
a first time period and at a second time period that is later than the first time period,
wherein the graphical model is represented as a first snapshot of the graphical
maodel at the first time period and a second snapshot of the graphical model at the
second time period;
an analysis engine o
determine changes between the graphical model at the first
time period and the second time period, and
identify impacted nodes in the graphical model at the second time
period;
a subgraphs engine to identify independent subgraphs in the graphical
model at the second time period;
an inference engine o compute an approximation of a marginal distribution

of all impacted nodes in each of the independent subgraphs; and
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a graphical model engine to compule an approximation of a marginal

distribution of all nodes in the graphical model at the second time period.

g. The system of claim 8, wherein for each independent subgraph the
subgraphs engine is further to:

identify evidence nodes that have changed between the first time period and
the second time periad;

identify high-degree nodes;

identify aclive nodes;

remove all edges that are not connected {o aclive nodes; and

determine a plurality of independent subgraphs.

10.  The gsystem of claim &, wherein the inference engine is further fo:

identify each impacted node in the subgraph;

dentify all k-neighborhood nodes for each impacted node in the subgraph,

add the identified k-neighborhood nodes for each impacted node to the set
of impacted nodes; and

apply an inference algorithm 1o each independent subgraph.

11, The system of claim 8, wherein changes belween the graphical
model at the first time period and the second time period include at least one of:
deleted nodes, inserted nodes, nodes with changed edges, and nodes whose

previously unknown values are revealed.

12. A non-transitory machine-readable storage medium encoded with
instructions executable by at least one processor, the machine-readable storage
medium comprising instructions to:

identify nodes and adges in a graphical model at a first time period;

identify nodes and edges in the graphical model at a second time period
that is laier than the first time period;

determine changes between the graphical model at the first time period and

the second time period;
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identify impacted nodes in the graphical model at the second time periad,
wherein each of the impacied nodes has a topology change from the first time
period 1o the second lime period;

identify independent subgraphs in the graphical model at the second time
period;

compute an approximation of a marginal distribution of all impacted nodes
in each of the independent subgraphs; and

compute an approximation of a marginal distribution of all nodes in the
graphical model at the second time period.

13, The non-transitory machine-readable storage medium of claim 12,
further comprising instructions to:

identify evidence nodes that have changed between the first time period and
the second time period;

identify high-degree nodes;

identify active nodes;

remove all edges that are not connected o actlive nodes; and

determine a plurality of independent subgraphs.

14, The non-fransitory machine-readable storage medium of claim 13,
further comprising instructions to:

identify each impacted node in the subgraph;

identify all k-neighborhood nodes for each impacted node in the subgraph;

add the identified k-neighborhood nodes for each impactad node 1o the set
of impacted nodes; and

apply an inference algorithm to each independent subgraph.

15, The non-transitory machine-readable storage medium of claim 12,
wherein a first subgraph and a second subgraph of the graphical model are
independent when there are no aclive paths connecling the subgraphs, and
wherein changes in the first independent subgraph do not affect the marginal
distribution of any nodes in the second independent subgraph.
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230
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COMPUTE, FOR EACH INDEPENDENT SUBGRAPH, AN APPROXIMATION OF A
MARGINAL DISTRIBUTION OF ALL IMPACTED NODES
280
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COMPUTE AN APPROXIMATION OF A MARGINAL DISTRIBUTION OF ALL NODES
IN THE GRAPHICAL MODEL AT THE SECOND TIME PERIOD
270
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