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METHOD FOR SECURELY COMMUNICATING INFORMATION
ABOUY THE LOCATION OF A COMPROMISED COMPUTING
DEVICE

Cross-Beference to Related Application

This application 15 a continuation-in-past of prior Application No. 12/044,40%,
filed March 7, 2008,
Field of Disclosure

The pressnt disclosure is generally related to security snd specifically to securgly

.§

communicating  location Information about a computing device thas has besn

compromised or hacked.
Background

As computing devices have become more complex, they have also become more
feature~rich, Devices such as cellular phones now contain sophisticated processors and
are capable of performing such tasks as video and audio playback, electronic benking
angd secure information stovage. Hardware, service, content and sotware providers all
have vested interests in protecting their sssets from unauthorized access or tampering.
For gxampie, a celiular phone provider may wans fo restrict access to cenain “premium”
phone features such as video or sudio content.  Given the largs investment by such
companies and the quantity and type of information stored in devices such as collular
phones, # is important fo be able to prevent unawhorized copying, distribution or access
to data,

There are a number of common methods used fo gain unauthorized access o
computing device, mcluding:  using an improperly disabled or non-disabled test
intorface port such as g Joint Test Action Group (JTAQ) port; purpossfully operating the

computing devige outside Hs designed temperature or voltage tolerances; aliering traces
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or adding components to the printed cironit board to which the computing deviee is
attached; and various types of software attacks. H is possible to provide both hardeare

and software for detecting and mitigating the effects of these and other types of attacks,

m
]

is advantageous to be able to differentiate betwesn types of attacks to alfow different
responses by a system with which the computing device communicates. 1t is also
advantageous 1o be able to provide notice that a devies has been the subject of an attack

without alerting the attacker to the fact that the attack has been detecied.

SUMMARY OF THE DISCLOSURE
{0805} s understood that other smbodiments of the leachings herein will become
apparent to those skilied in the art from the following detailed description, wharein
various embodiments of the teachings are shown and described by way of illustration.
As will be realized, the trachings herein are capable of other and dif¥erent embodiments
without departing from the spirit and scope of the teachings. Accordingly, the dawings

and detailed description are to by regavded as iHestrative In nature and not as restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS
15086) Yarious aspects of the teachings of the prosent disclosure ave Hlustrated by way

ot example, and not by way of Himitation, in the accompanying drawings, wherein:

RECE F1G. 1 is a blook diagram of an embodiment;

80881 FIG. 2 9 a block diagram of another embodiment; and

R FIG. 3 is a flowchart showing the system design of an embodiment; and

R FIG, 4 5 g flowchart showing the detection of an atlack and the reporting of a

cHent device™s location.



WO 2010/030581 PCT/US2009/056074

T

DETAILED DESCRIPTHON
EHERE ‘The detailed description set forth below, in connection with the appended
drawings, Is intended as a description of various exemplary embodiments of the
teachings of the present disclosure and s not imended Yo represent the only
embodiments in which such teachings may be practiced. The detailed deseription
inciudes specific details for the purpose of providing 2 thorough understanding of the
teachings by way of iustration and not limitation. It will be apparent to those skilled i

I

the art that the teachings of the present disclosure may be practiced v a variety of ways.
in some nstances, well known structures and components are described at a high level
in order to aveid obscuring the concepts of the prosent disclosure,

{8612} b one of more exemplary embodimenis, the functions and blocks deseribed may

o~

be implemented in hardware, software, {rmware, or any combination thereof |

implementad in software, the functions may be stored on or fransmitied over as one or
more instructions or code on & computer-readable medium, Computer-readable meadia

chudes both computer storage media and communication media Including any medium
that facilitates transfer of a computer program fom one place to ancther, A storage
racdia may be any available media that can be acoessed by a computer. By way of
example, and not limitation, such computer-readable media can comprise RAM, ROM,
EEPROM, CIROM or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or sny other medhum that can be used to carry or store desired
program code in the form of instructions or data structures and that van be sccessed by &
computer. Also, any connection is properly termed & compniter-readable medium. For
example, if the software Is transmitied from a website, server, or other remote sourge
using a coaxial cable, fiber optic cable, twisted palr, digital subseriber line (DSL), or

wirgless technologies such gs infrared, radio, and microwave, then the coaxisl gable,
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fiber optic cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and
microwave are included in the definition of medivm. Disk and dise, as uysed hersin,
meludes compact dise (T, laser dise, optical disc, digital versatile dise (DVD), floppy
disk and blu-ray disc where disks wsually reproduce data magnetically, while discs
reproduce data optically with fascre. Combinations of the above should also be included
within the scops of computer-readable media.

FIG. 1 slustrates an exemplary embodiment of a Computing Devise 100
incorporating an Attack Detection Block 134,

The Computing

=

Device 100 is coupled to a Requesting Entity 116 via a Reverse
Link 126 and a Forward Link 128, The Reverse Link 126 and Forward Link 128 may
be a variety of connections including but not Hmited to Ethernet, wircless Bthemet or a2
celular wiveless network protocol such as UDMA or GSM. The Computing Device
13 recetves communications from the Requesting Entity 116 via the Forward Link 128
through an {nterface 1440,
The Reguesting Entity 116 fovms 8 request in a Reguest Formation Block 152
The request contains the identity of the device the request s directed to. In Hew of an
explicil identily the reguest may be directed 1o a group of devices or all devices which
can receive the request, Additionally the request may set up a schedule for the requested
devices 1o report or may implement any other reporting and scheduling mechanism as
the needs of a particylar implementation dictate
The Request Formation Block 152 may be a dedicated circuly, a geneval-purpose
procassor, a software program or any other sullable processing mechanism. The request
may include o non-deterministic value generated by an entropy source including but ant
fimited to a look-up table or a thermal noise generstor, The Reguesting Eatity 116

provides the request over the Forward Link 128, Depending on the level of ssourity
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desired, the request may be sent in the clear or may be mathematically transformed by
reethods including, but not Himited to, masking or use of a erypiographic algorithm,
In one embodiment, the Computing Device 100 receives the sequest inchuding a

non-deterministic value at the {nterface 140 from the Requesting

rags,

ntity {16 over the

¥

Forward Link 128 The Interface 140 provides the non-deterministic value to a
Cryptographic Eagine 114, The Cryptographic Engine 114 s adapted to perform g
mathematical transformation on information, thereby obscuring that information to a
third-party observer, The mathermatical transformation performed by the Cryptographic
Engine {14 may be but is not limited lo a eryplographic hash function {such as MD3,

SHA-T or 8HA-3} or & oipher algorithm (such ay iiple-DES or AES ciphers), The

Uryptographic Hngine 114 may be implemented as a dedicated hardware block, g

general-purposs  processor capable of performing cryptographic computations or a
software program contained In a computer-readable medium.  The Cryptographic

Engine 114 penerates a wansformed key by combining the response key provided by a
Key BSelection Block 110 with the non-deterministic value and performing the
mathematical transformation on the combination of the response key and the none
deterministic value, Because the fransforimed keyv is based on {he non-delerministic
vahie and the response key, the idemtity of the response Key used in the transformation
wiil be virtually undecipherable to an aflacker who can observe the wanslormed Key.
Determining the response key from the transformed key & a computationally difficuls
probiem, which makes the response key more undeciphersble to an attacker. Using a
non-deterministic valoe as part of the request and response ensures that the transformed
key will not always be the same ¢ven when reporting the same type of attack. The
:omputing device then transmits the transformed key 1o the Regquesting Entity 1186 over

the Reverse Link 126,



WO 2010/030581 PCT/US2009/056074

&
{D818] The Requesting Entity 116 computes a Hst of possible transformed key values
based on zach Programmed Hardware Key 12 ~ 108, which #t may have stored

previously or received from the Computing Device 100 and siores the possible

&
oot
o

transformed key valoes in 8 Key Tabd The Requesting Entity 116 may compute

the list of possible transformed key values prior o transmitting the regquest, in paraliel
with transmitting the request or afier the Reguesting Futity 116 has received the
transformed key back from the Computing Device 100, The Requesting Enity 116
receives the transiormed key from the Computing Device 100 over the Reverse Link
126 at a Comparison Block 150, The Comparison Block 150 may be a dedicated civeuis,
a general-purposs processor or a sofbware program.  In Comparison Block 130, the
Requesting Entity 116 compares the transformed key to the possible transformied key
values stored in the Koy Table 118, The Requesting Bntity 116 §s thus able to determine
whether or not the Computing Device 100 has been attacked by the particular
transformed key received from the Computing Device 100, The Requesting Entity 116
is also able ® gain Information sbout the type of attack based on the particular
transformed key received from the Computing Device 100,

{6019} When an Attacker 130 oxecutes an Attack 132 on the Computing Device 160,
the Antack 132 is detected by the Attack Detection Block 134, The Attack Detection
Block 134 sets at least one of the plurality of Hack Condition Indicators 120~ 124 hased

on the type of attack detected, and may be adapted 10 select the “No Attacks™ Key 102

as the default key, The Hack Condition Flag Block 112 controls the ouiput of the Key

N -

Selection Bloek 1O in response 1o the states of the Hack Condition Indicators 120 -

24, Based on the staies of the Hack Condition lndicators 120 -~ 124, the Hack

yira.

Condition Flag Block 117 generstes a control signal that enables the Koy Selection

Block {1 1o select one of the plurality of Programmed Hardware Keys 2 - 108 as &
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sesponse key and provide it to the Cryprographic Engine 114, This response key

-

erabodies the identity of the Computing Device 100, whether or not an attack has been

detected, and i an attack hgs been detectad, the type of attask detectsd.

; 5“‘

The Computing Deviee 100 contains a plurality of Programmed Hardware Keys
102 - 168, These include g "No Attacks™ Key 162 and 2 plarality of “Attack”™ Keoys 104
— 18 which are ssed o identify the type of attack and to authenticate the Computin
Device 100 when chalienged by the Requesting Entity 116, The “No Attacks” Key 102
and the plurality of “Antack” Keys 104 - 108 are coupled to Kev Selection Rlock 110, A
Hack Condition Flag Circuit 112 is coupled to & plurality of Hack Condition Indicators
20 ~ 124 and has an output which s coupled 10 the multiplexer 110, The Asack
Detection Block 134 s coupled to the plurality of Hack Condition Indicators 120 - 124,
The Cryplographic Engine 114 {s responsive 1o an cutput of the Key Selection Block
IO and an outpat of the Interface 140, The Cryptographic Engine 114 transforms a
value provided by the Requesting Entity 116 based on the output of the Key Sslection
Block 118, The value may contain other information also if so desired.  The

iranstormed key is then transmitted 1o the Reguesting Entity 116 over the Reverse Link

}

P

&.
The “"No Attacks™ Key 107 is used when the Attack Detection Riock 134 has not
ctected any attacks on the Computing Device 100, The plurality of “Attack” Keys 104
- 108 correspond to particular types of detected attacks. Fach of the plurality of
Programmed Hardware Keys 102 ~ 108 can both identify the Computing Device 100
anid conununicate the attack status of the Computing Device 100, The phurality of
hardware keys 102 ~ 108 may be programmed in a veriety of ways, including but not

Limited 10 electronic fusing at the tire of production, non-volatile RAM programmed at
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the time of progdoction or non-velatile RAM programmed by the Requesting Entity 116
when the Computing Device 100 connects 1o the Requesting Entity 116
Each of the Hack Condition Indicators 120 « 124 is corrslated with one of the

“Attack” Keys 104 - 188, In one embodiment, the Hack Condition Indicators 120 - 1
may contain volatiie storage clements such as static RAM ov latches, {n another
embodiment, the Hack Condition {ndicators 120 « 124 may contain non-volatile storags
clements such as hardware foses that are permanently blown, Those skilled in the ant
will recognize that embodiments combining volatile and non-volatile storage elements
are possible and that other types of volatile and non-volatile storage elements may also
be used. Although in this particular embodiment only thres attack Xeys and hack
condition indicators are lustrated, those skilled in the art will recognize that there mm
be any number of such “attack™ keys and indicators, and they may correspond to any
type of deteciable attack or to an unknown attack,

A factor to consider in choosing whether to use volatife or non-velatile storage
clements for particular hack condition indicators 3s the perceived seriousness of a
particufar Rind of attack. Types of attacks that are perceived as less serions oould be
indicated using volatile storage elements, while types of attacks that are considered move
serious could be indicated using non-volatile storage elements.  In an exemplary
smbodument, attacks targeting the security of the device such as attacks on the physical
package, attempls o use & test imterface such ss a JTAQG interface or g number of
authentication failures above s prodetermined threshold might be considered more
serious snd be ndicated by blown hardware fuses while attacks which gain access o
restricted features such as video or andio playvback yight be considered less serious and
be indicated by setting static RAM bits that re-set when the cellular phone is power-

cycled. Those skilied in the arl will realize that for difforent types of computing devices,

PCT/US2009/056074
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differens factors including but not limited o data sensitivity and potential financial loss
from an attack may be relevant,
fn one exemplary embodiment, the Computing Device 100 counld be incorporated

i

into & cellular phone. The Requesting Entity 116 could be the celiular notwork with

which the cellular phone communicates.  The “attack”™ kevs could represent common
attacks on cellular phone devices, including atiempting to sccess a JTAG interface,
taking the device outside its normal temperature ot voltage ranges, attempting to execute
ntrusted code on the cellular phone’s processor, attempiing to gain access o features
the user has not paid for, or operating the phone on an wnauthorized network. The
network provider could then take sctions based on the type of aftack such as, but not
limited to denying the compromised phone access 1o the network, disabling certain
software or features the user has not paid fov, logging the focation of the compromised
phone, or logging information about the type of phong compromised.
in another exemplary embodiment, the Computing Device 100 could be coupled
with an emgine control computer of & vehicle. The Reqguesting Entity 116 could be
maintained by the vehicle's manufacturer or a third party. In this case, the “attack™ keys
would represent conditions such as modified engine management software, speed above
a vertain threshold, whether the vehicle has been roported stolen, or long mileage
intervals between roquired maintenance cheeks. The vebicle manufacturer could use
that information to determine when warranty conditions had been viclated or to provide
more accurate information about vehicle usage to their service personnel.
FiG. 2 iilustrates ancther embodiment of & Computing Devipe 260 which
mncorporstes an Attack Detection Block 204, The Computing Device 200 is coupled to 2

0

2 and Forward Link 214, The Reverse Link

e

Requesting bintity 207 via Reverse Link 2

212 and Forward Link 214 may be a variety of connections inclading but not limited 1o
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2

ethernst, wireless ethernet or a celhlar wireless network protocol.  The Computing
Device 200 receives communications from the Requesting Entity 207 via the Forwarg

ink 214 at an Interface 240, The Computing Device 200 containg a Programmed

rr«

Hardware Key 206 which i used o authenticate the Computing Device 260 when

5,

chalienged by the Requesting Entity 202, The Attack Detection Black 204 is coupled to

s

g pharality of Hack Condition Indicators 218 - 222, The Programmed Hardware Key

266 and the Hack Condition Indicators 218 « 222 arc coupled to a Key Generation

2

Block 208, The Key Generation Block 208 and the Interface 240 are coupled to a

i

Cryptographic Engine 210,

When gn Attacker 230 makes an Attack 232 on the Computing Device 200, the
Atdtack 232 is detected by the Attack Detection Block 204, In response to an Aftack 232,
the Attack Detection Block 204 sets one or more Hack Condition Indicators 218 - 222,
The Attack Detection Block 204 may be configured to detent attacks such as but not
fimited 1o JTAG port attacks, voltage or temperature attacks, malicious software attacks,

3

unauthorized use, atiempts fo aceess

£#

sensitive information or denjal of service attacks.
The Hack Condition Indicators 218 - 222 may be volatile siorage eloments such as statie
RAM or ltches, or they may be son-volatile storage elements such as non-volatile
RAM or hardware fuses. Those skilled in the art will recognive that smbodiments
combianing volatile and non-volatile storage elements may also be used.  Although in
thiz particutar embodiment only three hack condition indicators are Hustrated, those
skilled in the art will recognize that there may be any number of such “attack”
indicators, and they wmay correspond to gny type of detectable attack or to an unknown
attack.

The Koy Generation Block 208 combines the Programmed Hardware Key 206

and the Hack Condition Indicators 218 — 222 into a response key that communicates the
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identity of the Computing Device 200 and information abowt sny sttacks against the
Computing Device 200 to the Requesting Hniity 202, For example, this may be
accomplished by appending the Hack Condition Indicators 218 «~ 222 to the
Programmed Hardware Key or by generating an encoding based on the state of the Hack
Condition Indicators 218 ~ 222 and combining that cncoding with the Programmed
Hardware Key. Those skilled in the ant will recognive that many different methods of
combining the Programmed Hardware Key 206 and the Hack Conddition Indicators 218 -
222 that preserve all the information contained in each exist, and the methods herain are
presented by way of HHustration and not Bmitation, After the Key Generation Block 208
has combined the Programmed Hardware Key 206 and the Hack Condition Indicstors
218 -~ 212 1o generate & response key, the Key Generation Block 208 provides the
response koy o the Uryptographic Engine 210

L The Requesting Entity 202 forms & request in a Reguest Formation Block 252,
The Request Formation Blogk 232 may be a dedicated ciroult, & general-purpose

e

processor or a sofiware program. The reguest may include a non-deterministic value
generated by an entropy source including but not Hmited to a look-up table or a thermal
noise generator, The Requesting Entity 202 provides the request over the Forward Link
2i4, Depending on the level of security desired, the request may be sent in the clear or
may be mathematically transformed by methods inclading, but not imited to, masking
or use of & cryptographic algorithm,
{683 The Computing Device 200 receives the request inchuding & non-detesministic
valug from the Requesting Entity 202 over the Forward Link 214 at the Interface 240
The Interface 240 provides the non-deterministic value to the Cryptographic Engine
210, The CUryptographic Hngine 210 may be a dedicated hardware block, a general-

purpose pracessor capable of performing oryptographic computations or & soRware
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program contained in 2 compuier-readsble medium. The ¢ Cryptographic Bngine 219

then generates & transformed key by combining the response key with the non-
deterministic value received by the Computing Device 200 from the Reguesting Entity

202 and mathematically transtorming the combination. The Cryptographic Engine 210

may use mathematical transformations Inelnding, but not Hmited to eryplographic hast

el

functions or cipher algorithms. The Computing Device 200 provides the transformed
key 1o the Requesting Entity 202 over the Reverse Link 217,

The Requesting Entity 202 computes a list of possible values based on sach
possible value of the transformed key and stores the values in a Key Table 216, The
Requesting Hntity 202 may compute the list of possible values prior to transmisting the
random value, in paralie] with transmitting the randomy value or afer the Requesting
Entity 202 has reveived the transformed key back from the Computing Device 200, The
Reguesting Entity 202 ¢ s the transformed key from the Compuiing Device 206
over the Reverse Link 212 at a Comparison Bloek 250, The Comparison Block 250

may be a dedicated circuit, a general-purpose processor or a software program. In the

Comparison Block 230, the Requesting Entity 202 compares the transformed key to the

r\

values stored i the Key Table 216, The Reguesting Entity 202 s thus able to determine
whether or not the Computing Device 200 has been attacked from the particular
transformed key received from the Computing Device 200, The Requesting Entity 202
is also able to gain information sbout the type of attack based on the particular
transformed key received from the Computing Device 200,

FIG, 3 is an exemplary flow diagrans ilusivating how the Computing Devics 100
may respond o a challenge from the Requesting Entity 116, Beginning in block 362,

the Requesting Entity 116 generates a request including a non-deterministic value, In

L&

Block 304, the Requesting Entity {16 computes all possible values of & cryplographic
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hash function with which the Computing Device 100 could respond and stores those
values in the Key Table 118, The Requesting Entity 116 may compute these values
before transmitting the request including the non-deterministic value to the Computing
Device 104, v parallel with ransmitting the request including the non-deterministic
vatue to the Computing Device 100 or after the Reguesting Entity 116 has received the
transformed key back from the Computing Device 100,

{6033 in block 320, the Requesting Entity 116 transmits the request including the aon-
determintstic value 1o the Computing Device 100 over the Forward Link 128. In black
322, the Computing Device 100 receives the request including the non-deterministic

value at the Interface 140, In decision block 324, the Computing Device 100 evaluates
whether it has detected any attacks vpon itself. If an aitack has not ocourred, block 326
is reached. Im block 326, the Computing Device 100 computes & value of the
cryptographic hash function based on the non-delerministic value received from the
Regquesting Entity 116 and the “no attacks” key 102, If an attack has cccurred, block
328 is reached. At block 32§, the Computing Device 100 computes the value of the
oryptographic hash function based on the non-deterministic value received from the
Reguesting Entity 116 and one of the pluraliny of “attack™ keys 104 — 108 MNexy, In
block 336 the Computing Device 100 transmits the value of the cryptographic hash
function back to the Requesting Entity 116 over the Reverse Link 126, In block 337, the

Requesting Entity 116 receives the value of the ¢ryplographic hash function from the

{034 In bloek 306, the Requesting Entity 116 compares the value of the eryprographic
hash function received from the Computing Dovics 100 against all the possible values of
the cryptographic bash function computed by the Reguesting Entity 116 in block 304,

&

Depending on which oF the values fromt block 304 maiches the value received in block
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332, the Requesting Entity 116 can determine if any and what fype of attack occcurred
and can take action if necessary. If no attacks have been detected, block 310 is reached
snd the chalienge and response is ended. If some type of attack has been detected, in
block 312 the Requesting Entity 116 van take action based on the type of attack.
Responses 1o an attack could include denying the compromised computing device access

io the network, disabling certain software or featwres, Yogging the lovation of the

compromuised computlng device, or logging information about the type of computing

are possible, and those discussed hers in the context of the sxemplary embodiment are

tor purposes of ilustration and not Himitation.

L7
]
Led
o

FIG. 4 is an cxemplary flow diagram illusirating how the Reguesting Entity 1186
can respond to attacks of varying serionsness. In bloek 416, the Reguesting Entity 116
deterrpines that the Computing Device 100 has been attacked. in block 412, the
Requesting Entity 116 determines the seriousness of the attack. The seriousness of the
attack van be based on factors including but not Hmited to the particular feature of the
Computing Device 110 that has been compromised, whether the sttack was hardware or
software based, or whether any of the Computing Device 100 user's personal
information stored on the device has been compromised. 1f the attack is determined not
o be serious, block 414 is reached in which the Requesting Entity 116 may take action,

including but not Himited to logging the at

!'4

ack and continuing with normal operation, if
the attack is determined to be serious, block 416 is reached in which the Requesting
Entity 116 provides a location request to the Computing Device 168,

{80438 tn Block 418, the Computing Device 100 receives the location reguest from the
Requesting Enidly 116, In block 4298, the Computing Device 100 formulates a responsse

based on s location and at leasy a portion of a programmed hardware key., The
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response may be formulating by methods inciuding but not Bimited to performing a
mathematical fransformation such as a one-w 8y hash on the portion of the programmaed
Sardware key and at least & portion of the location information. The location of the
Computing Device 100 may be determined, for example, by use of a GPS receiver
mtegrated inte the Computing Device 100, virwal GPS or signal trisngulation. Those
skitled in the art will recognive that other mathematical transformations and methods of
determining the location of the Computing Device 100 may be used. The response may

be sent in the clear or alternatively it may be encrypted. Once the Computing Device

war,

1 has tormulated the response, in block 422 §t provides the response back to the
Reguesting Entity 116,

in block 424, the Requesting Entity 118 receives the response from the

5y 3

Compusing Device 180, In block 426,

Erec

he Requesting Entity 116 can process the

§

location information received in the response nclud g decryition it necessary and take

o]

further actions if desired. Such actions may inchude but are not limited to generating a
fog, sending an glert or remotely deactivating the Computing Device 100,

While the eachings of the present disclosure are disclosed in the context of
unauthorized sccess 1o a consumer complting device, it will be recognized that a wids
variety of implementations may be employsd by persons of ordinary skill in the art

consisient with the teachings hercin and the claims which follow below,
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WHAT IS CLAIMED 18

1.3

| 9%

A method of securely communicating Jocation information fom a computing
device, comprising:
& receiving a location request from a reguesting entity;

b, acquiring location information at the computing device;

o

forming a response based on the location information and at Jeast a portion of

& hardware key; and

d. providing the response to the requesting entity.

The method of claim 1, whereiln forming the response comprises mathematically

iransforming the portion of & hardware Rey and at teast a portion of the location

information,

The method of claim 2, whereln the mathematical transformation s & one-way

hash fanction.

A method of securely receiving information about a location of a computing

device at & requesting entity, comprising:

a. forming g location request at the requesting entity;

b, providing the location request to the computing device;

¢. recetving a response §rom the computing device based on the location of the
computing device and at least a portion of a hardware key; and

d. determining the location of the computing device from the response.

The method of claim 4, wherein the location request at the requesting entity is

formed only if the requesting entity determines that the computing device ha

S

bBeen attacked:
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6, The method of claim 5, wherein the location request at the reguesting entity is
& x\ﬁ-‘)*:"f“i*&(‘\'%-\" 5 vy ‘rdca-w 3 +.«~--~"»§£, thie ey PviE
formed omly i the fequesting entity determines that as attack on the computing

device is of & serfous nature.
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302\

Network generates a
random value

-

Network transmits the
random value to client device

'

Client device receives the
random value

f320

/322

324

Determine if
client device has
been attacked

NO YES

f328

Client device computes
h(client)=h(RV + Nk)

Client device computes
h(client)=h(RV + Ak)

304 ~ Y
Network computes h(RV+Nk) and
all h(RV+AKk)
326 ~N
306 ~N Y

330\

'

Network compares h(client) against
h(RV+Nk) and all h(RV+Ak)

308

Determine if
client device has
been attacked

YES

310 312\

!

Client device transmits
h(client) to network

332\ Y

Network receives h(client)

Take action based on
type of attack

FIG. 3

Docket No. 071978
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/410

Requesting entity
determines that computing
device has been attacked

414

Log attack and continue
normal operation

Is the attack
serious?

416 418

Provide location request to Receive location request from
computing device requesting entity

l /420

Formulate response based on
device location and hardware key

424 l 422

Receive response from Provide response to
computing device requesting entity

l f426

Process location
information and take
further actions if desired

FIG. 4

Docket No. 071978
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