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MULTIPLE SWITCH PROTECTED 
ARCHITECTURE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims the bene?t of provisional patent 
application No. 60/301,669 ?led Jun. 28, 2001, the disclo 
sure of Which is incorporated by reference herein, and to the 
patent application titled “FAULT TOLERANT OPTICAL 
DATA COMMUNICATION NETWORK”, ?led on even 
date hereWith, the disclosure of Which is incorporated by 
reference herein, and to the patent application titled “FAULT 
TOLERANT OPTICAL DATA COMMUNICATION NET 
WORK HAVING AUTO DISCOVER ”, ?led on even date 
hereWith, the disclosure of Which is incorporated by refer 
ence herein. 

BACKGROUND OF THE INVENTION 

SWitches that are used as part of a netWork are Well 
knoWn. A sWitch is de?ned as any entity, in the netWork, that 
provides some ability to transfer input traf?c to some out 
puts, possibly With some actions being performed on the 
traf?c, such as merging, dropping, policing, etc . . . SWitches 

include routers, ATM sWitches, Fibre Channel sWitches, 
sWitched Gigabit Ethernet, SONET sWitches or optical 
sWitches. The term “cabling” as used herein denotes any 
means of connecting entities in the netWork, be they ?bers, 
coax cables, Wireless links or cables Within a single hard 
Ware unit that encompasses several logical units. The term 
“connectors” is used to denote any means of transmitting on 
cables. These connectors may be themselves part of 
sWitches, may be located at different nodes, and may have a 
variety of functions and capabilities beyond mere transmis 
sion. 
The problem of recovery With redundant sWitches in a 

netWork is a problem that arises in most netWorks that seek 
to be failure-redundant, from enterprise netWorks to back 
bone netWorks. Redundancy is necessary to maintain opera 
tion even in the case of failure. Redundancy is desirable in 
the case of cabling failure, of connector failures, or of sWitch 
failures. There are several knoWn approaches to recovery 
that are used in enterprise netWorks and netWorks using 
similar architectures to enterprise netWorks. These architec 
tures are generally characteriZed by having single point-to 
point links from the nodes to sWitches in con?gurations that 
are akin to stars or combinations of stars. Also knoWn is a 
general method of recovering from failures in SONET 
netWorks and netWorks using related architectures, such as 
optical netWorks. These netWorks are generally arranged as 
rings or other mesh topologies, in Which nodes may be 
sWitches themselves. 

In netWorks using point-to-point links, cabling is brought 
from connectors at nodes in the netWork to sWitches. A 
common con?guration is shoWn in FIG. 1. The nodes may 
be servers that use netWork interface cards (NICs) as con 
nectors. The cables may be ?ber cables, and the sWitch for 
instance may be Gigabit Ethernet or Fibre Channel sWitch. 
The nodes in the netWorks that need to be provided With 
recovery ability have tWo or more NICs each. The connec 
tors at the sWitch are generally referred to as ports. In the 
case of failure of a connector, another connector on the same 
node is used to provide recovery. Generally the second NIC 
provides a connection to a second sWitch, generally referred 
to as secondary sWitch, Which provides redundancy to the 
?rst sWitch, generally referred to as primary sWitch. After 
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failure of a NIC or a cable, the secondary sWitch connects to 
the primary sWitch through a connection betWeen the tWo 
sWitches, as shoWn in FIG. 2 for a NIC failure and as shoWn 
in FIG. 3 for a cable failure. 
The capacity of the connection betWeen the tWo sWitches, 

Which may possibly be colocated in the same chassis, is a 
limitation on the recovery capability of the netWork. Indeed, 
cabling practices seldom alloW for physical separation of 
cables, since such separation Would require diverse physical 
paths and greatly impact the ability of the netWork manager 
to oversee netWork layout. In certain cases, as shoWn in FIG. 
4, cables from several nodes are brought together either by 
physical attachment or through multiplexing at a concentra 
tor, and a connection from the concentrator to the sWitch 
completes the link betWeen the nodes and the sWitch. In that 
case, a single cut or disconnection in the connection betWeen 
the concentrator and the sWitch may entail the concurrent 
failure of several cables, as shoWn in FIG. 4. In that case, the 
ability to recover the connection betWeen the nodes and the 
sWitch may be limited by the inter-sWitch connection. 
Indeed, the ability to recover from multiple cable failures, 
possibly caused by a single failure as shoWn in FIG. 4, 
Would require a number of ports at the sWitch to be as high 
as the number of possible failures in order to provide 
recovery. Since ports are generally a dominant portion of 
cost for sWitches, such the extension of recovery shoWn in 
FIG. 3 to the case Where We have several concurrent cable 
failures (as Would be the case in FIG. 4 if a breach Were to 
occur in the connection betWeen the concentrator and the 
sWitch) Would be costly. 
An alternative approach to having several ports dedicated 

to the inter-switch interconnection is to have all nodes use 
the secondary NICs and the secondary sWitch. HoWever, this 
option generally requires the netWork to become temporarily 
logically disconnected and then re-connected through a cold 
start. This recovery involves a signi?cant disruption of 
services. While such a Wholesale shift from the primary 
sWitch to a secondary sWitch is required When the primary 
sWitch fails, it is generally desirable to prevent a single 
failure to cause service disruption to a large number of 
nodes. 

In an architecture using rings or a general mesh con?gu 
ration, nodes are generally also sWitches and the connections 
are arranged as rings or interconnections of rings. An 
example is that of rings in SONET. Within a single ring, a 
failure of a node is recovered through path protection in 
unidirectional path sWitched rings (UPSRs) or through loop 
back in bidirectional line sWitched rings (BLSRs). When 
tWo rings are interconnected, the means of recovery gener 
ally presented for failures occurring in nodes interconnect 
ing tWo or more rings in SONET is that of matched nodes. 
As shoWn I FIG. 5, in matched nodes, a sWitch or node 

acts as the primary means of interconnection betWeen tWo 
nodes, and a secondary node only acts as such an intercon 
nection in the case Where the primary node fails. The 
primary node and the secondary nodes are usually referred 
to as matched nodes 1 and 2, respectively. The nodes 
generally operate in the folloWing manner. Matched node 1 
houses an add-drop multiplexer (ADM) that performs a 
drop-and-continue operation, in Which it transfers signals 
from one node to another, and also send a replica of those 
signals to matched node 2. In case of failure of matched node 
1, matched node 2 acts as the interconnections means 
betWeen rings 1 and 2. There are several draWbacks to this 
technique. Failures at matched node 1 may be partial, 
including the failure of the ADM itself, and recovery in that 
case is complicated. Further, Wholesale failure of matched 
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node 1 may require loopback to occur in each ring, as Well 
as having matched node 2 become the neW interconnection 
betWeen the rings. The timing issues associated Within such 
triple recovery steps are generally difficult. In particular, 
distributed scheduling over the tWo rings may cause failures 
and heavy dependence on timing issues. Finally, the 
matched node may itself have connections to other nodes, 
such as routers, that are outside the SONET rings. In that 
case each of the matched nodes require ports to those routers 
or other nodes, thus increasing the number of ports. 

In vieW of the foregoing it Would be desirable to provide 
a multiple sWitch protection architecture. It Would be further 
desirable to provide the architecture Wherein recovery is 
possible in the event of cable failure, link failure, partial 
failures, and When several rings fail simultaneously. 

SUMMARY OF THE INVENTION 

With the foregoing background in mind, it is an object of 
the present invention to provide a multiple sWitch architec 
ture having tWo or more sWitches on a ring Wherein inter 
connection betWeen the sWitches alloWs one sWitch to 
generate control and scheduling commands to the other 
sWitch. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention Will be better understood by reference to 
the folloWing more detailed description and accompanying 
draWings in Which: 

FIG. 1 is a block diagram of a prior art sWitch con?gu 
ration; 

FIG. 2 is a diagram of the sWitch con?guration of FIG. 1 
shoWing a failure on node 1; 

FIG. 3 is a diagram of the sWitch con?guration of FIG. 1 
shoWing a cabling failure; 

FIG. 4 is a block diagram of a concentrator and sWitch 
arrangement; 

FIG. 5 is a block diagram shoWing multiple rings and 
matched nodes; 

FIG. 6 is a block diagram of the multiple sWitch protected 
architecture; and 

FIG. 7 is a block diagram of the multiple sWitch protected 
architecture shoWing a failure betWeen tWo nodes. 

DETAILED DESCRIPTION 

A multiple sWitch protected (MSP) architecture is pre 
sented. The architecture alloWs for recovery in the case of 
cable, sWitch or connector failures Without any loss of tra?ic. 
The bene?ts With respect to traditional methods of providing 
recovery in netWorks With redundant sWitches are that there 
is no minimum cut in the netWork that precludes all tra?ic 
in the netWork to be handled after recovery, that is recovery 
of link failures is accomplished With no loss of data. 

The MSP architecture includes tWo or more sWitches and 
several nodes in a netWork With all nodes and sWitches 
placed on a single ring. The MSP architecture further 
includes an interconnection among sWitches that alloWs one 
sWitch to generate control and/or scheduling commands to 
some other sWitch(es), so that some sWitches may be run 
ning as slaves to others, to avoid issues of distributed 
scheduling 
The ring comprises at least 4 links per node. Note that the 

term “link” as used herein is a logical notion rather than a 
physical one. TWo links could be separate ?bers or cables; 
tWo Wavelengths on a same ?ber (possibly counterpropa 
gating); different time slots on the same Wavelength; or 
similar means of establishing virtual links or connections. 
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4 
Referring noW to FIG. 6 the main components of the MSP 

architecture are shoWn. The collection links, designated C1 
and C2, collect tra?ic to be sent to the sWitches from the 
nodes and from other sWitches. Distribution links, desig 
nated D1 and D2 distribute tra?ic from the sWitches and 
from other nodes to the nodes. BetWeen the sWitches, only 
the collection links C1 and C2 are provided. 
The operation under normal conditions is as folloWs. The 

nodes transmit on C1 for sWitch 1 and on C2 for sWitch 2. 
SWitch 1 transmits to nodes on D1. SWitch 2 transmits to 
nodes on D2. SWitch 1 transmits a duplicate of C1 to SWitch 
2, thus SWitch 2 has a copy of the collection tra?ic for 
SWitch 1. SWitch 2 transmits a duplicate of C2 to SWitch 1, 
providing SWitch 1 With a copy of the collection tra?ic for 
SWitch 2. SWitch 2 generates D2 using the C1 it receives 
from SWitch 1. If there is a transmission of control and/or 
scheduling from SWitch 1 to SWitch 2, then SWitch 2 can 
generate D2 from C1 as slave to SWitch 1 and D2 is a replica 
(possibly delayed) of D1. SWitch 2 can also generate its oWn 
control and scheduling and, under correct operating condi 
tions, D2 should still be a duplicate or close approximation 
of D1. 

Note that the duplication of C1 or C2 can be effected in 
a variety of manners, such as using an ADM in drop and 
continue mode, or using a passive optical splitter, or by 
regenerating the stream after electronic processing. 

In the event that a failure occurs, affecting one or all the 
links betWeen tWo nodes, then recovery can be effected as 
folloWs. FIG. 7 shoWs the case Where the failure occurs 
betWeen nodes 1 and 2. SWitch 1 receives the tra?ic from 
node 1 via C1. It receives the tra?ic from nodes 2 through 
n via C2, transmitted through Switch 2. Switch 2 receives 
the tra?ic for nodes 2 through n via C2 and the tra?ic from 
node 1 via C1, transmitted through SWitch 1. SWitch 1 
combines the tra?ic from C1 and C2 to generate D1. SWitch 
2 combines the tra?ic from C1 and C2 to generate D2. Node 
1 receives tra?ic on D1. Nodes 2 through n receive tra?ic on 
D2. Note that, in an alternate architecture, SWitch 1 can have 
an extra link to transmit D1 to SWitch 2 and SWitch 2 can 
place D1 onto D2. 

Note that the presently disclosed architecture can handle 
partial failures, that is to say failures in Which a link fails but 
another link connection betWeen the same nodes does not 
fail. Such partial failures can be treated as failures of all 
links. Alternatively, different recovery modes can be effected 
according to the type of failure. If C2 or D2 alone fail, then 
no recovery is required, since C1 and D1 can successfully 
transmit all information. If all D1 alone fails, then SWitch 1 
and SWitch 2 need not combine the tra?ic from C1 and C2. 
Instead, all nodes disconnected from D1 simply receive their 
tra?ic on D2. If C1 alone fails, then recovery is effected as 
for the case of failure of all links, except that the nodes may 
continue receiving on D1 alone. 
A similar mechanism alloWs for recovery When a node 

fails or When tWo failures occur at different locations. In that 
case, some nodes, for instance the failed node or a node 
betWeen tWo failures, may be unable to connect to the 
sWitches and other nodes. Nodes still connected to the 
sWitches can use the mechanisms described above to con 
nect to maintain communication With the sWitches. 
The present architecture also alloWs for recovery in the 

case of failure of a sWitch or of the card on a sWitch. If 
SWitch 2 fails, no recovery action is necessary. If SWitch 1 
fails, then SWitch 2 becomes the primary sWitch. In that 
case, SWitch 2 may or may not operate as a slave from 
SWitch 1. It receives on C2 rather than operates on tra?ic 
received from C1. Nodes receive on D2. The MSP archi 
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tecture is Well suited to handling the types of concurrent 
failures shown on FIG. 4. If several rings fail simulta 
neously, the MSP architecture allows for recovery to be 
performed in the same Way on each ring. In particular, if 
splitters are used to transmit C1 to SWitch 2 and C2 to 
SWitch 1, then there is no need to have extra ports, and only 
the cabling costs are incurred. 

Having described preferred embodiments of the invention 
it Will noW become apparent to those of ordinary skill in the 
art that other embodiments incorporating these concepts 
may be used. Additionally, the softWare included as part of 
the invention may be embodied in a computer program 
product that includes a computer useable medium. For 
example, such a computer usable medium can include a 
readable memory device, such as a hard drive device, a 
CD-ROM, a DVD-ROM, or a computer diskette, having 
computer readable program code segments stored thereon. 
The computer readable medium can also include a commu 
nications link, either optical, Wired, or Wireless, having 
program code segments carried thereon as digital or analog 
signals. Accordingly, it is submitted that that the invention 
should not be limited to the described embodiments but 
rather should be limited only by the spirit and scope of the 
appended claims. 
What is claimed is: 
1. A multiple sWitch protected architecture comprising: 
a ring; 
a plurality of sWitches on said ring; 
at least one node on said ring, each of said at least one 
node having at least four links; and 

an interconnection betWeen said plurality of sWitches, 
Wherein a ?rst sWitch of said plurality of sWitches 
generates commands to a second sWitch of said plural 
ity of sWitches across said interconnection, and Wherein 
When one of the at least four links betWeen a ?rst node 
of the at least one node and a second node of the at least 
one node fails, in response to the one link failing, the 
?rst node transmits a ?rst set of data to the ?rst sWitch 
of the plurality of sWitches on a ?rst link of the at least 
four links, the second node transmits a second set of 
data to the second sWitch of the plurality of sWitches on 
a second link of the at least four links, Wherein the 
second sWitch provides a copy of the second set of data 
from the second node to the ?rst sWitch and the ?rst 
sWitch provides a copy of the ?rst set data from the ?rst 
node to the second sWitch via the interconnection, 
Wherein the ?rst node receives data from the ?rst 
sWitch of the plurality of sWitches on a third link of the 
at least four links and Wherein the second node receives 
data from the second sWitch of the plurality of sWitches 
on a fourth link of the at least four links. 

2. The multiple sWitch protected architecture of claim 1 
Wherein one of said at least one node transmits data to other 
nodes and to the ?rst sWitch of said plurality of sWitches on 
the ?rst link of said at least four links. 

3. The multiple sWitch protected architecture of claim 2 
Wherein said one of said at least one node transmits data to 
other nodes and to the second sWitch of said plurality of 
sWitches on the second link of said at least four links. 

4. The multiple sWitch protected architecture of claim 3 
Wherein said one of said at least one node receives data from 
other nodes and from the ?rst sWitch of said plurality of 
sWitches on the third link of said at least four links. 

5. The multiple sWitch protected architecture of claim 4 
Wherein said one of said at least one node receives data from 
other nodes and from the second sWitch of said plurality of 
sWitches on the fourth link of said at least four links. 

6. The multiple sWitch protected architecture of claim 2 
Wherein data provided on said ?rst link is provided to said 
second sWitch. 
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7. The multiple sWitch protected architecture of claim 3 

Wherein data provided on said second link is provided to said 
?rst sWitch. 

8. The multiple sWitch protected architecture of claim 1 
Wherein at least tWo links of said at least four links are 
selected from the group comprising separate ?bers for each 
link, separate cables for each link, separate Wavelengths for 
each link on the same ?ber, separate counterpropagating 
Wavelengths for each link on the same ?ber, separate 
timeslots for each link on the same Wavelength, and separate 
virtual links for each link. 

9. A method of protecting a multiple sWitch architecture 
comprising: 

generating commands from a ?rst sWitch of a plurality of 
sWitches to a second sWitch of the plurality of sWitches, 
the plurality of sWitches being connected With at least 
one node by a ring, Wherein each of the at least one 
node has at least four links; and 

in response to failing of one of the at least four links 
betWeen a ?rst node and a second node of the at least 
one node, transmitting a ?rst set of data from the ?rst 
node to the ?rst sWitch on a ?rst link of the at least four 
links, transmitting a second set of data from the second 
node to the second sWitch on a second link of the at 
least four links, supplying from the second sWitch a 
copy of the second set of data from the second node to 
the ?rst sWitch, supplying from the ?rst sWitch a copy 
of the ?rst set of data from the ?rst node to the second 
sWitch, receiving at the ?rst node data from the ?rst 
sWitch on a third link of the at least four links, and 
receiving at the second node data from the second 
sWitch on a fourth link of the at least four links. 

10. The method of protecting a multiple sWitch architec 
ture of claim 9 further comprising transmitting data from 
one of said at least one node to other nodes and to the ?rst 
sWitch of said plurality of sWitches on the ?rst link of said 
at least four links. 

11. The method of protecting a multiple sWitch architec 
ture of claim 10 further comprising transmitting data from 
the one of said at least one node to other nodes and to the 
second sWitch of said plurality of sWitches on the second 
link of said at least four links. 

12. The method of protecting a multiple sWitch architec 
ture of claim 11 further comprising receiving data at the one 
of said at least one node from other nodes and from the ?rst 
sWitch of said plurality of sWitches on the third link of said 
at least four links. 

13. The method of protecting a multiple sWitch architec 
ture of claim 12 further comprising receiving data at the one 
of said at least one node from other nodes and from the 
second sWitch of said plurality of sWitches on the fourth link 
of said at least four links. 

14. The method of protecting a multiple sWitch architec 
ture of claim 10 further comprising supplying data provided 
on said ?rst link to said second sWitch. 

15. The method of protecting a multiple sWitch architec 
ture of claim 11 further comprising supplying data provided 
on said second link to said ?rst sWitch. 

16. The method of protecting a multiple sWitch architec 
ture of claim 9 Wherein at least tWo links of said at least four 
links are selected from the group comprising separate ?bers 
for each link, separate cables for each link, separate Wave 
lengths for each link on the same ?ber, separate counter 
propagating Wavelengths for each link on the same ?ber, 
separate timeslots for each link on the same Wavelength, 
sand separate virtual links for each link. 


