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EVENT DETECTION UNIT

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of priority to U.S. Patent Application No.
17/132,465, filed on December 23, 2020, which is incorporated here by reference.

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH

[0002] The United States Government has rights in this invention pursuant to
Contract No. DE-AC52-07NA27344 between the U.S. Department of Energy and
Lawrence Livermore National Security, LLC, for the operation of Lawrence Livermore

National Laboratory.

BACKGROUND

[0003] Active shooter incidents have become increasingly common, especially in
the United States. The Federal Bureau of Investigation reports that there have been
several hundred active shooter incidents since 2000. These incidents have occurred at
schools, malls, churches, theaters, and so on. The damage, including the death toll

and emotional pain caused from these incidents, is immeasurable.

[0004] Attempts have been made to help first responders more effectively respond
to these incidents in real time. One example is the development of technology to both
detect that an incident is occurring and identify the location of the shooter—referred to
as a detection/localization system. A variety of detection/localization systems have
been deployed throughout the United States to detect and locate shooters who are
outdoors. Unfortunately, the detection and localization of incidents that occur indoors
present problems that are different from incidents that occur outdoors. Sound
propagating in enclosed spaces creates a unique problem for indoor detection and
localization because of inherent obstructions causing transmitted sounds or signals to
bounce (reflect), bend (refract), and spread (disperse) in many directions, distorting both
their shape and their amplitudes. As a result, arrival times at receiver locations make
simple triangularization techniques (as used in outdoor processing) very challenging
and usually erroneous. Schools and hospitals are examples of environments that

present challenges for detection/localization. A typical public high school has many
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classrooms and meeting rooms connected to intersecting hallways. The rooms have
different shapes, heights, content, and so on depending on their purpose (e.qg.,
lunchroom, chemistry lab, or library). The hallways may have different characteristics
at their intersections and may have different content (e.q., lockers, bookshelves). A
hospital environment is even more complex because equipment is frequently moved
from room to room, stored in hallways, and so on. Because sound from the firearm of
an active shooter follows multiple paths through such environments, localization is a

difficult problem.

[0005] An indoor detection/localization system for shooters who are indoors is
described in U.S. Patent Application No. 16/943,250, entitled “Localization Based on
Time-Reversed Event Sound,” filed on July 30, 2020, which is hereby incorporated by
reference. Thatindoor detection/localization system relies on a centralized sensor array
to receive sounds and processes the sounds using a time-reversal technique. Although
that indoor detection/localization system is effective, it would be desirable to have a

system that is less costly in terms of hardware, installation, and calibration.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Figure 1 illustrates components of an event detection unit in some

embodiments.

[0007] Figure 2 illustrates a graph of example detection scores over time when in

sequential mode.
[0008] Figure 3 is a block diagram that illustrates event detection.

[0009] Figure 4 is a flow diagram that illustrates the event detection algorithm

executed by the processor in some embodiments.

[0010] Figure 5 is a flow diagram that illustrates the processing of a generate

detection score component of the event detection algorithm in some embodiments.

[0011] Figure 6 illustrates a central detection system in some embodiments.

DETAILED DESCRIPTION

[0012] An event detection unit is provided that includes one or more sensors and
a processor for analyzing sensor readings and determining whether an event has

occurred. The event detection unit (EDU) may be installed in a room (e.g., in a light
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socket or an electrical outlet) so that the sensors can measure characteristics (e.g.,
sound and light) of an event and the processor can determine whether an event has
occurred in that room (or nearby). The EDU also includes a notification component so
that when an event is detected, the EDU can output a notification via the notification
component. For example, the notification component may be a light that flashes, a siren
that blares intermittently, a communications interface (e.g., WiFi) for notifying
authorities, and so on. The EDU may be adapted to detect explosive events such as

those caused by a gun, a stun grenade, a firecracker, and so on.

[0013] Figure 1 illustrates components of an event detection unit in some
embodiments. EDU 100 includes sensors 110, notification components 120, and
processor 130. The sensors include sound detector 111, light detector 112, and
vibration detector 113. The notification components include light alarm 121, sound
alarm 122, and communications interface 123. The processor includes a central
processing unit and a memory with computer instructions that implement a detection
algorithm. The processor receives measurements (also referred to as readings) from
the detectors and applies the detection algorithm to detect whether an event has
occurred. If an event is detected, the processor may activate the light alarm and sound
alarm and may also send a notification to an authority via the communication interface,
which may be a wired or wireless interface. The sound detector may be a microphone,
the light detector may be an infrared detector, and the vibration detector may be an

accelerometer.

[0014] Although the EDU is described primarily in the context of detecting
explosive events, it may be used to detect other types of events. For example, the EDU
may be used to detect lightning strikes. An EDU may be located on a cell tower in an
area in which lightning is common. When a lightning strike occurs, the light detector
detects the flash, and the vibration and sound detectors detect the vibration and the
sound shortly after the lightning strike depending on the distance of the lightning strike
from the EDU. The EDU may also include other types of detectors such as a motion
detector that transmits and receives. A motion detector may be used to help identify

certain types of events, such as an explosion that causes flying debris.

[0015] In some embodiments, the EDU determines whether an event has occurred

based on an event probability distribution and a non-event probability distribution. The
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event probability distribution for a sensor indicates the probability that an event has
occurred given a sensor reading. For example, if the sensor is a microphone with a
reading of 150 dB, the event probability of that reading representing a gunshot event
may be 0.9. The non-event probability distribution indicates the probability that an event
has not occurred given a sensor reading. For example, for the reading of 150 dB, the
non-event probability of that reading representing that no event has occurred may be
0.01. The non-event probability distribution represents noise such as background noise
of the environment and instrumentation noise of the sensors. Forexample, for a reading
of 75 dB, the non-event probability may be low in a noisy environment, and the non-

event probability may be high in a quiet environment.

[0016] Given a reading for each of the sensors, the EDU combines the event
probabilities to generate a combined event probability and a combined non-event
probability representing a joint probability based on the readings. The combined event
probability also factors in the non-event probabilities. The EDU then generates a
detection score based on the combined event probability and the combined non-event
probability. The EDU determines whether the detection score satisfies an event
detection criterion such as an event detection threshold. If the detection score is above
an event detection threshold, an event is detected. If the detection score is below a
non-event threshold, no event is detected. The event detection threshold and non-
event threshold may be the same. If they are not the same, a detection score between
the thresholds would indicate that it cannot be determined whether an event has
occurred or not. If it cannot be determined, the EDU may not provide any notification
or may provide a low-priority notification to an authority without providing a visual or
audible alarm. The use of thresholds that are not the same may help to eliminate false
positives and false negatives. For example, if both thresholds are 0.9, a detection score
of 0.89 might be generated as a result of a gunshot (false negative) and a detection
score of 0.91 might be generated even though there was no gunshot (false positive).
However, an event detection threshold at 0.92 and a non-event threshold at 0.80 may

help to prevent such false negatives and false positives.

[0017] In some embodiments, the EDU may also weight the probabilities of the
sensors to reflect the effectiveness of each sensor in detecting an event in different
environments. For example, if the EDU is to be placed in a classroom that is used for

band practice, the weight for a microphone may be low so that the sound of cymbals
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crashing will not cause a gunshot event to be detected. As another example, if the EDU
is placed in a welding shop, the weight for a light detector may be low so that the light
generated when welding will not cause a gunshot event to be detected. The weights
may be learned during a calibration phase based on the actual environment (e.g., while
a band plays in the classroom) or in a test environment (e.g., by playing loud band music
in a calibration room). The type of environment may be factored into the background
noise. For example, the background probability for sound may be high when cymbals

crash in the classroom used for band practice.

[0018] In some embodiments, the EDU may process readings in a batch mode or
a sequential mode. When it is operating in batch mode, the EDU may collect sensor
readings at buffer intervals and periodically determine whether an event has occurred.
For example, the EDU may collect sensor readings every 0.01 seconds and determine
whether an event occurred every second. For each sensor, the EDU may generate a
cumulative event probability and a cumulative non-event probability based on the 100
sensor readings for that sensor. For example, the cumulative event probability for a
sensor may be the product of the event probabilities for that sensor. The EDU may
generate a combined event probability from the cumulative event probabilities of the
sensors and the cumulative non-event probabilities and a combined non-event
probability from the cumulative non-event probabilities. The EDU then generates a
detection score based on the combined event probability and the combined non-event

probability.

[0019] When it is in sequential mode, the EDU may determine whether an event
has occurred at each sample interval. Continuing with the example, the EDU would
make 100 determinations of whether an event has been detected. At each interval, the
EDU generates an event probability and a non-event probability for each sensor given
the current sensor readings. The EDU then generates a combined event probability
and a combined non-event probability. The EDU generates a detection score based on
the combined event probability, the combined non-event probability, and the detection
score of the prior interval. When the EDU is operating in sequential mode, the event
probability and the non-event probability may be based on both the current readings
and a collection of prior readings. The probabilities based on the prior readings help to
prevent false positives. For example, if the current readings indicate that an event has

occurred, but the prior readings do not, the current readings may be spurious, so no

-5-
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event is detected. If, however, the prior readings indicate an increasing probability that
an event has occurred but has not yet been detected, the current readings in light of the

prior readings may indicate that an event has indeed occurred.

[0020] Figure 2 illustrates a graph of example detection scores over time when the
EDU is in sequential mode. The X-axis represents the intervals, and the Y-axis
represents the detection score. Line 201 represents the non-event threshold, and line
202 represents the event detection threshold. Graph 203 represents the detection
score at each interval. When the detection score is above the event detection threshold,
a decision is made that an event has been detected. When the detection score is below
the non-event threshold, a decision is made that no event has occurred. When the

detection score is in between, no decision has yet been made.

[0021] In some embodiments, a central detection system aggregates event
detection notifications that are received from multiple EDUs and makes a final
determination of whether an event has occurred. For example, eight EDUs may be
installed in a sports arena. If an event occurs, some of the EDUs may detect the event
and notify the central detection system. If the number of notifications satisfies a
collective event criterion, the central detection system detects that an event has
occurred and may notify all the EDUs to activate an alarm. If the number does not
exceed the collective event criterion, the central detection system assumes the
notifications represent a false positive and does not notify the EDUs to activate an
alarm. A false positive may occur in a sports arena, for example, when the flash of a
camera is nearby an EDU at the time the crowd jumps up and cheers, causing light,
sounds, and vibrations that may be similar to a gunshot. The collective event criterion
may be based on the number of EDUs that sent event detection notification (e.g., all, a
majority, or a certain fraction). The collective event criterion may also be based on
proximity of the EDUs that send notifications. For example, if two EDUs near each other
send notifications, an event may be detected. However, if two EDUs that are not near

each other send notifications, an event may not be detected.

[0022] Figure 6 illustrates a central detection system in some embodiments. A
building such as a school may have EDUs located throughout the building. The EDUs
are assigned to groups depending on their proximity to each other. For example, EDUs

in classrooms at the end of a long hallway may be assigned to one group, and EDUSs in
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classrooms at the other end may be assigned to another group. For example, EDU1,1
611 through EDU1m 612 represent m EDUs that are assigned to group 1, and EDUz,1
621 through EDUzr 622 represent n EDUs that are assigned to group z. Each group of
EDUs is connected (e.g., wirelessly) to a central detection system (CDS). For example,
EDU1,1 through EDU1m are connected to CDS1613 and EDUz1 through EDUzn are
connected to CDSz 623. An EDU may be assigned to multiple groups. For example,
an EDU in the middle of the long hallway may be considered to be in proximity of the
EDUs at both ends of the hallway and thus may be assigned to both groups. A CDS
may track the locations of events (e.g., gunshots from a moving shooter) as they occur
based on the EDUs that detect the events. A CDS may also be able to identify that
events are caused by multiple actors (e.g., shooters). For example, if a gunshot is
detected in one classroom and 0.5 seconds later a gunshot is detected in another
classroom, multiple shooters may be detected because it may be impossible for the

shooter to move between the classrooms in 0.5 seconds.

[0023] In some embodiments, EDUs may be in direct communication with each
other EDU to help reduce false positives and help localize the event. Continuing with
the sports arena example, each EDU may be in communication with each other EDU.
When an EDU detects an event, it sends to one or more other EDUs an event
notification indicating that it has detected an event. If that EDU also receives an event
notification, it makes a final determination that an event has occurred and, for example,
activates an alarm. If that EDU does not receive such an event notification, it may
assume that it detected a false positive. If a final determination is made that an event
has occurred, the EDU may notify the other EDUs (e.g., in the same building) that an
event was detected by that detecting EDU. The other EDUs can provide notifications,
for example, to guide first responders to the detecting EDU. For example, the
notifications may be that the EDUs flash lights at greater speed the closer they are to
the detecting EDU. As another example, the EDUs may output audio instructions such
as “turn right at next hallway.” As another example, the EDUs may interface with an

existing emergency lighting system or public address system.

[0024] The event detection algorithm may be represented mathematically as

described in the following. The null hypothesis H, represents the sensor readings

when an event has not occurred (e.g., noise), and the event hypothesis /, represents
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the sensor readings when an event has occurred. The hypotheses are represented by

the following equations:

H, :y(l) :n(l)
H, :y(l):s(l)+n(l)

where y(r) is a vector representing the sensor readings at time 7, n(r) is a vector

representing the contribution of the noise to the sensor readings at time 7, and s(l) is

a vector representing the contribution of the gunshot to the sensor readings at time 7.

The vectors include a value for each sensor. For example, the vector s(l) is

represented by the following equation:

_yinf (t)_
%/_/
infrared

t
S(l) = ysnd (d )
Mvib (t)
%/_/

| vibration _|

[0025] The probability of a hypothesis being satisfied given a measurement (i.e.,

a likelihood function) is represented by the following:
Pr| y(1)|H, |:0=0,1

where Pr represents the probability. When the EDU is in batch mode, the likelihood

ratio of the probabilities may be represented by the following equation:

r{nin] folpr[ y(0)|H,]
Pr[YN |H0J ﬁPr[y(lﬂHoJ

LY, ]=

where L represents the likelihood ratio. The EDU may employ a decision function to
generate a detection score that is based on the natural logarithm of the likelihood

functions and may be represented by the following equation:

AlYy]= lnPr[YN |H1J—lnPr[YN |HOJ = 21nPr[y(l)|HJ—2lnPr[y(t)|HoJ
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where A represents the detection score. A Neyman-Pearson detector may be

represented by the following equation:
Hl
>

A[y(t)} Int

<
HO

where 7 represents the detection threshold above which H, is satisfied and below

which H, is satisfied.

[0026] When the EDU is in sequential mode, rather than basing a decision based
on a cumulative event probability (e.g., product of the probabilities) over multiple
intervals, the EDU instead bases a decision on the current measurement and a number
of prior measurements and the detection score for the prior interval. The probability
that the current measurement satisfies a hypothesis may be represented by the

following equation:
Pr[ Yy |H, |=Pr| y(N). Y, |H, |=Pr| p(N)|Yy_ . H, |xPr[ Y, |H, |;¢=0,1
and the decision function may be represented by the following equation:
AL ] = L[] =AY, ]+ nPr y(O)|Y, . H, |- InPe y(0)|Y, .. H, |
[0027] The detection of an event may be based on the following:

AlY] >Inz, Accept H,
Inz, <A[Y,]<Inz, Continue
AlY] <Inz, Accept H,

where “Continue” indicates that no decision has yet been made as to whether an event
has occurred or not occurred. The thresholds may be determined based on a simulation
or a controlled experiment to determine a probability of a true positive and a probability

of a false positive. The threshold may be represented by the following equations:

— 1 _PDET (Z) . r = PDET (Z)

7y = ;
©1-P2,(1) boPL(1)
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where P, represents the probability of a true positive and P, represents the

probability of a false positive or false alarm.

[0028] The EDU may employ an event and non-event probability distribution for
each sensor that may be, for example, a Gaussian or Poisson distribution. A Gaussian
distribution may be represented by its mean and variance and the probabilities may be

represented by the following equation:

(0 ()-m)

2072

X

Pr| v ()Y (1) |~ N(,.07) = J_a exp

where x represents a sensor type, background noise, or instrumentation noise. The
combined probability of the sensors for an event or non-event may be represented by

the following equation:

Pl y(1)]= anN (M,.1,) J_ ; (y(f);nMn)

where N represents the number of components (number of sensors plus noise

sources), M, represents the mean for component n, I, represents the variance for

n

component »n, and p, represents the weight for component » where the sum of the

weights equal 1.0.

[0029] Figure 3 is a block diagram that illustrates event detection. The readings
are input from sensors 301-303. Blocks 304-306 represent the calculation of the event
probabilities for the light, sound, and vibration sensors. Blocks 311-313 represent the
calculation of background noise probabilities, and blocks 314-316 represent the
calculation of instrumentation noise probabilities. Circle 307 represents the calculation
of the combined event probability that factors in the event probabilities and non-event
probabilities (background and instrumentation). Circle 317 represents the calculation
of the combined non-event probability. Blocks 308 and 318 represent the calculation of
the logarithm of the combined event probability and the combined non-event probability.
Block 322 represents the calculation of the detection score of the prior interval. Block
320 represents the calculation of the detection score for the current interval. Block 321

represents the detection equation used to generate the detection score. Decision block

-10-
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330 represents the determination of whether the detection score indicates that an event
has occurred. If an event is detected, block 331 illustrates activating an alarm.

Otherwise, block 332 represents not activating an alarm.

[0030] In some embodiments, the sensors of an EDU may include a
microelectromechanical system (MEMS) accelerometer such as the Analog Devices
ADXL372 chip. The sensors may also include an audio sensor with a recording time of
10 seconds, a sampling frequency of 6.4 kHz, and a dimension of 37x35 mm. The
sensors may also include a light sensor such as a phototriode light sensor. The EDU
may also include a processor that is an Arduino processor that runs at 16 MHz, that has
10 digital and 5 analog pins, and that is 20x22 mm. Because of the small size of the
sensors, the processor, and the notification components, the EDU may have a small
footprint and can be installed in existing receptacles such as light switches, power
outlets, emergency exit equipment, and smoke detectors. These receptacles have
sufficient power for the EDU. The EDU may also have a battery so that it can operate

when power to the receptacle is cut off.

[0031] Figure 4 is a flow diagram that illustrates the event detection algorithm
executed by the processor in some embodiments. When executing the algorithm 400,
the processor loops, generating a detection score for each interval, determining whether
detection score satisfies a threshold, and activating an alarm when it does. In block
401, the processor waits for the next interval. In block 402, the processor collects a
light reading from the light sensor. In block 403, the processor collects a sound reading
from the sound sensor. In block 404, the processor collects a vibration reading from
the vibration sensor. In block 405, the processor invokes a generate detection score
component to generate a detection score. In decision 406, if the detection score is
above the threshold, then the processor continues at block 407, else the processor
loops to block 401 to wait for the next interval. In block 407, the processor activates an
alarm. In block 408, the processor waits for a reset indication and then loops to block

401 to wait for the next interval.

[0032] Figure 5 is a flow diagram that illustrates the processing of a generate
detection score component of the event detection algorithm in some embodiments. The
component 500 generates and returns the detection score based on the sensor

readings. In block 501, the component selects the next sensor. In decision block 502,

-11-
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if all the sensors have already been selected, then the component continues at block
505, else the component continues at block 503. In block 503, the component
calculates an event probability for the sensor reading of the selected sensor. In block
504, the component calculates a non-event (noise) probability for the sensor reading of
the selected sensor and then loops to block 501 to select the next sensor. In block 505,
the component calculates a combined event probability based on the event probabilities
and the non-event probabilities. In block 506, the component calculates a combined
non-event probability based on the non-event probabilities. In block 507, the
component retrieves a prior detection score. In block 508, the component calculates
the detection score based on the combined event probability, the combined non-event
probability, and the prior detection score. The component then completes, returning

the detection score.

[0033] The EDU processor may include a central processing unit, memory, a
network interface, and a cellular radio link interface. The EDU processor may access
computer-readable media that include computer-readable storage media (or mediums)
and data transmission media. The computer-readable storage media are tangible
storage means that do not include a transitory, propagating signal. Examples of
computer-readable storage media include memory such as primary memory, cache
memory, and secondary memory and other storage. The computer-readable storage
media may have recorded on it or may be encoded with computer-executable
instructions or logic that implements processing of the event detection algorithm. The
data transmission media is used for transmitting data via transitory, propagating signals
or carrier waves (e.g., electromagnetism) via a wired or wireless connection. Aspects
of the event detection algorithm may be implemented in hardware using, for example,
an application-specific integrated circuit (ASIC) or field programmable gate array
(FPGA).

[0034] The following paragraphs describe various embodiments of aspects of an
EDU. Animplementation of an EDU may employ any combination of the embodiments.
The processing described below may be performed by a computing device with a
processor that executes computer-executable instructions stored on a computer-

readable storage medium that implements an EDU.

-12-
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[0035] In some embodiments, a method performed by an explosive event
detection unit for detecting an explosive event is provided. The method for each of a
plurality of different types of sensors that measure different event characteristics of an
explosive event, receives sensor reading for that sensor, accesses a weight indicating
contribution of a sensor reading of that sensor to detection of an explosive event,
generates a non-event probability indicating whether the sensor reading for that sensor
corresponds to a non-event based on a non-event probability distribution indicating
probability of a non-event given a sensor reading for that sensor, and generates an
event probability indicating whether the sensor reading for that sensor corresponds to
an event based on an event probability distribution indicating probability of an event
given a sensor reading for that sensor. The method generates a combined non-event
probability based on the weights and the non-event probabilities and generates a
combined event probability based on the weights, the non-event probabilities, and the
event probabilities. When the combined non-event probability and the combined event
probability satisfy an event detection criterion, the method indicates that an explosive
event has been detected. In some embodiments, the explosive event is a gunshot. In
some embodiments, the method further generates an event detection score based on
the combined non-event probability and the combined event probability and wherein the
event detection criterion is based on an event detection threshold. In some
embodiments, the generating of the event detection score is further based on an event
detection score generated based on prior sensor readings. In some embodiments, the
non-event probability and the event probability are based on prior sensor readings. In
some embodiments, the non-event probability distribution and the event probability
distribution are Gaussian distributions. In some embodiments, the sensors are selected
from a group consisting of a light sensor, a vibration sensor, and a sound wave sensor.
In some embodiments, the weights sum to one. In some embodiments, the method
when an explosive event has been detected, directs a countermeasure to the explosive
event be taken. In some embodiments, the event detection unit includes a processor
and the sensors. In some embodiments, the method is performed by an explosive event

detection unit.

[0036] In some embodiments, a method performed by an event detection unit for
detecting an event is provided. The method receives a sensor reading from a sensor

of the event detection unit that measures an event characteristic of an even, generates
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an event detection score indicating whether an event has been detected, receives from
another event detection unit an indication that an event has been detected, and
indicates that an event has been detected based on the event detection score and the
indication that an event has been detected by the other event detection unit. In some
embodiments, the method further determines that an event has been detected based
on the event detection score and sending to another event detection unit an indication
that an event has been detected. In some embodiments, the method further triggers an
alarm when an event has been detected. In some embodiments, the event is an
explosive event. In some embodiments, each event detection unit includes multiple
sensors of different types that measure different event characteristics. The method
further, for each sensor, generates a non-event probability indicating whether a sensor
reading for that sensor corresponds to a non-event based on a non-event probability
distribution indicating probability of a non-event given a sensor reading for that sensor
and generates an event probability indicating whether the sensor reading for that sensor
corresponds to an event based on an event probability distribution indicating probability
of an event given a sensor reading for that sensor. The method generates an event
detection score based on the non-event probabilities, the event probabilities, and
weights indicating contribution of a sensor reading of that sensor to detection of an

event.

[0037] In some embodiments, an event detection unit for detecting an explosive
event is provided. The event detection unit includes a plurality of different types of
sensors for measuring characteristics of an explosive event represented as a
measurement and an event notification component. The event detection unit further
includes a computing system with a processor for executing instructions stored in a
storage medium. The instructions when executed by the processor control the
computing system to, for each sensor, receive a measurement for that sensor and
generate a non-event probability and an event probability based on that measurement
that indicates a likelihood that an explosive event has not occurred or has occurred.
The instructions further control the computing system to determine whether an
explosive event has occurred based on the non-event probabilities and event
probabilities and when an explosive event has been determined to occur, direct the
event notification component to output a notification that an explosive event has

occurred. In some embodiments, the sensors are selected from a group consisting of
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an accelerometer, a microphone and a light sensor. In some embodiments, the event
notification component is a connection to a computing device external to the event
detection unit. In some embodiments, the event notification component generates a
light-based alarm or a sound-based alarm. In some embodiments, the non-event
probability for a sensor is based on a non-event probability distribution indicating
probability of no explosive event given a measurement for that sensor and the event
probability for a sensor is based on an event probability distribution indicating probability
of an explosive event given a measurement for that sensor. In some embodiments, the
non-event probability distribution and the event probability distribution are generated by

calibrating the event detection unit based on sample occurrences of an event.

[0038] In some embodiments, a method performed by a computing system for
detecting an explosive event is provided. For each of one or more of a plurality of
explosive event detection units, the method receives an indication that an explosive
event has been detected by that explosive event detection unit. The method determines
whether the received indications satisfy a collective event detection criterion and upon
determining that the collective event detection criterion is satisfied, outputs an indication
that an explosive event has occurred. In some embodiments, the collective event
detection criterion is satisfied when an indication that an explosive event has been
detected is received from each of the plurality of explosive event detection units. In
some embodiments, the collective event detection criterion is satisfied when an
indication that an explosive event has been detected is received from a designated
number of the plurality of explosive event detection units. In some embodiments, the
explosive event detection units include sensors for measuring characteristics of an
explosive event and are in proximity to one another such that when an explosive event
occurs, the sensors of multiple explosive event detection units measure a characteristic
of that explosive event. In some embodiments, each explosive event detection unit
includes a computing system with a processor for executing instructions stored in a
storage medium. The instructions when executed by the processor control the
computing system to, for each sensor, receive a measurement for that sensor. The
method generates an event detection score based on the measurements that indicates
a likelihood that an explosive event has occurred. The method determines whether an

explosive event has occurred based on the event detection score. When an explosive
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event has been determined to occur, the method outputs a notification of an explosive

event. In some embodiments, the explosive event is a gunshot.

[0039] In some embodiments, a method performed by an event detection unit for
detecting an event is provided. The method receives a sensor reading for each of a
light sensor, a sound sensor, and a vibration sensor. For each sensor reading, the
method generates a non-event probability indicating whether the sensor reading for that
sensor corresponds to a non-event based on a non-event probability distribution
indicating probability of a non-event given a sensor reading for that sensor and
generates generating an event probability indicating whether the sensor reading for that
sensor corresponds to an event based on an event probability distribution indicating
probability of an event given a sensor reading for that sensor. The method determines
whether an event has been detected based on the non-event probabilities and the event
probabilities satisfying an event detection criterion. In some embodiments, the event is
an explosive event. In some embodiments, the method determines is further based on

weights assigned to the sensors.

[0040] Although the subject matter has been described in language specific to
structural features and/or acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific features or acts described
above. Rather, the specific features and acts described above are disclosed as
example forms of implementing the claims. Accordingly, the invention is not limited

except as by the appended claims.
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CLAIMS

[/We claim:

1. A method performed by an explosive event detection unit for detecting an
explosive event, the method comprising:
for each of a plurality of different types of sensors that measure different event
characteristics of an explosive event,
receiving a sensor reading for that sensor;
accessing a weight indicating contribution of a sensor reading of that
sensor to detection of an explosive event;
generating a non-event probability indicating whether the sensor reading
for that sensor corresponds to a non-event based on a non-event
probability distribution indicating probability of a non-event given a
sensor reading for that sensor; and
generating an event probability indicating whether the sensor reading for
that sensor corresponds to an event based on an event probability
distribution indicating probability of an event given a sensor reading
for that sensor:;
generating a combined non-event probability based on the weights and the non-
event probabilities;
generating a combined event probability based on the weights, the non-event
probabilities, and the event probabilities; and
when the combined non-event probability and the combined event probability
satisfy an event detection criterion, indicating that an explosive event has
been detected.

2. The method of claim 1 wherein the explosive event is a gunshot.

3. The method of claim 1 further comprising generating an event detection

score based on the combined non-event probability and the combined event probability

and wherein the event detection criterion is based on an event detection threshold.
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4. The method of claim 3 wherein the generating of the event detection score

is further based on an event detection score generated based on prior sensor readings.

5. The method of claim 1 wherein the non-event probability and the event

probability are based on prior sensor readings.

6. The method of claim 1 wherein the non-event probability distribution and

the event probability distribution are Gaussian distributions.

7. The method of claim 1 wherein the sensors are selected from a group

consisting of a light sensor, a vibration sensor, and a sound wave sensor.

8. The method of claim 1 wherein the weights sum to one.

9. The method of claim 1 further comprising when an explosive event has

been detected, directing a countermeasure to the explosive event be taken.

10.  The method of claim 1 wherein the explosive event detection unit includes

a processor and the sensors.

11.  The method of claim 1 wherein the method is performed by an explosive

event detection unit.

12. A method performed by an event detection unit for detecting an event, the
method comprising:
receiving a sensor reading from a sensor of the event detection unit that
measures an event characteristic of an event;
generating an event detection score indicating whether an event has been
detected:;
receiving from another event detection unit an indication that an event has been

detected: and

-18-



WO 2022/140341 PCT/US2021/064541

indicating that an event has been detected based on the event detection score
and the indication that an event has been detected by the other event
detection unit.

13.  The method of claim 12 further comprising determining that an event has
been detected based on the event detection score and sending to another event

detection unit an indication that an event has been detected.

14.  The method of claim 12 further comprising triggering an alarm when an
event has been detected.

15.  The method of claim 12 wherein the event is an explosive event.

16. The method of claim 12 wherein each event detection unit includes
multiple sensors of different types that measure different event characteristics, further
comprising:

for each sensor:

generating a non-event probability indicating whether a sensor reading for
that sensor corresponds to a non-event based on a non-event
probability distribution indicating probability of a non-event given a
sensor reading for that sensor;

generating an event probability indicating whether the sensor reading for
that sensor corresponds to an event based on an event probability
distribution indicating probability of an event given a sensor reading
for that sensor; and

generating an event detection score based on the non-event probabilities, the

event probabilities, and weights indicating contribution of a sensor reading

of that sensor to detection of an event.

17. An event detection unit for detecting an explosive event, the event
detection unit comprising:
a plurality of different types of sensors, each sensor for measuring characteristics

of an explosive event represented as a measurement;
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an event notification component; and
a computing system with a processor for executing instructions stored in a
storage medium, wherein the instructions when executed by the
processor control the computing system to:
for each sensor, receive a measurement for that sensor and generate a
non-event probability and an event probability based on that
measurement that indicates a likelihood that an explosive event
has not occurred or has occurred;
determine whether an explosive event has occurred based on the non-
event probabilities and event probabilities; and
when an explosive event has been determined to occur, direct the event
notification component to output a notification that an explosive

event has occurred.

18. The event detection unit of claim 17 wherein the sensors are selected

from a group consisting of an accelerometer, a microphone and a light sensor.

19. The event detection unit of claim 17 wherein the event notification

component is a connection to a computing device external to the event detection unit.

20. The event detection unit of claim 17 wherein the event notification

component generates a light-based alarm or a sound-based alarm.

21.  The event detection unit of claim 17 wherein the non-event probability for
a sensor is based on a non-event probability distribution indicating probability of no
explosive event given a measurement for that sensor and the event probability for a
sensor is based on an event probability distribution indicating probability of an explosive

event given a measurement for that sensor.
22. The event detection unit of claim 21 wherein the non-event probability

distribution and the event probability distribution are generated by calibrating the event

detection unit based on sample occurrences of an event.

-20-



WO 2022/140341 PCT/US2021/064541

23. A method performed by a computing system for detecting an explosive
event, the method comprising:

for each of one or more of a plurality of explosive event detection units, receiving
an indication that an explosive event has been detected by that explosive
event detection unit;

determining whether the received indications satisfy a collective event detection
criterion; and

upon determining that the collective event detection criterion is satisfied,

outputting an indication that an explosive event has occurred.

24.  The method of claim 23 wherein the collective event detection criterion is
satisfied when an indication that an explosive event has been detected is received from

each of the plurality of explosive event detection units.

25.  The method of claim 23 wherein the collective event detection criterion is
satisfied when an indication that an explosive event has been detected is received from

a designated number of the plurality of explosive event detection units.

26. The method of claim 23 wherein the explosive event detection units
include sensors for measuring characteristics of an explosive event and are in proximity
to one another such that when an explosive event occurs, the sensors of multiple

explosive event detection units measure a characteristic of that explosive event.

27. The method of claim 23 wherein each explosive event detection unit
includes a computing system with a processor for executing instructions stored in a
storage medium, wherein the instructions when executed by the processor control the
computing system to:

for each sensor, receive a measurement for that sensor;

generate an event detection score based on the measurements that indicates a

likelihood that an explosive event has occurred;

determine whether an explosive event has occurred based on the event

detection score; and
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when an explosive event has been determined to occur, output a notification of

an explosive event.

28. The method of claim 23 wherein the explosive event is a gunshot.

29. A method performed by an event detection unit for detecting an event, the
method comprising:
receiving a sensor reading for each of a light sensor, a sound sensor, and a
vibration sensor;
for each sensor reading,
generating a non-event probability indicating whether the sensor reading
for that sensor corresponds to a non-event based on a non-event
probability distribution indicating probability of a non-event given a
sensor reading for that sensor; and
generating an event probability indicating whether the sensor reading for
that sensor corresponds to an event based on an event probability
distribution indicating probability of an event given a sensor reading
for that sensor; and
determining whether an event has been detected based on the non-event
probabilities and the event probabilities satisfying an event detection

criterion.

30. The method of claim 29 wherein the event is an explosive event.

31.  The method of claim 29 wherein the determining is further based on

weights assigned to the sensors.
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