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(57) ABSTRACT

A license management system including an information
processing apparatus includes a detecting unit and a license
update requesting unit. The detecting unit detects a status of
an element involved in execution of software. The license
update requesting unit requests an update of license infor-
mation of the software if the status detected by the detecting
unit is a status that does not satisfy a condition desired for
executing the software. The license management system
may be usable within an image forming apparatus and
include a user interface having an IC card reader.

5925127 A *  7/1999 Ahmad ......ccccoocerrvrenn.... 726/31
2002/0029347 Al*  3/2002 Edelman ................ 713/193 5 Claims, 6 Drawing Sheets
6
58
MANAGEMENT
»| INFORMATION
STORAGE UNIT
60 62 T 64
DETERMNNG | i DETERATION UPDATING
UNIT NOTIFYING UNIT UNIT
50 52 ~4
1 54 56
DETECTNG || _ STATUS UGENSEUPDATE | | DELETING
UNIT NOTIFYING UNIT REQUESTING o




US 9,569,600 B2
Page 2

(56)

JP
JP
JP
JP
JP

References Cited

2009-116392 A
2011-059805 A
2012-008927 A
2013-015995 A
2013-109413 A

OTHER PUBLICATIONS

FOREIGN PATENT DOCUMENTS

5/2009
3/2011
1/2012
1/2013
6/2013

Sep. 27, 2016 Office Action issued in Japanese Patent Application
No. 2013-154435.

* cited by examiner



U.S. Patent Feb. 14,2017 Sheet 1 of 6 US 9,569,600 B2

FIG. 1
2
/\/
6
[
———
 rmmmeem—!
O

M.




U.S. Patent Feb. 14,2017 Sheet 2 of 6 US 9,569,600 B2

FIG. 2
¥ 4
A0 2 A4
: STORAGE
CPU MEMORY NEVICE
¢ <> @ @ ~24 S
- FACSIMILE
COMMUNICATION IC CARD
N vioevice | | SRR | omONCATION
DEVICE
= S = <
16 18 20 22
FIG. 3
' ’
30 32 34
STORAGE
i ol il RPN

& ¢

COMMU{\JFICAT‘ON Ul DEVICE

= S~
36 38



US 9,569,600 B2

Sheet 3 of 6

Feb. 14, 2017

U.S. Patent

LA N mwm%amm LIN ONIAdLLON LA
_ ONLT0 [ 200 3siann SNLYIS [ OSN3l _
. 95~ 6~ | 4 25~ 05~ _
H « q 1
LINA w_z:%_mﬁaz LINN
1 e ——— i
ONILYOdN eI ONINIARZL3C
_ 9~ 297~ 09~ |
! LINAFOVH0LS !
NOILYAEOAN:
! INF3OTNYI |
85~ D
O
v Old



US 9,569,600 B2

Sheet 4 of 6

Feb. 14,2017

U.S. Patent

oGS SUWILIOS ALMNDIS 0 JIEHOS J HOLYLSININGY
OISO 0 JHVIALA0S ALNNOTS 0 A0S 4O LSININOY
B e JHYILH0S ALMNOIS 0 JHHINLH0S  4OL Y LSININGY
L0V OIS SOV 8 FUVMLI0S YO LV SINIACY
wz_mmmmowﬁﬁwm%mez_ zow%_%%w_ﬁ\%% TSIV B 3vMLACS 0 Y0IYYLSININY
OSSN OO NOLYOTNGI TINSDS 82710 0 HOLYULSININGY
GALYOOTINA ¥30¥ Q0 01 ¥ IHIALA0S 10 4O LYELSININGY
GALYO0TIVNN ¥AQY QY 1 ¥ THYILH0S 0 YO LYHLSINIGY
OSSR ¥30Y3 QD 01 Y THMLHOS 10 40 YL SININGY
NSO ey MY QY0 1 ¥ L0 0 4O LY SININGY
JLYIS NOLLYOTTY 035N 3801 ININTT TIMIIOS NOLLYOddY | LNAOOOY
G Ol4




US 9,569,600 B2

Sheet 5 of 6

Feb. 14,2017

U.S. Patent

NSt N THVLAOS ALMND3S 0 JVINLH0S d YOLYISINIaY

NS T VLA ALMNDTS 0 JUYILA0S d HOLYILSININGY

R S . THNLLAOS ALNDTS 0 TUVILA0S d YOLVHLSINIKGY

G307V LY TTAISYA 8 JMLA0S 0 HOLYYLSININGY

ONISSHOOLK NN NOLYONTNOD TS0V € JdvM 1403 O YOLYYLSININY

ONSSTO0UK O HEOAN NOLYNANOD TS0V € 3d4vMIA05 O YOLYYLSINIAGY

GALYOOTIVNN ¥AQYY QU0 01 Y IIALI0S 20 YOLPHLSININQY

GALYO0TTVAN S0V Q¥ 1 ¥ JYIALA0S 0 4OV LSININGY

pom = P s A -, MY QY0 01 ¥ 9105 0 4O LYILSINIACY

] QALYO0TIYNN | SO0 ¥ 1408 0 $OLYALSINIGY
T T Tasomony ] asn380)ana IWMLIOS NOLYOMEdY | INNOODY

0 Ol




U.S. Patent Feb. 14, 2017

Sheet 6 of 6 US 9,569,600 B2
FIG. 7
INFORMATION PROCESSING LICENSE MANAGEMENT
APBARATUS APRARATUS
C START )
TAS CHANGE 100
IN STATUS OF ELEMENT
BEEN DETECTED?
YESy 3102
PROVIDE NOTIFICATION .
OF STATUS v L5104
DETERMINE EXISTENGE
OF NON-EXECUTABLE
SOFTWARE
' 5106
PROVIDE NOTIFIGATION
- OF NON-EXECUTABLE
SOF WARE
S THERE 5108
NON-EXECUTABLE
SOFTWARE?
5110
UNINSTALL
‘ 8112
RETURN LICENSE -
\ L5114
- UPDATE WANAGEMENT
INFORMATION
¥ Y
END

( END )



US 9,569,600 B2

1
INFORMATION PROCESSING APPARATUS
WITH LICENSE INFORMATION
MANAGEMENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based on and claims priority under 35
USC 119 from Japanese Patent Application No. 2013-
154435 filed Jul. 25, 2013.

BACKGROUND
Technical Field

The present invention relates to information processing
apparatuses, license management systems, and non-transi-
tory computer readable media.

SUMMARY

According to an aspect of the invention, there is provided
an information processing apparatus including a detecting
unit and a license update requesting unit. The detecting unit
detects a status of an element involved in execution of
software. The license update requesting unit requests an
update of license information of the software if the status
detected by the detecting unit is a status that does not satisfy
a condition desired for executing the software.

BRIEF DESCRIPTION OF THE DRAWINGS

An exemplary embodiment of the present invention will
be described in detail based on the following figures,
wherein:

FIG. 1 schematically illustrates a license management
system according to an exemplary embodiment of the pres-
ent invention;

FIG. 2 schematically illustrates a hardware configuration
of an information processing apparatus;

FIG. 3 schematically illustrates a hardware configuration
of a license management apparatus;

FIG. 4 is a block diagram illustrating a functional con-
figuration of the license management system realized by
executing a control program;

FIG. 5 is a table illustrating an example of management
information stored in a management information storage
unit;

FIG. 6 is a table illustrating an example of management
information updated by an updating unit; and

FIG. 7 is a flowchart illustrating an example of the
operation of the license management system according to
the exemplary embodiment.

DETAILED DESCRIPTION

An exemplary embodiment of the present invention will
be described below with reference to the drawings.

FIG. 1 schematically illustrates a license management
system 2 according to an exemplary embodiment of the
present invention. As shown in FIG. 1, the license manage-
ment system 2 includes information processing apparatuses
4, in which software is installed and that execute the
software, and a license management apparatus 6 that man-
ages licenses for the software. The information processing
apparatuses 4 and the license management apparatus 6 are
connected by a network 8, which includes, for example, the
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Internet. The license management system 2 may include a
single information processing apparatus 4 or multiple infor-
mation processing apparatuses 4. For example, each infor-
mation processing apparatus 4 may be a so-called multi-
function apparatus having a printing function, a scanning
function, and a facsimile function or may be a terminal
apparatus such as a personal computer. The license man-
agement apparatus 6 functions as a computer and serves as
a server that manages the licenses for the software.

First, the process of how the software becomes usable in
the license management system 2 will be described. For
example, a user, who is an administrator, purchases a license
for the software to be used in each information processing
apparatus 4 for the number of information processing appa-
ratuses 4 into which the user desires to install the software.
Information about each purchased license is managed by the
license management apparatus 6.

Subsequently, for example, the software is installed in
each information processing apparatus 4 by an operation
performed by the administrator so that the software becomes
usable. In this case, the information managed by the license
management apparatus 6 is checked. Of the purchased
licenses, if there is an unallocated license that is not allo-
cated to any of the information processing apparatuses 4, the
installation is permitted.

FIG. 2 schematically illustrates a hardware configuration
of each information processing apparatus 4. As shown in
FIG. 2, the information processing apparatus 4 includes a
central processing unit (CPU) 10, a memory 12, a storage
device 14 such as a hard disk drive (HDD), a communication
interface (IF) 16 that transmits data to and receives data
from, for example, an external device via the network 8, a
user interface (UI) device 18 including a touchscreen or a
liquid crystal display and a keyboard, an integrated-circuit
(IC) card reader 20, and a facsimile communication device
22. These elements are connected to one another via a
control bus 24.

The CPU 10 executes processing on the basis of a control
program stored in the memory 12 or the storage device 14
s0 as to control the operation of the information processing
apparatus 4. In this exemplary embodiment, the CPU 10 is
described as being configured to read the control program
from the memory 12 or the storage device 14 and execute the
control program. Alternatively, the program may be stored in
a storage medium, such as a compact disc read-only memory
(CD-ROM), and be provided to the CPU 10, or the program
may be provided to the CPU 10 via the network 8.

The IC card reader 20 is configured to read information
recorded in a IC card provided by the user and is removably
set in the information processing apparatus 4.

The facsimile communication device 22 is configured to
perform facsimile transmission or reception and is, for
example, a facsimile card removably set in the information
processing apparatus 4.

FIG. 3 schematically illustrates a hardware configuration
of the license management apparatus 6. As shown in FIG. 3,
the license management apparatus 6 includes a CPU 30, a
memory 32, a storage device 34 such as a hard disk drive
(HDD), a communication interface (IF) 36 that transmits
data to and receives data from, for example, an external
device via the network 8, and a user interface (UI) device 38
including a touchscreen or a liquid crystal display and a
keyboard. These elements are connected to one another via
a control bus 40.

The CPU 30 executes processing on the basis of a control
program stored in the memory 32 or the storage device 34
so as to control the operation of the license management
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apparatus 6. In this exemplary embodiment, the CPU 30 is
described as being configured to read the control program
from the memory 32 or the storage device 34 and execute the
control program. Alternatively, the program may be stored in
a storage medium, such as a CD-ROM, and be provided to
the CPU 30, or the program may be provided to the CPU 30
via the network 8.

Next, a functional configuration of the license manage-
ment system 2 will be described. In this exemplary embodi-
ment, software installed in each information processing
apparatus 4 includes software A that controls the IC card
reader 20, software B that controls the facsimile communi-
cation device 22, and software C that operates in an envi-
ronment in which security software that encrypts data stored
in the storage device 14 operates. The licenses for the
software A, the software B, and the software C are managed
by the license management apparatus 6.

FIG. 4 is a block diagram illustrating the functional
configuration of the license management system 2 realized
by executing the aforementioned control program.

As shown in FIG. 4, the information processing apparatus
4 includes a detecting unit 50, a status notifying unit 52, a
license update requesting unit 54, and a deleting unit 56.

The detecting unit 50 detects the status of an element
involved in the execution of software installed in the infor-
mation processing apparatus 4. The term “element” in this
case refers to an element included in the information pro-
cessing apparatus 4 and includes other software in addition
to a hardware device. As an element involved in software
execution, the detecting unit 50 may detect the status of a
device controlled by the aforementioned software or the
status of another software used for executing the aforemen-
tioned software, or may detect the status of a device used for
executing the software.

Examples of the status of an element detected by the
detecting unit 50 include a failure of a device serving as the
element, removal of a device serving as the element, dele-
tion of software serving as the element, and disablement of
software serving as the element.

In this exemplary embodiment, the detecting unit 50
detects the status of each of the IC card reader 20, the
facsimile communication device 22, and the aforementioned
security software.

The status notifying unit 52 notifies the license manage-
ment apparatus 6 of the status detected by the detecting unit
50. In this exemplary embodiment, if the detecting unit 50
detects that the IC card reader 20 or the facsimile commu-
nication device 22 is faulty or has been removed, and if the
detecting unit 50 detects that the function of the security
software has been disabled, the status notifying unit 52
notifies the license management apparatus 6 of information
indicating the detected status. Together with this informa-
tion, the status notifying unit 52 also notifies the license
management apparatus 6 of information used for identifying
the information processing apparatus 4 serving as the noti-
fication source.

If the status detected by the detecting unit 50 does not
satisfy a condition desired for executing the software, the
license update requesting unit 54 makes a request to the
license management apparatus 6 for an update of the license
information of this software. Thus, for example, the license
for this software is returned. In this exemplary embodiment,
if a notification indicating that the software is non-execut-
able is received from the license management apparatus 6,
the license update requesting unit 54 requests an update of
the license information of this software and performs a
deactivation process for cancelling the license.
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If the status detected by the detecting unit 50 does not
satisfy the condition desired for executing the software, the
deleting unit 56 uninstalls this software. With this uninstal-
lation process, program data or a portion or all of setting
information for this software is/are deleted from the storage
device 14 or the memory 12 of the information processing
apparatus 4.

In this exemplary embodiment, if the status detected by
the detecting unit 50 does not satisfy the condition desired
for executing the software and if this status continues for a
preset time period or longer, the deleting unit 56 uninstalls
the software.

For example, if the condition desired for executing the
software is not satisfied due to a fault in a device, it is
assumed that the normal state may be recovered from the
faulty state by, for example, repair. Therefore, for example,
if the detecting unit 50 detects that a device is faulty, the
deleting unit 56 may be configured not to perform the
uninstallation by determining that the faulty state is only
temporary and may not continue for the preset time period
or longer. Furthermore, the deleting unit 56 may be config-
ured not to perform the uninstallation if an input operation
indicating that the continuation of the status detected by the
detecting unit 50 is shorter than the preset time period is
received from an operator.

As shown in FIG. 4, the license management apparatus 6
includes a management information storage unit 58, a deter-
mining unit 60, a determination result notifying unit 62, and
an updating unit 64.

The management information storage unit 58 stores man-
agement information used for managing software licenses.

FIG. 5 is a table illustrating an example of management
information stored in the management information storage
unit 58.

As shown in FIG. 5, the management information storage
unit 58 stores information for each license as management
information. In detail, the management information stored
for each license in the management information storage unit
58 includes account information indicating a user who has
purchased the license, the software corresponding to the
license, an element used for executing the software, and an
allocation state of the license.

For example, according to the management information
shown in FIG. 5, four licenses for the software A have been
purchased by an administrator c.. Of the four licenses, one
license is allocated to an information processing apparatus A
(i.e., the software A is installed in the information processing
apparatus A), one license is allocated to an information
processing apparatus B (i.e., the software A is installed in the
information processing apparatus B), and the two remaining
licenses are surplus licenses that are not allocated yet. The
IC card reader 20 is the element used for executing the
software A.

In a case where the element status is notified from the
information processing apparatus 4, the determining unit 60
determines whether or not this element status satisfies the
condition desired for executing the software.

In this exemplary embodiment, when a notification is
received from the status notifying unit 52 of the information
processing apparatus 4, the determining unit 60 refers to the
management information stored in the management infor-
mation storage unit 58 and checks whether or not software
installed in the information processing apparatus 4 serving
as the notification source exists. If the software installed in
the information processing apparatus 4 serving as the noti-
fication source exists, the determining unit 60 checks the
element to be used for executing the software. When the
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checked element matches the element corresponding to the
notification, the determining unit 60 determines that the
software in the information processing apparatus 4 serving
as the notification source has become non-executable.

If the determining unit 60 determines that the software in
the information processing apparatus 4 is non-executable,
the determination result notifying unit 62 notifies the infor-
mation processing apparatus 4 of the non-executable soft-
ware.

If a request for updating the software license information
is received from the information processing apparatus 4, the
updating unit 64 updates the management information stored
in the management information storage unit 58. In detail, the
information indicating that the license is allocated to the
information processing apparatus 4 is updated to informa-
tion indicating that the license is unallocated.

FIG. 6 is a table illustrating an example of management
information updated by the updating unit 64. The example
shown in FIG. 6 corresponds to a case where a request for
an update of the license information of the software A has
been made from the information processing apparatus A
because the software A is non-usable in the information
processing apparatus A due to removal of the IC card reader
20 therefrom. FIG. 6 shows management information
obtained when the management information shown in FIG.
5 has been updated. The license for the software A allocated
to the information processing apparatus A in FIG. 5 is
updated to an unallocated state, as shown in FIG. 6.

FIG. 7 is a flowchart illustrating an example of the
operation of the license management system 2 according to
this exemplary embodiment.

In step 100 (S100), it is determined whether or not the
detecting unit 50 of the information processing apparatus 4
has detected a change in the status of an element. If the
detecting unit 50 detects a change in the status of an element,
the operation proceeds to step 102. If there is no detection,
the operation ends.

In step 102 (S102), the license management apparatus 6
is notified of the status detected by the detecting unit 50 of
the information processing apparatus 4.

In step 104 (S104), the determining unit 60 of the license
management apparatus 6 determines whether or not non-
executable software exists in the information processing
apparatus 4 serving as the notification source on the basis of
the notification in step 102 and the management information
stored in the management information storage unit 58.

In step 106 (S106), the determination result notifying unit
62 of the license management apparatus 6 notifies the
information processing apparatus 4 serving as the notifica-
tion source in step 102 of the determination result obtained
by the determining unit 60. In detail, if it is determined in
step 104 that non-executable software exists, a notification
of the non-executable software is provided. If it is deter-
mined in step 104 that non-executable software does not
exist, a notification of non-existence thereof is provided.

In step 108 (S108), it is determined whether or not a
notification of non-executable software in the information
processing apparatus 4 has been provided. If there is non-
executable software, the operation proceeds to step 110. If
there is no non-executable software, the operation ends.

In step 110 (S110), the deleting unit 56 of the information
processing apparatus 4 uninstalls the non-executable soft-
ware.

In step 112 (S112), the license update requesting unit 54
of'the information processing apparatus 4 cancels the license
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for the non-executable software and makes a request to the
license management apparatus 6 for an update of the license
information.

In step 114 (S114), the updating unit 64 of the license
management apparatus 6 updates the management informa-
tion stored in the management information storage unit 58.

The foregoing description of the exemplary embodiment
of the present invention has been provided for the purposes
of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise forms
disclosed. Obviously, many modifications and variations
will be apparent to practitioners skilled in the art. The
embodiment was chosen and described in order to best
explain the principles of the invention and its practical
applications, thereby enabling others skilled in the art to
understand the invention for various embodiments and with
the various modifications as are suited to the particular use
contemplated. It is intended that the scope of the invention
be defined by the following claims and their equivalents.

What is claimed is:

1. A license management system comprising:

an information processing apparatus that executes soft-
ware; and

a management apparatus that manages license informa-
tion of the software,

wherein the information processing apparatus includes a
processor configured to execute:

a detecting unit that detects a status of a device controlled
by software, a status of another software used for
executing the software, or the status of a device used
for executing the software;

a status notifying unit that notifies the management appa-
ratus of the status detected by the detecting unit;

a license update notifying unit that notifies to request an
update of license information of the software when the
status detected by the detecting unit is a status that does
not satisfy a condition desired for executing the soft-
ware; and

a deleting unit that deletes the software when the status
detected by the detecting unit is a status that does not
satisfy the condition desired for executing the software,
however when the condition desired for executing the
software is determined not to be satisfied due to a fault
in a device, the license updating notifying unit requests
the update of license information, but the deleting unit
determines that the faulty state is temporary, and the
deleting unit does not delete the software, and

wherein the management apparatus includes a further
processor configured to execute:

a determining unit that determines whether or not the
status of the element satisfies the condition desired for
executing the software if the status of the element is
notified from the information processing apparatus,

a determination result notifying unit that provides a
notification of a determination result obtained by the
determining unit, and

an updating unit that updates the license information if the
update of the license information of the software is
requested from the information processing apparatus.

2. The license management system according to claim 1,

wherein the license update notifying unit notifies to
request the update of the license information of the
software when the device is detected as being removed
from the apparatus.

3. The license management system according to claim 1,

wherein the deleting unit deletes the software if the status
of the element does not satisfy the condition desired for
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executing the software and if the status continues for a
preset time period or longer.

4. The license management system according to claim 1,
wherein the detecting unit detects the status of the device
controlled by the software. 5

5. A non-transitory computer readable medium storing a
program causing a computer to execute a process for pro-
cessing information, the process comprising:

detecting a status of a device controlled by software, a

status of another software used for executing the soft- 10
ware, or the status of a device used for executing the
software;

notifying to request an update of license information of

the software when the detected status is a status that
does not satisfy a condition desired for executing the 15
software; and

deleting the software when the status detected by the

detecting is a status that does not satisfy the condition
desired for executing the software, however when the
condition desired for executing the software is deter- 20
mined not to be satisfied due to a fault in a device, the
notifying to request the update of license information
occurs, but a determination that the faulty state is
temporary occurs, and the software is not deleted.
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