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(57) ABSTRACT 

An optimization service discovery method for optimizing 
data transmission by multi-session applications, includes: 
receiving an optimization service lookup query from one of a 
plurality of user clients in a network, each of said user clients 
executing a multi-session application; and identifying an 
optimization service and responding to the query with a net 
work address of one or more servers providing said optimi 
Zation service. 
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METHOD AND SYSTEM FOR 
TRANSMITTING DATA IN A COMPUTER 

NETWORK 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority from U.S. Provi 
sional Patent Application Ser. No. 61/019.576, filed on Jan. 7, 
2008, entitled DATA TRANSMISSION INPEER-TO-PEER 
NETWORKS, which is hereby incorporated by reference. 

BACKGROUND 

0002 The present application relates generally to trans 
mission of data Such as, e.g., media content, over computer 
networks such as, e.g., the Internet. Traditionally, Internet 
content is delivered through a client-server approach, where a 
client (such as, e.g., a personal computer) retrieves a content 
object from server (Such as, e.g., a Web server) in a single 
download session. 

0003 Content Delivery Networks (CDNs) have been used 
to improve the traditional client-server method of content 
delivery by placing the content object in a variety of network 
locations and directing the client to particular servers, 
depending on network locality, network cost, network condi 
tions, server load, and other factors. Once a session between 
the client and a server has been established, the client-server 
applications are generally limited in their ability to work 
around session throughput degradation or failure. Further 
more, the use of single session to deliver the content limits the 
throughput that can be achieved by the application. 
0004. These drawbacks of the client-server architecture 
are particularly significant in the context of delivery of high 
quality media over Internet. Online media applications com 
monly involve delivery of very large content objects over an 
extended period of time, or have high throughput require 
mentS. 

0005 Thus, content delivery systems are available that use 
dynamic selection of content sources and multiple sessions to 
work around the above problems. 
0006 Use of a multi-session approach delegates content 
Sourcing logic to the client application and allows these appli 
cations to adapt to changing session throughput, to recover 
from session failures, to maximize content delivery through 
put using several concurrent sessions. 
0007 Peer-to-peer (P2P) applications are one example of 
Such application architecture. P2P applications are a class of 
network applications where each network member, or peer, is 
capable of sending and receiving data directly from other 
members of the network. Each such peer establishes a number 
of sessions to its counterparts in parallel, tearing and setting 
up multiple sessions throughout an application session. 
0008. It is not uncommon for P2P networks to scale to very 
large number of participating peers, exceeding the scale of the 
traditional CDNs by 2-3 orders of magnitude. The scale of 
storage and bandwidth resources that P2P networks leverage 
enables delivery of very large content objects to a large num 
ber of subscribers. 

0009. There are several known types of P2P networks. The 
so-called open P2P networks rather than use dedicated serv 
ers located in datacenters or in network aggregation points, 
leverage Voluntarily participating Internet Subscribers to 
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deliver content. As a result, peers continuously join and leave 
the P2P network, creating statistical availability of content 
Sources within a network. 
0010 Commercial P2P networks can complement peer 
based delivery with client-server delivery through their own 
datacenters or commercial CDNs to improve data transfer 
service levels. 
0011 Yet another type of P2P network leverages always 
on IP-connected consumer electronics devices that are con 
nected to the Internet Such as, e.g., IP set-top boxes. 
0012. In addition to the P2P applications, where each cli 
ent is capable of being a server as well, the same multi-session 
approach has been adopted by non-P2P applications that use 
multiple sessions to dedicated servers to retrieve content. 
0013 The success of the multi-session applications, 
mainly P2P has led to significant increases in bandwidth 
consumption globally in the last decade where Internet Ser 
vice Providers (ISPs) are bearing the bulk of cost associated 
with these applications. 
0014. It is common for the multi-session content applica 
tions to optimize content Source selection and session 
throughput in accordance with various application algo 
rithms, (e.g., minimum session throughput for video stream 
ing applications, “tit-for-tat', “rarest-piece-first etc.), lead 
ing to improved application performance, fault tolerance, and 
reduction of content delivery costs. 
0015. At the same time, these applications generally do 
not align content sourcing and bandwidth allocation deci 
sions with the ISP network environment they operate in, 
including bandwidth provisioning, network peering and tran 
sit arrangements, bandwidth consumption by other applica 
tions, etc. This misalignment can lead to network congestion 
in various parts of the ISP network, on one hand, and subop 
timal performance of the multi-session applications, on the 
other hand. There is thus a need for comprehensive manage 
ment infrastructure for the multi-session applications that 
would optimize the application performance through 
improved usage of network resources and manage utilization 
of these resources by the applications. 

BRIEF SUMMARY OF EMBODIMENTS OF THE 
INVENTION 

0016. In accordance with one or more embodiments of the 
invention, an optimization service discovery method is pro 
vided for optimizing data transmission by multi-session 
applications. The method includes: receiving an optimization 
service lookup query from one of a plurality of user clients in 
a network, each of said user clients executing a multi-session 
application; and identifying an optimization service and 
responding to the query with a network address of one or 
more servers providing said optimization service. 
0017. In accordance with one or more embodiments of the 
invention, a method of providing a network prioritization 
optimization service for delivery of content to one of a plu 
rality of user clients in a network is provided. The method 
comprises: receiving a query for content source prioritization 
from one of a plurality of user clients in a network, each of 
said user clients executing a multi-session application; and 
responding to the query with an identification and network 
addresses of a set of content Sources and an order of priority 
of the content sources. 
0018 Various embodiments of the invention are provided 
in the following detailed description. As will be realized, the 
invention is capable of other and different embodiments, and 
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its several details may be capable of modifications in various 
respects, all without departing from the invention. Accord 
ingly, the drawings and description are to be regarded as 
illustrative in nature and not in a restrictive or limiting sense, 
with the scope of the application being indicated in the 
claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0019 FIG. 1 is a diagrammatic representation of compo 
nents of a system in accordance with one or more embodi 
ments of the invention. 
0020 FIG. 2 is a diagrammatic representation of compo 
nents of a system in accordance with one or more embodi 
ments of the invention. 
0021 FIG. 3 is a flow chart illustrating a method in accor 
dance with one or more embodiments of the invention. 

DETAILED DESCRIPTION 

0022. In accordance with various embodiments of the 
invention, a plurality of services are provided that optimize 
multi-session application performance, and help manage uti 
lization of network resources. These services as described in 
further detail below include (a) caching and acceleration ser 
vice, (b) content origination service, (c) network prioritiza 
tion service, (d) peer discovery service, (e) bootstrapping 
service for distributed networks, (f) QOS arbitration service, 
and (g) NAT traversal service. 
0023 (a) Caching and Acceleration 
0024. A content cache identifies a data query originated by 
an application running in same network. If the requested data 
item is stored in the cache, it responds to the query, delivering 
the requested data item or portion of it. Otherwise, it arranges 
to have the data item to become stored in the cache, so that it 
can respond to Subsequent queries for the same content item, 
or portion of it. 
0025 Caching eliminates repetitive transfer of popular 
content items or its portions across congested or expensive 
parts of the service provider network, e.g., international tran 
sit links, or upstream last-mile links in cable provider net 
works. 

0026. Use of a caching infrastructure results in reduction 
of network congestion and accelerated data delivery rates 
because the cache is situated near-by, achieving localization 
of content delivery and prevents the data delivered from cache 
from traversing congested or constrained network links. 
0027. The caching infrastructure may comprise highly 
available IP-enabled devices, e.g., one or more dedicated 
servers, IP-enabled set-top boxes, or other always-on IP 
nodes, or combination of the above The acceleration resulting 
from caching commonly improves quality of experience 
(QoE) of end users, by improving reliability of content deliv 
ery and Supporting delivery of higher quality content 
0028 (b) Content Origination 
0029 Content origination involves placement of a content 
object from temporary location into permanent storage, based 
on one or more network-based storage nodes. Upon comple 
tion of the placement, the content origin service becomes the 
source of the content object for all parties interested in 
retrieval of it and can respond to queries related to the content 
stored in it. The temporary location can be a subscriber's PC 
or other IP-connected device, e.g., in case of user-generated 
Video content, e-mail etc., or an external dedicated server. 
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0030 The content origination service may implement rep 
lication of content across multiple nodes in the network to 
achieve locality of delivery, to that achieved by the caching 
service, as described above. 
0031. The persistent storage nodes comprising the content 
origin service may include, e.g., dedicated servers, IP-en 
abled set-top boxes, or other highly available IP-enabled 
devices with storage capabilities. 
0032. A difference between content origination and cach 
ing is that placement of content in the former case takes place 
without regard for Subscribers’ demand, and in case of 
absence ofrequested content objector part of it, in the content 
origin server, unlike cache, it does not fall back on other 
content sources to serve the request. 
0033 (c) Network Prioritization 
0034. An important part of each multi-session application 

is determining where to retrieve the content from. Further 
more, in case of P2P applications, each application node is 
generally at liberty to choose where to send the content to as 
well. 
0035. The content source selection may take into account 
the rate of past contribution by each peer in case of P2P. 
portion of content item available at each peer and wider 
availability of that portion, as well as additional application 
specific peer characteristics. 
0036. The network prioritization service can provide a 
way to adjust these decisions in accordance with service 
provider priorities. The priorities may reflect network dis 
tance between the client application and content source, an 
administrative network policy that the service provider would 
like to enforce, or actually enforce on their networks, cost 
related to data transfer between client application and the 
content source, network capacity provisioning or a combina 
tion of the above. 
0037. The network prioritization service can re-prioritize 
the content sources known to the application, based on the 
above ISP's priorities, or expose these priorities in an abstract 
form, allowing the multi-session application to re-prioritize 
its own sources. 
0038. The network prioritization can be requested directly 
by the ISP subscriber's application, or by a server-side appli 
cation component (e.g., Bittorrent tracker) on Subscriber's 
behalf. 
0039. The peer selection informed by network prioritiza 
tion allows peers to connect to more advantageous content 
Sources faster, improving data delivery rates. 
0040. The network prioritization policies that take into 
account location of the content sources can also improve 
locality of the data transfer, decreasing network congestion 
and delivery costs incurred by the service providers. 
0041. The network policy can reflect arbitrary definition 
of administrative costs of network resources, or automatic 
definition of costs based on monitoring of network conges 
tion and network faults, or a combination of both. 
0042. Thus, the network policy exposed through the net 
work prioritization service can help service providers to route 
the traffic around particular a network area in the event of a 
network fault. 
0043. The prioritization infrastructure can expose static 
priorities, applicable to all application nodes, or adaptive 
priorities that take into account specific application node 
location in the network. 
0044. The network policy can change depending on time 
of day, so that, e.g., batch delivery applications can take 
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advantage of additional network resources available in off 
peak hours or varying networking costs. The resulting policy 
can reflect a policy of single service provider, or single third 
party, or an aggregation of multiple service providers and/or 
third parties. 
0045. In particular, a priority of connection between peer 
A and peer B could be affected by service provider of peer A, 
service provider of peer B, any intermediate service provider 
linking between service providers of peers A and B, or any 
combination of the above. 
0046 (d) Peer Discovery 
0047 Generally, every node in a multi-session application 
uses one or more application-specific methods to discover 
content sources to connect to. Thus, Bittorrent clients can use 
tracker-based peer discovery, tracker-less peer discovery 
(DHT), peer exchange, and passive peer collection. 
0048. The peer discovery service acts as a complementary 
Source of application content source discovery for multi 
session applications. 
0049. The service records and collates information about 
user clients that are connected to it, and shares this informa 
tion or Subset of it with other user clients connecting to it, 
similarly to how indexing servers operate in P2P applications 
(e.g., a Bittorrent tracker, Donkey server etc.). 
0050. The peer discovery service can further expand a list 
of known content sources by pro-actively retrieving lists of 
peers through peer exchange mechanisms, if available, and by 
querying global peer discovery sources, such as trackers and 
distributed hash table (DHT) networks. 
0051. The peer discovery service may further use pre 
assembled set of dedicated content servers (e.g. CDN servers) 
or employ other mechanisms for discovery of available dedi 
cated content source The peer discovery service can optimize 
the peer collection process through collecting the peer infor 
mation for most popular items only, or on the other hand, for 
least popular items that have least amount of content sources. 
0052 (e) Bootstrapping for Distributed Networks 
0053 Several peer-to-peer applications make use of fully 
distributed peer-to-peer networks for search and/or retrieval 
of content (e.g. Bittorrent DHT, Kademlia etc.). Such distrib 
uted networks usually bootstrap the process by connecting 
the previously contacted nodes first. 
0054 The bootstrapping service provides faster initializa 
tion by providing an always-on well-known node that can be 
used by P2P clients to connect to the distributed network. 
0055 (f) QoS Arbitration 
0056. The QoS arbitration service allows application to 
negotiate better class of service at an ISP-based Quality of 
Service (QoS) infrastructure, used to prioritize some classes 
of traffic over other and allocate network resources for autho 
rized applications on demand. The QoS infrastructure types 
include last-mile QoS (e.g., PCMM and TR-59), transparent 
Layer7 DPI bandwidth management, and router-based Diff 
Serv QoS etc. 
0057 The QoS arbitration service provides an efficient 
way for QoS infrastructure to classify and manage multiple 
sessions created by multi-session applications using 
advanced application-level classification, including, but not 
limited to, differentiation based on identity and type of con 
tent object, type of multi-session application or service, user 
identity and more, all in cooperative fashion. Thus, QoS infra 
structure type lacking deep packet inspection (DPI) Layer7 
classification capabilities, may offer Such capabilities 
through use of the QoS arbitration service Furthermore, DPI 
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based bandwidth management devices may now differentiate 
content applications based on content identity, e.g. between 
open and commercial flavors of same P2P application. 
0058. The QoS arbitration service enables secure negotia 
tion of improved service levels for authorized content appli 
cations, across all sessions created by the multi-session appli 
cations. The arbitration service communicates with the 
content application on one hand, and inline QoS elements on 
the other, providing secure clearance of service level for 
multiple sessions created by the application. 
0059. The content applications making use of the QoS 
arbitration service, may use custom L3/L4 identifiers, such as 
outbound ports, or embed custom L7 tokens into the session 
(e.g., HTTP cookies or Bittorrent extension field values), to 
enable Scalable and granular classification of all application 
sessions. Furthermore, the inline QoS elements may authen 
ticate particular sessions and/or tokens through communica 
tion with the arbitration infrastructure. 

0060 (g) NAT Traversal 
0061. One very common form of residential Internet use is 
the home network, where several computers connect to Inter 
net through a router or firewall that performs a network 
address translation (NAT), mapping all computers in the 
home network to one public IP address. 
0062. In the case of peer-to-peer applications, the NAT 
setup makes it difficult to create a connection to a peer located 
inside the home network from the outside. The NAT traversal 
limitations bar multiple peers from contributing to the peer 
to-peer network, decreasing overall efficiency of the network. 
Personal and enterprise firewalls are another common cause 
of the same. 

0063. The NAT traversal infrastructure element (or ren 
dezvous point) serves as a forwarder of data between peers in 
P2P network, enabling 100% success of inter-peer connec 
tion setup. All peers behind NAT device or firewall open a 
connection to the designated rendezvous point, which then 
accepts connections on their behalf, forwarding the data 
between the peers. The peers making use of the rendezvous 
point may advertise rendezvous point IP address as their 
address in peer-to-peer networks. The rendezvous point may 
act as full proxy, transferring actual data between NAT peers, 
or facilitate opening of connection, when the connection can 
be opened in one direction but not the other. 
0064. In accordance with one or more embodiments of the 
invention, a method of optimization of data transfer for multi 
session applications is provided that combines at least two 
types of services (a) to (g), as described above. 
0065. In accordance with one or more embodiments, a 
system is provided for optimization of data transmission to 
multi-session applications, which includes at least one server 
designed and configured to provide at least two of services 
from (a) to (g), as described above. 
0066. In accordance with one or more embodiments, the 
system resides in a single or multiple service provider net 
works, or in dedicated hosting location. 
0067. In accordance with one or more embodiments, a part 
of the server comprising the system resides in a single or 
multiple service provider networks, while other parts reside 
outside of Such network(s) in dedicated hosting location(s). 
0068. In accordance with one or more embodiments, the 
system provides services (a) to (g), as described above, for 
one type of multi-session application. 
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0069. In accordance with one or more embodiments, the 
system can provide services (a) to (g), as described above for 
multiple applications. 
0070. In accordance with one or more embodiments, the 
system can utilize an application-specific protocol or proto 
cols to discover and deliver the services (a) to (g), or use the 
common protocol for all applications making use of the sys 
tem. 

0071. In accordance with one or more embodiments, the 
system is a part of a multi-session application and/or peer-to 
peer network. 
0072. In accordance with one or more embodiments, a 
multi-session application can make use of the system through 
service discovery process and Subsequent utilization of the 
service. 
0073. In accordance with one or more embodiments, the 
service discovery process makes use of common naming 
scheme and/or protocol for all or part of above services from 
(a) to (g). 
0.074. In accordance with one or more embodiments, the 
service discovery and utilization of the services can occur by 
peers in peer-to-peer networks, to optimize their data transfer 
sessions. 
0075. In accordance with one or more embodiments, ser 
vices can be utilized by the server-side application compo 
nents, such as trackers, indexing servers, application manage 
ment servers etc., or other peers, on behalf of other peers in 
the network. 
0.076. In accordance with one or more embodiments, the 
system may enforce conditional access to one or more ser 
vices, based on multi-session application type or protocol, 
content item requested, Subscriber information, geographical 
or network location of the party requesting service, password 
or other form of authorization token etc, or additional type of 
conditional policy, or combination of the above. 
0077. In accordance with one or more embodiments, the 
system can condition access to one service on previous use of 
other services. For example, the system can help mediate 
service level at inline QoS devices only if particular peer 
made use of peer selection and caching services first. 
0078 Methods and systems in accordance with various 
embodiments of the invention can provide for optimization 
and network management of multi-session content applica 
tions, which can be used to help improve key performance 
indicators of these applications, reduce congestion in differ 
ent parts of service provider network and control utilization of 
bandwidth resources by these applications. Such key perfor 
mance indicators can include, depending on the type of con 
tent application, the time that it takes to retrieve a single 
content object or guaranteed Sustained throughput. 
0079. As used herein, the term “user client generally 
refers to a computer or other IP-connected device, and 
includes, but is not limited to, personal computers (PCs), 
personal digital assistants (PDAs), Smartphones, set-top 
boxes, IP-enabled television sets, consumer network storage 
appliances, and telephones having computer capabilities. 
0080. As used herein, the term “content server generally 
refers to a computer or other IP-connected device with 
attached storage that is capable of responding to queries for 
content objects and is preferably provisioned to be highly 
available. 
0081. As used herein, the term “content object' generally 
refers to an identifiable content or data item, which can be in 
a form of file or stream of data. 
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I0082. As used herein, the term “multi-session application' 
generally refers to a software program operating on a user 
client that is capable of using more than one session to receive 
and/or send content object. 
I0083. As used herein, the term "peer-to-peer application' 
generally refers to a multi-session application that is capable 
of both receiving and sending a content object to other peer 
to-peer applications. 
I0084 As used herein, the term “server-side application 
component generally refers to software program providing 
application-specific network services to multiple user clients 
that operate particular type of multi-session application, and 
includes, but is not limited to, peer-to-peer indexing servers, 
Bittorrent trackers, and eDonkey servers. 
I0085. As used herein, the term “optimization service' 
generally refers to a set of one or more distinct and separately 
addressable servers that together provide a distinct set of 
functionality that can be invoked by user clients and/or 
server-side application components and/or other optimiza 
tion services within the system. 
I0086. As used herein, the term “QoS device' includes, but 
is not limited to, QoS-capable core router or network switch, 
supporting quality of service (QoS) based on DiffServ stan 
dard, deep packet inspection (DPI) bandwidth management 
device, broadband aggregation router Supporting Packet 
Cable MultiMedia (PCMM) framework, or any other net 
work element capable of differentiating various types of 
Internet traffic and prioritizing one type over another. 
I0087 As used herein, the term "service locator generally 
refers to a component of the systems described herein that is 
responsible for lookup of optimization service network 
address by user clients and/or server-side application compo 
nents and/or other optimization services. 
I0088 As used herein, the term “content source’ generally 
refers to at least one peer-to-peer application and/or content 
SeVe. 

I0089. As used herein, the terms “optimize.” “optimal.” 
“optimization, and any variations thereof, generally refer to 
improving performance and efficiency, and are not intended 
to necessarily indicate any maximum or minimum values. 
0090. In accordance with one or more embodiments, sev 
eral optimization services are combined to help optimize 
various aspects of multi-session application operation, either 
separately or through combination of several Such optimiza 
tion services. 
0091 Specifically, the optimization services of the system 
may help accelerate content delivery by placing and/or cach 
ing content closer to the client applications, and/or by 
improving session throughput through selection of content 
Sources that take into account network conditions, network 
capacity and existing network policies, and/or by reducing 
time that it takes for a client application to connect to the 
network, and/or by helping the client application discover 
additional content sources, and/or by increasing number of 
sessions that can result in data throughput, increasing overall 
session throughput, and/or by guaranteeing minimum 
throughput or class of service for sessions established by the 
application, using network equipment providing quality-of 
service (QoS) services. 
0092. Furthermore, the optimization services of the sys 
tem can help manage utilization of bandwidth resources and 
reduce associated network costs incurred by the multi-session 
applications, by directing these applications to retrieve con 
tent from particular application content sources, while 
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optionally avoiding other application content sources, and/or 
by directing the client applications to retrieve content from 
caches and/or origin servers, that are part of the system. 
0093. The decision to direct the client application to par 

ticular application content source and/or cache and/or origin 
server may take into account the following aspects of content 
delivery: topological network locality, cost of links between 
client application and content source, network congestion of 
the links between client application and content source, com 
pliance with network management policies, alignment with 
network provisioning and capacity allocation. 
0094 Furthermore, the system may be used to optimize 
retrieval of content by the client application situated on a 
particular network, and/or content retrieval by client applica 
tions situated outside of a network from client applications 
situated on that network. 
0095 Referring now to the drawings, FIG. 1 illustrates a 
system 200 for optimization of data transmission by multi 
session applications. According to one or more embodiments, 
the system includes a plurality of user clients 11 (11a, 11b, 
11c. 11.x, 11y, 11z) operating in respective networks 90, 100. 
Each user client 11 operates a multi-session application for 
implementing queries for content objects and, in case of 
peer-to-peer applications, providing response to Such queries. 
0096. According to one or more embodiments of the 
invention, the system includes several distinct pluralities of 
multi-session applications, of different type, e.g. peer-to-peer 
applications running on user clients of IP set-top box type 
11d. 11e, 11f and 11g, together with an application server 
side component10b, all located in network 90; user client 11c 
located in network 90 and content servers 21 (21a, 21b and 
21c) in a dedicated network 110; user clients 11a, 11b, 11.x, 
11y and 11z, running peer-to-peer application and an appli 
cation server-side component 10a. 
0097. According to one or more embodiments of the 
invention, the system 200 includes a plurality of dedicated 
content servers 21 (21a, 21b, 21c), operating in a dedicated 
network 110 (e.g. CDN, hosting provider network or other 
datacenter), capable of responding to queries for content 
objects, originated by user clients 11. 
0098. One or more embodiments of the invention are 
directed to optimization service discovery. A user client 11a 
sends a service look-up query to service locator 50. The 
service locator 50 responds to the query with a network 
address of one or more servers, comprising a requested opti 
mization service 51 (51a-g). 
0099. According to some embodiments, the service loca 
tor 50 responds with an address of an optimization service 57 
following Successful authentication and/or authorization of 
requesting user clients 11 and/or server-side application com 
ponent 10 and/or optimization service 51. The authorization 
performed by the service locator may take into account a 
variety of factors, including, but not limited to, network 
address of the requesting party, type of multi-session appli 
cation used, type of optimization service request, time of day, 
load of service locator and/or optimization services, as well as 
any combination of the above. 
0100. In accordance with one or more embodiments, the 
service locator 50 may choose to return network addresses of 
only some of the servers comprising the requested optimiza 
tion service. The selection may take into account a variety of 
factors, including load balancing algorithms, actual current 
load of the servers, network distance and/or network cost 
between the servers and user client 11 requesting the service, 
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availability of the servers, administrative policy, time of day, 
as well as any combination of the above. 
0101. In accordance with one or more embodiments, the 
service locator 50 is implemented using network infrastruc 
ture elements existing independently of the system, includ 
ing, but not limited to Domain Naming System (DNS) serv 
ers, Lightweight Directory Access Protocol (LDAP) servers. 
0102. In accordance with one or more embodiments, the 
service locator 50 is implemented using one of or more 
accepted Standards for discovery of network Services, such as 
Common Object Request Broker Architecture (CORBA), 
RESTful Web Services, and Web Services based on Simple 
Object Access Protocol (SOAP). 
(0103. In accordance with one or more embodiments, the 
service locator 50 is implemented using network infrastruc 
ture elements existing independently of the system 200, 
including, but not limited to Domain Naming System (DNS) 
servers, Lightweight Directory Access Protocol (LDAP) 
SWCS. 

0104. The user client 11 is then connected to at least one 
optimization service 57. 
0105. In accordance with one or more embodiments, the 
system 200 may contain only some types of the optimization 
services. In this case, the service locator 50 returns an error 
response for queries trying to discover optimization services 
unavailable in particular instance of system 200. 
0106 FIGS. 2 and 3 illustrate a method 210 and system for 
managing bandwidth utilized by multi-session application 
11a in accordance with one or more embodiments of the 
invention. 
0107 The method 210 optionally includes the step of opti 
mization service discovery by multi-session application 11a. 
using service locator 50. 
0108. The method 210 includes step 211 of multi-session 
application 11 sending a query 300 to network prioritization 
optimization service 51c and receiving a response 301 from 
it. 
0109 According to some embodiments of this invention, 
the query 300 includes a list and/or lists of addresses of 
content sources known to the multi-session application, and 
the response 301 includes the list of content sources 310 in 
order of priority and/or with explicit priority attached to each 
COntent SOurce. 

0110. Alternatively or additionally, the query 300 may 
include a request for a list 311 of addresses of Internet sub 
nets, listed by priority, and the response 301 includes such 
list. The list 311 may use IP network addresses together with 
network masks (e.g. 1.1.1.0/24) and/or autonomous system 
numbers (ASNs) to define the Internet subnets. 
0111. According to some further embodiments of this 
invention, the response 301 may alternatively or additionally 
include a list of content sources addresses 312 that were 
previously unavailable to the multi-session application, 
including, but not limited to addresses of user clients that 
operate peer-to-peer applications, content servers 21 located 
in a dedicated network 110 or content servers 52 comprising 
caching optimization service 51a and/or content origin ser 
vice 51b. 
0112 According to some further embodiments of this 
invention, the network prioritization optimization service can 
use peer discovery optimization service to produce list 312. 
0113. According to some further embodiments of this 
invention, the priorities indicated in response 301 are com 
prised of a sets of priorities, where each priority has validity 
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period attached to it; the validity period may be indicated as 
time of day, day of week, calendar date, time offset from now, 
or any combination of the above. 
0114. According to further embodiments of this invention, 
the step 211 involves sending the query from the multi-ses 
sion application 11a via server-side application component 
10a. 

0115 The method 210 further includes step 212 of the 
multi-session application 11 establishing sessions to the con 
tent sources taking into account the priority indicated in the 
response 301, e.g., user client 11b located on the same net 
work 90, and/or content server 51a, that is part of caching 
optimization service 50a, and/or user client 11y located out 
side of network 90, and/or content servers 21a located in 
dedicated network 110 outside of network 90. 
0116. The priority returned by the network optimization 
service in response 301 may indicate a ban on connecting to 
particular content sources. 
0117. According to some embodiments of this invention, 
the multi-session application 11 sets up sessions to content 
Sources in strict compliance with the priority indicated in the 
response 301. 
0118. Alternatively, the multi-session application 11a 
may combine the priorities indicated in the response 301 with 
additional application-specific parameters and, optionally, 
overrule aban on connecting to particular content sources. 
0119 The method 210 further includes an optional step 
213 of the multi-session application sending a query for a 
content objector part of it, to at least one of the content servers 
52a and 52b that comprise caching optimization service, as 
specified in the response 301. 
0120. The method 210 further includes step 214 of content 
server 52a checking whether the content object or portion of 
it referenced in query 302 is stored in the storage of content 
Server 52a. 

0121 Further, in case of step 214 resulting in failure to 
locate content object or portion of it in the storage of content 
server 52a, method 210 includes a step 215 of content server 
52a sending a query 302 for the content object or portion of it 
to, and receiving response from one or more content sources, 
including, but not limited to, other peer-to-peer application 
11b, located in same network with the content server 52a, 
peer-to-peer application 11z, located in other network 100, 
and/or other content server 52b that is part of the caching 
optimization service 51a, and/or content server 52c that is 
part of content origination optimization service 51b, and/or 
content server 21a located in a dedicated server network 110. 

0122) According to some embodiments of this invention, 
the caching content server 52a may send queries for parts of 
the content object or the portion of it, as requested in the query 
302 to multiple content sources, in series and/or in parallel. 
0123. According to some embodiments of this invention, 
the caching content server 52a may contact the server-side 
application component 10a for purposes of discovery of new 
COntent SOurces. 

0.124. According to some embodiments of this invention, 
the content server 51a may apply network priority as pro 
vided by network prioritization optimization service 51c, to 
the selection of content sources, as described in step 212. 
0125 Method 210 optionally includes step 216 where the 
caching content server 52a may send queries for portions of 
the same content object referenced in query 302 that are not 
part of the portions of this object requested in query 302. 
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I0126. According to some embodiments of this invention, 
as part of step 216, the caching content server 52a may send 
queries for content objects or portions of them that are asso 
ciated with the content object requested in query 302, includ 
ing, but not limited to, content objects that are known to 
belong to same group of content objects, to same multi 
session application, content objects referred to by the content 
object requested in query 302 (e.g., query 302 containing 
request for HTML or XML document, containing references 
to additional content objects, such as images, video files, 
application objects, script objects, stylesheets and more). 
I0127. Further, the method 210 includes a step 217 of con 
tent server storing the responses to queries sent to one or more 
content Sources, as part of steps 215 and 216, in the storage of 
content server 52a. 

I0128. According to some embodiments of this invention, 
the step 217 is subject to application of algorithm that takes 
into account several factors, including, but not limited to 
identity and/or type and/or size of content object referenced 
in query 302, type of multi-session application 11a, time of 
day, known level demand for the content object, available 
storage capacity of content server 52a, current load of content 
server 52a and more. 

I0129. Further, method 210 includes a step 218 of content 
server 52a responding to the query for content object, as 
described in step 213 above, by way of sending response 303 
to the client user 11a. 

0.130. The response 303 may contain denial of the query 
302, due to unavailability of the requested content object or 
part of it in the local storage of content server 52a, and/or 
based on administrative policy of content server 52a, and/or 
due to inability of content server 52a to retrieve the requested 
content object or part of it from content sources that are 
permitted by the network optimization service51c and/or due 
to inability of retrieve the request content item from any 
content source known to content server 52a. 

I0131 Otherwise, the response 303 includes the requested 
content object or part of it, to the user client 11a, as requested 
in query 302 
0.132. According to some embodiments of this invention, 
the response 303 may contain redirection of user client 11a to 
one or more content source, including but not limited to other 
content server 52b that is part of caching optimization service 
51a, and/or content server 52c that is part of content origina 
tion optimization service 51b and/or dedicated content server 
21a located in network 110, and/or user clients 11 running 
peer-to-peer applications. 
(0.133 Method 210 further includes an optional step 219 of 
user client 11a sending a query 304 to QoS arbitration service 
51ffor allocation of class-of-service and receiving a response 
304 from it. 

I0134. The query 304 may include various details, includ 
ing type of class-of-service requested and/or definition of 
content source types that the class-of-service is requested for 
and/or network address of content source and/or type of pro 
tocol used. 

0.135 The types of class-of-service requested as part of 
query 304 include, but are not limited to, “low throughput, 
low latency”, “high throughput, minimum guaranteed 
throughput, maximum guaranteed throughput, the least pri 
ority service (the so-called "scavenger type of service), set 
throughput for set period of time in the beginning of session 
etc. 
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0136. This step optionally includes an intermediate step 
201 of the QoS arbitration service discovery through service 
locator 50a. 
0.137 The response 305 contains denial or grant of the 
request contained in query 304. 
0138 According to some embodiments of this invention, 
the decision of granting or denying the preferred class-of 
service is conditioned on user client 11 contacting the net 
work prioritization optimization service 51c prior to that, and 
additionally or alternatively contacting the caching optimiza 
tion service 51a, and additionally on denial of request for 
content object by the caching optimization service. 
0.139. The response 305 granting the class-of-service 
returns an application marker, including, but not limited to 
TCP or UDP source port, DiffServ control point (DSCP) 
value, HTTP cookie, Bittorrent extension field value or other 
application-level marker that can be used by the multi-session 
application to mark the preferred sessions differently from 
regular sessions. 
0140. According to some embodiments of this invention, 
the marker itselfmay include encoding of the requested class 
of-service. 
0141. According to further embodiments of this invention, 
the marker can include a cryptographic token, that is option 
ally has validity for a limited time after response 305 is 
transmitted to user client 11a, protecting against re-use of the 
application marker by user client 11a or other user clients 
beyond use authorized by QoS arbitration service 51f based 
on service requested in query 304. 
0142 Method 210 further includes step 220 of mark-up of 
sessions that the multi-session applications desires to receive 
a preferred class-of-service, for example session between 
user client 11a, located in network 90 and user client 11x 
located in network 100. 
0143 Method 210 further includes step 221 of classifica 
tion of the marked sessions, performed by QoS device 60a 
located in or next to the data path between user client 11a and 
user client 11x, as sessions that require change of default 
class-of-service. 
0144. The session classification can be performed by QoS 
device 60a, based on Layer7 detection of custom application 
marker, and additionally and alternatively, based on analysis 
of Layer3 and/or Layer4 headers of the packets comprising 
the session. 
0145. Further, method 210 includes an optional interme 
diate step 222 of QoS device 60a sending a query 306 to the 
QoS arbitration service 51f. to which the QoS arbitration 
service 51f sends a response 307, confirming or denying the 
preferred class-of-service. 
0146 The query 306 may include type of protocol used by 
user client 11a to retrieve content, IP address and port of user 
client 11a, IP address and port of requested content source 
and, optionally, value of separate application marker, 
extracted by QoS device 60a from the session, as well admin 
istrative policy of QoS device 60a and/or network congestion 
information available to QoS device 60a. 
0147 According to some embodiments of this invention, 
in case of QoS device 60a being part of PCMM framework, 
the QoS arbitration service 51fmay act as an PCMM appli 
cation manager. 
0148. According to some embodiments of this invention, 
the QoS arbitration service 51fmay reject or allow the query 
306, depending on priorities defined for IP addresses by net 
work prioritization service 51c. 
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0149 Further, method 210 includes step 223 of QoS 
device 60a granting or denying the class-of-service requested 
by user client 11a, or, alternatively, granting another class 
of-service. 
0150. QoS device 60a may decide on granting or denying 
the class-of-service, based on a variety of factors, including, 
but not limited to, administrative policy and/or network 
address of content source 11x and/or network address of user 
client 11a, and/or congestion on any part of the data path 
between 11a and 11.x and/or taking into account response 307 
of QoS arbitration service 51f as described in step 222 above. 
0151. It is to be understood that although the invention has 
been described above in terms of particular embodiments, the 
foregoing embodiments are provided as illustrative only, and 
do not limit or define the scope of the invention. Various other 
embodiments, including but not limited to the following, are 
also within the scope of the claims. For example, elements 
and components described herein may be further divided into 
additional components or joined together to form fewer com 
ponents for performing the same functions. 
0152 The techniques described above may be imple 
mented, e.g., in hardware, Software, firmware, or any combi 
nation thereof. The techniques described above may be 
implemented in one or more computer programs executing on 
a programmable computer including a processor, a storage 
medium readable by the processor (including, e.g., volatile 
and non-volatile memory and/or storage elements), at least 
one input device, and at least one output device. Program code 
may be applied to input entered using the input device to 
perform the functions described and to generate output. The 
output may be provided to one or more output devices. 
0153. Each such computer program may be implemented 
in a computer program product tangibly embodied in a 
machine-readable storage device for execution by a computer 
processor. Method steps of the invention may be performed 
by a computer processor executing a program tangibly 
embodied on a computer-readable medium to perform func 
tions of the invention by operating on input and generating 
output. 
0154 Having described preferred embodiments of the 
present invention, it should be apparent that modifications can 
be made without departing from the spirit and scope of the 
invention. 
0155 Method claims set forth below having steps that are 
numbered or designated by letters should not be considered to 
be necessarily limited to the particular order in which the 
steps are recited. 
What is claimed is: 
1. An optimization service discovery method for optimiz 

ing data transmission by multi-session applications, compris 
ing: 

receiving an optimization service lookup query from one of 
a plurality of user clients in a network, each of said user 
clients executing a multi-session application; and 

identifying an optimization service and responding to the 
query with a network address of one or more servers 
providing said optimization service. 

2. The method of claim 1 further comprising authenticating 
or authorizing said one of the plurality of user clients prior to 
responding to the query. 

3. The method of claim 1 wherein responding to the query 
with a network address comprises responding to the query 
with network addresses of only some of the servers providing 
the optimization service. 
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4. The method of claim 3 wherein said some of the servers 
are selected based on load balancing algorithms, actual cur 
rent load of the servers, network distance and/or network cost 
between the servers and the user client requesting the service, 
availability of the servers, administrative policy, or time of 
day. 

5. The method of claim 1 wherein said multi-session appli 
cations include different types of multi-session applications. 

6. A method of providing a network prioritization optimi 
zation service for delivery of content to one of a plurality of 
user clients in a network, the method comprising: 

receiving a query for content Source prioritization from one 
of a plurality of user clients in a network, each of said 
user clients executing a multi-session application; and 

responding to the query with an identification and network 
addresses of a set of content Sources and an order of 
priority of the content sources. 

7. The method of claim 6 wherein said query identifies 
addresses of content sources known to the requesting user 
client. 

8. The method of claim 6 wherein said query requests 
addresses of content Sources. 

9. The method of claim 6 wherein said set of content 
Sources includes content Sources that were previously 
unavailable to the multi-session application of the requesting 
user client. 

10. The method of claim 6 wherein said set of content 
Sources is identified using a peer discovery optimization ser 
Vice. 

11. The method of claim 6 further comprising establishing 
sessions to said set of content sources in accordance with said 
order of priority. 

12. The method of claim 6 further comprising sending a 
query for a content object to a caching optimization service. 

13. The method of claim 12 further comprising determin 
ing if the content object or part thereof exists on a content 
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server, and if so, transmitting the content object or part thereof 
existing on the content server to the user client. 

14. The method of claim 12 further comprising determin 
ing if the content object or part thereof exists a content server, 
and if not, transmitting one or more queries for the content 
object to one or more content sources and storing responses 
on the content server. 

15. The method of claim 12 further comprising prefetching 
associated content objects at a content server with not 
requested by a user client. 

16. The method of claim 6 further comprising performing 
an optimization service lookup in response to a query from 
one of a plurality of user clients to identify said network 
prioritization optimization service. 

17. The method of claim 6 further comprising identifying 
said set of content sources using a peer discovery optimiza 
tion service. 

18. The method of claim 6 further comprising receiving the 
query via a server-side application component. 

19. The method of claim 6 wherein said order of priority of 
the content sources identifies a ban on one or more content 
SOUCS. 

20. The method of claim 6 further comprising receiving a 
request at a QoS arbitration service for allocation of class of 
service, and denying or granting said request. 

21. The method of claim 6 wherein said content sources 
comprise different types of sources and said order of priority 
is based on the type of content source. 

22. An QoS arbitration service method for allocation of 
class of service by multi-session applications, comprising: 

receiving a request for allocation of class of service from 
one of a plurality of user clients in a network, each of 
said user clients executing a multi-session application; 
and 

denying or granting said request. 
c c c c c 


