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ABSTRACT 

A technique for providing information via a data network is 
disclosed. A first server transmits an identifier to a client, 
where the identifier is mappable to a uniform resource locator 
(URL) associated with content stored on a second server. The 
client transmits the identifier to a second server. The second 
server maps the identifier to its associated URL, retrieves the 
content associated with the URL, and transmits the content to 
the client. Various types of mappings are disclosed, including 
encryption and predetermined mappings. 
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NETWORK COMMUNICATION USING 
IDENTIFIERS MAPPABLE TO RESOURCE 

LOCATORS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of and claims the 
benefit of U.S. patent application Ser. No. 11/51 1,126 filed 
Aug. 28, 2006, which claims the benefit of U.S. Provisional 
Application No. 60/713,409 filed Sep. 1, 2005, which are 
hereby incorporated by reference in their entireties. 

BACKGROUND OF THE INVENTION 

0002 The present invention relates generally to data net 
work communication, and more particularly to data network 
communication using identifiers mappable to resource loca 
tOrS. 

0003 Content delivery via data networks is becoming 
increasingly popular. One Such data network, the Internet, has 
become a popular means for users to access information on 
various topics of interest. There are numerous content pro 
viders disseminating information via the Internet on various 
Subjects. For example, there are content providers providing 
information on sports, news, finance, Science, entertainment, 
etc. The content providers make this information available to 
users via websites, and end users access the information using 
web browsers. So-called “web surfing of websites using an 
Internet browser is well known in the art. 
0004. In addition to the basic content, many websites also 
contain extraneous content, often in the form of advertising. 
From the content provider's perspective, advertising is desir 
able because it generates revenue for the content provider. 
Advertisers are willing to pay significant advertising fees to 
the more popular websites. However, from the end user's 
perspective, advertising is unnecessary (and often unwanted) 
information being displayed on the user's computer. In addi 
tion to merely being unnecessary or unwanted, advertising 
content may have deleterious effects on the users web brows 
ing experience. For example, advertising content often con 
sists of graphics and animation, which uses bandwidth and 
may slow down the delivery of the desired content. Also, the 
complexity of Some advertising content requires additional 
processing by the users web browser, which delays the dis 
play of the webpage at the user's computer. 
0005. A webpage may contain various types of advertis 
ing. One type is an inline advertisement in which the content 
provider inserts advertising content into the webpage. 
Another type of advertising is interstitial advertising, in 
which an advertisement page is shown before the actual 
requested content page. A user generally must view the inter 
Stitial page for a period of time before the requested contentis 
delivered or displayed. Another type of advertising is called 
outsourced advertising, in which a webpage has a reference to 
a third party web server and the user's web browser requests 
and retrieves the advertisement from the third party web 
server. Regardless of the type of advertising, users generally 
may prefer to view content without such extraneous content. 
0006. There have been various attempts by users to block 
advertising from websites. One such attempt is the use of a 
browser plug-in to filter out advertising. A browser plug-in is 
additional software that may be installed on a computer that 
adds functionality to the basic browser. For example, the 
Firefox web browser has an available plug-in called Adblock. 
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The Adblock plug-in allows a user to specify a set of pattern 
rules, each of which can either be a literal match along with 
the wildcard “k', or can be a full regular expression. The 
uniform resource locators (URLs) of all objects to be 
retrieved by the browser are compared against these rules and 
if a match occurs then the object is either not retrieved or not 
rendered by the browser. While a user of the Adblock plug-in 
may define his/her own rules for filtering, there has also been 
developed a set of rules (called Filterset.G) that may be shared 
among users. This large rule set has been developed by incor 
porating input from multiple users. The rule set is one large 
generic set of rules, which may be downloaded and used by 
users of the Adblockbrowser plug-in. U.S. patent application 
Ser. No. 1 1/409,123 entitled Data Network Content Filtering 
Using Categorized Parameters describes a technique for 
using categorized filtering parameters for filtering data net 
work content rather than a large generic rule filter set. 
0007 As described above, many content providers derive 
a Substantial amount of revenue from website advertising. As 
Such, the increased use and effectiveness of techniques to 
block advertising content may result in reduced advertising 
revenues for the content providers. As such, there is a need for 
a technique for use by content providers to ensure that adver 
tisements get delivered to users without being filtered out. 

BRIEF SUMMARY OF THE INVENTION 

0008. In accordance with an embodiment of the invention, 
a first server transmits an identifier to a client, where the 
identifier is mappable to a uniform resource locator (URL) 
associated with content stored on a second server. Advanta 
geously, the client is incapable of mapping the identifier to its 
associated URL. The client transmits the identifier to the 
second server. The second server maps the identifier to its 
associated URL, retrieves the content associated with the 
URL, and transmits the content to the client. Advantageously, 
the second server stores both content desired by the client and 
content undesired by the client. As such, the client cannot 
determine whether the content it is requesting from the sec 
ond server is wanted or unwanted content. In this manner, the 
client computer cannot filter out unwanted content. This 
assures the content provider that the content will be displayed 
at the client computer (e.g., by a web browser). 
0009 Various types of mappings may be used, so long as 
the client cannot determine the mapping, or at least it is 
impractical for the client to determine the mapping. For 
example, the mapping may be an encryption function, where 
the first server and the second server share a key (or multiple 
keys) for encryption and decryption. Alternatively, the map 
ping may be some predetermined mapping between identifi 
ers and URLs, where the mapping is shared between the first 
and second servers. The mapping may be modified periodi 
cally, so long as the mapping modifications are shared, or 
coordinated, between the first and second servers. 
0010. These and other advantages of the invention will be 
apparent to those of ordinary skill in the art by reference to the 
following detailed description and the accompanying draw 
ings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 FIG. 1 represents a web browser filtering data net 
work content; 
0012 FIG. 2 shows a network block diagram; 
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0013 FIG.3 is a flowchart of the steps of one embodiment 
of the invention; 
0014 FIG. 4 shows a table mapping identifiers with 
URLs; and 
0015 FIG. 5 is a high level block diagram of a computer. 

DETAILED DESCRIPTION 

0016 FIG. 1 represents a web browser (which may be 
executing on a user computer) filtering data network content. 
The browser 102 may be any type of web browser capable of 
making requests for content and receiving content via a data 
network. For example, and without limitation, web browser 
102 may be implemented using well known web browsers 
such as Microsoft Internet Explorer, Firefox or Netscape 
Navigator. As is well known, browser 102 acts as a client and 
sends requests 106 for content 108 to a content web server 
104 via a data network 110, for example the Internet. The 
content web server 104 responds with the requested content 
108. The browser 102 renders the received content and dis 
plays the rendered content on a computer display 112 for 
viewing by a user. This well known and standard browser 
functionality is represented generally in FIG. 1 as 124. 
0017. The request for information sent by a browser is 
generally in the form of a Uniform Resource Locator (URL) 
which identifies a web server and a particular web page stored 
on that server. For example, a URL may be: http://www. 
servername.com/webpage.html. The first part of the URL 
indicates the protocol. In the example, the protocol is the 
HyperText Transfer Protocol (HTTP). The URL then speci 
fies the network address (e.g. Internet Protocol (IP) address) 
of the server. In the example, the network address is www. 
servername.com. The last part of the address specifies the 
particular webpage or other resources stored on the server. In 
the example, the resource is a web page (webpage.html). 
URLs, HTTP, and HTML (HyperText Markup Language) 
are all well known in the art and will not be described in 
further detail herein. 
0018. As is well known, as part of the HTTP protocol, 
received content may contain a URL reference to additional 
content which is to be retrieved by the browser 102. This 
content may be desired by the user (e.g., images), or it may be 
extraneous (e.g., advertising) content. For example, as shown 
in FIG. 1, the content 108 may contain a URL. Upon receipt 
of such a URL as part of content 108, the browser 102 will 
send another request via the Internet 110 to retrieve the ref 
erenced content. In one case, the additional content may be 
stored on another server. For example, if the additional con 
tent is advertising, then the reference may be to an advertising 
server 114. As shown in FIG. 1, upon receipt of the reference 
as part of content 108, the browser 102 will transmit another 
request 116 for the advertisement, and the advertising server 
114 will deliver the advertisement 118 to the browser 102 for 
rendering and display on display 112. As another example, 
the additional content may be stored on a content delivery 
network (CDN) server. CDNs are becoming increasingly 
popular, and are networks of distributed servers that distribute 
content more efficiently on behalf of some content provider. 
For example, a popular news website may utilize the services 
of a CDN to distribute image, or other content, to end users. 
0019. As shown in FIG. 1, if the additional content is 
images to be distributed by/the CDN, then the reference may 
be to a CDN server 130. As shown in FIG. 1, upon receipt of 
the reference as part of content 108, the browser 102 will 
transmit another request 134 for the additional content, and 
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the CDN server 130 will deliver the additional content 132 to 
the browser 102 for rendering and display on display 112. As 
yet another alternative, additional content may reside on the 
original content server 104, in which case the reference to 
additional content will result in the browser 102 making 
another request (not shown) for the additional content to the 
content web server 104. Generally, advertising content is 
included in a web page as a URL reference to additional 
content requiring a separate request by the browser 102. This 
URL may reference the original content server, a dedicated 
advertising server, a CDN server, or other server. 
0020 Browser 102 supports the use of plug-ins. A plug-in 

is software which may be installed onto the user's computer 
that adds functionality to the basic browser. Browser 102 may 
include ad blocking plug-in 120 which is used to filter 
received content. Plug-in 120 may store regular expressions 
122 to perform filtering on received content. A regular expres 
sion is a string that describes or matches a set of strings, 
according to certain syntax rules. A wildcard (e.g., “*”) in a 
regular expression can be used to match any text. For 
example, the regular expression "http://www.advertising 
servercom/* will match any text starting with http://www. 
advertisingserver.com/ and could be used as a regular 
expression for ad blocking plug-in 120 to match URLs iden 
tifying any web page stored on the www.advertisingserver. 
com web server. Another example could be “http://www. 
contentservercom/advertising/ which will match any text 
starting with “http://www.contentservercom/advertising/ 
and could be used as a regular expression for ad blocking 
plug-in 120 to match URLs identifying any web page stored 
on the www.contentserver.com web server within the “adver 
tising file directory. The uniform resource locators (URLs) 
of all objects to be retrieved by the browser are compared 
against these regular expressions and if a match occurs then 
the object is either not retrieved or not rendered by the 
browser. For example, as described above the content 108 
received from content web server 104 may contain a refer 
ence (in the form of a URL) to advertising stored on adver 
tising server 114. 
0021. Upon receipt of the content at the browser 102, the 
ad blocking plug-in 120 will compare the reference URL 
against the filtering parameters 122. If there is a match, then 
either 1) the ad blocking plug-in 120 will cause the browser 
102 to not request the advertising from the advertising server 
114, or 2) the ad blocking plug-in 120 will allow the browser 
102 to request (116) and receive (118) the advertising content 
from advertising server 114, but will block the rendering of 
the advertising content. In either alternative, the result is that 
the advertising content is not displayed on user display 112. 
0022. The goal of users is to define regular expressions 
that are tailored to filter out advertisements, without filtering 
out wanted content. The goal of advertisers is to ensure that all 
advertisements are rendered on the user's display. The 
present invention provides techniques for advertisers to 
ensure that advertisements are rendered on a user's display in 
view of these competing desires. In accordance with an 
embodiment of the invention, both wanted and unwanted 
content is stored on a web server, for example a content 
distribution network web server. When a client requests con 
tent from a content provider, the content provider responds 
with an identifier that is mappable to a URL stored on the 
content distribution network web server. The client cannot 
determine the URL from the identifier sent from the content 
provider. The client only knows that the content referred to by 
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the identifier is stored at the CDN web server. The client 
transmits the identifier to the CDN server and the CDN server 
maps the identifier to the appropriate URL. The CDN then 
retrieves the content associated with the URL and transmits 
the content to the client for rendering by the browser. Since 
there is both wanted and unwanted content stored at the CDN 
server, and the actual URL cannot be determined by the client, 
the client cannot filter out unwanted (e.g., advertising) con 
tent based on the identifier. As will be discussed in further 
detail below, various mappings are possible. 
0023 The invention will be further described in conjunc 
tion with the network block diagram of FIG. 2 and the flow 
chart of FIG. 3. FIG. 2 shows a content web server 202 that 
stores content desired by users. The content provider associ 
ated with content web server 202 may employ the services of 
a CDN, so that additional content (e.g., images and/or adver 
tising) is served by CDN servers, such as CDN server 206. 
FIG. 2 also shows browser 204, which may be any type of 
client browser, as described above. Referring now to FIG. 3, 
in step 302 a user of browser 204 sends a request 208 for 
content to content web server 202. That request is received by 
content web server 202 in step 304. In step 306 the content 
web server 202 sends a response 210 to browser 204. The 
response 210 may include various data, for example 
requested content. In accordance with an embodiment of the 
invention, the response will at least include an identifier that 
is mappable to a URL of additional content. The identifier 
may take on various forms. In one embodiment, the identifier 
may be of the form http://www.cdn-server.com/<identifiers. 
Thus, the identifier may be embedded in what is otherwise a 
legitimate URL, but instead of identifying the location of the 
file at the server, the response only includes an identification 
of the server and the identifier. This response identifies the 
CDN server 206 to the browser, but does not identify the 
actual URL of the file stored on the CDN server 206. So long 
as CDN server 206 is used to distribute both wanted and 
unwanted content, then the browser filtering Software cannot 
determine whether this content is to be filtered out, because 
the browser 204 is incapable of mapping the identifier to the 
URL. Thus, upon receipt of the identifier in response 210, the 
browser 204 transmits the identifier to the CDN server 206 in 
request 212 in step 308. The CDN server 206 receives the 
request 212 in step 310. 
0024. In step 312 the CDN server 206 maps the received 
identifier with a URL. As will be discussed in further detail 
below, there are various mapping techniques that may be used 
in various embodiments of the invention. In each case, there is 
Some mapping information that must be shared between the 
content web server 202 and the CDN server 206. This sharing 
ofmapping information is represented in FIG.2 as 216. Using 
the pre-shared mapping information, the CDN server 206 
maps the identifier to a URL in step 312, and retrieves the 
content associated with that URL in step 314. In step 316 the 
CDN server 206 sends the retrieved content to browser 204 in 
response 214. The browser 204 receives the content in 
response 214 in step 318. The content is then rendered by the 
browser 204 and displayed to the user at the client computer 
in a well known manner 

0025. In one embodiment, the mapping of identifiers to 
URLs is based on an encryption technique. For example, The 
content web server 202 could identify the following URL as 
an advertisement that is to be transmitted as part of a response 
to a user request: 
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0026 
html 

The content web server 202 then applies an encryption func 
tion E to the portion of the URL identifying the content (i.e., 
advertisement-1.html). The resulting URL is 

0027 http://www.cdn-servercom/E (Kadvertisement 
1.html) 

where K is the key used for the encryption. The encryption 
function E may be any well known encryption algorithm, for 
example DES, SHA, MDS, etc. Upon receipt of “http://www. 
cdn-server.com/E (K,advertisement-1.html), the browser 
204 will not be able to extract the “advertisement-1.html 
portion of the URL, because it is encrypted and the browser 
does not have the key K. The browser 204 must send this 
information to the identified server (i.e., www.cdn-server. 
com). As described above, the CDN server 206 knows the key 
K, because this is the mapping information 216 shared 
between the content web server 202 and the CDN server 206. 
The CDN server 206 may then extract the full URL by 
decrypting the identifier using the key K, retrieve the content 
associated with advertisement-1.html, and send the content to 
the browser 204. One skilled in the art will recognize that the 
key may be a single key, or may be multiple keys, depending 
upon the type of encryption being implemented. 
0028. It is noted that the encryption function does not need 
to be a complex algorithm that places a large computational 
burden on the content web server 202 and the CDN server 
206. Instead, the encryption function must only make it 
impractical for the browser 204 to decrypt the actual URL 
from the identifier. Thus, even a simple encryption algorithm, 
which is computationally very inexpensive if the key K is 
known, may be impractical to the browser 204 without the 
key. For example, a very simple encryption algorithm may be 
able to be broken without the key in 10 seconds by a conven 
tional computer processor. However, even Such a simple 
encryption would be impractical for browser 204 to break 
because most users would not be willing to endure even a 
delay of 10 seconds when browsing a web page. 
0029. Other mapping techniques may be used as well. For 
example, in one embodiment the mapping may be a prede 
termined mapping between identifiers and URLs. Such a 
mapping is illustrated in FIG. 4. FIG. 4 shows a table 400 with 
identifiers and their associated URLs. Thus, for example, 
record 402 of table 400 indicates that identifier 123xyZ maps 
to URL advertisement-1.html. In accordance with an embodi 
ment that uses a predetermined mapping as shown in FIG. 4. 
the content web server 202 and the CDN server 206 must 
share the predetermined mapping prior to operation. In order 
to prevent users from discovering the predetermined mapping 
over time, the predetermined mapping may change periodi 
cally. In one embodiment, the content web server 202 and the 
CDN server 206 may periodically exchange a new mapping, 
Such as by exchanging mapping table 400. Periodic mapping 
changes could also include changes at random times to avoid 
timing attacks. Alternatively, the mappings within the pre 
shared mapping table 400 may change according to some 
predetermined scheme (e.g., rotation) that is known to both 
the content web server 202 and the CDN server 206. Chang 
ing the mapping according to Some predetermine scheme 
saves network bandwidth because content web server 202 and 
CDN server 206 do not need to transmit a new mapping table 
as often. In operation, if CDN wants to identify URL adver 
tisement-1.html, it will perform a URL lookup in table 400, 
retrieve record 402, and determine that the URL advertise 

http://www.cdn-servercom/advertisement-1. 
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ment1.html is associated with identifier 123xyZ. Content web 
server 202 will then include the identifier 123xyz to the 
browser 204. Upon receipt of the identifier 123xyZ from the 
browser 204, the CDN server 206 will perform an identifier 
lookup in table 400, retrieve record 402, and determine that 
the identifier 123.xyz is associated with URL advertisement 
1.html. 

0030. As described above, the mapping scheme does not 
have to be computationally burdensome, it only needs to 
place an impractical computational burden on the browser 
204 Such that determining the mapping is impractical for the 
browser. So long as any delay caused by determining the 
mapping would be unacceptable to users browsing the inter 
net, the mapping would be sufficient for the purposes of 
preventing any filtering by browsers. In this description, and 
in the claims, the term “incapable' is used to describe that the 
client cannot determine the URL from the identifier (i.e., the 
client does not know the mapping). It is to be understood that 
this term is not limited to the absolute sense that it is impos 
sible for the client to perform the mapping (although the term 
is intended to encompass such impossibility), but includes the 
impractical sense, to mean that in a given implementation, the 
client cannot practically perform the mapping while still per 
forming its intended function in a practical and acceptable 
a. 

0031. The servers and browsers described herein may be 
implemented using appropriately programmed general pur 
pose computers. Such computers are well known in the art, 
and may be implemented, for example, using well known 
computer processors, memory units, storage devices, com 
puter Software, and other components. A high level block 
diagram of such a computer is shown in FIG.5. Computer 502 
contains a processor 504 which controls the overall operation 
of computer 502 by executing computer program instructions 
which define Such operation. The computer program instruc 
tions may be stored in a storage device 512 (e.g., magnetic 
disk) and loaded into memory 510 when execution of the 
computer program instructions is desired. Thus, the function 
ing of the computer will be defined by computer program 
instructions stored in memory 510 and/or storage 512 and the 
functioning will be controlled by processor 504 executing the 
computer program instructions. Computer 502 also includes 
one or more network interfaces 506 for communicating with 
other devices via a network. Computer 502 also includes 
input/output 508 which represents devices which allow for 
user interaction with the computer 502 (e.g., display, key 
board, mouse, speakers, buttons, etc.). One skilled in the art 
will recognize that an implementation of an actual computer 
will contain other components as well, and that FIG. 5 is a 
high level representation of Some of the components of Such 
a computer for illustrative purposes. 
0032. The foregoing Detailed Description is to be under 
stood as being in every respect illustrative and exemplary, but 
not restrictive, and the scope of the invention disclosed herein 
is not to be determined from the Detailed Description, but 
rather from the claims as interpreted according to the full 
breadth permitted by the patent laws. It is to be understood 
that the embodiments shown and described herein are only 
illustrative of the principles of the present invention and that 
various modifications may be implemented by those skilled 
in the art without departing from the scope and spirit of the 
invention. Those skilled in the art could implement various 
other feature combinations without departing from the scope 
and spirit of the invention. For example, one skilled in the art 
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will recognize from the foregoing description that there are 
various other mapping techniques that may be used in accor 
dance with various embodiments of the invention. Any type of 
mapping that obscures the actual URL would be sufficient to 
prevent URL filtering as described above. Further, the par 
ticular embodiment described above in connection with FIG. 
2 shows a content web server 202 and a separate CDN server 
206. However, various alternative architectures may be used 
in order to implement the principles of the present invention. 
For example, CDN server 206 may be any type of server, and 
not necessarily a server associated with a content distribution 
network. 

1. A system, comprising: 
a memory that stores instructions; 
a processor that executes the instructions to perform opera 

tions, the operations comprising: 
applying an encryption function to a content identifier 

associated with content, wherein an unique key is 
utilized by the encryption function to perform an 
encryption on the content identifier, 

transmitting a first uniform resource locator to a client, 
wherein the first uniform resource locator comprises 
an identification of a content delivery network server 
and the content identifier associated with the content, 
wherein the content identifier is mappable to a second 
uniform resource locator that identifies a location of 
the content on the content delivery network server, 
wherein the client is unable to decrypt and extract the 
content identifier based on the encryption; 

retrieving, by utilizing the content delivery network 
server and by utilizing the second uniform resource 
locator, the content from the location of the content on 
the content delivery network server; and 

causing the content to be rendered to the client despite 
the client having a plug-in set to filter the content. 

2. The system of claim 1, wherein the operations further 
comprise receiving a request for the content from the client. 

3. The system of claim 2, wherein the operations further 
comprise transmitting, in response to the request, the first 
uniform resource locator to the client. 

4. The system of claim 1, wherein the operations further 
comprise exchanging a predetermined mapping correspond 
ing to the content identifier and the second uniform resource 
locator with the content delivery network server. 

5. The system of claim 4, wherein the operations further 
comprise exchanging the predetermined mapping by 
exchanging a mapping table with the content delivery net 
work server. 

6. The system of claim 1, wherein the operations further 
comprise decrypting the content identifier prior to mapping 
the content identifier to the second uniform resource locator. 

7. The system of claim 1, wherein the operations further 
comprise generating the content identifier associated with the 
COntent. 

8. The system of claim 1, wherein the client is incapable of 
mapping the content identifier to the second uniform resource 
locator. 

9. The system of claim 1, wherein the operations further 
comprise preventing the client from filtering unwanted con 
tent from the content. 

10. A method, comprising: 
applying, by utilizing instructions from memory that are 

executed by a processor, an encryption function to a 
content identifier associated with content, wherein an 
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unique key is utilized by the encryption function to 
perform an encryption on the content identifier, 

transmitting a first uniform resource locator to a client, 
wherein the first uniform resource locator comprises an 
identification of a content delivery network server and 
the content identifier associated with the content, 
wherein the content identifier is mappable to a second 
uniform resource locator that identifies a location of the 
content on the content delivery network server, wherein 
the client is unable to decrypt and extract the content 
identifier based on the encryption; 

retrieving, by utilizing the content delivery network server 
and by utilizing the second uniform resource locator, the 
content from the location of the content on the content 
delivery network server; and 

causing the content to be rendered to the client despite the 
client having a plug-in set to filter the content. 

11. The method of claim 10, further comprising receiving 
a request for the content from the client. 

12. The method of claim 11, further comprising transmit 
ting, in response to the request, the first uniform resource 
locator to the client. 

13. The method of claim 10, further comprising exchang 
ing a predetermined mapping corresponding to the content 
identifier and the second uniform resource locator with the 
content delivery network server. 

14. The method of claim 13, further comprising exchang 
ing the predetermined mapping by exchanging a mapping 
table with the content delivery network server. 

15. The method of claim 10, further comprising decrypting 
the content identifier prior to mapping the content identifierto 
the second uniform resource locator. 
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16. The method of claim 10, further comprising generating 
the content identifier associated with the content. 

17. The method of claim 10, wherein the client is incapable 
of mapping the content identifier to the second uniform 
resource locator. 

18. The method of claim 10, further comprising preventing 
the client from filtering unwanted content from the content. 

19. A server, comprising: 
a memory that stores instructions; 
a processor that executes the instructions to perform opera 

tions, the operations comprising: 
receiving, from a client, a content identifier associated 

with content, wherein the content identifier is 
included within a first uniform resource locator, 
wherein the first uniform resource locator comprises 
an identification of the server, wherein the content 
identifier is encrypted based on an unique key utilized 
by an encryption function to performan encryption on 
the content identifier, wherein the client is unable to 
decrypt and extract the content identifier based on the 
encryption; 

mapping, by utilizing a predetermined mapping 
exchanged with a different server, the content identi 
fier to a second uniform resource locator that identi 
fies a location of the content on the server; 

retrieving the content from the location of the content on 
the server; and 

causing the content to be rendered to the client despite 
the client having a plug-in set to filter the content. 

20. The server of claim 19, wherein the operations further 
comprise decrypting the content identifier prior to mapping 
the content identifier to the second uniform resource locator. 
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