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DIVIDED HERARCHICAL NETWORK 
SYSTEM BASED ON SOFTWARE-DEFINED 

NETWORKS 

CROSS REFERENCE TO PRIORAPPLICATION 

0001. This application is a Continuation Application of 
U.S. patent application Ser. No. 14/890,056 filed on Nov. 9, 
2015 under 35 U.S.C. S 120, which is a National Stage Patent 
Application of PCT International Patent Application No. 
PCT/KR2014/002749 filed on Mar. 31, 2014 under 35 
U.S.C. S371, which are all hereby incorporated by reference 
in their entirety. 

BACKGROUND 

0002 The following description relates to a divided hier 
archical network system based on software-defined net 
works, which is capable of dividing a network into Smaller 
networks and hierarchically operating the divided networks 
in order to improve scalability and flexibility of an SDN 
based network. 

0003. The hardware-oriented development of a network 
environment makes it difficult to actively and flexibly 
respond to a network change, and to achieve Scalability. 
Even there is a case where compatibility between vendors or 
between different models of devices from the same vendor 
is not ensured. Thus, software-defined network (SDN) tech 
nology to divide data plane and control plane and OpenFlow 
protocol have gained growing attention as alternative tech 
nologies, and currently there are many applications to use 
CaSCS. 

0004 As the network environment has been complicated, 
more improved security, automation, and Scalability are 
required, and the SDN-based network may be an architec 
ture that can satisfy such demand. However, the number of 
Switches that a controller of control plane can manage is 
inevitably limited. Such limitation may degrade the scal 
ability and flexibility of the network environment. 

SUMMARY 

0005. The following description relates to a network 
system with a divided structure based on software-defined 
network, which can divide the entire network into smaller 
networks and hierarchically manage the divided networks. 
0006. Also, the following description relates to a network 
system that can set division requirements, thereby reducing 
an error due to network division, and allow a controller to 
only manage a topology of its directly connected lower 
network, thereby reducing load to each controller. 
0007. In one general aspect, there is provided a divided 
hierarchical network system based on software-defined net 
works, the divided hierarchical network system including an 
edge controller configured to: generate forwarding informa 
tion in response to a flow forwarding inquiry from a lower 
level and respond to the request with the forwarding infor 
mation; generate mapping information Such that each of a 
plurality of edge ports of each of a plurality of switches that 
form the lower level corresponds to each of a plurality of 
virtual ports of one virtual switch; if it is not possible to 
generate forwarding information in response to a request 
received from a lower level for forwarding a flow that 
comprises edge ports, query forwarding information to an 
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upper level regarding a flow in which the edge port is 
converted into a corresponding virtual port based on the 
mapping information. 
0008. In another general aspect, there is provided a 
software-defined network (SDN)-based network system 
including: an orchestrator; a route controller, and a plurality 
of Switches, wherein the orchestrator is configured to com 
prise: a topology abstraction unit configured to set a single 
switch or a predetermined number or less of switches 
connected to each other as a single edge divided network; 
and an edge controller generating unit configured to generate 
an edge controller that controls the edge divided network, 
wherein a first edge controller generated by the edge con 
troller generating unit is configured to comprise: a topology 
managing unit to manage a topology of a first edge divided 
network that is at a lower level of the first edge controller; 
an entry managing unit configured to generate forwarding 
information in response to a flow forwarding inquiry from a 
lower level and respond to the request with the forwarding 
information; a mapping unit configured to generate mapping 
information Such that each of a plurality of edge ports of 
each of a plurality of switches that form the lower level 
corresponds to each of a plurality of virtual ports of one 
virtual Switch; and a converter unit configured to, if it is not 
possible to generate forwarding information in response to 
an inquiry received from a lower level for forwarding a flow 
that comprises edge ports, query forwarding information to 
an upper level regarding a flow in which the edge port is 
converted into a corresponding virtual port based on the 
mapping information. 
0009. Other features and aspects will be apparent from 
the following detailed description, the drawings, and the 
claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a block diagram illustrating a software 
defined network-based network system according to an 
exemplary embodiment. 
0011 FIG. 2 is a block diagram illustrating a network 
system abstract of the network system of FIG. 1. 
0012 FIG. 3 is a block diagram illustrating an orches 
trator of the network system of FIG. 1. 
0013 FIG. 4 is a block diagram illustrating a route 
controller of the network system of FIG. 1. 
0014 FIG. 5 is a block diagram illustrating an edge 
controller of FIG. 1. 
(0015 FIG. 6 is a flowchart illustrating an SDN network 
virtualization method of an orchestrator according to an 
exemplary embodiment. 
(0016 FIG. 7 is a flowchart illustrating a SDN network 
virtualization method of an edge controller according to an 
exemplary embodiment. 
0017 FIG. 8 is a flowchart illustrating a method of an 
edge controller to respond to a path request. 
0018 FIG. 9 is a flowchart of an SDN network virtual 
ization method of a route controller according to an exem 
plary embodiment. 
0019 FIG. 10 illustrates an example of a network topol 
Ogy. 
0020 FIG. 11 is a block diagram illustrating another 
example of a network topology 
0021. Throughout the drawings and the detailed descrip 
tion, unless otherwise described, the same drawing reference 
numerals will be understood to refer to the same elements, 
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features, and structures. The relative size and depiction of 
these elements may be exaggerated for clarity, illustration, 
and convenience. 

DETAILED DESCRIPTION 

0022. The present invention now will be described more 
fully hereinafter with reference to the accompanying figures, 
in which embodiments of the invention are shown. 
0023. It will be understood that, although the terms first, 
second, etc. may be used herein to describe various ele 
ments, these elements should not be limited by these terms. 
These terms are only used to distinguish one element from 
another. For example, a first portion could be termed a 
second portion, and, similarly, a second portion could be 
termed a first portion without departing from the teachings 
of the disclosure. 

0024. When an element is referred to as being “on.” 
“connected” or “coupled to another element, then the 
element can be directly on, connected or coupled to the other 
element and/or intervening elements may be present, includ 
ing indirect and/or direct variants. In contrast, when an 
element is referred to as being “directly connected” or 
“directly coupled to another element, there are no inter 
vening elements present. In addition, it is understood that 
when a first element is connected to or accesses a second 
element in a network, the first element and the second 
element can transmit and receive data therebetween. 
0025. In the following description, usage of suffixes such 
as module’ or unit used for referring to elements is given 
merely to facilitate explanation of the present invention, 
without having any significant meaning by itself. Thus, the 
module and unit may be used together. 
0026. When the elements described herein are imple 
mented in the actual applications, two or more elements may 
be combined into a single element, or one element may be 
subdivided into two or more elements, as needed. 
0027 FIG. 1 is a block diagram illustrating a software 
defined network-based network system according to an 
exemplary embodiment of the present disclosure, FIG. 2 is 
a block diagram illustrating a network system abstract of the 
network system of FIG. 1, FIG. 3 is a block diagram 
illustrating an orchestrator of the network system of FIG. 1, 
FIG. 4 is a block diagram illustrating a route controller of the 
network system of FIG. 1, and FIG. 5 is a block diagram 
illustrating an edge controller of FIG. 1. 
0028 Referring to FIG. 1, the network system may 
include an orchestrator 100, a route controller 200, one or 
more edge controllers 300, and one or more switches 400. 
0029 Referring to FIGS. 1 and 2, the edge controller 300 
of the network system may act as a general controller 
relative to Switches at a lower level, and may act as a Switch 
relative to a controller (i.e., the route controller 200) in a 
higher level. 
0030 The switch 400 may be a physical switch or a 
virtual switch. Each switch 400 may process a received 
packet and relay a flow between network devices (not 
shown). The switch 400 may include a flow table. The 
switch 400 may include a multi-flow table to process Open 
Flow pipelines of OpenFlow specifications. 
0031. The flow table may include a flow entry that 
defines rules about how to process a flow of a network 
device (not shown). The network device may include a 
terminal device to and from which the network system 
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intends to transmit and receive data or information, or a 
physical device or a virtual device that executes a particular 
function. 
0032. From the viewpoint of one switch, the flow may 
refer to a series of packets that share at least one value of a 
header field, or a packet flow on a particular path according 
to a combination of various flow entries of multiple 
switches. The OpenFlow network may perform path control, 
crash recovery, load distribution and optimization in units of 
flow. 
0033. The switches 400 may be divided into edge 
Switches (including ingress Switches and egress Switches) of 
a flow and core Switches between the edge Switches, accord 
ing to the combination of the multiple Switches. 
0034. The flow entry of the flow table may include tuples 
Such as a match field that describes conditions (comparison 
rules) for matching with a packet, a counter that is updated 
upon the existence of a matched packet, a time out that 
specifies a time before flow is expired by the switch, an 
opaque-type cookie that is selected by the controller, instruc 
tions to change a packet specified in the entry, update an 
action set, and update metadata, actions to deliver a packet 
to a designated port or several ports, a priority field, and so 
forth. 

0035. The switch 400 may extract flow information from 
a packet received as user traffic. The flow information may 
contain ingress port that is a packet incoming port of an edge 
switch of a packet, packet header information (IP addresses 
of a transport source and a destination, a MAC address, a 
port, VLAN information, etc.), and metadata. The metadata 
may be selectively added from a previous table, or be added 
from another switch. The switch 400 may search for a flow 
entry associated with a received packet with reference to the 
extracted flow information. In response to finding the flow 
entry, the switch 400 may process and manipulate the 
received packet according to process rules (actions or 
instructions). If it fails to search for a flow entry, the switch 
400 may transmit the received packet or minimum data of 
the received packet to a controller in a higher level to inquiry 
the flow process, and query the flow processing, and may 
receive a response with a flow entry from the controller. 
0036. As the network environment has been complicated, 
more improved security, automation, and scalability are 
required, and the SDN-based network may be an architec 
ture that can satisfy such demand. However, the number of 
Switches that a controller of control plane can manage is 
inevitably limited. Such limitation may degrade the scal 
ability and flexibility of the network environment. In this 
regard, the present disclosure provides the network system 
that divides the entire network into smaller networks, and 
hierarchically manages the divided networks, while speci 
fying division requirements, thereby reducing errors due to 
network division, and allowing most controllers to only 
manage a topology of its directly connected lower network, 
thereby reducing load to each controller. 
0037 Referring to FIG. 3, the orchestrator 100 may 
include an entire topology managing unit 110, a topology 
abstraction unit 120, and an edge controller generating unit 
130. While in the present exemplary embodiment, the 
orchestrator 100 and the route controller 200 are separately 
described, the route controller 200 may take the place of 
functions of the orchestrator 100. 
0038. The entire topology managing unit 110 may con 
figure network topology information based on connection 
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relationship between the entire actual switches 400, and 
manage information of the entire topology. The entire topol 
ogy managing unit 110 may monitor the connection status of 
all actual Switches. Here, the actual Switches may include 
virtual switches, as well as physical switches. However, the 
actual Switch may refer to a Switch that is disposed on a data 
plane and performs only Switching function, and may not 
include a virtual Switch as an edge controller incorporating 
functions of a switch and a controller as described below. To 
prevent any confusion as to what is referred to by the term 
“virtual switch, the actual switch is assumed as a physical 
switch. 
0039. The entire topology managing unit 110 may collect 
the connection relationship or connection status of physical 
switches from the route controller 200 or the edge controller 
300. The entire topology managing unit 110 may commu 
nicate with the edge controller 300 to receive port-map 
information about a virtual port that corresponds to an actual 
port that will be described below. 
0040. The topology abstraction unit 120 may divide all or 
part of the entire topology into edge divided networks, based 
on the information of the entire topology. The edge divided 
network may be hierarchically structured. 
0041. There may be no limitation on conditions for 
division commencement by the topology abstraction unit 
120. For example, the network may be initially established 
while dividing it into edge divided networks, or the division 
of a network into the edge divided networks may be carried 
out when the size of the network reaches a predetermined 
threshold point. 
0042. The edge controller generating unit 130 may gen 
erate the edge controller 300 that controls the edge divided 
network created by the topology abstraction unit 120. The 
edge controller 300 will be described in detail below. For 
flexibility and convenience of management, the edge con 
troller 300 may be preferably a virtual machine (VM) which 
is virtually generated, rather than a physical device. 
0043. The topology abstraction unit 120 and the edge 
controller generating unit 130 may restrict the establishment 
of the edge divided networks and generation of the edge 
controller. For example, restrictions may apply to a linked 
network in which devices functioning as a switch within the 
edge divided network are directly connected to each other. 
For another example, restriction may not apply to a multi 
link between two edge divided networks. In the present 
exemplary embodiment, physical switches SW 11 to SW 15 
are established into one edge divided network by the topol 
ogy abstraction unit 120, and physical switches SW 21 to 
SW 25 are established into another edge divided network. 
The edge controller generating unit 130 generates edge 
controllers vSW1 and vSW2, allowing them to manage the 
respective edge divided networks. 
0044) The orchestrator 100 may further include an 
equivalent-topology generating unit 140. The equivalent 
topology generating unit 140 may be used to search for an 
optimized path between two nodes, particularly, the mini 
mum hop. In the present exemplary embodiment, the route 
controller 200 cannot access the information of inner topol 
ogy of the edge controller 300. FIG. 10 shows an example 
of a network topology. For example, referring to FIG. 10, 
FIG. 10(a) illustrates an entire network topology of physical 
switches swó to sw8, and FIG. 10(b) illustrates a topology 
consisting of edge controllers VSW6 to vSW8 and being 
abstracted from the entire topology of FIG. 10(a). From the 
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viewpoint of the route controller, the minimum hop from 
Switch vSW7 in a lower level to Switch vSW8 is vSW7 
>vSW8. However, in light of the entire topology, the mini 
mum hop path is vSW7->vSW6->vSW8. Therefore, to 
correct Such discrepancy, it is required for the equivalent 
topology generating unit 140 to generate an equivalent 
topology. 
0045. The equivalent-topology generating unit 140 may 
monitor whether a structure in which the edge divided 
networks form a loop, based on the information of the entire 
topology. In a case where the edge divided networks form a 
loop, the equivalent-topology generating unit 140 may 
establish an equivalent topology of physical Switches of the 
edge divided networks belonging to the loop. 
0046. The equivalent-topology generating unit 140 may 
receive port map information about a virtual port of the edge 
controller 300, which will be described below, and a corre 
sponding actual port from the edge controller 300. Identi 
fication information of the edge port of the equivalent 
topology may be converted into identification information of 
a virtual port based on the port map information. The port 
map information may be received through communications 
between the entire topology manger 110 and the edge 
controller 300, rather than communications between the 
equivalent topology generating unit 140 and the edge con 
troller 300. 
0047. The equivalent topology information converted 
from the identification information of the edge port may be 
transmitted to the route controller 200. 
0048. In the present exemplary embodiment, as control 
lers, the route controller 200 and the edge controller 300 are 
described. Such controllers may act as a general controller 
in an SDN network system. The route controller 200 may 
manage at least one edge controller 300 in a lower level, and 
the edge controller 300 may control at least one physical 
switch in a lower level or at least one lower edge controller. 
The reference of the edge controller and the route controller 
may relatively vary according to the level where the con 
troller is present, and unless otherwise explicitly stated, the 
route controller is assumed to manage at least one edge 
controller immediately below the top level. 
0049. The controllers in the SND network system are 
control programs that control the SDN system, providing 
various complicated functions, for example, routing, policy 
declaration, and security check. The controller may define a 
packet flow that is generated in a plurality of Switches in a 
lower level. With respect to a flow authorized by the network 
policy, the controller may calculate a path for the flow with 
reference to the network topology, and control an entry of 
the flow to be set in the switch on the path. The controller 
may communicate with a Switch using a particular protocol, 
for example, OpenFlow protocol. A communication channel 
between the controller and the switch may be encrypted by 
SSL. 
0050 Referring to FIG. 4, the route controller 200 may 
include a Switch communication unit 210 to communicate 
with a Switch in a lower level, a lower topology managing 
unit 220, a route determining unit 230, an entry managing 
unit 240, and an entry database (DB) 250 that stores flow 
entries. 
0051. The lower topology managing unit may establish 
and manage topology information of a network under direct 
control thereof based on the collected connection relation 
ship between switches in a lower level. In the present 



US 2017/0063732 A1 

exemplary embodiment, a switch in a lower level that 
communicates with the Switch communication unit 210 may 
be the edge controller 300. The lower topology managing 
unit 220 may receive the equivalent-topology information 
from the equivalent-topology generating unit 140 of the 
orchestrator 100, and manage the received equivalent-topol 
ogy information. In the examples illustrated in FIGS. 1 and 
2, the information of the entire topology may relate to a 
topology of switches SW 11 to SW 15 and switches SW21 
to SW25. Since the entire topology does not have a structure 
of a loop consisting of edge divided networks, the equivalent 
topology is not established. A lower topology from the 
viewpoint of the route controller 200, that is, a topology 
managed by the lower topology managing unit 220 is a 
topology configured by device vSW1 and vSW2 of FIG. 2. 
FIG. 10(a), FIG. 10(b), and FIG. 10(c) illustrate topologies 
of the entire network, a lower network, and an equivalent 
topology, respectively. 
0052. The path calculation unit 230 may obtain a trans 
mission path of packets which are received through the 
Switch communication unit 210 and an action row to be 
executed on a Switch on the transmission path, based on the 
network topology information established by the topology 
managing unit 220. 
0053. The entry managing unit 240 may register the 
calculation result from the path calculation unit 230 as a flow 
entry in the entry DB 250, and respond to a flow entry or a 
request for adding or updating entries from the lower level 
switch. 
0054 Referring to FIG. 5, the route controller 200 may 
include a Switch communication unit 310 to communicate 
with a Switch in a lower level, a lower topology managing 
unit 320, a route determining unit 330, an entry managing 
unit 340, an entry DB 350 to store flow entries, a mapping 
unit 360, a converter unit 370, and an upper controller 
communication unit 380 to communicate with a controller in 
an upper level controller. 
0055. The lower topology managing unit 320 may estab 
lish and manage topology information of a network under 
direct control thereof, based on the connection relationship 
between the lower level switches which is collected through 
the switch communication unit 310. In FIG. 1, the informa 
tion about the lower topology that is managed by the lower 
topology managing unit 320 of the edge controller 300SW1 
may relate to a topology configured by switches SW11 to 
SW15. 

0056. The path calculation unit 330 may obtain a trans 
mission path of packets that are received through the Switch 
communication unit 310 and an action row to be executed on 
a Switch on the transmission path, based on the network 
topology information established by the topology managing 
unit 320. 
0057 The entry managing unit 340 may register the 
calculation results from the path calculation unit 330, as flow 
entries in the entry DB 350, and respond to a flow entry or 
a request for adding or updating entries from a lower level 
switch. 
0058. In response to the orchestrator 100 generating an 
edge controller, the mapping unit 360 may convert an edge 
divided network into one virtual Switch, and convert an edge 
port of the edge divided network into a virtual port of the 
converted virtual switch. Referring to FIGS. 1 and 2, edge 
controller SW1 may generate identification information 
vSW1 of a virtual switch through the mapping unit 360 in 
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order to enable a lower network of SW11 to SW15 to appear 
as a single virtual Switch, and then convert actual edge port 
p11.1 on a virtual switch vSW1 into vp1.1. The mapping 
unit 360 may generate and manage mapping information 
associated with identification information of an actual port 
and identification information of a virtual port. The mapping 
unit 360 may transmit the mapping information upon request 
from the orchestrator 100. 
0059. The converter unit 370 may convert the actual port 
information of the packet received from the path calculation 
unit 330 into virtual port information using the mapping 
information from the mapping unit 360. The converter unit 
370 may query forwarding information related to the con 
verted packets to the upper level controller (in this example, 
the route controller 200) through the upper controller com 
munication unit 380. 
0060. The converter unit 370 may convert a forwarding 
message of the route controller 200 which is received 
through the control communication unit 380 or virtual port 
information of a flow entry into the actual port information 
using the mapping information. The entry converted by the 
converter unit 370 may be stored in the entry DB350 by the 
entry managing unit 340. 
0061 FIG. 6 is a flowchart illustrating an SDN network 
virtualization method of an orchestrator according to an 
exemplary embodiment. 
0062 Referring to FIG. 6, the orchestrator 100 may 
virtualize the entire network according to predefined 
requirements in S410. If the network establishment is one of 
the predefined requirements, in response to an entire topol 
ogy managing unit 110 of the orchestrator 100 detecting the 
establishment of a switch 400, a topology abstraction unit 
120 may abstract the Switch, and the edge controller gen 
erating unit 130 may generate an edge controller 300 in 
S430. If the virtualization of the existing network is one of 
the predefined requirements, the topology abstraction unit 
120 of the orchestrator 100 may determine, based on the 
entire topology information of the entire topology managing 
unit 110, whether to commence the abstraction according to 
the number of switches. If there are more than the minimum 
number of switches 400, the topology abstraction unit 120 
may set, for example, a predetermined number of directly 
connected switches 400 as a single edge divided network, 
according to edge divided network establishment require 
ments. In accordance with the number of edge divided 
networks, the edge controller generating unit 130 may 
generate or delete the edge controller 300. 
0063. The topology abstraction unit 120 of the orches 
trator 100 may generate a waiting flag and broadcast it to the 
entire network while commencing the abstraction in S420. 
This is because an error can be prevented during the path 
calculation only when the establishment of the edge divided 
network is completed. 
0064. In response to the virtualization commence 
requirements and edge divided network requirements being 
satisfied, the topology abstraction unit 120 may virtualize 
the edge divided network in S430. 
0065. The edge controller generating unit 130 may gen 
erate an edge controller 330 and connect it to the generated 
edge divided network, or delete an edge controller 300 of the 
deleted edge divided network in S440. 
0066 An equivalent-topology generating unit 140 may 
monitor whether there is a structure in which edge divided 
networks form a loop, based on the entire topology infor 
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mation in S460. In the existence of such loop structure, the 
equivalent-topology generating unit 140 may generate 
equivalent topology information and transmit it to the route 
controller 200 in S470. 
0067. In response to a determination that the equivalent 
topology information is completely established or is not 
needed to be established, the orchestrator 100 may control 
the topology abstraction unit 120 to broadcast a waiting flag 
clearing message to the entire network in S480. 
0068 FIG. 7 is a flowchart illustrating a SDN network 
virtualization method of an edge controller according to an 
exemplary embodiment. 
0069. Referring to FIG. 7, when an edge controller gen 
erating unit 130 generates an edge controller 300, a neces 
sary application may be enabled to be operated in S520. 
From an application for executing a function of a controller 
or a Switch, a user request or a preset application may be 
enabled to be executed. In the present disclosure, elements, 
Such as a Switch communication unit, a topology managing 
unit, a path calculation unit, and so forth, may be operated 
as a kind of application. 
0070. When ready for operation, the edge controller 300 
may generate virtual Switch identification, convert an actual 
port of a virtual Switch into a virtual port, and map the 
identification to the virtual port in S520. When the edge 
controller 300 is ready for operation in response to the 
completion of mapping, the edge controller 300 may send a 
completion message to the orchestrator 100 to assist in 
determination of waiting flag clearance. 
0071 FIG. 8 is a flowchart illustrating a method of an 
edge controller to respond to a path request. 
0072 Referring to FIG. 8, the edge controller 300 may 
receive a packet-in message from a Switch in a lower level 
through a switch receiver 310, wherein the packet-in mes 
sage queries a packet path in S610. 
0073. The edge controller 300 may determine whether 
there is an entry corresponding to a packet of the packet-in 
message in S620. 
0074. In the presence of the corresponding entry, whether 
there is a waiting flag is present in the orchestrator 100 is 
determined in S630. 
0075. In the presence of the waiting flag in the orches 

trator 100, the edge controller 300 may wait for the waiting 
flag to be cleared, and then determine whether there is an 
entry corresponding to a received packet in S620. 
0076. In the absence of the waiting flag present in the 
orchestrator 100, the edge controller 300 may determine 
whether the database of an upper level controller, that is, the 
route controller 200, needs to be updated in S645. 
0077. This is because, for example, if a switch connection 
in a lower network of the edge controller 300 is down, if the 
switch is reconnected after the switch down, or if a new stich 
is added to the lower network, a port of a virtual switch seen 
from the route controller 200 is changed while a lower 
topology of the edge controller 300 changes. FIG. 11 is a 
block diagram illustrating an example of a network topol 
ogy. Switch SW9 group and switch Sw10 group as shown in 
FIG. 11(a) may be virtualized into edge divided networks, 
respectively. In this case, the upper level controller (route 
controller 200) may be determined as a lower network 
topology as shown in FIG. 11(b). In a case where a problem 
occurs in a link as shown in FIG. 11(c), direction connection 
between the switches of the existing edge divided network 
(VSW9) is disconnected, so that it needs to re-construct the 
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edge divided network. Before re-construction, the edge 
controller 300 queries the packet path setting to the route 
controller 200, the route controller 200 may respond to a 
flow entry with reference to a topology shown in FIG.11(b). 
The edge controller 300 may issue re-inquiry to the route 
controller 200 since packet transmission according to the 
flow entry by the route controller 200 does not take place. To 
avoid such loop repetition, the edge controller 300 may need 
to determine whether to update a database of the route 
controller 200 regarding a topology change in a lower 
network. 
0078. In response to the determination in S645 that 
update is not needed, the edge controller 300 may send a 
packet-out message, through the entry DB350, to the switch 
that requests the packet path in S690, wherein the packet-out 
message instructs the transmission of a packet to a feasible 
port. The edge controller 300 may send a flow mod message 
to a Switch on the path in advance. The flow mod message 
may be set to be sent along with the packet-out message. 
(0079. In response to the determination in S645 that 
update is needed, for example, if it is needed to inform a 
switch structure as shown in FIG. 11(d) to the route con 
troller 200, the edge controller 300 may update its lower 
topology, and notify of this event to the route controller 200. 
In the case of FIG. 11(d), the edge controller 300 may 
control the route controller 200 to be seen as two switches 
or a new edge controller may be generated by the orches 
trator 100. When the update is completed, flow entry cor 
responding to the received packet of the edge controller 300 
does not exist any longer. In other words, this situation is the 
same as a case where a determination S620 is made that 
there is no entry corresponding to the received packet. 
0080. In response to the determination in S620 that no 
entry exists corresponding to the received packet, the edge 
controller 300 may convert an edge port of the received 
packet into a virtual port in S650, and then send a packet-in 
message to the route controller 200 in S660. In response to 
receiving a packet-out message from the route controller 200 
in S670, the edge controller 300 may convert the virtual port 
in the packet-out message into an actual port S680, then 
calculate an optimal path based on the internal network 
topology information, and transmit the packet-out message 
to a switch that requests the packet-out message in S690. A 
relevant entry may be updated to the entry DB 350. 
0081 FIG. 9 is a flowchart of an SDN network virtual 
ization method of a route controller according to an exem 
plary embodiment. 
I0082 Referring to FIG. 9, the route controller 200 may 
receive a packet-in message from a lower level Switch, that 
is, an edge controller 300 in S710. The router controller 200 
may calculate a feasible path based on information of the 
packet-in message. If there is an equivalent topology in the 
calculated feasible path (S720), the route controller 200 may 
take into account the equivalent topology first in S730. The 
route controller 200 may determine in S740 whether there is 
an entry that matches with a packet of the packet-in mes 
sage, if the entry is not present, transmit a packet drop 
message to a lower level in S760. If the entry is present, in 
S750, the route controller 200 may transmit a packet-out 
message to a Switch in a lower level which requests for the 
packet-out message. 
I0083. According to the exemplary embodiments 
described above, it is possible to divide the entire network 
into Smaller networks when the division commencement 
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requirements and division requirements are satisfied, and to 
hierarchically manage the divided networks. In addition, 
since a controller in each level only needs to manage a 
network in an immediate lower level, it is possible to reduce 
load to each controller and thus to improve security. 
0084. Furthermore, since an equivalent topology corre 
sponding to a virtualized topology is generated and man 
aged, it is possible to obtain an optimized path from path 
calculation. 
0085. The current embodiments can be implemented as 
computer readable codes in a computer readable record 
medium. Codes and code segments constituting the com 
puter program can be easily inferred by a skilled computer 
programmer in the art. The computer readable record 
medium includes all types of record media in which com 
puter readable data are stored. Examples of the computer 
readable record medium include a ROM, a RAM, a CD 
ROM, a magnetic tape, a floppy disk, and an optical data 
storage. Further, the record medium may be implemented in 
the form of a carrier wave Such as Internet transmission. In 
addition, the computer readable record medium may be 
distributed to computer systems over a network, in which 
computer readable codes may be stored and executed in a 
distributed manner. 
I0086 A number of examples have been described above. 
Nevertheless, it will be understood that various modifica 
tions may be made. For example, Suitable results may be 
achieved if the described techniques are performed in a 
different order and/or if components in a described system, 
architecture, device, or circuit are combined in a different 
manner and/or replaced or Supplemented by other compo 
nents or their equivalents. Accordingly, other implementa 
tions are within the scope of the following claims. 
What is claimed is: 
1. A divided hierarchical network system based on soft 

ware-defined networks, the divided hierarchical network 
system comprising: 

an edge controller configured to: 
generate forwarding information in response to a flow 

forwarding inquiry from a lower level and respond to 
the request with the forwarding information; 

generate mapping information Such that each of a plural 
ity of edge ports of each of a plurality of switches that 
form the lower level corresponds to each of a plurality 
of virtual ports of one virtual switch; 

if it is not possible to generate forwarding information in 
response to a request received from a lower level for 
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forwarding a flow that comprises edge ports, query 
forwarding information to an upper level regarding a 
flow in which the edge port is converted into a corre 
sponding virtual port based on the mapping informa 
tion, 

wherein the edge controller is seen as a Switch that queries 
flow forwarding from an upper level, 

wherein the plurality of switches that form the lower level 
form edge divided networks which are connected to 
each other, 

wherein: 
the lower level of a route controller that responds to the 

forwarding information regarding a flow of the upper 
level comprises a plurality of edge controllers; 

at least a first to a third edge controllers among the 
plurality of edge controllers form a loop-type topology; 

the route controller includes information of a plurality of 
equivalent topologies as many as a number of hops 
between all nodes based on a topology of all nodes that 
form a lower level of the first to third edge controllers; 

edge ports of the information of the plurality of equivalent 
topologies are converted into virtual edge ports mapped 
by the first to third edge controllers; and 

the route controller takes into consideration more infor 
mation of the plurality of equivalent topologies than the 
loop-type topology of the first to third controllers when 
generating the forwarding information in response to an 
inquiry of flow forwarding information between the 
virtual edge ports. 

2. The divided hierarchical network system of claim 1, 
wherein the edge controller generates the forwarding infor 
mation regarding the flow that comprises the edge ports, 
based on forwarding information regarding the converted 
flow responded from the upper level, the mapping informa 
tion, and a lower level network topology, and responds with 
the generated forwarding information. 

3. The divided hierarchical network system of claim 1, 
wherein the edge controller updates the mapping informa 
tion in response to a Switch that comprises an edge port 
being added to or deleted from the edge divided network. 

4. The divided hierarchical network system of claim 3, 
wherein before updating the mapping information, the edge 
controller transmits a flag to the upper level and the lower 
level to indicate that a lower level topology is to be updated, 
and forwarding of a flow related to the flag for topology 
update is stopped. 


