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GENERATING A SECRET KEY FROM AN ASYMMETRIC PRIVATE KEY

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to the security of confidential
information, and more particularly to the generation of a secret key for

encrypting confidential information.

Description of the Related Art

Security of confidential information remains a vital concern for
those that store sensitive information or transmit sensitive information
across both secure and insecure networks alike. Presently, cryptography
is the preferred method of securing confidential information. 1In
cryptography, security can be achieved through encryption. Encryption
involves the conversion of a clear-text message into a data stream that
appears to be a meaningless and random sequence of bits known as cipher

text.

A cryptographic algorithm, also known as cipher, is the mathematical
function that processes plain text input to produce a cipher text message.
The cryptographic algorithm further can be configured to process cipher
text messages to produce clear text. All modern ciphers use keys together
with plain text as the input to produce cipher text. A key is a value
that works with a cryptographic algorithm to produce specific cipher text.
The same or a different key can be supplied to the decryption function to

recover plain text from cipher text.

There are a number of techniques used to encrypt and decrypt
information with passwords. Generally, encryption and decryption
approaches can be classified as symmetric and asymmetric in nature. The
most common approach for symmetric encryption involves the one-way hashing
of a known password. A passphrase hash is a method of transforming a text
string that can be remembered by a human user, into a result that can be
used either: as an "authenticator", which can be stored and used at a
later time to check whether a user knows the passphrase, and as
pseudorandom data for a cipher or secret key. In the latter circumstance,
the passphrase hash is referred to as a Password-Based Key Derivation

Function (PBKDF). A driving characteristic of symmetric encryption is
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that symmetric encryption requires that a password be known and
remembered. Moreover, the security of symmetrically encrypted data rises

and falls with the security of the encryption key.

Keyed hashes -- including hash function based message authentication
codes -- use a secret key in conjunction with a hash algorithm to generate
a message authentication code or checksum. A similar technique for
generating message authentication codes uses part of the last cipher text
block resulting from encrypting the data with a symmetric key algorithm
for the same purpose: to generate a checksum of the message that could
only be generated by an entity with the secret key. Both of these forms
of checksums rely on processing a message with a shared secret key in
order to protect against undetected tampering with a message. Both

require a shared secret to use and neither generates a secret.

Many public-key based authentication protocols exist, where a first
user sends a challenge to a second user. The second user can encrypt the
challenge with a private key associated with the second user and the
second user can send the encrypted challenge to the first user. The first
user can decrypt the response with the public key associated with the
second user in order to confirm that the second user possesses a public
key for the second user and should be deemed authentic. This general
approach is used in secured sockets layer (SSL) technology and in some
certificate-based workstation login schemes. The general approach,
however, is suitable only for the authentication of a user, and not for

the confidentiality of data.

BRIEF SUMMARY OF THE INVENTION

Embodiments of the present invention address deficiencies of the art
in respect to symmetric key generation and provide a novel and non-obvious
method, system and computer program product for symmetric key generation
using an asymmetric private key. In one embodiment, a symmetric key
generation data processing system can include a symmetric key generator
configured with a programmatic interface including an input parameter for
a seed, an input parameter for an asymmetric private key, and an output
parameter for a symmetric key. The symmetric key generator can include
program code enabled to generate the symmetric key by encrypting the seed

with the asymmetric private key.

In one aspect of the embodiment, the seed can include a text warning

disposed within the seed. Also, the seed can be of a length which is less
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than or equal to a block size for the asymmetric private key. In another
aspect of the embodiment, the asymmetric private key can be disposed in a
cryptographic token. In yet another aspect of the embodiment, the
asymmetric private key can be disposed in a smart card. The smart card
yet further can be secured by a PIN code known to an authorized user. 1In
either circumstance, the symmetric key generation data processing system
further can include a PBKDF function enabled to receive the generated

symmetric key as a password equivalent.

Another embodiment can include a symmetric key generation method.

The method can include encrypting a seed with an asymmetric private key to
produce a symmetric key for use as a password in restricting access to a
resource. In one aspect of the embodiment, encrypting a seed with an
asymmetric private key to produce a symmetric key for use as a password in
restricting access to a resource can include retrieving an asymmetric key
from a smart card or a cryptographic token and encrypting a seed with the
asymmetric private key to produce a symmetric key for use as a password in

restricting access to a resource.

Optionally, encrypting a seed with an asymmetric private key to
produce a symmetric key for use as a password in restricting access to a
resource can include inserting a textual warning in the seed to produce a
modified seed, and encrypting the modified seed with the asymmetric
private key to produce a symmetric key for use as a password in
restricting access to a resource. Moreover, encrypting a seed with an
asymmetric private key to produce a symmetric key for use as a password in
restricting access to a resource can include encrypting an unencrypted
seed with the asymmetric private key to produce an encrypted seed, and
combining the encrypted seed with the unencrypted seed to produce the

symmetric key for use as a password in restricting access to a resource.

In the latter aspect, combining the encrypted seed with the
unencrypted seed to produce the symmetric key for use as a password in
restricting access to a resource can include combining the encrypted seed
with the unencrypted seed, and encrypting the combination with the
asymmetric private key to produce the symmetric key for use as a password
in restricting access to a resource. For instance, combining the
encrypted seed with the unencrypted seed to produce the symmetric can
include hashing the encrypted seed, and concatenating the hashed encrypted
seed and the unencrypted seed. Also, combining the encrypted seed with
the unencrypted seed to produce the symmetric key can include performing a

hash message authentication code (HMAC) production operation with the
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unencrypted seed as a key for the HMAC production operation and with the

encrypted seed as text for the HMAC production operation.

Additional aspects of the invention will be set forth in part in the
description which follows, and in part will be obvious from the
description, or may be learned by practice of the invention. The aspects
of the invention will be realized and attained by means of the elements
and combinations particularly pointed out in the appended claims. It is
to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory only and are

not restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

A preferred embodiment of the present invention is described below

by way of example only with reference to the following drawings:

Figure 1 is a schematic illustration of a data processing system

configured to produce a symmetric key from an asymmetric private key; and,

Figure 2 is a flow chart illustrating a method for producing a

symmetric key from an asymmetric private key.

DETAILED DESCRIPTION OF THE INVENTION

Embodiments of the present invention provide a method, system and
computer program product for producing a symmetric key from an asymmetric
private key. In accordance with an embodiment of the present invention, a
seed can be encrypted using an asymmetric private key. The private key
can be retrieved securely through a cryptographic token or smart card.
Optionally, the smart card can be PIN protected. Subsequently, the
encrypted seed can be combined with the unencrypted seed and the
combination can be encrypted using the private key. Finally, the
resulting value can be used as a symmetric key for a password equivalent

for accessing a password-protected resource.

In more particular illustration, Figure 1 is a schematic
illustration of a data processing system configured to produce a symmetric
key from an asymmetric private key. The data processing system can
include a computing platform 110 coupled to a symmetric key generator 200.

The symmetric key generator 200 can be configured to process a seed 130
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and an asymmetric private key 120 to produce a symmetric key 140.
Optionally, the computing platform 110 can be coupled to a smart card
reader 150 to read a smart card storing the asymmetric private key 120.
The smart card reader 150 optionally can process a PIN code to validate

the smart card.

In operation, the symmetric key generator 200 can receive the seed
130, such as a randomly generated value. The symmetric key generator 200
can encrypt the seed 130 using the asymmetric private key 120.
Optionally, to add an additional layer of security, the resulting
encrypted form of the seed 130 can be combined with the unencrypted seed
130 and the symmetric key generator 200 can encrypt the combination using
the asymmetric private key 120. The resulting combination can be used as

a symmetric key 140 for securing access to a resource.

In further illustration of the operation of the symmetric key
generator 200, Figure 2 is a flow chart illustrating a method for
producing a symmetric key from an asymmetric private key. Beginning in
blocks 210 and 220, both a seed and a private key can be retrieved,
respectively. The seed can be a randomly generated seed value. The seed
preferably is of a size which is less than or equal to the block size of
the asymmetric key. Optionally, the seed can be partitioned in block 230
and a textual warning such as "SECURITY SEED - DO NOT SIGN" can be
inserted into the seed. 1In the optional circumstance, the total length of
the modified seed preferably is to remain less than or equal to the block
size of the asymmetric key. Importantly, unlike a conventional password
or passphrase, the seed need not be memorized or maintained as a secret as

the seed can be a randomly generated (and possibly unprintable value).

In block 240, the seed can be encrypted using the asymmetric key.
For example, the encryption operation can implement the RSA public key
cryptography standard (PKCS) #1 methodology published by RSA Laboratories
of Bedford, Massachusetts USA. 1In this regard, if the asymmetric key is
an RSA compliant key, the resulting encrypted value can be equal in size
to the public key modulus for the private key. Specifically, the seed (or
modified seed) can be paddded to a length equal in size to the public
modulus in accordance with PKCS#1. Subsequently, the padded form of the
seed can be encrypted using the RSA compliant private key. 1In all cases,
however, it will be apparent to the skilled artisan that at no time is a

hash value produced for the seed prior to encryption.
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In block 250, the resulting value from the encryption operation can
be combined with the seed (or modified seed) to produce the symmetric key.
For example, the resulting value can be hashed and concatenated with the
seed (or modified seed). Alternatively, a hashed message authentication
code (HMAC) production operation can be performed using the seed (or
modified seed) as the key for the HMAC production operation and the

resulting value as the text of the HMAC production operation.

Optionally, to add an additional layer of security, the symmetric
key produced in block 250 can be discarded as an intermediate wvalue
subsequent to its use as input to another encryption operation using the
asymmetric private key. Specifically, in block 260, the last byte or
bytes of the symmetric key produced in block 250 can be truncated prior to
further encrypting the truncated form of the symmetric key in block 270.
For example, if an HMAC production operation is utilized in block 250 with
an SHA-1 hash function, eighteen of the twenty resulting bytes of the

symmetric key can be used in the encryption operation of block 270.

In block 280, the resulting symmetric key can be used as a password
in a PBKDF. Again, as an option to add additional layers of security,
only a portion of the symmetric key can be used as the password, or a hash
of the symmetric key can be used. In consequence of the foregoing
methodology, however, the security of the resulting symmetric key is based
exclusively on the security of the private key which further can be
secured in a smart card. Optionally, the smart card can be further
secured through the use of a PIN code for an authorized user. Thus, the
end user can be relieved from memorizing a secret key and from maintaining

the secrecy of the secret key.

Embodiments of the invention can take the form of an entirely
hardware embodiment, an entirely software embodiment or an embodiment
containing both hardware and software elements. In a preferred
embodiment, the invention is implemented in software, which includes but
is not limited to firmware, resident software, microcode, and the like.
Furthermore, embodiments of the invention can take the form of a computer
program product accessible from a computer-usable or computer-readable
medium providing program code for use by or in connection with a computer

or any instruction execution system.

For the purposes of this description, a computer-usable or computer
readable medium can be any apparatus that can contain, store, communicate,

propagate, or transport the program for use by or in connection with the
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instruction execution system, apparatus, or device. The medium can be an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system (or apparatus or device) or a propagation medium. Examples of a
computer-readable medium include a semiconductor or solid state memory,
magnetic tape, a removable computer diskette, a random access memory
(RAM), a read-only memory (ROM), a rigid magnetic disk and an optical
disk. Current examples of optical disks include compact disk - read only

memory (CD-ROM), compact disk - read/write (CD-R/W) and DVD.

A data processing system suitable for storing and/or executing
program code will include at least one processor coupled directly or
indirectly to memory elements through a system bus. The memory elements
can include local memory employed during actual execution of the program
code, bulk storage, and cache memories which provide temporary storage of
at least some program code in order to reduce the number of times code
must be retrieved from bulk storage during execution. Input/output or I/0
devices (including but not limited to keyboards, displays, pointing
devices, etc.) can be coupled to the system either directly or through
intervening I/0 controllers. Network adapters may also be coupled to the
system to enable the data processing system to become coupled to other
data processing systems or remote printers or storage devices through
intervening private or public networks. Modems, cable modem and Ethernet

cards are just a few of the currently available types of network adapters.
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CLAIMS

1. A symmetric key generation data processing system comprising:

a symmetric key generator configured with a programmatic interface
comprising an input parameter for a seed, an input parameter for an
asymmetric private key, and an output parameter for a symmetric key;

said symmetric key generator comprising program code enabled to
generate said symmetric key by encrypting said seed with said asymmetric

private key.

2. The data processing system of claim 1, wherein said seed comprises a

text warning disposed within said seed.

3. The data processing system of claim 1, wherein said seed comprises
length which is less than or equal to a block size for said asymmetric

private key.

4. The data processing system of claim 1, wherein said asymmetric

private key is disposed in a cryptographic token.

5. The data processing system of claim 1, wherein said asymmetric

private key is disposed in a smart card.

6. The data processing system of claim 1, further comprising a
Password-Based Key Derivation Function (PBKDF) enabled to receive said

generated symmetric key as a password.

7. A symmetric key generation method comprising encrypting a seed with
an asymmetric private key to produce a symmetric key for use as a password

equivalent in restricting access to a resource.

8. The method of claim 7, wherein said encrypting a seed with an
asymmetric private key to produce a symmetric key for use as a password
equivalent in restricting access to a resource, comprises:

retrieving an asymmetric key from a smart card; and,

encrypting a seed with said asymmetric private key to produce a
symmetric key for use as a password equivalent in restricting access to a

resource.

9. The method of claim 7, wherein said encrypting a seed with an
asymmetric private key to produce a symmetric key for use as a password

equivalent in restricting access to a resource, comprises:
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retrieving an asymmetric key from a cryptographic token; and,
encrypting a seed with said asymmetric private key to produce a
symmetric key for use as a password equivalent in restricting access to a

resource.

10. The method of claim 7, wherein said encrypting a seed with an
asymmetric private key to produce a symmetric key for use as a password
equivalent in restricting access to a resource, comprises:

inserting a textual warning in said seed to produce a modified seed;
and,

encrypting said modified seed with said asymmetric private key to
produce a symmetric key for use as a password equivalent in restricting

access to a resource.

11. The method of claim 7, wherein said encrypting a seed with an
asymmetric private key to produce a symmetric key for use as a password
equivalent in restricting access to a resource, comprises:

encrypting an unencrypted seed with said asymmetric private key to
produce an encrypted seed; and,

combining said encrypted seed with said unencrypted seed to produce
said symmetric key for use as a password equivalent in restricting access

to a resource.

12. The method of claim 11, wherein said combining said encrypted seed
with said unencrypted seed to produce said symmetric key for use as a
password equivalent in restricting access to a resource, comprises:
combining said encrypted seed with said unencrypted seed; and,
encrypting said combination with said asymmetric private key to
produce said symmetric key for use as a password equivalent in restricting

access to a resource

13. The method of claim 11, wherein said combining said encrypted seed

with said unencrypted seed to produce said symmetric key for use as a

password equivalent in restricting access to a resource, comprises:
hashing said encrypted seed; and,

concatenating said hashed encrypted seed and said unencrypted seed.
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14. The method of claim 11, wherein said combining said encrypted seed
with said unencrypted seed to produce said symmetric key for use as a
password equivalent in restricting access to a resource, comprises
performing a hash message authentication code (HMAC) production operation
with said unencrypted seed as a key for said HMAC production operation and

with said encrypted seed as text for said HMAC production operation.

15. A computer program product comprising a computer usable medium
having computer usable program code for symmetric key generation, said
computer program product including computer usable program code for
encrypting a seed with an asymmetric private key to produce a symmetric

key for use as a password equivalent in restricting access to a resource.

16. The computer program product of claim 15, wherein said computer
usable program code for encrypting a seed with an asymmetric private key
to produce a symmetric key for use as a password equivalent in restricting
access to a resource, comprises:

computer usable program code for retrieving an asymmetric key from a
smart card; and,

computer usable program code for encrypting a seed with said
asymmetric private key to produce a symmetric key for use as a password

equivalent in restricting access to a resource.

17. The computer program product of claim 15, wherein said computer
usable program code for encrypting a seed with an asymmetric private key
to produce a symmetric key for use as a password equivalent in restricting
access to a resource, comprises:

computer usable program code for retrieving an asymmetric key from a
cryptographic token; and,

computer usable program code for encrypting a seed with said
asymmetric private key to produce a symmetric key for use as a password

equivalent in restricting access to a resource.

18. The computer program product of claim 15, wherein said computer
usable program code for encrypting a seed with an asymmetric private key
to produce a symmetric key for use as a password equivalent in restricting
access to a resource, comprises:

computer usable program code for inserting a textual warning in said
seed to produce a modified seed; and,

computer usable program code for encrypting said modified seed with
said asymmetric private key to produce a symmetric key for use as a

password equivalent in restricting access to a resource.
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19. The computer program product of claim 15, wherein said computer
usable program code for encrypting a seed with an asymmetric private key
to produce a symmetric key for use as a password equivalent in restricting
access to a resource, comprises:

computer usable program code for encrypting an unencrypted seed with
said asymmetric private key to produce an encrypted seed; and,

computer usable program code for combining said encrypted seed with
said unencrypted seed to produce said symmetric key for use as a password

equivalent in restricting access to a resource.

20. The computer program product of claim 19, wherein said computer
usable program code for combining said encrypted seed with said
unencrypted seed to produce said symmetric key for use as a password
equivalent in restricting access to a resource, comprises:

computer usable program code for combining said encrypted seed with
said unencrypted seed; and,

computer usable program code for encrypting said combination with
said asymmetric private key to produce said symmetric key for use as a

password equivalent in restricting access to a resource

21. The computer program product of claim 19, wherein said computer
usable program code for combining said encrypted seed with said
unencrypted seed to produce said symmetric key for use as a password
equivalent in restricting access to a resource, comprises:
computer usable program code for hashing said encrypted seed; and,
computer usable program code for concatenating said hashed encrypted

seed and said unencrypted seed.

22. The computer program product of claim 19, wherein said computer
usable program code for combining said encrypted seed with said
unencrypted seed to produce said symmetric key for use as a password
equivalent in restricting access to a resource, comprises computer usable
program code for performing a hash message authentication code (HMAC)
production operation with said unencrypted seed as a key for said HMAC
production operation and with said encrypted seed as text for said HMAC

production operation.
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