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ABSTRACT

A method for authenticating at least two agricultural machines coupled via a data
bus, comprising the following steps: each of the agricultural machines coupled
with the data bus is subjected, automaticaliy and independently of the or any
other agricultural device, to an authentication process by an authentication
device, which is also coupled with the data bus; subsequently, a direct data
exchange or indirect data exchange is automatically enabled between the
successfully authenticated agricultural machines, while any data exchange with

an agricultural machine that has notbeeh successfully authenticated is disabled.
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METHOD AND APPARATUS FOR AUTHENTICATING AT LEAST TWO
AGRICULTURAL MACHINES COUPLED VIA A DATA BUS

FIELD AND BACKGROUND

This invention relates to a method for authenticating at least two agricuitural
machines coupled via a data bus. Furthermore, the invention relates to an

authentication device for implementing the method.

In order to perform certain agricultural operations, it is necessary to couple at least
two agricultural devices mechanically and/or hydraulically and/or pneumatically
and/or electrically. In order to run harvesting operations, it may be necessary to
couple a first agricultural machine, designed as a tractor, with a second agricultural
machine, designed as a harvester. In doing so, the harvester is driven by the
tractor, which provides mechanical power and/or hydraulic power and/or pneumatic
power and/or electrical power to operate the harvester. In addition, modern
agricultural equipment can be coupled on the control side via a data bus in order to
facilitate an exchange of control-side data. For example, the design may provide for
the harvester to influence the operation of the tractor; for example, the harvester
may request more power from the tractor and/or influence the tractor's direction of
movement. In doing so, it must be ensured that any influence on the operation of
the tractor by the harvester does not result in any unsafe operating mode for the
tractor. Similarly, the tractor must not cause any unsafe operating mode for the

harvester. Therefore, only properly licensed or certified agricultural machines should
be coupled on the control side. This can be ensured by authenticating the

agricultural devices coupled via the data bus.
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It is known from previous practical applications that agricultural devices coupled via a
data bus can be authenticated by the operator of the devices accessing and/or
entering authentication codes via the Internet or via mobile phone. Such methods
require input from the operator, making the authentication process prone to error. In

some cases, there may also be limited or no Internet or mobile phone access so that

no authentication is possible.

Based on this premise, the object of the present invention is to provide a novel
method for authenticating at least two agricultural machines coupled via a data bus,

as well as an authentication device for implementing the method.

SUMMARY

Certain exemplary embodiments can provide a method for authenticating of at least
two agricultural devices coupled via a data bus prior to implementing data exchange
therebetween, comprising the steps of: coupling an authentication device and the at
least two agricultural devices to the data bus; utilizing the authentication device to
authenticate each of the at least two agricultural devices coupled to the data bus
automatically and independently; upon successful authentication of the at least two
agricultural devices, implementing direct data exchange or indirect data exchange
between the successfully authenticated agricultural devices, automatically; and upon
unsuccessful authentication, blocking direct data exchange or indirect data exchange

between the unsuccessfully authenticated agricultural devices.

Certain exemplary embodiments can also provide an authentication device
configured for authenticating at least two agricultural devices coupled via a data bus
prior to implementing data exchange therebetween, utilizing a method comprising the
steps of: coupling an authentication device and the at least two agricultural devices to
the data bus; utilizing the authentication device to authenticate each of the at least
two agricultural devices coupled to the data bus automatically and independently;
upon successful authentication of the at least two agricultural devices, implementing

direct data exchange or indirect data exchange between the successfully
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authenticated agricultural devices, automatically, and upon unsuccessful

authentication, blocking direct data exchange or indirect data exchange between the

unsuccessfully authenticated agricultural devices.

Further exemplary embodiments can provide a computer program product
comprising program code means embodied in a non-transitory computer readable
medium for carrying out all steps of a method for authenticating of at least two
agricultural devices coupled via a data bus prior to implementing data exchange
therebetween, when the program code means Is run on a computer or control device,
the method comprising the steps of: coupling an authentication device and the at
least two agricultural devices to the data bus; utilizing the authentication device to
authenticate each of the at least two agricultural devices coupled to the data bus
automatically and independently; upon successful authentication of the at least two
agricultural devices, implementing direct data exchange or indirect data exchange
between the successfully authenticated agricultural devices, automatically; and upon
unsuccessful authentication, blocking direct data exchange or indirect data exchange

between the unsuccessfully authenticated agricultural devices.

According to the invention, the authentication of at least two agricultural machines
coupled via a data bus is achieved via the following steps: Each of the agricultural
machines coupled to the data bus is subjected, automatically and independently of the
or any other agricultural device, to an authentication process via an authentication
device, which is also coupled with the data bus; subsequently, a direct or indirect
exchange of data is automatically enabled between the successfully authenticated

agricultural machines, while any data exchange with an agricultural machine that has
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not been successfully authenticated is automatically disabled. The authentication
method according to the invention is a fully automated process that requires no input

from the operator. No Internet or mobile phone access is required.

According to an advantageous further development of the invention, the authentication
of each agricultural machine coupled with the data bus involves, on the one hand, the
authentication device being verified via the individual agricultural machine and, on the
other hand, the individual agricultural machine being verified via the authentication

device, respectively. This authentication process is fully automated and is bug-proof.

Preferably, the verification of the authentication device via the individual agricultural
machine should be achieved via the following steps: the individual agricultural
machine transmits an identification code stored in its control unit and a random
number generated by its control unit to the authentication device; the authentication
device calculates a first device key from the identification number transmitted by the
individual agricultural machine; the authentication device calculates a second device
key from the first device key and the random number transmitted by the individual
agricultural machine; the authentication device transmits the second device key and a
random number generated by the authentication device to the control unit of the
individual agricultural machine; the individual agricultural machine also calculates a
second device key from the first device key stored in its control unit and the random
number generated by the control unit and then compares this second device key
calculated by its control unit to the second device key calculated and transmitted by
the authentication device. Then, if these two second device keys match, the
authentication device has been successfully verified via the individual agricultural

machine.

Preferably, the verification of the individual agricultural machine via the
authentication device should be achieved via the following steps: the individual
agricultural machine calculates a third device key from the first device key stored in
its control unit and from the random number transmitted by the authentication device
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and then transmits that third device key to the authentication device; the
authentication device also calculates a third device key from the first device key and
the random number, which it calculated and then compares that third device key to
the third device key calculated and transmitted by the individual agricultural
machine. Then, if the two third device keys match, the individual agricultural

machine has been successfully verified via the authentication device.

Neither the authentication device verification process described above nor the
agricultural machine verification process described above involve the transmission of
any secret device keys of the individual agricultural machine, but rather exclusively
iInvolve the transmission of randomly generated numbers and non-reversibly
calculated device keys based on these random numbers. The authentication process

according to the invention is therefore bug-proof.

Upon successful verification of the authentication device and the individual
agricultural machine, the individual agricultural machine is successfully
authenticated. Subsequently, a direct data exchange or indirect data exchange is
automatically enabled between the successfully authenticated agricultural
machines. An indirect exchange of data between successfully authenticated
agricultural machines is performed via the authentication device. A direct exchange

of data between successfully authenticated agricultural machines is impleménted
via circumvention of the authentication device, in particular via combination keys
generated specifically for this purpose.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred further developments of the invention are apparent from the dependent
claims and the description below. lllustrative embodiments of the invention
including, but not limited to, those shown in the drawings, are explained below. The

drawings show:
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Fig. 1 a first schematic diagram of two agricultural machines coupled via a data

bus, illustrating a first variant of the invention;

Fig. 2 a second schematic diagram of two agricultural machines coupled via a data

bus, illustrating a second variant of the invention:

Fig. 3 a signal flow diagram illustrating the authentication of the agricultural
machines coupled via the data bus; and

Fig. 4 a signal flow diagram illustrating the calculation of combination keys for use
in a direct exchange of data between successfully authenticated agricultural

machines.
DETAILED DESCRIPTION

The Invention relates to a method of authenticating at least two agricultural
machines coupled via a data bus. Furthermore, the invention relates to an
authentication device for implementing the method.

Described below is an application of the inve'ntion in which a first agricultural
machine designed as a tractor by a first manufacturer is to be coupled on the

control side via a data bus with a second agricultural machine designed as a
harvester by a different, second manufacturer.

The invention, however, is not limited to this application. In fact, the invention can
be used whenever two agricultural machines, typically made by different

manufacturers, need to be coupled.

The authentication of the two agricultural machines and, i.e. the tractor and the
harvester is achieved via the following steps: first, each of the agricultural machines
coupled with the data bus is subjected, automatically and independently of the or

any other agricultural device, to an authentication process by an authentication
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device which is also coupled with the data bus. Subsequently, an indirect data
exchange (see Fig. 1) or a direct data exchange (see Fig. 2) is automatically enabled
between the successfully authenticated agricultural machines, while any data
exchange with an agricultural machine that has not been successfully authenticated

Is automatically disabled.

This invention ensures, in a fully automated process not requiring any input from the
operator and not necessitating any Internet or mobile phone access, that only
properly licensed and/or certified agricultural machines can be coupled together on
the control side. Thereby, it also ensures via a fully automated process that only
properly licensed and/or certified agricultural machines are combined to operate

together and influence each others' operations.

The authentication of each agricultural machine coupled with the data bus involves,
on the one hand, the authentication device being verified via the individual
agricultural machine and, on the other hand, the individual agricultural machine
being verified via the authentication device, respectively. This is described in detail
below, with reference to Fig. 3.

Block 19 illustrates how an identification code ID-LGi (i=10, 11) of each individual
agricultural machine and a secret, first device key KEY-LGi are stored in the
Individual agricultural machine, specifically in a control unit of the said machine. As
shown in block 20, the individual agricultural machine, specifically its control unit,
generates a random number. The individual agricultural machine transmits the
identification code ID-LGi stored in its control unit, as well as the random number
generated by the control unit, to the authentication device via the data bus. The
secret, first device key KEY-LGi of the individual agricultural machine is not
transmitted. As shown in block 21, the authentication device uses the identification
code ID-LGI transmitted by the individual agricultural machine to calculate a first
device key KEY1-A-LGi, using a key generator implemented in the authentication
device. As shown in block 22, the authentication device uses the first device key
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KEY1-A-LG1 and the random number transmitted by the individual agricultural
machine to calculate a second device key KEY2-A-LGi. The authentication device
also generates a random number. The authentication device transmits the second
device key KEY2-A-LGi and the random number generated by the authentication
device to the control unit of the individual agricuitural device via the qata bus. As
seen in block 24, the individual agricultural machine also calculates a second device
key KEY2-LGi from the first, secret device key KEY1-LGi stored in the control unit of
the agricultural machine and the random number generated by the control unit. in a
block 25, the individual agricultural machine compares the second device key KEY2-
LGi, which it calculated to the second device key KEYZ2-A-LG1 calculated and
transmitted by the authentication device. Theh, if the two second device keys KEY2-
A-LGi and KEY2-LGi match, the authentication device has been successfully verified
by the individual agricultural machine, and it is branched off to block 27. However, if
the two second device keys KEY2-A-LGi and KEY2-LGi do not match, the
authentication device has not been successfully verified, and it is branched off to
block 26, the authentication process then being terminated as unsuccessful in block
26.

In block 27, the individual agricultural machine calculates a third device key KEY3-
LGi from the first device key KEY1-LGi stored in its control unit and from the random
number transmitted by the authentication device. The individual agricultural machine
then transmits this third device key KEY3-LGi to the authentication device via the
data bus. In block 28, the authentication device uses the first device key KEY 1-A-LGi,
which it calculated and the random number, which it generated to calculate a third
device key KEY3-A-LGi, as well. As seen in block 29, the authentication device then
compares the third device key KEY3-A-LGi calculated by the authentication device to
the third device key KEY3-LGi calculated and transmitted by the individual
agricultural machine. Then, if the two third device keys KEY3-A-LGi and KEY3-LGi
match, the individual agricultural machine has been successfully verified by the
authentication device. However, if the two third device keys KEY3-A-LGIl and KEY 3-
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LGi do not match, the individual agricultural machine has not been successfully
verified and is branched off to block 30, the authentication process then being
terminated as unsuccessful in block 30.

In the preferred application involving the coupling of a first individual agricultural
machine designed as a tractor and a second Individual agricultural machine
designed as a harvester, the authentication of the tractor and the harvester takes

place independently of each other, preferably as described below:

As seen in block 19, an identification code ID-LG10 of the tractor and a secret first
device key KEY-LG10 of the tractor are stored in the control unit of the tractor. As
shown in block 20, the tractor generates a random number. The tractor transmits the
identification code ID-LG10 stored in its control unit and the random number
generated by the control unit to the authentication device via the data bus. In doing
so, the secret first device key KEY-LG10 of the tractor is not transmitted.

As shown In block 21, the authentication device uses the identification code ID-
LG10 transmitted by the tractor to calculate a first device key KEY1-A-LG10 of the
tractor, using a key generator implemented in the authentication device. The
authentication device uses the first device key KEY1-A-LG10 and the random
number transmitted by the tractor to calculate a second device key KEY2-A-LG10 of

the tractor, as shown in block 22. The authentication device also generates a
random number. The authentication device transmits the second device key KEY2-

A-LG10 and the random number generated by the authentication device to the
control unit of the tractor via the data bus. As shown In block 24, the tractor then
uses the first, secret device key KEY1-LG10 stored in its control unit and the random
number generated by the control unit to calculate a second device key KEY2-LG10
of the tractor, as well. In block 25, the tractor compares the second device key
KEY2-LG10 calculated by its control unit to the second device key KEY2-A-LG10 of
the tractor transmitted by the authentication device. Then, if the two second device
keys KEY2-A-.G10 and KEY2-LG10 match, the authentication device has been
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successfully verified by the tractor. In this case, i.e. upon successful verification of
the authentication device, the tractor uses the first secret device key KEY1-LG10
stored in its control unit and the random number transmitted by the authentication
device to calculate a third device key KEY3-LG10 for the tractor. The tractor then
transmits this third device key KEY3-LG10 to the authentication device via the data
bus. In block 28, the authentication device uses the first device key KEY1-A-LG10,
which it calculated and the random number, which it generated to calculate a third
device key KEY3-A-LG10 for the tractor, as well. As shown in block 29, the
authentication device then compares the two third device keys KEY3-A-LG10 and
KEY3-LG10. Then, if the two third device keys match, the tractor has been
successfully verified by the authentication device. Upon successful verification of the
authentication device via the tractor and successful verification of the tractor via the
authentication device, the authentication process of the tractor is successfully

completed.

The authentication of the harvester is implemented analogously: As shown in block
19, an identification code ID-LG11 of the harvester and a secret first device key
KEY-LG11 of the harvester are stored in the harvester. As shown in block 20, the
harvester generates a random number. The harvester transmits the identification
code ID-LG11 stored inside it and the random number generated by it to the
authentication device via the data bus. The secret first device key KEY-LG11 of the
harvester is not transferred. As shown in block 21, the authentication device uses
the identification code ID-LG11 transmitted by the harvester to calculate a first
device key KEY1-A-LG11 of the harvester; using a key generator implemented in
the authentication device. The authentication device uses the first device key KEY1-
A-LG11 and the random number transmitted by the harvester to calculate a second

device key KEY2-A-LG11 of the harvester, as shown in block 22. The authentication
device also generates a random number. The authentication device transmits the
second device key KEY2-A-LG11 of the harvester and the random number
generated by the authentication device to the harvester via the data bus. As shown
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in block 24, the harvester uses the secret first device key KEY1-LG11 stored inside it
and the random number generated by it to calculate a second device key KEY2-
LG11 of the harvester, as well. In block 25, the harvester compares the second
device key KEY2-LG11, which it calculated to the second device key KEY2-A-LG11
of the harvester transmitted by the authentication device. Then, if the two secona
device keys KEY2-A-LG11 and KEY2-LG11 match, the authentication device has
been successfully verified by the harvester. in this case, the harvester uses the secret
first device key KEY1-LG11 and the random number transmitted by the
authentication device to calculate a third device key KEY3-LG11. The harvester
then transmits this third device key KEY3-LGi to the authentication device via the
data bus. In block 28, the authentication device uses the first device key KEY1-A-
LG11, which it calculated and the random number, which it generated to calculate a
third device key KEY3-A-LG11 for the harvester, as well. As shown in block 29, the
authentication device then compares the two third device keys KEY3-A-LG11 and
KEY3-LG11. Then, if the two third device keys match, the harvester has been
successfully verified by the authentication device. Upon successful verification of
the authentication device by the harvester and upon successful verification of the
harvester by the authentication device, the authentication process of the harvester

Is successfully completed.

It should be noted at this point that the secret first device key KEY1-LGi (i=10, 11)
stored in the individual agricultural machine and the first device key KEY1-A-LGi
calculated by the authentication device are calculated for the individual agricultural
device/machine using the same key generators. In doing so, the secret first device

key KEY1-LGi stored in the agricultural machine is calculated via a key generator of
an independent superordinate database. The first device key KEY1-A-LGi is
calculated inside the authentication device by a key generator of the same type
implemented in the authentication device. It should also be noted at this point that at
least the calculation of the second device key KEY2-A-LGi in block 22 by the
authentication device and the calculation of the third device key KEY3-LGt in block
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27 by the individual agricultural device are implemented by means of a non-
reversible calculation method, such as a CRC32 calculation method. This ensures
that the device keys KEY2-A-LGi and KEY3-LGi transmitted via the data bus cannot
be used to reverse-calculate the secret device key KEY1-LGi (i=10, 11) of the
individual agricultural machine. This method increases the bug-proof property of the

method according to the invention.

Subsequently, if an indirect exchange of data is to take place between the tractor
and the harvester via the authentication device, as shown in Fig. 1, the successful
authentication of the tractor and harvester subsequently automatically enables a
data exchange between the successfully authenticated tractor and the successtully

authenticated harvester via the authentication device.

Subsequently, if a direct exchange of data is to take place between the tractor and
harvester while circumventing the authentication device, as shown in Fig. 2, the
successful authentication of the tractor and harvester subsequently requires the
calculation of combination keys, which are then used to enable a direct data

exchange. This is described in detail below, with reference to Fig. 4.

As shown in Fig. 4, the authentication device, in order to enable a direct data
exchange between the first agricultural machine, preferably designed as a tractor,

and the second agricultural machine, preferably designed as a harvester, uses an
additional random number generated by the authentication device in block 31 and a

first device key KEY1-A-LG10 calculated for the first agricultural machine by the
authentication device in block 21 in order to calculate a fourth device key KEY4-A-
LG10 for the first agricultural machine, as shown in block 32. As seen in block 33,
the authentication device also calculates a secret combination key KEYC-A, this
secret combination key KEYC-A particularly being a random number. In block 34,
the authentication device uses the first device key KEY1-A-LG10 calculated in block
21. the fourth device key KEY4-A-LG10 calculated in block 32, and the combination
key KEYC-A calculated in block 32 to calculate a system key KEYC-A-LG10 for the
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first agricultural machine. The authentication device then transmits this system key
KEYC-A-LG10, as well as the additional random number, to the first agricuitural
machine; in doing so, the first agricultural machine uses the system key KEYC-A-
LG10 and the additional random number to calculate the corhbination key KEYC in
a block 35. The system key KEYC-A-LG10 transmitted by the authentication device
and the additional random number can be used to reverse-calculate the
combination key KEYC, but not the secret first device key KEY1-LG10. The first
agricultural machine stores the combination key KEYC and uses it for a subsequent

encrypted data exchange with the second agricultural machine.

As can also be seen in Fig. 4, that the authentication device, in block 37,
subsequently uses an additional random number, which it generated in block, as
well as the first device key KEY1-A-LG11, which it calculated for the second
agricultural machine in block 21, to calculate a fourth device key KEY4-A-LG11 for
the second agricultural machine. In block 38, the authentication device then uses the
first device key KEY1-A-LG11 calculated in block 21, the fourth device key KEY4-A-
LG11 calculated in block 37, and the combination key KEYC-A calculated in block 33
to calculate a system key KEYC-A-LG11 for the second agricultural machine. The
authentication device then transmits the system key KEYC-A-LG11, as well as the
additional random number, to the second agricuitural machine; in doing so, the

second agricultural machine uses the system key KEYC-A-LG11 and the additional
random number to calculate the combination key KEYC in a block 39. The system

key KEYC-A-LG11 transmitted by the authentication device and the additional
random number can be used to reverse-calculate the combination key KEYC, but
not the secret first device key KEY1-LG11 of the second agricultural machine. The
second agricultural machine stores the combination key KEYC and uses it for a

subsequent encrypted data exchange with the first agricultural machine.

A subsequent direct, encrypted data exchange between the two agricultural

machines is implemented using the combination key KEYC.
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The authentication device according to the invention comprises the means for
implementing the method according to the invention; at least the means for
implementing the authentication process as described in blocks 19 to 30 and, in the
case of a direct data exchange between the authenticated agricultural machines,
additional means for implementing blocks 31 to 39. These means comprise at least
one interface for the data exchange between the agricultural machines and; a
memory for storing the relevant data; and a processor for calculating the relevant
data.

The authentication device can be designed as an independent assembly or as an
integrated part of the control units of the agricultural machines and. For example,
one option is to design the authentication device as a USB stick that can be coupled

with the data bus via a USB interface in one of the agricultural machines.

In all of the embodiments described, the preferred data bus is a so-called ISOBUS.
This is a CAN bus standardized to ISO 11783, which regulates communication
between agricultural machinery, including, in particular, communication between

agricultural machines made by different manufacturers.
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CLAIMS

1. A method for authenticating of at least two agricultural devices coupled via a
data bus prior to implementing data exchange therebetween, comprising the steps of:

coupling an authentication device and the at least two agricultural devices to
the data bus;

utilizing the authentication device to authenticate each of the at least two
agricultural devices coupled to the data bus automatically and independently;

upon successful authentication of the at least two agricultural devices,
implementing direct data exchange or indirect data exchange between the

successfully authenticated agricultural devices, automatically; and

upon unsuccessful authentication, blocking direct data exchange or indirect

data exchange between the unsuccessfully authenticated agricultural devices.

2. The method according to claim 1, wherein the step of utilizing the
authentication device to authenticate each of the at least two agricultural devices
coupled to the data bus includes a step of verifying the authentication device via a
particular agricultural device and a step of veritying the particular agricultural device

via the authentication device.

3. The method according to claim 2, wherein the step of verifying the
authentication device via a particular agricultural device includes:

transmitting, by the particular agricultural device, an identification number
stored in a control device thereof and a random number determined by the control
device thereof to the authentication device;

determining, by the authentication device, a first device key on the basis of the
identification number transmitted by the particular agricultural device;

determining, by the authentication device, a second device key on the basis of

the first device key and the random number transmitted by the particular agricultural

device:
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transmitting, by the authentication device, the second device key and a

random number determined by the authentication device to the control device of the

particular agricultural device; and

determining, by the particular agricultural device, a second device key on the
basis of a first device key stored in the control device thereof and on the basis of a
random number determined thereby and comparing the second device key

determined thereby with the second device key determined and transmitted by the

authentication device.

4 The method according to claim 3, wherein the step of verifying the particular

agricultural device via the authentication device comprises the steps of:
determining, by the particular agricultural device, a third device key on the

basis of the first device key stored in the control device thereof and on the basis of

the random number transmitted by the authentication device and transmitting the

third device key to the authentication device; and

determining, by the authentication device, a third device key on the basis of
the first device key determined thereby and on the basis of the random number

determined thereby, and comparing the random number with the third device key

determined and transmitted by the particular agricultural device.

5. The method according to claim 4, wherein upon successful verification of the
authentication device and the particular agricultural device, the particular agricultural

device is successfully authenticated.

6. The method according to claim 1, further comprising carrying out an indirect

data exchange between successfully authenticated agricultural devices via the

authentication device.
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7. The method according to claim 1, further comprising a direct data exchange

between successfully authenticated agricultural devices while bypassing the

authentication device.

8. The method according to claim 7, wherein the bypassing of the authentication
device iIncludes:

determining, by the authentication device, a fourth device key for the first
agricultural device on the basis of a further random number determined thereby and
on the basis of a first device key determined thereby for a first agricultural device;

determining, by the authentication device, a combination key;

determining, by the authentication device, a system key for the first agricultural
device on the basis of the first device key, on the basis of the fourth device key ana
the combination key;

transmitting, by the authentication device, the System key for the first
agricultural device and the further random number to the first agricultural device;

determining, by the first agricultural device, a combination key on the basis of

the system key and the further random number;

determining, by the authentication device, a fourth device key for the second
agricultural device on the basis of a further random number determined thereby and
an the basis of a first device key determined for a second agricultural device;

determining, by the authentication device, a system key for the second

agricultural device on the basis of the first device key, on the basis of the fourth

device key and on the basis of the combination key;

transmitting, by the authentication device, the system key together with the

further random number to the second agricultural device;

determining, by the second agricultural device, the combination key on the
basis of the system key and the further random number; and
using, by the first agricultural device and the second agricultural device, the

same determined combination key for the encoded, direct data exchange.
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9. An authentication device configured for authenticating at least two agricultural
devices coupled via a data bus prior to implementing data exchange therebetween,

utilizing a method comprising the steps of:

coupling an authentication device and the at least two agricultural devices to
the data bus;

utilizing the authentication device to authenticate each of the at least two
agricultural devices coupled to the data bus automatically and independently;

upon successful authentication of the at least two agricultural devices,
implementing direct data exchange or indirect data exchange between the
successfully authenticated agricultural devices, automatically; and

upon unsuccessful authentication, blocking direct data exchange or indirect

data exchange between the unsuccessfully authenticated agricultural devices.

10. A computer program product comprising program code means embodied In a
non-transitory computer readable medium for carrying out all steps of a method for
authenticating of at least two agricultural devices coupled via a data bus prior to
implementing data exchange therebetween, when the program code means is run on
a computer or control device, the method comprising the steps of:

coupling an authentication device and the at least two agricultural devices to
the data bus:

utilizing the authentication device to authenticate each of the at least two
agricultural devices coupled to the data bus automatically and independently;

upon successful authentication of the at least two agricultural devices,
implementing direct data exchange or indirect data exchange between the
successfully authenticated agricultural devices, automatically; and

upon unsuccessful authentication, blocking direct data exchange or indirect

data exchange between the unsuccessfully authenticated agricultural devices.
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