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1 Vehicle-mounted gateway device DD Transmission destination ECU
2 Routing control EE Transmigsion ID
3 Routing table FF  Device name
4 Security control GG Security table
8 Key information HH  Encryption scheme
400 Data strength O Il Transmission data ID
401 Reception data JJ - Authentication
402 Criginal data KK Completed
403 Data strength B LL None
AA KeyID MM Encryption/decryption algorithm
BB Connection bus number D Vehicle

©C  Reception data ID

(57) Abstract: The present invention provides a vehicle-mounted processing device capable of introducing security into
a vehicle-mounted network in stages. According to the present invention, a communication device (receiving unit) of a
vehicle-mounted gateway device 1 receives data 400 (first data) including an identifier (ID). A routing control unit 2 of
the vehicle-mounted gateway device | identifies a transfer destination corresponding to the ID. A security control unit
4 of the vehicle-mounted gateway device 1 generates, from the data 400 (first data), data 402, 403 (second data) to be
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transferred to the transfer destination, on the basis of safety level information (ASIL) indicating a safety level required for
the transfer destination. A communication device (transmitting unit) of the vehicle-mounted gateway device 1 transmits
the data 402, 403 (second data) to the transfer destination.
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