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DETECTING AND PROTECTING AGAINST WORM TRAFFIC ON A NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS
This application claims the benefit of U.S. Provisional Patent Application 60/445,605,
filed February 6, 2003. This application is a continuation-in-part of PCT Patent Application
PCT/1L02/00996, filed December 10, 2002, which is a continuation-in-part of U.S. Patent
Application 09/929,877, filed August 14, 2001. This application is also related to U.S. Patent
Application 10/232,993, filed August 29, 2002. All of these related applications are assigned .
to the assignee of the present patent application, and their disclosures are incorporated herein

by reference.

FIELD OF THE INVENTION
The present invention relates generally to computer networks, and specifically to

methods and systems for protecting against malicious traffic in computer networks.

BACKGROUND OF THE INVENTION

“Worms” are malicious programs that self-replicate across networks, typically by
exploiting security flaws in widely-used services. The term “malicious,” as used in the context
of the present patent application and in the claims, refers to programs and network
communication traffic that are initiated by a computer user (or users) in order to disrupt the
orderly operation of other computers and network elements. A computer on which a worm
program is running is referred to as “infected,” and this term is also used to refer to the
malicious traffic that the computer generates under the control of the worm.

Worm infections are often invisible to the user of an infected computer, and the worm
may copy itself to other computers independently of any action taken by the computer user.
After infecting a computer, the worm program typically begin scanning the network for other
computers to infect. To enable this scanning, for example, the worm may cause the infected
computer to attempt to reach other computers by sending out a large volume of Transmission
Control Protocol (TCP) SYN request packets to random Internet Protocol (IP) destination
addresses, in the hope of establishing a connection with other computers and infecting them.
Each of these destination addresses may send back a SYN-ACK response packet (or a RST
packet to indicate a refusal to establish a connection). Worm-generated scanning may thus

generate a large volume of both incoming and outgoing message traffic, which can consume
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the victim’s available bandwidth and other critical system resources. Consequently, servers
and networks infected by a worm often experience performance degradations.

Recent well-known worms include Code Red, Nimba and Slammer/SQL. For
example, Code Red I spread during the summer of 2001 by exploiting a security flaw in
Microsoft® IS Web servers. Once it infected a server, the worm spread by launching multiple
threads, each of which generated random IP addresses and attempted to compromise servers at
these addresses. In addition to this self-replication, Code Red I self-activated simultaneously
on infected servers to launch a coordinated Denial of Service (DoS) attack on the
www.whitehouse.gov domain.

SUMMARY OF THE INVENTION

In embodiments of the present invention, a network guard device detects and blocks
incoming and/or outgoing packets generated by a malicious source, such as a worm.
Typically, the guard device detects worm attacks by identifying anomalous traffic patterns that
resemble known patterns associated with worm-generated traffic. Once the guard device
detects a suspicious traffic pattern, it may take protective action, aimed at blocking the spread
of the infection and reducing the burden on other network resources due to worm-generated
traffic.

Typically, any given computer within a network will have a consistent, characteristic
traffic pattern, i.e., it will communicate with other computers using certain protocols and
destination ports, at a certain regular set o fnetwork addresses. T hus, for example, a Web
server will receive maﬁy incoming S YN request packets on T CP port 80, while a database
server will receive Structured Query Language (SQL) queries on User Datagram Protocol
(UDP) port 1434. On the other hand, a client computer should typically receive very few, if
any, TCP SYN requests or packets addressed to UDP port 1434. Worm scanning, however,
may generate a substantial amount of this sort of anomalous traffic.

Thus, in some embodiments of the present invention, the guard device monitors
characteristics of incoming traffic that is directed to a selected group o fnetwork addresses
within an area of the network that is protected by the guard device — or to all of the network
addresses in the protected area. For example, the guard device may choose to monitor a set of
IP addresses belonging to clients that receive relatively little incoming traffic. The guard
device learns characteristics of the normal pattern of traffic that is directed to each of IP

addresses in the monitored set, such as the maximum rate of incoming packets, the distribution
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of source IP addresses, the protocols and ports that are used, and other parameters. The guard
device then detects deviations from this normal pattern, typically by counting the number of
anomalous packets that are directed to each of the monitored addresses during a given period
of time (for example, one minute). When the count exceeds a predetermined threshold
criterion, the guard device determines that a worm attack may have begun, and initiates
protective action.

In some embodiments of the present invention, as noted above, the guard device also
detects traffic patterns that may indicate that one (or more) of the computers within the
protected area has been infected by a worm. When such an infection is detected, the guard
device traces back through the switches (such as routers and bridges) within the protected area
in order to find the source of the worm-generated traffic. The guard device then notifies the
system administrator of the infection, and may meanwhile instruct the switch closest to the
source to block the port serving the infected computer until the system administrator has taken
the computer off-line and cleaned the infection.

Although the embodiments described in the present patent application are directed
mainly to detecting and blocking worm-related traffic, the principles of the present invention
may similarly be applied in protecting against other types of malicious network traffic. The
techniques that are described herein may be used on their own or in combination with other,
complementary techniques for detecting and protecting against malicious traffic. Such
techniques are described, for example, in the above-mentioned U.S. and PCT patent
applications.

There is therefore provided, in accordance with an embodiment of the present
invention, a method for processing communication traffic, including:

monitoring the communication traffic that is directed to a group of addresses on a
network;

determining respective baseline characteristics of the communication traffic that is
directed to each of the addresses in the group;

detecting a deviation from the respective baseline characteristics of the communication
traffic directed to at least one of the addresses in the group, such that the deviation is indicative

that at least some of the communication traffic may be of malicious origin; and



10

15

20

25

30

WO 2004/070509 PCT/IL2004/000114

responsively to detecting the deviation, filtering the communication traffic that is
directed to all of the addresses in the group so as to remove at least some of the
communication traffic that is of the malicious origin.

Typically, monitoring the communication traffic includes selecting a subset of the
group of the addresses to monitor responsively to the baseline characteristics. In a disclosed
embodiment, determining the respective baseline characteristics includes determining
respective amounts of the communication traffic that are directed to the addresses in the group,
and selecting the subset includes selecting the addresses in the subset such that the addresses in
the subset receive relatively small amounts of the communication traffic by comparison with
other addresses in the group.

Typically, the baseline characteristics include one or more of a distribution of
communication protocols used in generating the communication traffic, a distribution of ports
to which the communication traffic is directed, a distribution of source addresses of the
communication traffic, and a distribution of sizes of data packets sent to the addresses in the
group.

In a disclosed embodiment, the baseline characteristics are indicative of a distribution
of operating systems running on computers that have transmitted the communication traffic.
For this purpose, detecting the deviation includes reading a Time-To-Live (TTL) field in
headers of data packets sent to the addresses in the group, and detecting a change in the
distribution of the values of the TTL field relative to the baseline characteristics.

Additionally or alternatively, detecting the deviation includes detecting events that are
indicative of a failure in communication between a first computer at one of the addresses in the
group and a second computer at another location in the network. For example, detecting the
events may include detecting failures to establish a Transmission Control Protocol (TCP)
connection.

In some embodiments, the method includes receiving packets that are indicative of a
communication failure in the network that is characteristic of a worm infection, and filtering
the communication traffic includes deciding to filter the communication traffic responsively to
receiving the packets. In one of these embodiments, receiving the packets includes receiving
Internet Control Message Protocol (ICMP) unreachable packets.

In a disclosed embodiment, monitoring the communication traffic includes making a

determination that one or more packets transmitted over the network are ill-formed, and
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filtering the communication traffic includes deciding to filter the communication traffic
responsively to the ill-formed packets.

In some embodiments, detecting the deviation includes incrementing a count of events
that are indicative of the malicious origin of the communication traffic, and deciding whether
to filter the communication traffic responsively to the count. Typically, detecting the deviation
includes receiving data packets of potentially malicious origin, each data packet having a
respective source address and destination address, and incrementing the count includes
determining an amount by which to increment the count responsively to each of the data
packets responsively to whether a previous one of the data packets had at least one of the same
respective source address and the same respective destination address. In one embodiment,
determining the amount by which to increment the count includes incrementing the count only
if none of the data packets received previously had at least one of the same respective source
address and the same respective destination address.

In some embodiments, detecting the deviation includes detecting a type of the
communication traffic that appears to be of the malicious origin, and filtering the
communication traffic includes intercepting the communication traffic of the detected type.
Typically, detecting the type includes determining at least one of a communication protocol
and a port that is characteristic of the communication traffic. Additionally or alternatively,
detecting the type includes determining one or more source addresses of the communication
traffic that appears to be of the malicious origin, and intercepting the communication traffic
sent from the one or more source addresses.

Further additionally or alternatively, detecting the deviation includes detecting a type of
the communication traffic that appears to be of the malicious origin, and monitoring the
communication traffic includes collecting specific information relating to the traffic of the
detected type. Typically, collecting the specific information includes determining one or more
source addresses of the traffic of the detected type.

Monitoring and filtering the communication traffic typically includes monitoring and
filtering the communication traffic that is transmitted into a protected area of the network
containing the group of the addresses so as to exclude the communication traffic from the area.
Additionally or alternatively, the method includes monitoring the communication traffic that is
transmitted by computers in the protected area so as to detect an infection of one or more of

the computers by a malicious program.
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There is also provided, in accordance with an embodiment of the present invention, a
method for processing communication traffic, including:

monitoring the communication traffic originating from a group of addresses and
passing through a selected node on a network;

detecting a pattern in the traffic originating from at least one of the addresses that is
indicative of a malicious program running on a computer at the at least one of the addresses;
and

tracing a route of the traffic from the selected node back to the at least one of the
addresses so as to identify a location of the computer on which the malicious program is
running.

Typically, tracing the route includes identifying a port of a switch on the network to
which the computer is connected, and including disabling the identified port.

Detecting the pattern typically includes determining that the computer has transmitted
packets to a large number of different destination addresses. Additionally or alternatively,
detecting the pattern includes detecting a large number of packets transmitted by the computer
to a specified port.

There is additionally provided, in accordance with an embodiment of the present
invention, a method for processing communication traffic, including:

monitoring the communication traffic on a network so as to detect packets that are
indicative of a communication failure in the network that is characteristic of a worm infection;

detecting an increase in a rate of arrival of the packets that are indicative of the
communication failure; and

responsively to the increase, filtering the communication traffic so as to remove at least
some of the communication traffic that is generated by the worm infection.

In a disclosed embodiment, monitoring the communication traffic includes detecting
Internet Control Message Protocol (ICMP) unreachable packets. Additionally or alternatively,
monitoring the communication traffic includes detecting failures to establish a Transmission
Control Protocol (TCP) connection.

There is further provided, in accordance with an embodiment of the present invention,
a method for processing communication traffic, including:

monitoring the communication traffic on a network so as to detect ill-formed packets;
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making a determination, responsively to the ill-formed packets, that at least some of the
communication traffic has been generated by a worm infection; and

responsively to the determination, filtering the communication traffic so as to remove
the at least some of the communication traffic that is generated by the worm infection.

Typically, the packets include a header specifying a communication protocol, and
monitoring the communication traffic includes determining that the packets contain data that
are incompatible with the specified communication protocol. Additionally or alternatively, the
packets include a header specifying a packet length, and monitoring the communication traffic
includes determining that the packets contain an amount of data that is incompatible with the
specified packet length.

There is moreover provided, in accordance with an embodiment of the present
invention, apparatus for processing communication traffic, including a guard device, which is
adapted to monitor the communication traffic that is directed to a group ofaddressesona
network, to determine respective baseline characteristics of the communication traffic that is
directed to each of the addresses in the group, to detect a deviation from the respective
baseline characteristics of the communication traffic directed to at least one of the addresses in
the group, such that the deviation is indicative that at least some of the communication traffic
may be of malicious origin, and responsively to detecting the deviation, to filter the
communication traffic that is directed to all of the addresses in the group so as to remove at
least some of the communication traffic that is of the malicious origin.

There is furthermore provided, in accordance with an embodiment of the present
invention, apparatus for processing communication traffic, including a guard device, which is
adapted to monitor the communication traffic on a network so as to detect packets that are
indicative of a communication failure in the network that is characteristic of a worm infection,
to detect an increase in a rate of arrival of the packets that are indicative of the communication
failure, and responsively to the increase, to filter the communication traffic so as to remove at
least some of the communication traffic that is generated by the worm infection.

There is also provided, in accordance with an embodiment of the present invention,
apparatus for processing communication traffic, including a guard device, which is adapted to
monitor the communication traffic on a network so as to detect ill-formed packets, to make a
determination, responsively to the ill-formed packets, that at least some of the communication

traffic has been generated by a worm infection, and responsively to the determination, to filter
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the communication traffic so as to remove the at least some of the communication traffic that
is generated by the worm infection.

There is additionally provided, in accordance with an embodiment of the present
invention, apparatus for processing communication traffic, including a guard device, which is
adapted to monitor the communication traffic originating from a group of addresses and
passing through a selected node on a network, to detect a pattern in the traffic originating from
at least one of the addresses that is indicative of a malicious program running on a computer at
the at least one of the addresses, and to trace a route of the traffic from the selected node back
to the at least one of the addresses so as to identify a location of the computer on which the
malicious program is running.

There is further provided, in accordance with an embodiment of the present invention,
a computer software product, including a computer-readable medium in which program
instructions are stored, which instructions, when read by a computer, cause the computer to
monitor communication traffic that is directed to a group of addresses on a network, to
determine respective baseline characteristics of the communication traffic that is directed to
each of the addresses in the group, to detect a deviation from the respective baseline
characteristics of the communication traffic directed to at least one of the addresses in the
group, such that the deviation is indicative that at least some of the communication traffic may
be of malicious origin, and responsively to detecting the deviation, to filter the communication
traffic that is directed to all of the addresses in the group so as to remove at least some of the
communication traffic that is of the malicious origin.

There is moreover provided, in accordance with an embodiment of the present
invention, a computer software product, including a computer-readable medium in which
program instructions are stored, which instructions, when read by a computer, cause the
computer to monitor the communication traffic originating from a group of addresses and
passing through a selected node on a network, to detect a pattern in the traffic originating from
at least one of the addresses that is indicative of a malicious program running on a computer at
the at least one of the addresses, and to trace a route of the traffic from the selected node back
to the at least one of the addresses so as to identify a location of the computer on which the
malicious program is running.

There is furthermore provided, in accordance with an embodiment of the present

invention, a computer software product, including a computer-readable medium in which
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program instructions are stored, which instructions, when read by a computer, cause the
computer to monitor the communication traffic on a network so as to detect packets that are
indicative of a communication failure in the network that is characteristic of a worm infection,
to detect an increase in a rate of arrival of the packets that are indicative of the communication
failure, and responsively to the increase, to filter the communication traffic so as to remove at
least some of the communication traffic that is generated by the worm infection.

There is also provided, in accordance with an embodiment of the present invention, a
computer software product, including a computer-readable medium in which program
instructions are stored, which instructions, when read by a computer, cause the computer to
monitor the communication traffic on a network so as to detect ill-formed packets, to make a
determination, responsively to the ill-formed packets, that at least some of the communication
traffic has been generated by a worm infection, and responsively to the determination, to filter
the communication traffic so as to remove the at least some of the communication traffic that
is generated by the worm infection.

The. present invention will be more fully understood from the following detailed
description of the embodiments thereof, taken together with the drawings in which:

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram that schematically illustrates a computer network protected by
a guard system, in accordance with an embodiment of the present invention,

Fig. 2 is a flow chart that schematically illustrates a method for detecting worm-
generated traffic, in accordance with an embodiment of the present invention;

Fig. 3 is a flow chart that schematically illustrates a method for counting suspicious
events that may arise from worm-generated traffic, in accordance with an embodiment of the
present invention; and

Fig. 4 is a flow chart that schematically illustrates a method for locating a worm-
infected computer, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

Fig. 1 is a block diagram that schematically illustrates a network guard system 20, in
accordance with an embodiment of the present invention. A protected area 30 of a network
communicates with a wide-area network (WAN) 36, typically the Internet, through one or
more routers 22. Thus, area 30 typically comprises a certain subnet of the Internet. Protected

area 30 comprises various network elements 26, such as servers 24, client computers 34 and
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switches, including internal routers 38 and bridges 40, which are typically interconnected by
one or more local-area networks (LANs) 32, Typically, although not necessarily, protected
area 30 comprises a private network, such as an enterprise or campus network, or a network
operated by an Internet Service Provider (ISP).

Guard system 20 comprises one or more guard devices 28. To prevent worm infections
of computers, such as servers 24 and clients 34, each guard device monitors incoming packets
from WAN 36 that are addressed to network elements 26 in area 30. Guard device 28 analyzes
these incoming p ackets in order to d etect traffic patterns that may be indicative of a worm
attack, as described hereinbelow. Once a suspicious traffic pattern has been detected, guard
device 28 intercepts all or a portion of the packets entering (and possibly exiting) protected
area 30, and filters the traffic in order to block worm-generated packets. Non-infected packets
are forwarded to their intended destinations.

Alternatively or additionally, guard device 28 monitors outgoing packets sent from
servers 24 and/or clients 34 to network elements outside protected area 30. By detecting and
blocking worm-generated outgoing packets, guard device 28 prevents infected computers in
area 30 from establishing connections with other computers ouiside the protected area.
Blocking such infected traffic also relieves pressure on the links between routers 22 and WAN
36, so that legitimate traffic is not impeded by malicious activity.

Typically, guard device 28 comprises a general-purpose computer, which is
programmed in s oftware to carry out the functions d escribed herein. The software may be
downloaded to the computer in electronic form, over a network, for example, or it may
alternatively be supplied to the computer on tangible media, such as CD-ROM or DVD.
Further alternatively, guard device 2 8 may b e implemented in d edicated h ardware 1 ogic, or
using a combination of hardware and software elements. Preferably, the guard devices have
sufficient processing capacity so that they do not themselves become a bottleneck in the case
of a worm attack.

In practical applications, guard system may be used to protect a cluster of servers 24, or
it may be used to protect an entire LAN, intranet or a collection of servers and clients whose
traffic is diverted to the guard d evices. T he guard functionality may b e distributed among
multiple guard devices 28, at one or more access points to protected area 30. Furthermore, the
monitoring and filtering functions of guard system 20 may be carried out by physically

separate units, rather than having an integrated guard device 28 carry out both of these
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functions. In applications using more than one guard device, the guard devices may share one
or more common data repositoﬁes, or may otherwise communicate with each other, such as for
performing aggregated statistical analyses and/or maintaining a common record of suspected
sources of malicious packets. Although the embodiments described below refer to the
functions of a single, integrated guard device, the techniques used by the guard device may
similarly be implemented in a distributed guard system, as will be apparent to those skilled in
the art.

Each guard device 28 may be a standalone unit, or it may alternatively be integrated
with other communication or computing equipment, such as router 22, a firewall, or an
intrusion detection system (not shown). The elements of guard system 20 may be deployed in
configurations similar to firewalls known in the art. In the embodiments shown and described
in the present patent application, guard devices 28 are associated with routers 22. These
routers typically comprise standard IP routers, as are known in the art, but they may
alternatively comprise Layer 3 switches of other types, and may operate in accordance with
other network protocols. Typically, each guard device is connected in a “lollipop” fashion to
one or more of the ports of a corrésponding router. Alternatively, thefe need not be a one-to-
one correspondence between guard devices and routers, and traffic between guard devices and
routers may pass through other switches or other network nodes. Further details of the
deployment of guard devices 28 and alternative deployment configurations are described in the
above-mentioned U.S. and PCT patent applications.

Fig. 2 is a flow chart that schematically illustrates a method for detecting worm-
generated traffic that is transmitted into protected area 30, in accordance with an embodiment
of the present invention. The method is based on selecting a target group of the TP addresses in
area 30 for guard devices 28 to monitor, at a target group selection step 50. If the guard
devices have sufficient resources, in terms of memory and processing power, the monitored
group may include all of the addresses routed to area 30, including unallocated IP addresses.

Alternatively, a subset of the addresses may be selected at step 50. Typically, the
selected subset comprises the IP addresses in area 30 that are found to receive the least traffic
from WAN 36. For example, the subset in this case might comprise clients 34, while
excluding s ervers 2 4 that generally receive requests, q ueries or large amounts of data from

other computers outside area 30. This low-activity subset may be selected and modified by
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guard device 28 on the fly, based on baseline measurements of the average level of incoming
traffic over a period of time.

Alternatively or additionally, the group of addresses to be monitored may be set by a
system administrator. This group may also include unassigned “trap” addresses, as described
in the above-mentioned PCT patent application. Since the trap addresses are not used by any
actual computers in area 30, incoming traffic destined for any of these trap addresses is
anomalous, and is likely to indicate malicious scanning of IP addresses by a computer on
WAN 36.

Guard device 28 receives a copy of the traffic passing through the associated router 22,
at a traffic monitoring step 52. The guard device may copy the traffic at the physical level, by
means of an optical or copper splitter, for example. Alternatively, the router may relay a copy
of the incoming traffic on its input port to the guard device. Other alternative methods for
copying traffic to the guard device will be apparent to those skilled in the art.

Guard device 28 checks.the IP destination address of each incoming packet, at a
destination checking step 58. If the destination address is not on the monitoring list
established at step 50, the guard device typically ignores the packet, and router 22 simply
forwards the packet on to its destination, at a packet passing step 60. On the other hand, if the
destination address is included in the list, guard device 28 reads and records selected packet
parameters, at a packet recording step 62. (As noted above, the monitoring list may include all
of the IP addresses in area 30 or alternatively the IP addresses routed to area 30.)
Alternatively, guard device 28 may read and assemble complete monitoring data (as described
below) regarding packets sent to IP addresses on the monitoring list, while recording a more
limited data set regarding the remaining addresses in area 30. For example, the guard device
may record the number of incoming packets addressed to each of the IP addresses in area 30 in
order to measuring the total level of activity of each of network elements 26 in the area. The
guard device may then use this activity level information in order to identify low-activity
elements to be included in the target group for monitoring.

Additionally or alternatively, other criteria may be applied in choosing the packets to
be analyzed by gnard device 28. For example, the guard device may monitor “ICMP
unreachable” packets. These packets are generated by routers in accordance with the Internet
Control Message Protocol (ICMP) when they receive a packet whose destination address does

not appear on their routing lists. Thus, worm-generated scanning packets, which are sent out

12



10

15

20

25

30

WO 2004/070509 PCT/IL2004/000114

to random IP destination addresses, tend to engender a large number of these ICMP
unreachable packets. Each ICMP unreachable packet contains information about the original
packet that caused the ICMP unreachable packet to be generated. Therefore, an increase in the
rate of arrival of the ICMP unreachable packets detected by guard device 28 may be indicative
of a worm attack. The guard device may also be able to analyze the ICMP unreachable
packets in order to determine the source of the attack, such as a particular subnet from which
the scanning packets originated, assuming the source IP address is not spoofed.

Further additionally or alternatively, guard device 28 may apply other monitoring and
detection criteria to some or all of the packets received by the corresponding router. For
instance, guard device 28 may monitor p acket ¢ ontents to v erify that the p ackets are “well
formed,” i.e., that the packet contents obey the rules of the applicable protocols. Appearance
of significant numbers of ill-formed packets can indicate that a worm attack is in progress.
Examples of criteria that may be applied in this regard include:

e Testing whether the actual number of bytes in the packet is compatible with the number
indicated by the packet length field in the packet header. Anomalous packet length is a
characteristic sign of some types of worms.

e Testing whether the contents of the packet payload are compatible with the type of traffic
specified by the packet header. For instance, if the header indicates that a particular
TCP/IP packet contains a Hypertext Transfer Protocol (HTTP) message, the payload may
legally contain only ASCII characters. If the payload contains non-ASCII binary data, the
packet may be infected.

These detection criteria may also be used to filter out and block infected packets when it is

determined that an attack is in progress. Other suitable packet filtering criteria, which may

also be applied in the attack detection stage, are described in the above-mentioned U.S. and

PCT patent applications.

Returning now to Fig. 2, at recording step 62, guard device 28 records, for each
destination address in the target set, the protocol and port of each incoming packet. In this
manner, the guard device may maintain a table, for each address or group of addresses in the
target set, in which it records the number of packets received on TCP port 80, 8000, 8080, etc.,
and similarly on various UDP ports and ports that are used by other protocols. The
distribution of source addresses sending traffic to each of the destinaﬁon may also be recorded.

The figures collected in the table are gathered during periods of time in which thereisno
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worm attack in progress, and thus provide a statistical baseline of the incoming traffic
distribution for each destination address and for the target set as a whole.

Other packet parameters may also be recorded at step 62. For example, the value of the
Time-To-Live (TTL) field in the IP header of each packet may be recorded in order to generate
a TTL histogram. When a computer sends a packet, it set the TTL value initially to a certain
starting value, and this value is decremented at each hop along the route of the packet. The
initial TTL value is determined by the operating system of the sending computer, and different
operating systems may initialize the TTL field in IP packets they create to different values.
The standard initial value is 256, but other initial values that are known to exist are 128
(Windows®), 64 (Unix®), 60 and 30. A sudden change in the TTL histogram may thus
indicate that a particular operating system has been infected by a worm, causing large numbers
of computers to send infected packets with the TTL value characteristic of that operating
system. Variations in other packet statistics, such as the distribution of the sizes of incoming
packets, may also be indicative of an attack.

Guard device 28 examines the packet parameters to determine whether they constitute
a suspicious event, at an event counting step 64. One type of suspicious event is receipt of a
packet addressed to one of the monitored destination addresses wherein the packet type is out
of line with the statistical baseline established for that destination address. For example, if a
given monitored address belongs to one of clients 34, one would not expect that address to
receive TCP SYN packets (port 80). Detection of such a packet by guard device 28 may
indicate that an infected computer is scanning random IP addresses in an attempt to find
servers to which it can spread the infection. Thus, guard device 28 counts packets of types that
deviate, in terms of port, protocol, or other parameters, from the established baseline profile
for any given destination address in the monitored group as suspicious events. ( The same
packet may be counted as an anomaly for two or more of the monitored parameters.) Typically,
the guard device updates the baseline profile continually based on the incoming packets, so
that legitimate, long-term changes in the profile are taken into account.

Another type of event that guard device 28 may count as suspicious is transmission of a
packet that indicates a communication failure. For example, unsuccessful attempts to establish
TCP connections may be regarded as suspicious events, particularly if the attempts are directed
to many different destination addresses (indicating that a worm may be scanning IP addresses,

as noted above). For this reason, guard device 28 may also receive and monitor outgoing TCP
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SYN, SYN-ACK or RST packets sent from addresses within protected area 30. When one of
the computers in the protected area attempts to establish TCP connections with many different
TP addresses, the guard device may identify the sending computer as potentially infected, and
may take protective steps, as described further hereinbelow. Other sorts of abnormal
transmission events (regarding both incoming and outgoing packets) may similarly be defined
and monitored by guard device 28.

On the other hand, not all abnormal events are indicative of malicious traffic, and it is
desirable that guard device 28 generate only a minimal number of false alarms. For example,
if one of servers 24 in area 30 goes down, there may be many unsuccessful attempts by
different clients on WAN 36 to establish TCP connections with the server or to receive
responses to their HTTP or SQL queries. A method for avoiding false alarms due to this sort
of event is described below with reference to Fig. 3.

After incrementing its count of suspicious events, guard device 28 checks its event
count against an applicable threshold, at a threshold checking step 66. When the event count
exceeds the threshold, the guard device determines that a worm attack may be in progress, at
an alert step 68. The threshold may be fixed in advance, or it may be variable, depending on a
combination of factors monitored by the guard device. For example, the decision to set the
alarm may be based on a correlation of the suspicious event count with other factors, such as
the number of ICMP packets or ill-formed packets detected by the guard device or variations
in the TTL distribution, as mentioned above. The guard device may test the correlation using a '
weighted sum of different packet counts or using methods of artificial intelligence and
machine learning, such as a decision tree or fuzzy logic.

Upon detecting a potential worm attack at step 68, guard device 28 typically notifies
the s ystem a dministrator r esponsible for the network in protected area 30. In addition, the
guard device activates its packet filtering functions, at a filtering step 70. For this purpose, the
guard device notifies routers 22 that certain packets (or possibly all packets) should be diverted
to the guard device for cleaning before being passed on to their actual destination addresses.
Methods that can be used for this sort of packet diversion are described in the above-
mentioned patent applications and include, for example, using the Web Cache Coordination
Protocol (WCCP) or Policy Based Routing (PBR), promulgated by Cisco® Systems (San Jose,
California). Filtering methods that may be applied by the guard device are likewise described
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in the above-mentioned patent applications. Note that many of the detection criteria described
above may also be used, mutatis mutandis, in filtering potentially-infected packets.

Typically, for efficiency of processing, guard device 28 specifies at step 70 a certain set
of source addresses and/or type of traffic for which routers 22 should divert traffic to the guard
device. PBR, for instance, permits these criteria to be defined using access control lists
(ACLs), which may specify destination port, type of packet (e.g., SYN request), or the
interface on which the traffic was received. The guard device typically chooses the criteria
based on the characteristics of the monitored traffic that led the guard device to conclude that
an attack may be in progress. For example, if the alert was raised at step 68 due to an
abnormally large number of incoming packets on TCP port 80, the guard device may instruct
the router to divert only traffic on this port.

Additionally or alternatively, guard device 28 may set the diversion criteria
dynamically, based on parameters of the abnormal traffic it has detected. For example, if the
guard device detects an abnormal increase in traffic on a certain port, the guard device may
then proceed to analyze the pattern of IP source addresses of the incoming traffic on this
particular port. It may then choose to divert or block all traffic received from these suspect IP
source addresses for a certain period of time, which may be for the duration of the attack. As
another example, i f the guard d evice d etects an abnormal increase in incoming traffic on a
certain port, it may instruct the router to divert outgoing traffic on the same or related ports to
the guard device, as well. In this manner, the guard device may be able to detect and block
packets transmitted by a computer in area 30 that has become infected.

Fig. 3 is a flow chart that schematically shows details of event counting step 64, in
accordance with an embodiment of the present invention. The method is typically applied to
each destination port individually. Guard device 28 may apply this method in order to avoid
generating false alarms due to abnormal events that can occur due to causes other than
malicious attacks. For this purpose, guard device 28 maintain a source list S of source
addresses, which have recenily sent packets into protected area 30 with the given destination
port number, and a recipient list D of the destination addresses of these packets.

Upon receiving a suspicious packet at step 80, the guard device checks the source
address of the packet, at a source checking step 82. If the source address of the packet is not in
S, the guard device checks the destination address of the packet, at a destination checking step

86. The guard device then increments its count of suspicious events, at a count incrementing
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step 88, only upon determining that the destination address is not in D. In other words, both
the source address and the destination address of the suspicious packet must not have been
previously recorded in order to cause the event counter to be incremented. The guard device
then adds the destination address of the packet to D and the source address to S, at a recording
step 90.

Thus, multiple suspicious packets from the same source or directed to the same
destination cause the event counter to be incremented only once. Alternatively, the guard
device may continue to count multiple packets with the same source or destination address, but
with successively decreasing weights, so that the first packet for any source/destination pair is
emphasized in the count relative to later packets with the same source or destination address.

Fig. 4 is a flow chart that schematically illustrates a method for detecting an infected
computer inside protected area 30, in accordance with an embodiment of the present invention.
As noted earlier, although c ertain m ethods o f p acket m onitoring and filtering are described
above with reference mainly to preventing infected packets from entering area 30, similar

methods may be applied in detecting infected packets sent from area to WAN 36, and in

- detecting the sources of these packets. Blocking these infected packets is helpful not only in

arresting the spread of worms, but also in alleviating traffic bottlenecks that may occur on the

links between routers 22 and WAN 36 due to transmission of large volumes of infected traffic.

The above-mentioned PCT patent application describes this feature of guard device 28 in

further detail.

The method o fFig. 4 is initiated when guard device 28 detects suspicious outgoing
traffic on router 22, at a detection step 100. In addition to the detection parameters described
above, the guard device may apply other criteria to identify outgoing traffic as suspicious; for
example:

o When a given source address in area 30 begins sending packets to many different
destination addresses on WAN 36. (Based on the statistical baseline established earlier,
guard device 28 can distinguish servers 24, which consistently send packets to many
different destination addresses, from clients 34, which generally exhibit this sort of
outgoing traffic pattern only when infected.)

e When a given source address begins sending many packets on the same port (and typically
to many different destination addresses), which is different from the baseline behavior of

the source address.
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e When there is an increase in the total number or rate of outgoing packets on a given port
(typically to many different destination addresses), even when the source addresses of the
packets are different. Using UDP, for instance, it is possible for a worm to cause an
infected computer to transmit packets with many different, false IP source addresses.

e When there is an increase in the number of packets of certain specified types, such as
packets generated by the Address Resolution Protocol (ARP). ARP request packets are
generated by Ethernet switches in order to learn the Medium Access Control (MAC)
address to use for a given IP destination address. Scanning of random IP addresses by an
infected computer in area 30 will cause bridge 40 that is serving the particular computer to
generate many ARP requests.

Additional and alternative criteria will be apparent to those skilled in the art.

Once guard device 2 8 detects a suspicious p attern of outgoing traffic, it attempts to
locate the source of the traffic, at a source location step 102. Various methods are known in
the art for locating the computer to which a given source IP address belongs. For example,
guard device 28 may perform a reverse lookup of the IP source address using the Dynamic
Host Configuration Protocol (DHCP), which is normally used by network administrators
manage the assignment of IP addresses in a network. Alternatively or additionally, the guard
device may use the “traceroute” utility, which is provided by many operating systems and
TCP/IP packages, to record the route through the network in protected area 30 between router
22 and the source address of the suspicious packets. Even when the infected computer is using
false IP addresses in the packets that it generates, MAC-level tracing may still be used to
locate the actual source of the packets.

Guard device 28 uses these techniques to locate the chain of routers in area 30 leading
back to the internal router 3 8 that is closest to the infected c omputer, and then to find the
specific bridge 40 and the port of the bridge to which the infected computer is connected. The
guard device may then instruct the bridge, using standard network management protocols, to
disable the port serving the infected computer, at a source blocking step 104. The guard
device reports the location of the infected computer to the system administrator of area 30,
who can then take the necessary corrective action.

Although the embodiments described hereinabove are directed mainly to detecting and
blocking worm-related traffic, the principles of the present invention may similarly be applied

in protecting against other types of malicious network traffic. It will thus be appreciated that
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the embodiments described above are cited by way of example, and that the present invention
is not limited to what has been p articularly shown and d escribed h ereinabove. R ather, the
scope of the present invention includes both combinations and subcombinations of the various
features described hereinabove, as well as variations and modifications thereof which would
oceur to persons skilled in the art upon reading the foregoing description and which are not

disclosed in the prior art.
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CLAIMS

1. A method for processing communication traffic, comprising:

monitoring the communication traffic that is directed to a group of addresses on a
network;

determining respective baseline characteristics of the communication fraffic that is
directed to each of the addresses in the group;

detecting a deviation from the respective baseline characteristics of the commuinication
traffic directed to at least one of the addresses in the group, such that the deviation is indicative
that at least some of the communication traffic may be of malicious origin; and

responsively to detecting the deviation, filtering the communication traffic that is
directed to all of the addresses in the group so as to remove at least some of the

communication traffic that is of the malicious origin.

2. The method according to claim 1, wherein monitoring the communication traffic
comprises selecting a subset of the group of the addresses to monitor responsively to the

baseline characteristics.

3. The method according to claim 2, wherein determining the respective baseline
characteristics comprises determining respective amounts of the communication traffic that are
directed to the addresses in the group, and wherein selecting the subset comprises selecting the
addresses in the subset such that the addresses in the subset receive relatively small amounts of

the communication traffic by comparison with other addresses in the group.

4. The method according to claim 1, wherein the baseline characteristics comprise a

distribution of communication protocols used in generating the communication traffic.

5. The method according to claim 1, wherein the baseline characteristics comprise a

distribution of ports to which the communication traffic is directed.

6. The method according to claim 1, wherein the baseline characteristics comprise a

distribution of source addresses of the communication traffic.

7. The method according to claim 1, wherein the baseline characteristics comprise a

distribution of sizes of data packets sent to the addresses in the group.
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8. The method according to claim 1, wherein the baseline characteristics are indicative of
a distribution of operating systems running on computers that have transmitted the

communication traffic.

9. The method according to claim 8, wherein detecting the deviation comprises reading a
Time-To-Live (TTL) field in headers of data packets sent to the addresses in the group, and

detecting a change in values of the TTL field relative to the baseline characteristics.

10.  The method according to claim 1, wherein detecting the deviation comprises detecting
events that are indicative of a failure in communication between a first computer at one of the

addresses in the group and a second computer at another location in the network.

11.  The method according to claim 10, wherein detecting the events comprises detecting

failures to establish a Transmission Control Protocol (TCP) connection.

12.  The method according to any of the preceding claims, and comprising receiving
packets that are indicative of a communication failure in the network that is characteristic of a
worm infection, and wherein filtering the communication traffic comprises deciding to filter

the communication traffic responsively to receiving the packets.

13.  The method according to claim 12, wherein receiving the packets comprises receiving

Internet Control Message Protocol (ICMP) unreachable packets.

14.  The method according to any of claims 1-11, wherein monitoring the communication
traffic comprises making a determination that one or more packets transmitted over the
network are ill-formed, and wherein filtering the communication traffic comprises deciding to

filter the communication traffic responsively to the ill-formed packets.

15.  The method according to any of claims 1-11, wherein detecting the deviation comprises
incrementing a count of events that are indicative of the malicious origin of the
communication traffic, and deciding whether to filter the communication traffic responsively

to the count.

16.  The method according to claim 15, wherein detecting the deviation comprises receiving
data packets of potentially malicious origin, each data packet having a respective source
address and destination address, and wherein incrementing the count comprises determining an
amount by which to increment the count responsively to each of the data packets responsively

to whether among the data packets received previously, responsively to which the count was
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incremented, at least one data packet had the same respective source address and at least one

data packet had the same respective destination address.

17.  The method according to claim 16, wherein determining the amount by which to
increment the count comprises incrementing the count only if none of the data packets
received previously, responsively to which the count was incremented, had at least one of the

same respective source address and the same respective destination address.

18.  The method according to any of claims 1-11, wherein detecting the deviation comprises
detecting a type of the communication traffic that appears to be of the malicious origin, and
wherein filtering the communication traffic comprises intercepting the communication traffic

of the detected type.

19.  The method according to claim 18, wherein detecting the type comprises determining
at least one of a communication protocol and a port that is characteristic of the communication

traffic.

20.  The method according to claim 18, wherein detecting the type comprises determining
one or more source addresses of the communication traffic that appears to be of the malicious

origin, and intercepting the communication traffic sent from the one or more source addresses.

21.  The method according to any of claims 1-11, wherein detecting the deviation comprises
detecting a type of the communication traffic that appears to be of the malicious origin, and
wherein monitoring the communication traffic comprises collecting specific information

relating to the traffic of the detected type.

22.  The method according to claim 21, wherein collecting the specific information

comprises determining one or more source addresses of the traffic of the detected type.

23.  The method according to any of claims 1-11, wherein monitoring and filtering the
communication traffic comprise monitoring and filtering the communication traffic that is
transmitted into a protected area of the network containing the group of the addresses so as 0

exclude the communication traffic from the area.

24.  The method according to claim 23, and comprising monitoring the communication
traffic that is transmitted by computers in the protected area so as to detect an infection of one

or more of the computers by a malicious program.

25. A method for processing communication traffic, comprising:
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monitoring the communication traffic originating from a group of addresses and
passing through a selected node on a network;

detecting a pattern in the traffic originating from at least one of the addresses that is
indicative of a malicious program running on a computer at the at least one of the addresses;
and

tracing.a route of the traffic from the selected node back to the at least one of the
addresses so as to identify a location of the computer on which the malicious program is

running.

26.  The method according to claim 25, wherein tracing the route comprises identifying a
port of a switch on the network to which the computer is connected, and comprising disabling

the identified port.

27.  The method according to claim 25 or 26, wherein detecting the pattern comprises
determining that the computer has transmitted packets to a large number of different

destination addresses.

28.  The method according to claim 25 or 26, wherein detecting the pattern comprises

detecting a large number of packets transmitted by the computer to a specified port.

29. A method for processing communication traffic, comprising:

monitoring the communication traffic on a network so as to detect packets that are
indicative of a communication failure in the network that is characteristic of a worm infection;

detecting an increase in a rate of arrival of the packets that are indicative of the
communication failure; and

responsively to the increase, filtering the communication traffic so as to remove at least

some of the communication traffic that is generated by the worm infection.

30.  The method according to claim 29, wherein monitoring the communication traffic

comprises detecting Internet Control Message Protocol (ICMP) unreachable packets.

31.  The method according to claim 29 or 30, wherein monitoring the communication
traffic comprises detecting failures to establish a Transmission Control Protocol (TCP)

connection.

32. A method for processing communication traffic, comprising:

monitoring the communication traffic on a network so as to detect ill-formed packets;
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making a determination, responsively to the ill-formed packets, that at least some of the
communication traffic has been generated by a worm infection; and
responsively to the determination, filtering the communication traffic so as to remove

the at least some of the communication traffic that is generated by the worm infection.

33.  The method according to claim 32, wherein the packets comprise a header specifying a
communication protocol, and wherein monitoring the communication traffic comprises
determining that the packets contain data that are incompatible with the specified

communication protocol.

34.  The method according to claim 32 or 33, wherein the packets comprise a header
specifying a packet length, and wherein monitoring the communication traffic comprises
determining that the packets contain an amount of data that is incompatible with the specified

packet length.

35.  Apparatus for processing communication traffic, comprising a guard device, which is
adapted to monitor the communication traffic that is directed to a group of addresses on a
network, to determine respective baseline characteristics of the communication traffic that is
directed to each of the addresses in the group, to detect a deviation from the respective
baseline characteristics of the communication traffic directed to at least one of the addresses in
the group, such that the deviation is indicative that at least some of the communication traffic
may be of malicious origin, and responsively to detecting the deviation, to filter the
communication traffic that is directed to all of the addresses in the group so as to remove at

least some of the communication traffic that is of the malicious origin.

36.  The apparatus according to claim 35, wherein the guard device is adapted to select a

subset of the group of the addresses to monitor responsively to the baseline characteristics.

37.  The apparatus according to claim 36, wherein the respective baseline characteristics are
indicative of respective amounts of the communication traffic that are directed to the addresses
in the group, and wherein the gnard device is adapted to select the addresses in the subset such
that the addresses in the subset receive relatively small amounts of the communication traffic

by comparison with other addresses in the group.

38.  The apparatus according to claim 35, wherein the baseline characteristics comprise a

distribution of communication protocols used in generating the communication traffic.
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39.  The apparatus according to claim 35, wherein the baseline characteristics comprise a

distribution of ports to which the communication traffic is directed.

40.  The apparatus according to claim 35, wherein the baseline characteristics comprise a

distribution of source addresses of the communication traffic.

41.  The apparatus according to claim 35, wherein the baseline characteristics comptise a

distribution of sizes of data packets sent to the addresses in the group.

42.  The apparatus according to claim 35, wherein the baseline characteristics are indicative
of a distribution of operating systems running on computers that have transmitted the

communication traffic.

43.  The apparatus according to claim 42, wherein the guard device is adapted to read a
Time-To-Live (TTL) field in headers of data packets sent to the addresses in the group, and to
detect a change in values of the TTL field relative to the baseline characteristics due to the

distribution of the operating systems.

44.  The apparatus according to claim 35, wherein the guard d evice is adapted to detect
events that are indicative of a failure in communication between a first computer at one of the

addresses in the group and a second computer at another location in the network.

45.  The apparatus according to claim 44, wherein the events comprise failures to establish

a Transmission Control Protocol (TCP) connection.

46.  The apparatus according to any of claims 35-45, wherein the guard device is adapted to
receive packets that are indicative of a communication failure in the network that is
characteristic of a worm infection, and to decide to filter the communication traffic

responsively to receiving the packets.

47.  The apparatus according to claim 46, wherein the packets comprises Internet Control

Message Protocol (ICMP) unreachable packets.

48.  The apparatus according to any of claims 35-45, wherein the guard device is adapted to
make a determination that one or more packets transmitted over the network are ill-formed,

and to decide to filter the communication traffic responsively to the ill-formed packets.
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49.  The apparatus according to any of claims 35-45, wherein the guard device is adapted to
increment a count of events that are indicative of the malicious origin of the communication

traffic, and to decide whether to filter the communication traffic responsively to the count.

50.  The apparatus according to claim 49, wherein the guard device is coupled to receive
data packets of potentially malicious origin, each data packet having a respective source
address and destination address, and is adapted to determine an amount by which to increment
the count responsively to each of the data p ackets responsively to whether among the d ata
packets received previously, responsively to which the ¢ ount was incremented, at least one
data packet had the same respective source address and at least one data packet had the same

respective destination address.

51.  The apparatus according to claim 40, wherein the guard device is adapted to increment
the count only if none of the data packets received previously, responsively to which the count
was incremented, had at least one of the same respective source address and the same

respective destination address.

52.  The apparatus according to any of claims 35-45, wherein the guard device is adapted to
detect a type of the communication traffic that appears to be of the malicious origin, and to

filter the communication traffic by intercepting the communication traffic of the detected type.

53.  The apparatus according to claim 52, wherein the type of the communication traffic
that appears to be of the malicious origin is characterized by at least one of a communication

protocol and a port.

54,  The apparatus according to claim 52, wherein the guard device is adapted to determine
one or more source addresses of the communication traffic that appears to be of the malicious

origin, and to intercept the communication traffic sent from the one or more source addresses.

55.  The apparatus according to any of claims 35-45, wherein the guard device is adapted to
detect a type of the communication traffic that appears to be of the malicious origin, and to
monitor the communication traffic so as to collect specific information relating to the traffic of

the detected type.

56.  The apparatus according to claim 55, wherein the specific information comprises one

or more source addresses of the traffic of the detected type.
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57.  The apparatus according to any of claims 35-45, wherein the guard device is adapted to
monitor and filter the c ommunication traffic that is transmitted into a protected area of the
network containing the group of the addresses so as to exclude the communication traffic from

the area.

58.  The apparatus according to claim 57, wherein the guard device is adapted to monitor
the communication traffic that is transmitted by computers in the protected area so as to detect

an infection of one or more of the computers by a malicious program.

59. Apparatus for processing communication traffic, comprising a guard device, which is
adapted to monitor the communication traffic originating from a group of addresses and
passing through a selected node on a network, to detect a pattern in the traffic originating from
at least one of the addresses that is indicative of a malicious program running on a computer at
the at least one of the addresses, and to trace a route of the traffic from the selected node back
to the at least one of the addresses so as to identify a location of the computer on which the

malicious program is running.

60.  The apparatus according to claim 59, wherein the guard device is adapted to identify a
port of a switch on the network to which the computer is connected, and to instruct the switch

to disable the identified port.

61.  The apparatus according to claim 59 or 60, wherein the guard device is adapted to
detect the pattern by determining that the computer has transmitted packets to a large number

of different destination addresses.

62.  The apparatus according to claim 59 or 60, wherein the guard device is adapted to
detect the pattern by detecting a large number o f p ackets transmitted by the c omputer to a

specified port.

63.  Apparatus for processing communication traffic, comprising a guard device, which is
adapted to monitor the communication traffic on a network so as to detect packets that are
indicative of a communication failure in the network that is characteristic of a worm infection,
to detect an increase in a rate of arrival of the packets that are indicative of the communication
failure, and responsively to the increase, to filter the communication traffic so as to remove at

least some of the communication traffic that is generated by the worm infection.
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64.  The apparatus according to claim 63, wherein the guard device is adapted to detect
Internet Control Message Protocol (ICMP) unreachable packets as an indication of the

communication failure.

65.  The apparatus according to claim 63 or 64, wherein the guard device is adapted to

detect failures to establish a Transmission Control Protocol (TCP) connection.

66. Apparatus for processing communication traffic, comprising a guard device, which is
adapted to monitor the communication traffic on a network so as to detect ill-formed packets,
to make a determination, responsively to the ill-formed packets, that at least some of the
communication traffic has been generated by a worm infection, and responsively to the
determination, to filter the communication traffic so as to remove the at least some of the

communication traffic that is generated by the worm infection.

67.  The apparatus according to claim 66, wherein the packets comprise a header specifying
a communication protocol, and wherein the guard device is adapted to detect that the packets

contain data that are incompatible with the specified communication protocol.

68.  The apparatus according to claim 66 or 67, wherein the packets comprise a header
specifying a packet length, and wherein the guard device is adapted to detect that the packets

contain an amount of data that is incompatible with the specified packet length.

69. A computer software product, comprising a computer-readable medium in which
program instructions are stored, which instructions, when read by a computer, cause the
computer to monitor communication traffic that is directed to a group of addresses on a
network, to determine respective baseline characteristics of the communication traffic that is
directed to each of the addresses in the group, to detect a deviation from the respective
baseline characteristics of the communication traffic directed to at least one of the addresses in
the group, such that the deviation is indicative that at least some of the communication traffic
may be of malicious origin, and responsively to detecting the deviation, to filter the
communication traffic that is directed to all of the addresses in the group so as to remove at

least some of the communication traffic that is of the malicious origin.

70.  The product according to claim 69, wherein the instructions cause the computer to
select a subset of the group of the addresses to monitor responsively to the baseline

characteristics.
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71. The product according to claim 70, wherein the respective baseline characteristics are
indicative of respective amounts of the communication traffic that are directed to the addresses
in the group, and wherein the instructions cause the computer to select the addresses in the
subset such that the addresses in the subset receive relatively small amounts of the

communication traffic by comparison with other addresses in the group.

72.  The product according to claim 69, wherein the baseline characteristics comprise a

distribution of communication protocols used in generating the communication traffic.

73.  The product according to claim 69, wherein the baseline characteristics comprise a

distribution of ports to which the communication traffic is directed.

74.  The product according to claim 69, wherein the baseline characteristics comprise a

distribution of source addresses of the communication traffic.

75. The product according to claim 69, wherein the baseline characteristics comprise a

distribution of sizes of data packets sent to the addresses in the group.

76.  The product according to claim 69, wherein the baseline characteristics are indicative
of a distribution of operating systems running on computers that have transmitted the

communication traffic.

77.  The product according to claim 76, wherein instructions cause the computer to read a
Time-To-Live (TTL) field in headers of data packets sent to the addresses in the group, and to
detect a change in values of the TTL field relative to the baseline characteristics due to the

distribution of the operating systems.

78.  The product according to claim 69, wherein the instructions cause the computer to
detect events that are indicative of a failure in communication between a first computer at one

of the addresses in the group and a second computer at another location in the network.

79.  The product according to claim 78, wherein the events comprise failures to establish a

Transmission Control Protocol (TCP) connection.

80.  The product according to any of claims 69-79, wherein the instructions cause the
computer to receive packets that are indicative of a communication failure in the network that
is characteristic of a worm infection, and to decide to filter the communication traffic

responsively to receiving the packets.
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81. The product according to claim 80, wherein the packets comprises Internet Control

Message Protocol (ICMP) unreachable packets.

82. The product according to any of claims 69-79, wherein the mstructions cause the
computer to make a determination that one or more packets transmitted over the network are
ill-formed, and to decide to filter the communication traffic respounsively to the ill-formed

packets.

83. The product according to any of claims 69-79, wherein the instructions cause the
computer to increment a count of events that are indicative of the malicious origin of the
communication traffic, and to decide whether to filter the communication traffic responsively

to the count.

84.  The product according to claim 83, wherein when the computer is coupled to receive
data packets of potentially malicious origin, each data packet having a respective source
address and destination address, the instructions cause the computer to determine an amount
by which to increment the count responsively to each of the data packets responsively to
whether among the data packets received previously, responsively to which the count was
incremented, at least one data packet had the same respective source address and at least one

data packet had the same respective destination address.

85.  The product according to claim 84, wherein the instructions cause the computer to
increment the count only if none of the data packets received previously, responsively to which
the count was incremented, had at 1 east one o f the same respective source address and the

same respective destination address.

86.  The product according to any of claims 69-79, wherein the instructions cause the
computer to detect a type of the communication traffic that appears to be o fthe malicious
origin, and to filter the communication traffic by intercepting the communication traffic of the

detected type.

87.  The product according to claim 86, wherein the type of the communication traffic that
appears to be of the malicious origin is characterized by at least one of a communication

protocol and a port.

88.  The product according to claim 86, wherein the instructions cause the computer to

determine one or more source addresses of the communication traffic that appears to be of the
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. malicious origin, and to intercept the communication traffic sent from the one or more source

addresses.

89.  The product according to any of claims 69-79, wherein the instructions cause the
computer to detect a type of the communication traffic that appears to be ofthe malicious
origin, and to monitor the communication traffic so as to collect specific information relating

to the traffic of the detected type.

90.  The product according to claim 89, wherein the specific information comprises one or

more source addresses of the traffic of the detected type.

91.  The product according to any of claims 69-79, wherein the instructions cause the
computer to monitor and filter the communication traffic that is transmitted into a protected
area of the network containing the group of the addresses so as to exclude the communication

traffic from the area.

92.  The product according to claim 91, wherein the instructions cause the computer to
monitor the communication traffic that is transmitted by computers in the protected area so as

to detect an infection of one or more of the computers by a malicious program.

93. A computer software product, comprising a computer-readable medium in which
program instructions are stored, which instructions, when read by a computer, cause the
computer to monitor the communication traffic originating from a group of addresses and
passing through a selected node on a network, to detect a pattern in the traffic originating from
at least one of the addresses that is indicative of a malicious program running on a computer at
the at least one of the addresses, and to trace a route of the traffic from the selected node back
to the at least one of the addresses so as to identify a location of the computer on which the

malicious program is running.

94.  The product according to claim 93, wherein the instructions cause the computer to
identify a port of a switch on the network to which the computer is connected, and to instruct

the switch to disable the identified port.

95.  The product according to claim 93 or 94, wherein the instructions cause the computer
to detect the pattern by determining that the computer has transmitted packets to a large

number of different destination addresses.
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96.  The product according to claim 93 or 94, wherein the instructions cause the computer
to detect the pattern by detecting a large number of packets transmitted by the computer to a

specified port.

97. A computer software product, comprising a computer-readable medium in which
program instructions are stored, which instructions, when read by a computer, cause the
computer to monitor the communication traffic on a network so as to detect packets that are
indicative of a communication failure in the network that is characteristic of a worm infection,
to detect an increase in a rate of arrival of the packets that are indicative of the communication
failure, and responsively to the increase, to filter the communication traffic so as to remove at

least some of the communication traffic that is generated by the worm infection.

98.  The product according to claim 97, wherein the instructions cause the computer to
detect Internet Control Message Protocol (ICMP) unreachable packets as an indication of the

communication failure.

99.  The product according to claim 97 or 98, wherein the instructions cause the computer

to detect failures to establish a Transmission Control Protocol (TCP) connection.

100. A computer software product, comprising a computer-readable medium in which
program instructions are stored, which instructions, when read by a computer, cause the
computer to monitor the communication traffic on a network so as to detect ill-formed packets,
to make a determination, responsively to the ill-formed packets, that at least some of the
communication traffic has been generated by a worm infection, and responsively to the
determination, to filter the communication traffic so as to remove the at least some of the

communication traffic that is generated by the worm infection.

101. The product according to claim 100, wherein the packets comprise a header specifying
a communication protocol, and wherein the instructions cause the computer to detect that the

packets contain data that are incompatible with the specified communication protocol.

102.  The product according to claim 100 or 101, wherein the p ackets comprise a h eader
specifying a packet length, and wherein the instructions cause the computer to detect that the

packets contain an amount of data that is incompatible with the specified packet length.
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