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(57) Abréegée/Abstract:
A wireless communication system includes a first wireless network having first nodes each assigned a unique first address,

d

second wireless network having second nodes each assigned a unigue second address, a border router node constituting an
Interface between the second network and a third wireless network, and at least one access point constituting an interface
between the first and third networks. At least one of the first nodes Is a mesh router node In the first network and a border router

node In the second network (MR/BR node). The MR/BR node has unique addresses respectively assigned In the first and secor
networks. The MR/BR node receives a communication In the first network and transmits it to at least one second node In th

second network. The MR/BR node receives a communication in the second network and transmits it to at least one first node in th
first network.
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(57) Abstract: A wireless communication system includes a first wireless network having first nodes each assigned a unique first
address, a second wireless network having second nodes each assigned a unique second address, a border router node constituting an
interface between the second network and a third wireless network, and at least one access point constituting an interface between the
first and third networks. At least one of the first nodes 1s a mesh router node in the first network and a border router node m the second
network (MR/BR node). The MR/BR node has unique addresses respectively assigned i the first and second networks. The MR/BR
node receives a communication in the first network and transmits 1t to at least one second node n the second network. The MR/BR
node receives a communication in the second network and transmits it to at least one first node in the first network.
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Method and System for Communicating Between
Private Mesh Network and Public Network

Field
60017 The present disciosure relates {0 a metnod and sysiem for enabiing

communication between a private mesh network and a public network.

Background

00021 A mesh network s a network topoiogy i which nodes of the network can
reiay data for other nodes of the network. An example of a wireiess mesh network
1 an advanced meter infrastructure (AMI) system tor coliecting datla from utiiity
meters (&.g., electricity, gas, water, eic.) or other community service devices (8.9,
street lights, traffic signs, etc.), reporting the collected data o a back office system,
andg communicating data petween the meters or devices and the back office system.
The back office system can be ioccated in one iocation or can be distributed across
muitipie locations. in such an Al sysiem, the meters or public utibty devices each
have a computer processor and transceiver (e.g., network interface card (NIC)) for
communicating data petween the meters or Community service gevices ang other
nodes of the network., Hereinafler, the melers or community service devices
equipped with a8 processor and transceiver are colleclively referred to as mesh
network nodes. The mesh network nodes may transmit daia {0 access points {aiso
referred 0 as gateways) which serve as an interface petween a iocal area network
(LAN) composed of mesh network nodes, and a separate network through which the
access point(s) 1s/are connected to the back office system. The access poinis may
communicate with the back office sysiem using a public network, such as a wide
area network (WAN) (e.q., a cellular network). The access points are mesh network
nodes pecause they are part of the LAN. The access poinis are aiso membpers of
the WAN because the access poinis serve as interfaces between the LAN and WAN.
(00031 The LAN inwnhich the mesh network nodes and access points are members
may be a private network, 1o which access is resiricted to approved network nodes
and/or mesh network nodes that have the necessary credentials to pe considered as
approved nelwork nodes when communicating in the private network. there may pe
a desire, however, {0 provide greater flexibility so that nodes in the public network

may communicate with nodes in the private network. For example, Wi-SlUIN is a
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gicbal industry alliance promoling interoperabie wireless networking standards.
There may be a desire 1or a node In one public network such as a WAN to

communicate with mesh network nodes in a private LAN.

Summary

[(0004] An exemplary embpodiment of the present disclosure provides a wireless
communication system for communicating between wireless networks. the
exemplary wireless communication system inciudes a first wireless network having a
piurality of first nodes configured to communicate with each other over the first
wireless network, where each of the plurality of first nodes in the first wireless
network Nas a respectively unique tirst address in the first wireless network. The
exemplary wireless communication system aiso includes a second wireiess network
having a plurality of second nodes conhigured 1o communicate with each other over
the second wireiess network, the second wireiess network peing distinet from the
first wireless network, where each of the plurality of second nodes in the second
wireiess network nas a respectively unigue second address in the second wireless
network. in addition, the exempilary wireless communication system includes a
oorder router node constituting an intertace between the plurality of second nodes N
the second wireless network and a third wireless network distinct from the first and
second wireless networks., According to an exemplary embodiment, each of the
piurality of second nodes in the second wireiess network being one hop away from
the border router node, respectively. The exempiary wirgless communication sysiem
also includes at least one access point constituting an interface between the plurality
of first nodes of the first wireiess network and the third wireless network. in
accorgance with an exemplary embodiment, at least one of the first nodes in the first
wireless network 1s a mesh router node in the first wireless network and a border
router node in the second wireless network (MR/BR node), the MR/BK node
constituting an interface between the first and second wireless nefworks, the MR/BR
node bDeing conhiguread 1o communicate with upstream and downstream nodes n the
first wireless network, and to communicate with downstream nodes in the second
wireless network., the MR/BRE node has bolh 8 unigue first address in the first
wireless network and a unigue second address in the second wireiess network. iIn
accordance with an exemplary embodiment, the MR/BK node is configured to

receive g first communication in the first wireless network via the first adaress of the
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ME/BR node and transmit ihe received first communication to at least one of the
sacond nodes in the second wireiess network, and 1o recaive 3 second
communication in the second wireless network via the second address of the MR/BR
node and transmil the received second communication o at least one of the first
nodes in the first wireless network.

[00058] An exemplary embodiment of the present disclosure provides a method of
communicating in a wireless communication system. in accordance with an
exemplary embodiment, the wireless communication system includes a first wireless
network having a plurality of first nodes configured to communicate with each other
over the first wireless network, where each of the plurality of first nodes in the first
wireless network nas a respectively unique first agdress in the first wireless network.
1he exemplary wireless communication system aiso inciudes a second wireiess
network naving a plurality of second nodes configured to communicate with each
other over the second wireless network, the second wireless network beamng distingt
from the first wireless network, where each of the plurality of second nodes in the
second wireless network nas a respectively unigue second adaress in the second
wireless network. In addition, the exemplary wireless communication sysiem
inciudges a pordger router node constituting an nterface petweean the pluraiity of
second nodes in the second wireless nelwork and a third wireless network distindct
from the first and second wireless networks. According to an exemplary
embodiment, each of the plurahly of second nodes In the second wireless network
DEeINg One NoP away from the border router node, respeclively. The exempiary
wireless communication system aiso includes at least one access point constituting
an interface petween the plurality of first nodes of the first wireless network ana the
third wireless network. in accordance with an exempiary empodiment, the method
inciudes assigning at least one of the first nodes in the first wireless network as a
mesn router node in the first wireless network and a porder router node inthe
second wireless network (MR/BR node), where the MR/BR node constitutes an
interface between the first and second wirelaess networks., The MR/BK node s
configured to communicate with upstream and downstream nodes in the first
wireless network, and o communicate with downstream nodes in the second
wireiess network. The exempiary metnod aiso inciudes assigning the MR/BR node
with both a unique first address in the first wireless network and a unigue second

agaress in the second wireless network. in accordance with an exemplary
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embodiment the MRE/BR node receives a first communication in the first wireless
network via the first address of the MR/BR node, and transmils the received first
communication to at ieast one of the second nodes in the second wireiess network.
Further, in accordance with an exempiary embodiment, the MRE/BR node receives g
second commurication in ihe second wireiess network via the second address of the
ME/BR node, and transmits the received second communication to at least one of

the first nodes in the first wireless network,

Briet Description of the Urawings

(60061  Additional refinements, advantages and features of the present disclosure
are descrived in more detall below with reference {0 exemplary embodiments
Hustrated in the drawings, in which:

[0007] Fig. 118 a diagram of a system incliuding a mesh network configured for
commuricating with a celiviar network, accordging {0 an exemplary embpodiment of
the present disciosure;

[0008] Fig. £ 18 a block diagram showing how {ayer 2 (L2) and laver 3 (L3} networks
may be combined in operation in a Wi-SUN field area network, according 1o an
exaemplary embodiment of the present disciosure;

[G0081  Fig. 3 is a block diagram Hiustrating how individual personal area networks
(PANsS) A, B and C of the L3 network can each be configured 1o operate like a mesh
network in a Wi-SUN field area network, according to an exemplary embodiment of
the present disclosure;

60101 Fig. 4 fustrates a combination of an L2 mesh nelwork as shown in Fig. 2
with an L3 mesh network as snown in Fig. 3, according 1o an exemplary empodiment
of the present disclosure,;

100111 Figs. 5-12 tlusirate exemplary embodiments of registration procedures and
routing procedures wihich are implemented in the combpined system of Fig. 4, and
(00121 Fig. 13 18 a block diagram iliustrating structural features of a node in the
wirgless communication system, accordging to an exemplary embpodiment of the
present disciosure.

Detailled Description of Exemplary Embodiments

60131 Fig. 118 a giagram of a system 100 includging a meash network conhigured for
communicating with a cellular network, in accordance with an exemplary

embodiment of the present disciosure. In Fig. 1, a piuraiity of nodes 101 are
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arranged in one or more LANSs 102, in the example of Fig. 1, nodes N-1 to N-Y are
arranged in LAN 1, nodes N-/ 10 N-15 are arranged in LAN 2, and nodes N-13 1o N-
21 are arranged in LAN 3. As iliustrated, some of the nodes can be membpers of
more than one LAN. For instance, nodes N-7 1o N-8 are members of LAN 1 and
LAN 2 and noges N-13 o N-1o are members of LAN 2 and LAN 3. The LANs 102
Hustrated in Fig. 1 are each respectively an exampie of a first wireless network as
Lsed herein.

(00141 The nodes 101 are each connected 10 one more access points (AP} 103
which are interfaces between the LANS 102 and a WAN 104 (e.g., a cellular network
managed by at ieast one celiuiar network provider). The APMPs 103 may be connected
to one or more back office stations (BOS) or servers 105 via the WAN 104, The
BOS 105 can function to distribute commands {0 the AFs 103 and/or nodes 101, and
{0 receive data from the nodes 101 and/or APs 103 via the WAN 104,

[6018] Lach of the nodes 101 1s configured {0 discover other nodes 101 and APs
103 In the mesh network by listening to all neighbors with wnichn it can set up links.
The nodges 10171 may then consiruct a routing tabie with an ordered hist of next nops
and corresponding path cosis (advertised cost of egress by the next hop). The nodes
107 may register with their upstream nodes as weall as the APs 103. By registering
with the APs 103, the nodes 101 can obtain a respectively unigue network address
for each AR with which the nodes 101 register. For exampie, node N-b can register
with AP~1 and AP-Z {0 obiain (e.g., be assigned) two respectively unigue network
addresses, one pased on the registration with AP-1 and anocther based on the
registration with AP-2. Node N-5 can receive I8 assigned agdresses when receiving
registration acknowledgement or confirmation messages from AP-1 and AP-Z,
respectively. Node N-&'s addresses can, for exampie, pe based on a prefix
respectively associated with the individual APs and a unigue deniihier (e.g., MAC
address) of the node. For example, node N-& can nave a first address based on @
prefix associated with AP-1 and the unique identifier of node N-5, and a second
agdaress pased on a prefix associated with AP-2 and the unigue entifier of node N-
5. the nodes 101 can register their address{es) with upsiream nodes 101 as well as
the APs 103 and BOS 105, A node have multiple addresses provides multiple
routes {0 reachn that node. In the above exampie of node N-5 having two unigue

addresses, the BOs 105 can fransmit commands or data to node N-5 through the
WAN 104 vig AP-1 or via AP-2Z.
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[0016] The LANs 102 may be referred 1o as layer 2 (L2} networks, and the WAN(s)
104 may be reterred 10 as layer (L3) networks., Fig. 2 18 a diagram showing now L2
and L3 networks may be combined in operation in a Wi-SUN field area network. in
Hig. 2, there are three separate personal area networks (PANS) each supporting
nodes in the field. The L3 network includes a pluraiity of leaf nodes (LNs) connected
to a border router node (BRN). The BRN is connected 1o the WAN backnaul (e.g.,
iPvd (or IPvB) network interfacing the BOS via the Internset (the BOS may be a back
end, nead end or control center service, for exampie), and serves as an interface
petween the leaf nodes of the L3 network 210 and the VWAN., The BRN treals the
ieaf nodes in the L3 networks as each being one hop away. inHig. 2, the L3
networks (PAN A PAN B, and PAN C) are depicted as a routing view at the L3 leval.
in the L3 network, all nodes appear as one nop away.

00171  In network L2 in Fig. 2, each node is 8 mulli-hop connection to the nodes in
the L3 network. in Fig. 2, the L2 network 220 has a mesh network structure similar
to that ilustrated in Fig. 1. Thus, an access point node (APN) serves as an interface
petween the meash network nodes of the L2 network 220, and the nodes of the L3
neftwork 210.

00181 In Fig. 2, the LZ network nodes ncludes two types of nodes: forwarding
nodes {(FNs), and ieaf nodes (LNs). The forwarding nodes forward data from other
nodes {0 the access point node.  The (eal nodes are downstream of the forwarding
nodes. in Fig. 2, service adveriisements are initialed at the access point nodes and
are propagated by the LZ mesh nodes to advertise the access point nodeas’ services.
With regard 1o service registration, messages are sent from L2 nodes o join the L7
mesh network. in doing so, the LZ mesh nodes provide a unigue identifier {e.g., the
MAC address of the node) to join the network and obtain network addresses (e.g., by
assignment), as discussed apove with respect {0 Fig. 1. Acknowledgement
Messages are then from one or more access point nodes {(with wnich the ioinng
node is registering) to join the mesh network., The acknowledgement message can
identify the agdresseas assigned (o the mesn nodes whnen they register with the
access point node and join the L2 network. The address{es) assigned o each node
can pe based on the nodes unigue identifier, such as its MAC address. In Fig. 2,

upward forwarding from nodes in ihe L2 nelwork {0 the access point node oCcurs

along the path of service registration. Downward forwarding from the access point
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node (o the downstream nodes in the L2 network is accomplished by source route
LUsing he address{es) assigned 1o each downstream noge (L2 agdresseas).

[0019] InFig 2, thecombinations of L3 B and L2 B, and L3 0 and L2 C operale
similar o the combpination of L3A and LZ2A, as shown in Fig. 2. in operation, the leaf
nodes N L3 A operate as if each node in L2 A are one hop away. However, as is
avident from the network architecture ilustrated in Fig. £, that is not the case. The
nodes N L2 A and L3 A must be abie to communicate with eacn other's network. 10
accomplish this, the nodes in the respecliive networks L2 and L3 must have nodes
that can communicate petweean the different networks. Further, the L3 network ¢can
pe made to operate like a mesh network, as shown in Fig. 3.

[0020] As shown in Fig. 3, the individual personal area networks (PANs) A, B and C
of the L3 network can each be configured 1o operate Iike a mesh network in a vi-
SUN field area network. Like the mesh network L2 in Fig. 2, the mesh L3 networks
i FIg. 2 include leaf nodes and router nodes (distinguished by shading in Fig. 3).
However, uniike the mesh network L2 in Fig. 2, the ndividual PANs of the L3
network in Fig. 3 have a porder router node as the interface 10 the WAN backhaul,
rather than an access point node. In Fig. 3, the WAN backhaul 15 an iPv4 or 1PV
network interfacing the BOS (backend/head end/control center) via the intermet o
the L3 nodes via a border router node. Similarto Fig. 2, PAN A PAN B, and PAN C
reprasent distinct personal area networks. In Fig. 3, the layer 3 networks under tha
porder router nodes depict the routing view in the L3 network., kach rouler node or
ieal node in the L3 network appears in a multi-hop network within PAN A, PAN B or
PAN C to the respective border routers.

(00211  In Fig. 3, network forwarding for Wi-SUN L3 mesh routing is accomplished in
ine upwardg (e.g., from a ieaf node 1o the border router node) and downward (8.9,
from a border router node 10 a leal node) directions. In the L3 mesh network
Hustrated in Fig. 3, upward forwarding from the L3 nodes {0 the porder router node s
Dy rank {(nops away from the border router node). Al upward forwardging must go o
a neighbor that 18 one le@ss in rank than the forwarding device. Downward forwarding
from the border router node {0 the router nodes or jeafl nodes 18 by source route
Using P addresses (L3 addresses).

160221 The nodes in privalte L networks and the nodes it pubiic L3 networks must
e able to communicate with each other's nelwork if there is 1o be cooperation

cetween the nelworks. 10 accomplish this, ihe nodes in the respeciive Networks L2
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and L3 must have nodes that can communicate between the different networks. The
present disciosure provides a technigue of compining L2 and L3 networks o permit
intercommunication petween the nodes in private LZ networks and the nodes in
public L3 networks.

60231 Fig. 4 fustrates a combination of an L2 mesh nelwork as shown in Hig. 2
with an L3 mesh network as snown in Fig. 3. Tne exemplary embodiment of Fig. 4
iNntroduceas a new type of node that s not diustrated in Figs. 2 and 3. a layer 2 meash
router, layer 3 border rouier (L2 MIR/L3 BR). In Fig. 4, the layer 3 leal node (L3 LN)
1S g leaf node In the L3 mesh network, the layver 2 mesh router s the same as the
forwarding node in Fig. 2, and the layer 3 mesh roufer (L3 MR) i1s the same as the
router node in Fig. 3. In the combined sysiem, layer £ mesh router, layer 3 porger
router (L2 MR/L3 BE) node is a special construction node, and is programmed {o
Know that it 1s a special consiruction node. The LZ mesh router, L3 border router (L2
MIR/ILS BR) nodes are interfaces between the LZ and L3 networks. According 1o an
axemplary empodiment, the L2 mesh router, L3 border router (L2 MR/LS BR)} nodes
may perform channe! hopping. Such channe! hopping 1s not iimited {o freguency
NopPINgG. According to an exemplary embpodiment, the layer 2 mesh router, layer 3
oorder router (L2 ME/LSZ BR) node 18 ihe only node in the combined system that has
to Know now o perform such channel hopping, because it is operating according to
two different network communication protocols, e.g., L2 mesh network addressing,
and L3 addressing (P addressing). he channei hopping utilized by the layer 2
mesh router jayer 3 border router (L2 MIR/L3 BR) node s ndependent of the LZ or
L3 device addressing or tne communication or addressing protocod in use for either
the L2 or L3 network. in essence, the cnannel hopping utilized by the layer 3 porder
outer (L2 MR/LS BF) 18 a vanation on the physical media {e.q., frequency spectrums)
in use tor the respective networks. The L2 mesh devices (e.g., LZ mesh router) and
the L3 border router nodes may or may not be operating using channeal hopping.
(00241 Figs. 5-12 Hlustrate exempiary embodiments of regisiration procedures and
routing procedures which are implementad in the combined system of Fig. 4. In Fig.
5, arrow 1 poirting (o the LZ mesh router/L3 porder router node identifies the L2
mesn router/LL3 porder router node that can communicate in both networks L2 and
L3, The LZ mesh router/L.3 border router node registers with the L2 access point
(with address Ox00136...01) when the LZ mesh router/L3 porder router node j0ins

ine LZ network., the L2 mesh router/L.3 border router node will register s L2

-8 .-
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address with the L2 access point (and other neighbor nodes in the L2 network) like
alt other L2 nodes, but the L2 mesh router/L.3 porder router node will also register its
L3 network address, as well as the prefix it will support, o the P forwarding {able
supporting the LZ access point. Thus, the L2 mesh router/L3 border router node can
serve as an interface petween the L2 and L3 networks when the access point in the
L7 network receives a packet from the WAN targeted {0 a node with address
2001:.35, for exampile. in other words, as indicated in Fig. 5, the L2 mesh router, L3
border router node with MAC address Ox00136...07 joins the L2 mesh network by
registenng with the access point node of the L2 node as a torwarding node for the L3
network. Thus, node 20017 has registered with the access point in the LZ network
as the gateway {0 the Layer 3 sub-network. The nodes with addresses 200116,
200125 and 2001::35 have regisiered their addressas with the AP with a gateway
as Ux00136...07 (2001::7). The atorementioned example is based on using the
same 2001 prefix for both the L2 mesh devices and the L3 meash devices. ine
present disclosure 18 not imited to this exampie. A different prefix can be aliocated
10 the LZ mesh devices than the prefix aliocated 1o the L3 meash devices, and the
registration process wilh the LZ access point can thereby be simplified so that only
one entry in the 1P torwarding table of the LZ access point that gives the prefix in use
in the L3 mesh network. In this case, the LY mesh router/L3 border router node will
nave two PP addresses, one using the prefix in usea for the L2 mesh network, and
ancther one using the prefix in use for the L3 mesh network. When a different prefix
1S used for the LZ and L3 mesh devices, there is only one regisiration process that
needs 1o occur when the LZ meash router/L.3 border router node begins 1o operate in
ts specialized function as the LZ mesh router/L3 porder router node. A tradeoft with
Lsing different prefixes is that packets would have 10 be downward routed {0 the L3
pcorder router pefore it can be kKnown that a destination address is unreachabie, as
opposed 1o having the packet returnead by the LZ access pomnt whno would kKnow if a
particular L3 mesh device was registered if the same prefix was used for boih L2 and
L3 devices. ne present disciosure allows for information {0 be shared gulside of the
L2 mesh network {0 a device that 1s capable of forwarding the P packeis with a
mechanism to reached devices in the L3 mesh network.

FG0258] Figs. 6-9 lllustrate routing procedures in the combpined system. As
designated by arrow £ in Fig. &, the access point of AP finds 2001::35 18 reachable
tnrougn the AP with 8 Layer 2 gateway of Ox00136..G7. This operation diustrates a
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new protocol addition, because the node with MAC address Ox00136... 07 registers
with Access Point as a gateway 10 a Layer 3 meash subnetwork via MAC address
Ox00136...07.

[0026] Fig. 7 tlusirates the establishment of a standard L3 mesh network. in
particuiar, as snown by arrow 3 N Fig. 7, the L mesh router/L3 border router node
with device address 20017 18 a border router and creates an L3 Mesh subnetwork.
1he nodge with address 200110 joins the L3 Mesh. Nodes 200125 ang 200135
simiiarty ioin the L3 mesh. Likewise, the un-numbered devices in the L3 mesh
suibnetwork iom the L3 meash. In accordance with the depiction in Fig. 7, the access
poird source routes from Ox0136...01 (itself), OxU136... 05, Ox0136...07 (gateway).
00271 Fig. 8 jllustrates a new protoco aqadition, where the node with 1P adgress
20017 (1Le., the LZ mesh router, L3 border router) sends a message to the L2
access point registering node 2001::16 as accessible via the gateway of 20017 (L2
mesh node with MAQC address 0x00136....07).  Node 2001::25 and 2001::35 join
the Laver 3 mesh subnetwork and are reported {0 the access point, accessible via
gateway 20017, in accordance with an exemplary embodiment, the present
disciosure provides for the ability to register a whole range of addresses {e.qQ.,
20011 1o 2001::64), wnere different prefixes can pe used gutside the L3 mesh. The
use of different prefixes between the devices of the LZ mesh network and the
devices of the L3 meash network achieve the advantages as descriped above. Using
different prefixes with the L2 and L3 mesh devices avoids having to register every
address in the L2 mesh network.

FG0281 Fig. 9 llustrates a downward routing example whnere the access point
receives a packet from the WAN targeted to 2001::35. In Fig. 10, the access point
finds that address 2007::3% is reachapie through the access point with a Layer 2
gateway of UxLO136. .07, Next, inkig. 11, the access point with address Ux0136... 01
routes o the node with adaress OxD136. .05, which in turn routes 1o the node with
address OxU136.. .07, 1.e., the LZ mesh router, L3 border router node.

00291 In Fig. 12, arrow 4 dlustrates L3S mesnh rouling wnere the LZ mesh router, L3
porder router node exiracts the P packet and finds that the destination is 2001::35,
thereby resuiling N new packet forwarding added 1o the LZ mesn. InFig. 12, arrows
o represent L3 mesnh routing in which the L2 mesh router, L3 porder router node with
adaress 200177 routes via the layer 3 mesh {0 the node wilh address 200125,

which in turn routes {0 the node with addraess 2001 ::35.
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(60301  In the above examples ilustrated in Figs. ©-12, the access point receives 3
packet from the WAN targeted {0 a node with adaress 200132, The LZ mesh
router, L3 border router node with adaress 20017 has registered with the access
point as the gateway (o the Layer 3 sub-network., the nodes with 2001::16, 2001::25
ang 2001::35 have registered their addresses with the access point with a gateway
as address UxD0156...07 (2001::7). As noted above, the present disclosure provides
for ihe use of use of different prefixes betweaen the devices of the L2 mesh network
and the devices of the L3 mesh network, which avoids having to register every
address in the L3 mesh network.  The forwarding/routing process then proceeds as
discussed above with respect to Figs. 10-12. The exampiles of Figs. 9-12 iliustrate
downward routing. Forward/upward routing would operate in a simiar manner in the
combined system. In particular, forward/upward routing would nvolve 1P forwarding
to the L2 mesn router, L3 border router node, then LZ mesh torwarding o the access
poird i the L2 network, and then forwarding 1o ihe destination.

(00311 The foregoing exemplary empodiments of the wireless communication
system were described with respect 1o the fealures that the nodes In the wireiess
communication system perform. Fig. 13 18 a block diagram of the structurai features
Of 8 node N the wireless communication system according 1o an exemplary
embodiment of the present disciosure. As an example, the structural features of a
node 101 in the mesh network of Fig. 1 (L2 network in Fig. 2) is Hiustrated in Fig. 13.
1ne nodes in the L3 network as well as the border router node, access point node,
MR/BRE node, and back office server (BOS) can have g simiar structure to the node
101 lustrated in Fig. 13

(00321 As shown in Fig. 13, the node 101 includes a processing unit 110, a
communication unit 120, an input urt 130, and a8 memory siot 140, The processing
unit 110 includes a processor 111, a read-only memory (ROM) 112, a random
access memory (RAM) 113, a memory unit 114, a reception unit 112, and a
transmission unit 116. The processor 111 controls the aggregate functions of each
component of the node 101, The processor 111 may include a general-purpose
orocessor such as an ARM, intel or AMD processor, and/or an Application-Specific
integrated Circuit (ASIO).

60331 The ROM 112 stores programs, such as an operating sysiem and computer-
readable application programs, and logic instructions which are execuied by the

orocessor 111, The memory unit 114 1s a non-voiatiie memory which can aiso
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record computer-readable apphication programs {0 be execuled by the processor
111. the memaory siot 140 1s configured 10 receive a remaovapie non-volatie memory
card and/or disc inserted therein, such as a CD-ROM, DVD-ROM, BD-ROM, flash
memory, optical memory, etc. The memory siot 140 communicatively couples
terminals of the removable memory cargrdisc to the processing unit 110 1o provide
the componenis of the processing unit 110 access {0 data and application programs
recorded on the memory card/disc, ang 1o store data thereon. Ine RAM 113 is used
as a working memory by the processor 111 when executing the programs and ogic
instructions recorded in the ROM 112, memory unit 114 and/or memory card/disc
inserted into the memory siot 140, The ROM 112, memory unit 114 and memaory
card/gisc insertaed into the memory siot 140 are examples of a non-transitory
computer-readabile recorging medium on which an operating system ana/or
application programs of the node 101 can be recorded and executed by the
orocessor 111, The processor 111 is configured to communicate with any of these
compuler-readable recording media and thus 1s communicatively connected to these
computer-readabie media.

[0034] The receplion unit 115 receives data from the communication unit 120 and
forwards the received dala {0 the processor 111 for appropriate processing. The
transmission unit 116 receives data that 1s instructed (o be sent to the
communication unit 120 by the processor 111, and transmits the instructed data 1o
fne communication unit 120,

603581  The communication unit 12018 an interface {&.¢., transceiver) belween the
node 101 and other nodes in the wireless network{s) in which the node s assignad
an address, such as forwarding nodes, leafs nodes, border router nodes, and access
oot nodes. The communication unit 120 can transmit data 1o one or more nodes
as individual messages, a multicast message or a broadcast message. The
communication unit 120 also receivas data ana/or mstructions from olher nodes in
the wireless network. Received data and/or instructions are forwarded 1o the
orocessor 111 by the reception unt 115,

(00361  The inpul unit 130 can include Keys and pointing devices that can be
manipuiated py an operator of the node 101, For example, the input unit 130 can
include a QWERTY kevboard, a trackball or similar selecting and pointing device, a
numper pad, etc. The input unit 130 can include a display device configured 1o

visually dispilay an input receaived by such Keys and/or pointing devices. ne mnput
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unit 130 can also include a mulli-input touch screen with a virtuai Keyboard and
buttons represented in a graphical user interface (GU. Operating instructions
received by the input unit 130 are forwarded {0 the proceassor unit 111,

00371 As noted apove, the nodes in the L3 network as weil as the border router
node, access point node, MR/BR node, and back office server (BOS) can have g
simiiar structure {0 the node 101 ustrated in Fig. 13. For nodes that are configured
{0 communicate with other nodas in more than one network, the communication umt
of such muiti-nelwork nodes can be embodied as a singie transceiver configured o
communicate with multiple networks. Aiternatively, the communication unit of muiti-
network nodes can be embodied as separate transceivers each respectively
contigured to communicate with one or more of the networks with which the multi-
network node can communicate. The back office server (BOS) may be distributed
across multiple devices in mulliple iocations.

FG038]  In aqdition (o providing a wireless communication system in accordance with
the above-described exempiary embodiments, the present disclosure also provides a
method of operating such a wireless communication system. In the exempiary
method of the present disciosure, the wireless communication system includes
fegtures of the above-gescnbed exemplary empodiments (e.g., Fig. 4). In
accordance with an exemplary embodiment, the method includes assigning at least
one of the first nodes in the first wireless network as a mesn router node in the first
wireless network and a border router node in the second wireiess nefwork (MR/BR
node ), where the MR/BR node constitutes an interface between the first and second
wireless networks. 1ne MR/BR node 18 configured o communicate with upsiream
and downstream nodes in the first wireless nelwork, and to communicate with
gownstream nodes in the second wireless network. The exemplary method also
inciudes assigning the MR/BR node with both a unigue first address in the first
wireless network and a unigue second address in the second wireless natwork. in
accordance with an exemplary embodiment, the MR/BR node receives a first
communication in the first wireless nelwork via the first address of the MR/BK node,
and fransmits the received first communication to af least one of the second nodes in
the second wireless network. Further, in accordance with an exemuplary
embodiment, the MR/BR node receives a second communication in the secona
wireless network via the second address of the MIR/BR node, and fransmits the

received second communication to at legst one of the first nodes in the first wireiess
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network. The exemplary method of the present disclosure can also inciude fealures
of the exemplary embodiments of the wireless communication system as dgescribed
anove.

[0038] it will be appreciated by those skilled in the art that the disclosed
empodiments can be embodied in other specific forms without departing from the
spirit or essential characteristics thereot. The presently disclosed embodiments are
tneretore consigderad in all respects 1o be illustrative and not restricted. {he scope of
fne invention is indicated by the appended claims rather than the foregoing
description and all changes that come within the meaning and range and
equivalence thereof are intended o be embraced therein. In the claims, the word
‘compnsimng or including does not exclude other elements or steps, and the
indetinite articie "8" or "an” does not exciude a pluraiity. A singie processor of
controlier or other unit may fulfld the funclions of several items recited in the claims.
The mere fact that certain measures are recited in mutually diterent dependent
ciaims does not indicate that a combination of these measures cannot be used {o

advantage.
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CLAIMS

Whnat 18 claimed s

1. A wireless communication system for communicating between wireiess
networks, the wireless communication system comprising:

a tirst wireless network having a piurality of first nodes contigured (o
communicate with each other over the first wireless network, each of the plurality of
first nodes in the first wireless network naving a respectively unique first adaraess in
the first wireless network:

a second wireless network having a plurality of second nodes configured 1o
communicate with each other over the second wireless network, the second wireless
network baing distinct from the first wireless network, each of the plurality of secong
NOdes N the second wireiess nelwork naving a respectively unigue second agaress
in the second wireless network,

a porder router node constituting an interface between the plurality of second
nodes in the second wireless network and a third wireless network distinct from the
first and second wireless networks, each of the pluraiity of second nodges in the
second wireless nelwork peing one hop away from the border router node,
respectively, and

at ieast one access point constituling an interface between the piuraiity of first
nodes of the first wireless network and the third wireless network,

wherein at least one of the first nodes In the first wireiess network i1s 8 mesn
router node in the first wireless network and a border router node in the second
wireiess network (MR/BR node), the MR/BR node constituling an interface petween
the first and second wireless networks, the MR/BR node being configured to
communicate with upstream and downstream nodes in the first wireless network,
and o communicate with downstream nodes in the second wireiess network.

wherein the VMIR/BR node has both a unigue first adaress i the tirst wireless
network and a unique second address in the second wireless network, and

wherein the ViR/BR node 1s conhigured to receive a first communication in the
first wireless network via the first address of the MR/BR node and transmii the
received first communication 1o at least one of the second nodes in the second
wireless network, and 1o receive a second communication in the secona wirsless
network via the second address of the MIR/BR node and transmit the received

second communication (o at ieast one of the first nodes in the first wireless naetwork.
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2. The wireless communication system according to claim 1, wherain the first

wireless network s a private network, and the second wireless network 1s @ pudlic

Network.

3. Thewireless communication system according to claim 2, wherein the

sacondg wirsless network 1§ a celiular network.

4. The wirelgess communication system according {o claim £, wherein the

second wireless network is the internet.

5. The wireless communication sysiem according o ciaim 1, comprising:

a pack office configured to transmit first commands to the first nodes in the
first wireless network via the at least one access point, 1o transmit second
commands (o the second nodes in the first wireless network via the border router
node, 1o receaive first responseas from the first nodes in the first wireless network vig
ine at least one access point, and to receive second responses from the second

nodes N the second wireless network via the border router node.

6. The wirgless communication sysiem according to claim 1, wherein the
piurality of first nodes in the first wireless network are each respeclively one of a ieaf
node and a forwarding node in the first wireless network,

wiherein the forwarding node s an intermediary node petween the at ieast one
access point and at least one leal node in the first wireless network, and

wherain the leaf node 18 a downstream node that is not an intermediary node

for another node in the first wireless network.

/. The wireless communication sysiem according (o claim 1, wherein each of
the plurality of first nodes of the first wireless network is configured (o register with
ine at least one access point when each of the Tirst nodes respectively joins the first
wireless network, and

wherein each first node in the first wireless network is assigned a respectively
unigue first address based on a unique identifier of that first node and the at least

one access point with which the first noge registered.
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8. The wirgless communication system according 1o claim 7, wherein each
second node in the second wireless network is assigned a respectively unigue
second address pased on a unigue identifier of that second node and the border
router node, and

wherein each second node in the second wireless network downstream of the
MIR/BR node s conhigured 1o regisier ihe respeclively unique second adaress of that
second node with the MIR/BK node upon registering with the MR/BR node, and

wherein the MR/BR node s contigured 1o register the respeactively unigue
second adaress of each second node that registered with the MR/BR node, wilh the
at least one access point such that the at least one access point can route, via the
MR/BR node, communications addressed {0 at least one second node in the second

wireless wnose unigue second address s registered with the ME/BK node.

9. The wireless communication system according to claim 1, wherein each
second node in the second wireless network I8 assigned a respectively unigue
second address pased on a unigue entifier of that second node and the border
router node, and

wherein each first node in the first wireless network 1s assigned a respeciively

unigue adaress pased on a uniqgue identifier of that first node and the at least one

access point.

14, The wirgless communication system according 1o cliaim 9, wherein each
first node in the first wireless network downstream of the MIR/BK node is configured
0 register the respectively unigue first address of that first node with the MR/BE
node upon registering with the ME/BR node, and

wherein the VMIR/BR node s contigured to register the respecltively unigue first
address of each first node that registered with the MR/BR node, wilh the border
router node such that the border router node can route via the MIR/BR node,
communications aadressed {0 at leasi one firsi node in the first wireless whose

unigue first address s registered with the MIR/BR node.

11, The wireless communication system according to claim 1, wherein the

MIR/BR node s conhgured (o receive, via the first address of the MR/BR node, the
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first communication in the first wireless network from the at least one access point,
and o transmit the received first communication to at least one of the second nogeas

in the second wireless network

12. The wirgless communication system according 1o claim 1, wherein the
MR/BR node s conhigured {0 receive, via the first address of the MR/BE node, the
first communication in the first wireless network from at least one other first node In
the first wireless network downsiream of the MBR/BE node, and to transmit the
recaived first communication 1o at least one of the second nodes in the second

wiraeiess network.

13. The wireless communication sysiem according (o claim 1, wherein the
VIR/BR node is configured o recejve, via the second address of the MR/BR node,
the second communication in the second wireless network from the border router
node, and 1o transmit the received second communication to at least one of the first

nodes in the first wireless network.

14, The wirgless communication system according o claim 1, wheremn the
MR/BR node is configured {0 receive, via the second address of the MR/BR node,
the second communication in the second wireless network from at least one secong
node in the second wireless network downstream of the MR/BE node, and {0
fransmit the received second communication to at least one of the first nodes in the

first wirelass natwork.

12, A method of communicating in a wirgiess communication system, the
wireless communication system including:

a first wirgless network having a plurality of first nodes configured to
communicate with each ofher over the first wireless nefwork, each of the plurality of
first nodes in the first wirglass network naving a respectively unigque first addrass in
the first wireless network:

a second wireless network having a plurality of second nodes configured to
commuricate with each other over the second wireiless network, the second wireless

network being distinct from the first wireless network, each of the plurality of second
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nodes in the second wireless network having a respeciively unigue second address
N tne second wireless network:

g border router node constituling an interface between the plurality of secong
nodes N the second wireless network and a third wireless network distinct from the
first and second wireless networks, each of the plurality of second nodes in the
saecond wireless network being one hop away from the border router noade,
respectively; ang

at least one access point constituting an interface tetween the pluraiity of first
nodes of the irst wireless network and the third wireless network

wherein the method comprises:

assigning at least one of the first nodes in the first wireless network as a measnh
router node in the first wireless network and a border router node in the second
wireless network (MR/BR node), the MR/BR node constituting an interface petween
the first and second wireless networks, the MR/BR node being configured to
communicate with upstream and downsiream nodes in the first wireless network,
and 1o communicate with downstream nodes In the second wireless network;

assigning the MIR/BR node with both a unigue Tirst address in the first wireless
Network and a unigue second agaress in the second wireiess network

by the MER/BR node, receiving a first communication in the first wireiess
network via the first address of the MR/BR node, and transmitting the received first
communication to at ieast one of the second neodes in the second wireless network;
and

oy the MR/BR node, receiving a second communication in the second
wireless network via ihe second address of the MR/BR node, and fransmitling the

received second communication to at least one of the first nodes in the first wireless

Network.

16. The method according to claim 15, wherein the first wireless network is a

orivate network, and the second wireless network is 8 pubiic natwork.

17, The method according to claim 16, wherein the second wireless network

1S & cellular network.
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18. The method according to claim 16, wherein the second wireless neiwork

s the internet.

19. The method according to claim 15, comprising:

transmitting, by a8 back office of the wireless communication system, first
commands (o the first nodes in the first wireless network via the at ieast one access
oleligls

transmitting, by the back office, second commands 1o the second nodes in the
first wireless network via the porder router node:

receiving, by ihe back office, first responses from the first nodes in the first
wireless network via the at legst one access point; andg

reCeving, by the back office, second responseas from the second nodes in the

second wireless network via the porder router node.

20, The method according to claim 15, wherein the plurality of first nodes in
the tirst wireiess network are each respectively one of a ieaf node and a forwarging
node in the first wireless network.

wherein the forwarding node 18 an intermediary node petween the at least one
access point and at least one leaf node in the first wireless network, and

wherein the leaf node 18 a downstream node that is not an intermediary node

for another node in the first wireless network.

2%, The method accorging 1o claim 15, whereain each of the plurality of first
nodes of the first wireless network registers with the at least one access point when
each of the first nodes respectively |0iNs the first wireiess network, ana

wherein each first node in the first wireless network is assigned a respectively
uriague first address based on a unigue entifier of that first node and the at least

one access point with which the first node regisiered.

22 The method according o claim 21, wherein each second node in the
second wireless network 18 assigned a respectively unigue second address based on

a unigue identifier of that second node and the border router node,
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wherein each second node in the second wireless network downstream of the
MIR/BR node registers the respeclively unigue second address of that second nods
with the MIR/BR node upon registering with the MR/BE node, and

wherein the MR/BR node registers the respectively unigue second address of
each second node that registered with the ViR/BR node, with the at least one access
ooint such that the at least one access point can route, via the MRE/BR node,
communications addressed {0 at least one second node in the second wireless

whose unigue second address is regisiered with the MR/BR node.

23. The method according to ciaim 19, wherein each second node in the
second wireless network 18 assignead a respeacitively unigue second agddress pasead on
a unigue Wentifier of that second node and the porder router node, ana

wherein each first node in the first wireless network is assigned a respectively
LIGUS agdress based on a urnigue identifier of that first node and the at ieast one

access point.

Z24. The method according to claim 23, wherein each first node in the first
wireless network gownstream of the MR/BR node registers the respeclively unigus
first address of that first node with the MR/BE node upon registering with the MR/BRE
node, and

wherein the VIR/BK node registers the respeciively unigue first address of
each first node that registered with the MR/BR node, with the border router node
such that the border router node can route, via the MR/BR node, communications
adaressed to at least one first node In the first wireless whose unigue first address is
registered with the Mi/BR node.

29. The method according (o claim 1o, wherein the MiR/BR node receaivaes, vig
the first address of the MRK/BR nede, the first communication in the first wireless
network from the at ieast one access pond, and transmits the received first

communication (0 at least one of the second noges in the secong wireiess netwaork.

20. The method according to claim 15, wherein the MR/BR node receives, via
the first address of the MR/BR node, the first communication in the first wireless

network from at least one other first node In the first wirgeless network downstream of
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the MBR/BR neode, and transmits the received first communication to at least one of

ine second nodes in the secong wiraless network.

Z27. The method according to claim 15, wherein the MER/BR node receives, via
the second adadress of the MR/BR node, the second communication in the second
wireless network from the porder router node, and transmits the received second

communication to at least one of the first nodes in the first wireless network.

28. The method according to claim 1o, wheremn the MRE/BR node receives, via
the second address of the MR/BR node, the second communication in the second
wireless network from at ieast one second node in the second wireless network
downstream of the MR/BR node, and transmits the received second communication

io at least one of the first nodes in the first wireless network,
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