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DATA PACKET GENERATOR AND IMPLEMENTATIONS OF SAME

[0001] This application is being filed on 24 February 2011, as a PCT
International Patent application in the name of WherePro, LLC, a U.S. national
corporation, applicant for the designation of all countries except the US, and Mark R.
Daigle and Amy L. Bogott, both citizens of the U.S., applicants for the designation of
the US only, and claims priority to U.S. Provisional Application Serial Number
61/307,710, filed on February 24, 2010, the disclosure of which is incorporated by

reference herein in its entirety.

TECHNICAL FIELD
[0002] This disclosure relates to an electronic device that generates a data packet,
and more particularly to a data packet generator that generates unique codes |

periodically and associated systems and methods that utilize a data packet generator.

BACKGROUND
[0003] Mobile computing devices, such as smart phones, sometimes include a
global positioning system (GPS) device that permits the mobile computing device to
approximate its current location using GPS satellite signals. One limitation of GPS
technology, however, is that the GPS signals are often not strong enough to penetrate
into buildings, and so the use of such technology within a building is limited. In
addition, the resolution of GPS technology is limited.
[0004] Radio frequency identification (RFID) technology is sometimes for
identification or tracking of objects. An RFID system typically includes RFID tags
that are attached to fixed or mobile objects of interest, and one or more RFID tag
readers that can receive identifying information from the RFID tags when the tags are

within range of the RFID tag readers.

SUMMARY
[0005] In general terms, this disclosure is directed to systems and methods that
utilize a data packet generator. In some embodiments the data packet is transmitted in
a network name. In some embodiments, the data packet includes at least one code

that changes periodically.
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[0006] One aspect is a method of tracking a consumer packaged good. The
method includes connecting a data packet generator to an object associated with a
consumer packaged good, the data packet generator configured to transmit a data
packet as a network name; receiving at a server data from the data packet, the data
being provided to the server from a computing device within a broadcast range of the
data packet generator; and determining a location of the consumer packaged after
receiving the data.

[0007] Another aspect is a method of interacting with a mobile computing device
in proximity to a vehicle. The method includes placing a data packet generator in or
on a vehicle, the data packet generator configured to transmit a data packet as a
network name; receiving, at a server, data from the data packet, the data being
provided to the server from a mobile computing device within a broadcast range of
the data packet generator; and sending information from the server to the mobile
computing device to cause the mobile computing device to take an action.

[0008] A further aspect is a method of operating an automated teller machine.
The method includes receiving, at a server, data from a data packet transmitted by a
data packet generator, the data packet generator including the data packet in a network
name; and utilizing the data to permit or deny a transaction at an automated teller
machine.

[0009] Yet another aspect is a method of operating a door lock. The method
includes receiving, at a computing device, data from a data packet transmitted by a
data packet generator in proximity to a door, the data packet generator including the
data packet in a network name; and selectively opening a door lock associated with |
the door based on the data in the data packet.

[0010] A further aspect is a method of operating a vending machine. The method
includes: receiving data from a data packet transmitted as a network name by a data
packet generator in proximity to a vending machine; and providing content to a
mobile computing device relating to one or more goods available through the vending
machine.

[0011] Another aspect is a method of interacting with attendees of a sporting
event. The method includes detecting movement of an object associated with a
sporting event; and generating a data packet with a data packet generator in response

to the movement, the data packet being included in a network name.
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[0012] A further aspect is a method of customizing music selections. The method
includes identifying one or more people at a location utilizing a data packet
transmitted in a network name; identifying a music selection for at least one of the
one or more people; and providing the music selection to permit the music selection to

be played at the location.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a schematic block diagram of an exemplary authentication
system 100 according to the present disclosure.
[0014] FIG. 2 is a schematic perspective view of an exemplary workstation of the
authentication system shown in FIG. 1.
[0015] FIG. 3 is a schematic block diagram of an exemplary data packet generator

~ of the authentication system shown in FIG. 1.
[0016] FIG. 4 is a schematic perspective view of the data packet generator shown
in FIG. 3.
[0017] FIG. 5 is a schematic perspective view of another exemplary data packet
generator according to the present disclosure.
[0018] FIG. 6 is a schematic perspective view of another exemplary data packet
generator according to the present disclosure.

| [0019] FIG. 7 is a schematic flow chart of an exemplary method of operating a

data packet generator according to the present disclosure.
[0020] FIG. 8 is a schematic flow chart of an exemplary method of operating a
data packet generator according to the present disclosure.
[0021] FIG. 9 is a functional block diagram of an exemplary computing device of
the authentication system shown in FIG. 1.
[0022] FIG. 10 is a functional block diagram of an exemplary server of the
authentication system shown in FIG. 1.
[0023] FIG. 11 is a schematic flow chart of an exemplary method of operating a
server of the authentication system shown in FIG. 1.
[0024] FIG. 12 is a schematic flow chart of an exemplary method of controlling
access to a protected resource according to the present disclosure.
[0025] FIG. 13 is a schematic flow chart illustrating an exemplary method of

identifying a data packet generator according to the present disclosure.
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[0026] FIG. 14 is a schematic screen shot of an exemplary user interface
according to the present disclosure.

[0027] FIG. 15 is a schematic screen shot of another exemplary user interface
according to the present disclosure.

[0028] FIG. 16 is a schematic screen shot of another exemplary user interface
according to the present disclosure.

[0029] FIG. 17 is a schematic block diagram of another exemplary authentication
system according to the present disclosure.

[0030] FIG. 18 is a schematic screen shot of another exemplary user interface
according to the present disclosure.

[0031] FIG. 19 is a bottom perspective view of another example data packet
generator according to the present disclosure.

[0032] FIG. 20 is a top perspective view of the data packet generator shown in
FIG. 19.

[0033]  FIG. 21 is a schematic side view of an example tamper sensor according to
the present disclosure.

[0034] FIG. 22 is a schematic plan and cross-sectional view of the example
tamper sensor shown in FIG. 21.

[0035] FIG. 23 is a screen shot of an example user interface displaying a space
utilization intensity map according to the present disclosure.

[0036] FIG. 24 is a schematic block diagram of an example authentication system
according to the present disclosure.

[0037] FIG. 25 is a state diagram illustrating an example method of operating a
data packet generator according to the present disclosure.

[0038] FIG. 26 is a state diagram illustrating an example alert mode of the method
shown in FIG. 25.

[0039] FIG. 27 is a flow chart of an example method of operating a data packet
generator in a manual alert mode of the alert mode shown in FIG. 26.

[0040] FIG. 28 provides an example of the method shown in FIG. 27.

[0041] FIG. 29 is a flow chart of an example method of operating a data packet
generator in an automatic alert mode of the alert mode shown in FIG. 26.

[0042]  FIG. 30 is provides an example of the method shown in FIG. 29.

[0043] FIG. 31 is a schematic block diagram of an example authentication system

according to the present disclosure.



WO 2011/106529 , PCT/US2011/026080

[0044] FIG. 32 is a schematic diagram of an example DNA strand for illustrating
an embodiment of identification according to the present disclosure.

[0045] FIG. 33 is a schematic diagram providing a comparison between a single
DNA strand and a numerical code.

[0046] FIG. 34 is a schematic diagram illustrating an example facility according
to the present disclosure.

[0047] FIG. 35 is a schematic block diagram of another example system including
a data packet generator.

[0048]  FIG. 36 is a schematic block diagram of an example data packet generator.
[0049] FIG. 37 is a plan view of an example data packet generator.

[0050] FIG. 38 is a side view of the example data packet generator shown in FIG.
37. '

[0051] FIG. 39 is another side view of the example data packet generator shown
in FIG. 37.

[0052] FIG. 40 is a schematic perspective view of an example system including
another example data packet generator.

[0053] FIG. 41 is a side view of the example data packet generator shown in FIG.
40.

[0054] FIG. 42 is a plan view of the example data packet generator shown in FIG.
41, | |

[0055] FIG. 43 is a perspective view of an example charging station for a data
packet generator.

[0056] FIG. 44 is a perspective view of the example charging station shown in
FIG. 43 including a plurality of data packet generators stacked thereon.

[0057] FIG. 45 is a perspective view of another example data packet generator.
[0058] FIG. 46 is a front view of another example data packet generator in the
form of a hoteling hub.

[0059] FIG. 47 is a front view of another example data packet generator in the
form of a network receptacle.

[0060] FIG. 48 is a front view of another example data packet generator in the
form of a power receptacle.

[0061] FIG. 49 is another example embodiment of a data packet generator in the

form of a clock.
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[0062] FIG. 50 is a schematic block diagram of a system including a data packet
generator.

[0063] FIG. 51 is a schematic diagram of an example mesh network of data
packet generators.

[0064] FIG. 52 is a block diagram of an example data packet.

[0065] FIG. 53 is a block diagram of another example data packet.

[0066] FIG. 54 is a schematic diagram of an example computing device, such as
the computing device shown in FIG. 1.

[0067] FIG. 55 is a schematic block diagram illustrating a method of operating a

computing device.

DETAILED DESCRIPTION
[0068] Various embodiments will be described in detail with reference to the
drawings, wherein like reference numerals represent like parts and assemblies
throughout the several views. Reference to various embodiments does not limit the
scope of the claims attached hereto. Additionally, any examples set forth in this
specification are not intended to be limiting and merely set forth some of the many
possible embodiments for the appended claims.
[0069] FIG. 1 is a schematic block diagram of an exemplary authentication
system 100 according to the present disclosure. System 100 is an example of a
location authentication system. System 100 includes workstation 102, workstation
104, communication network 106, server 108, computing device 120, data packet
generator 122, computing device 130, and data packet generator 132. Data packet
generators 122 and 132 operate, in some embodiments, to output a passcodes 124 and
134, respectively.
[0070] Workstations 102 and 104 are physical locations that are known by server
108. Often workstations 102 and 104 are physical locations where people work, such
~ as an office, a cubicle, a conference room, a reception desk, or a security booth.
Other embodiments include other physical locations, such as a particular location of a
room or building, or a particular physical location in the outdoors, such as the
physical location near a tree, park bench, or lake, or a particular location as identified
by a global positioning system coordinate, or a latitude and longitude coordinate. In
some embodiments, a workstation is any physical location where a data packet

generator is located. As just one example, workstations 102 and 104 are sometimes
6
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referred to herein as being a physical location within a building, such as an office,
desk, room, or cubicle.

[0071] Within workstations 102 and 104 are computing devices 120 and 130,
respectively. An example of a computing device 120 or 130 is a personal computer.
Other examples of computing devices include a handheld computer, a server, a mobile
device, a cell phone, a smart phone, a personal digital assistant, or any device having
a processing device, memory, and a communication system suitable for data
communication across network 106. An example computing device 120 is described
in more detail with reference to FIG. 9.

[0072] In some embodiments, Data packet generators 122 and 132 are devices
that generate a data packet, such as passcodes 124 and 134. Data packet generators
122 and 132 are alternatively referred to as code generators in some embodiments,
such as when a data packet includes a passcode. Such codes generated by data packet
generators 122 and 132 are typically formed of a quantity of characters. The quantity
of characters is typically in a range from 1 to 25, and preferably in a range from 5 to
10 characters. For example, in some embodiments the passcode includes 7 characters.
In general, a larger quantity of characters results in a larger Quantity of unique
passcode combinations that are available. On the other hand, long passcodes are
sometimes less desirable, such as when a passcode is to be entered manually. In some
embodiments a single character of a passcode is provided at a time, with subsequent
digits being provided one-by-one (or two-by-two, etc.) until a single data packet
generator has been uniquely identified.

[0073] The characters from which the passcodes 124 and 134 are composed are
typically selected from alphanumeric characters so that they are easily recognizable to
a user, although other characters are used in other embodiments. For example, in the
English language the alphabet includes 26 letters (A through Z) and 10 numbers (0
through 9). Thus, some embodiments include 36 possible characters made up of the
combination of 26 letters and 10 numbers, sometimes referred to as bése 36. In some
embodiments the letters I, O, and Q and the numbers 0 and 1 are not used because of
the similarities in the letters and numbers. This reduces the chance that a user will
misidentify a character of the passcode. Thus, some embodiments include 31 possible
characters composed of 23 letters and 8 numbers, sometimes referred to as base 31.

In yet other embodiments, only numbers are used. Thus, some embodiments include

10 characters, sometimes referred to as base 10. Other embodiments include other
7
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alphanumeric characters, such as those of other languages, or other character systems
(e.g., Braille).

[0074] In some embodiments, data packet generator 122 and 132 output more
than one passcode at a given time. For example, some data packet generators display
a previous passcode, a current passcode, and a next passcode. Other embodiments
generate two or more passcodes at any given time. In some embodiments all
passcodes are valid while being output by a data packet generator. This is useful, for
example, if multiple passcodes are needed, such as for method 1300 (described below
with reference to FIG. 13).‘

[0075] In some embodiments, data packet generators 122 and 132 generate one or
more passcodes that are used to communicate a unique identifier for subsequent
authentication. The identifier itself takes up no space (because numbers and time
require no space in and of themselves). The only space that is consumed is that of the

. data packet generator, which acts to generate and output the identifier. When the data

packet generator is implemented by software (as some embodiments are) the space
utilization of the system approaches zero, absent the space consumed by the devices
that are implementing the data packet generator and performing processing and
communication steps involving the data packet generator and/or passcode.

[0076] Communication network 106 is a data communication network that
facilitates data communication between computing device 120 or 130 and server 108,
and/or between data packet generators 122 or 132 and server 108. An example of
network 106 is the Internet. Other examples of network 106 include an intranet,
extranet, local-area network (LAN), wireless network (such as conforming to the
802.11 protocols), cellular network, telephone network, and other known data
communication networks. In some embodiments two or more communication
networks are used.

[0077] Server 108 is a computing device that stores data associated with data
‘packet generators 122 and 132, and in some embodiments operates to validate
passcodes generated by data packet generators 122 and 132. Server 108 is also
configured to communicate with computing devices 120 and 130 across network 106.
Although server 108 is illustrated as a single device, in some embodiments server 108
includes multiple servers 108, such as a computer cluster.

[0078] Server 108 typically includes a database. In some embodiments, the

database contains data relating to data packet generators 122 and 132, such as the
8
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location of the data packet generators 122 and 132, as well as passcode information
that permits sever 108 to determine what passcode will be generated by the respective
data packet generator 122 or 132 at a particular time. As discussed herein, the
passcode information includes in some embodiments a table of all passcodes for each
data packet generator, while in other embodiments the passcode information includes
a mathematical formula and seed information necessary to compute the passcodes.
[0079] Some embodiments include more than one server 108. For example, one
alternative embodiment includes two servers. The first server is a local server
operated by a single company or location, and the other server is a remote server that
may be overseeing multiple companies or locations. The remote server is configured
to recognize passcodes for some or all data packet generators in a particular company
or location. In some embodiments, the remote server provides seed information
allowing the local server to perform at least some of the functions of the remote server
for a period of time. In some of these embodiments, the remote server communicates
relevant passcode information to the local server, which then operates to validate
passcodes from data packet generators over a period of time. In some embodiments,
the remote server provides only a limited number of passcodes to allow the local
server to operate for a limited period of time (e.g., 90 days) without renewing with the
remote server. After the period of time has elapsed (or shortly before), the local
server receives another set of passcodes from the remote server to continue operation.
Other embodiments include more than two servers. In further embodiments, multiple
servers are used to distribute workload or for redundancy.

[0080] One possible example of a local server is a jumpnode server, such as
distributed by Jumpnode Systems LLC located in Minneapolis, MN, US, that allows
data to be shared outside of the local area network, such as with a remote server. In
this example, the jumpnode server permits communication to the remote server, but
can be configured to prohibit communication into the local area network. In some
embodiments, the jumpnode server sends communications including data packets or
data from data packet generators to a remote server or other computing device.
[0081] In some embodiments system 100 operates as a location authentication
system to authenticate the location of a user, computing device, or other device. An
example authentication process will now be described with reference to FIG. 1. In
this example, system 100 operates to determine whether a user is working at

workstation 102, or if the user is at workstation 104, or whether the user may not be at
9
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either workstation 102 or workstation 104. As an example, assume a user is working
at workstation 102 and is using computing device 120.

[0082] An example authentication process begins with data packet generator 122
displaying passcode 124 and data packet generator 132 displaying passcode 134. vThe
user at workstation 102 is prompted by computing device 120 to enter a passcode.
Since the user is located in workstation 102, passcode 124 is visible to the user on the
display of the data packet generator 122. As a result, the user reads passcode 124 and
enters passcode 124 into computing device 120.

[0083] Computing device 120 receives the passcode, and transmits the passcode
across network 106 to server 108. Server 108 receives the passcode. Server 108 then
determines whether passcode 124 should have been displayed by any data packet
generator 122 or 132, and if so, which data packet generator it was displayed by. In
this case, server 108 identifies the passcode as being associated with workstation 102.
In this way, the location of the user is authenticated as being at workstation 102.
[0084] In another possible embodiment, computing device 120 and/or server 108
operate to monitor a transition of a passcode from a first passcode to a next passcode.
Validation occurs only if the transition occurs between two valid passcodes at an
expected time. For example, computing device 120 is programmed to monitor the
transition to confirm that a valid transition occurs at the expected time. Alternatively,
computing device 120 is programmed to monitor a transition and to report the
passcode to server 108 within a predetermined period of time, such as within one to
five seconds. Other embodiments allow more or less time (e.g., milliseconds or tens
of seconds). Such validation can be used to reduce or prevent the chance that a
person or device would transferring a code from a data packet generator to a remote
location and then falsely report that code as an identification of the present location.
Such validation processes that monitor a passcode transition can be referred to as
changing-of-the-guards validation processes. Further, some embodiments monitor
and validate only if multiple passcode transitions occur at the expected times.

[0085] In some embodiments, authentication system 100 operates as a location
authentication system. The location authentication system 100 operates to
authenticate a location of a user or device. For example, in large companies
employees are frequently moved between various office spaces. It is sometimes
desirable to identify the location of a particular employee, such as to know what

workstation that the employee is currently working at. To do so, a login screen is
10
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presented to the employee on computing device 120 each time that the employee logs
into the computer system and/or periodically while the employee continues to access
the network. In some embodiments, the login screen requests the username and
password (e.g., see user interface 1400, shown in FIG. 14). The login screen also
requests that the employee enter the passcode shown on the data packet generator
associated with the workstation (e.g., workstation 102). The username and password
are typically used to authenticate who the employee is, and the passcode is used to
identify where the employee is. Once the location of the employee is known, the
location data may be stored for subsequent use. For example, an employee directory
is updated to accurately reflect the location of the employee. Some embodiments
request one or more of the username, password, and passcode. In some embodiments
the username is not required; such as if it was previously saved or is otherwise already
known by the computer system or server.

[0086] As another exemplary embodiment, authentication system 100 is used in
some embodiments to control access to protected resources based upon the location of
the user. For example, a problem with wireless networks is that the signal from a
wireless router often extends beyond the physical borders of a building.
Authentication system 100 is used in some embodiments to require that only those
present within the building are granted access to the wireless network or to particular
protected resources. This is accomplished, for example, by requiring a user to enter a
passcode from a data packet generator as part of a network login process or to retain
network access that has previously been granted. The passcode is then evaluated
either to identify the data packet generator that generated the passcode or deny the
access request. Once the data packet generator becomes known, the location of the
corresponding user is identified. If the location of the user is determined to be within
the boundaries of the building (or satisfies other criteria, such as on a particular floor,
in a particular group—e.g., the accounting department, etc.), the user is permitted to
access the wireless network or protected resource. In some embodiments,
authentication system 100 requires a user to be at a particular workstation (rather than
merely within a group of workstations) in order to access the network or particular
protected resources on the network. Some embodiments are used to control access to
a wireless network within a home or residence. These examples are provided as just
some of the many possible embodiments. Many other embodiments are discussed

below.
11
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[0087] An example of a wireless access point of a wireless network is shown in
FIG. 50, herein.
[0088] Examples of protected resources include data stored on a computing
device and functions performed by a computing device. In some embodiments,
protected resources are local to a data packet generator, local to a computing device,
or remote, such as operating on a server. In some embodiments protected resources
are provided by an application service provider. Protected resources are sometimes
part of a Software as a Service (SaaS) application, or an application commonly
referred to as a cloud computing. Other examples of protected resources include
room or building control systems, such as room electricity, lighting, a room
scheduling system, and voice/data access.
[0089] FIG. 2 is a schematic perspective view of an exemplary workstation 102
including computing device 120 and data packet generator 122. Workstation 102 also
includes walls 202 and desktop 204. Workstation 102 is, for example, a cubicle
located within a building. The cubicle is typically arranged in a particular floor of the
building, in a particular room or location of the building. In some embodiments, the
workstation 102 is identified by a workstation identifier 206 (e.g., N102).
[0090] Some embodiments of workstation 102 include walls 202 that define the
outer boundary of the workstation. Workstation 102 also typically includes a desktop
204 that provides a solid work surface. In some embodiments desktop 204 is
connected to and supported by walls 202. In other embodiments, desktop 204 is a
desk that is not connected to walls 202 but is within the outer boundary defined by

- walls 202. At least part of computing device 120 (e.g., a display) is typically
supported by desktop 204.
[0091] In this example, data packet generator 122 is attached or associated with
workstation 102. The attachment is permanent in some embodiments, while it is
somewhat permanent in other embodiments. For example, data packet generator 122
is attached to desktop 204 in some embodiments in a manner that would require
disassembly of the desk or that would require specialized tools in order to disassociate
the data packet generator from desktop 204. In other embodiments, data packet
generator 122 is attached to walls 202. In other embodiments, data packet generator
122 is attached to another part of workstation 102 other than desktop 204 or walls 202
(e.g., another structure within workstation 102). In other embodiments, data packet

generator 122 is attached to something near workstation 102 (e.g., a floor, a ceiling,
12
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an architectural wall). Some specific examples are shown herein, such as in FIG. 47-
48. In yet other embodfments, data packet generator 122 is contained by or integrated
with a component of workstation 102 (e.g., a tile or the worksurface).

[0092] As shown in FIG. 2, data packet generator 122 is preferably located near to
computing device 120, so that a user in workstation 102 that is using computing
device 120 can easily identify a passcode generated by data packet generator 122.
[0093] In some embodiments, two or more data packet generators are associated
with each location. This provides redundancy, for example, if a data packet generator
were to malfunction. Alternatively, a second or additional data packet generator may
be used if a code generated by a first data packet generator is not unique at that time
(such as for use in method 1300 described with reference to FIG. 13). In such an
event, the second data packet generator is used to provide a second passcode to
uniquely identify the location or data packet generators.

[0094] FIG. 3 is a schematic block diagram of an exemplary data packet generator
122. In some embodiments, data packet generator 122 includes housing 302,
microprocessor 304, power source 306, output device 308, input device 310, tamper
sensor 312, and attachment device 314. Microprocessor 304 includes timer 320 and
memory 322. |

[0095] Housing 302 is a protective enclosure of data packet generator 122. In
some embodiments housing 302 is a metal enclosure, but in other embodiments
housing 302 is made of othef materials such as plastic. Housing 302 is sealed in some
embodiments, such as to be water resistant or water proof. Further, some
embodiments of housing 302 are designed with seals that are tamper resistant. In
some embodiments temper-evident seals are provided across housing joints. An
example of a tamper-evident seal is a label adhered with an adhesive across a housing
joint. If the joint is opened, the label will tear. A warning against opening housing
302 is printed on the tamper-evident seal in some embodiments. In this way the label
acts to reveal if someone has attempted to open housing 302.

[0096] Microprocessor 304 is a processing device that is typically enclosed within
housing 302. Examples of a suitable microprocessor include a central processing unit
(“CPU”), microcontroller, programmable logic device, field programmable gate array,
digital signal processing (“DSP”) device, and other types of microprocessors.
Microprocessor 304 may be of any general variety such as reduced instruction set

computing (RISC) device, complex instruction set computing device (“CISC”), or’
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specially designed processing device such as an application-specific integrated circuit
(“ASIC”) device.

[0097] In some embodiments microprocessor 304 includes timer 320 and memory
322. In other embodiments, timer 320 and memory 322 may be separate from, or in
addition to microprocessor 304. Timer 320 is used by microprocessor 304 to measure
the passage of time. For example, in some embodiments a new passcode is generated
by data packet generator 122 periodically. Timer 320 is used to measure the period of
time. After the period of time has elapsed, a new passcode is generated and output
using output device 308. The period of time is typically in a range from about 1
second to about 5 minutes, and preferably from about 30 seconds to about 2 minutes
when manual passcode entry is involved. In some embodiments the period of time is
short to provide rapid passcode changes, such as eight passcode changes per second.
Rapid passcode changes are more typically used when the output is not dependent on
manual entry of the passcode. In other embodiments, the period of time is long to
provide infrequent passcode changes, such as in a range from about 24 hours to about
three months.

[0098] Memory 322 is used by microprocessor to store data. For example, a
passcode is stored in memory 322 in some embodiments. In other embodiments,
memory 322 stores a formula that is used to generate a passcode. Memory 322 also
stores an identifier (such as a serial number) of data packet generator 122 in some
embodiments. Software or other program code may also be stored in memory 322 in
some embodiments that define logical operations of data packet generator 122.

[0099] Data packet generator 122 typically includes power source 306 within
housing 302. Power source 306 supplies power to the electronic devices of data
packet generator 122, such as microprocessor 304, output device 308, input device
310, and in some embodiments tamper sensor 312. An example of power source 306
is a battery. In other embodiments, power source 306 is a power supply circuit that
receives power from a source external to housing 302, such as a wall outlet. In other
embodiments, power source 306 is a power jack or terminal that is connected to
housing 302 and is configured to receive power from an external source, such as from
a power adapter. When power source 306 is a battery, it is sometimes helpful to have
a secondary power source in place (another battery) so that changing the primary

battery does not cause a loss of electric energy to the data packet generator 122. In
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some embodiments power is received from an Ethernet cable, such as from a Power
over Ethernet (PoE) system.

[0100] Output device 308 generates one or more outputs. One of the outputs is
typically passcode 124 (shown in FIG. 1). Examples of output device 308 include a
visual display device, and audible output device, a vibratory or sensory output device,
a wireless signal output device (e.g., wireless communication device 3622, shown in
FIG. 36), a wired signal output device (e.g., a network interface 3610, shown in FIG.
36), and other output devices. Examples of visual display devices include a light-
emitting diode (LED) display, a liquid crystal display (LCD), a cathode ray tube
(CRT), a vacuum fluorescent display (VFD), a sheet of electronic paper, and other
display devices. In some embodiments, visual display devices include a backlight to
assist a user in viewing the visual display device in poorly lit environments.
Examples of audible output devices include a speaker, headset, buzzer, alarm, and
other output devices. In some embodiments, an audible output device provides an
alert to a user. In other embodiments, an audible output device provides information
(such as a passcode) sufficient for use by a user that is vision impaired. Examples of
vibratory or sensory output devices include a vibrator and a Braille terminal. In some
embodiments, output device 308 is or includes a data communication device. The
data communication device is used by data packet generator 122 to communicate with
another device, such as computing device 120, server 108, another device connected
to network 106, or another device. Examples of data communication devices include
a network communication device, a wireless communicatipn device (e.g., wireless
communication device 3622, shown in FIG. 36), a modem, a cellular communication
device, a radio-frequency transmitter, or other communication devices. In some
embodiments a radio frequency identification (RFID) tag acts as a communication
device (e.g., to communicate the serial number of the data packet generator). In some
embodiments, data packet generator 122 includes two or more output devices 308.
[0101] In some embodiments, output device 308 is a visual display device, such
as an LCD. Data packet generator 122 operates, in some embodiments, to generate a
passcode 124 using microprocessor 304. The passcode 124 is then displayed by
output device 308. After a period of time, the passcode 124 is typically changed to a
new passcode 124. The new passcode 124 is then displayed by output device 308

instead of the previous passcode.
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[0102] Other output devices 308 are used for other purposes in some
embodiments, such as to provide audible feedback when an input device 310 is
activated (e.g., generate a sound when a button is pressed), or to provide an alarm if
tampering is detected by tamper sensor 312.

[0103] Input devices 310 operate to receive one or more inputs. Some
embodiments of data packet generator 122 do not include an input device 310 because
no input is required. Other embodiments of data packet generator 122 do include one
or more input devices 310. Examples of input devices include a button, a switch, a
microphone, a mouse, a keyboard, a keypad, a magnetic sensor, a radio-frequency
receiver, and other input devices. Some output devices 308 also operate as an input
device 310. Examples of devices that act as both input and output devices include a
touch screen display and at least some data communication devices such as a USB
port.

[0104] An example of a use for input device 310 is as a power saving feature. For
example, in some embodiments input device 310 is a depressable button arranged on a
face of data packet generator 122. When input device 310 is pressed, the current
passcode (e.g., 124, shown in FIG. 1) is displayed for a period of time by output
device 308. The rest of the time, output device 308 is powered off, or in a lower
power state. As a result, considerable energy savings is realized.

[0105] Another example of a use for input'device 310 is for syncing data packet
generator 122 with another device, such as server 108 (shown in FIG. 1). In some
embodiments it is desirable to have timer 320 synced with a timer of server 108. To
do so, input device 310 may include a data communication device, such as to
communicate with server 108 across network 106. One or more messages may be
sent between data packet generator 122 and server 108 to ensure that data packet
generator 122 and server 108 are in sync. Some embodiments do not require
synchronizing between data packet generator 122 and server 108. Other embodiments
require only a single syncing operation during manufacturing or initial setup, and do
not require further syncing thereafter.

[0106] In an alternative embodiment, input device 310 is a data communication
port through which it is connected with computing device 120. The data
communication port allows computing device 120 to communicate directly with data
packet generator 122. If desired, server 108 is also configured to communicate with

data packet generator 122 through computing device 120 in some embodiments.
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[0107] In some embodiments, data packet generators 122 and 132 communicate
directly with server 108 across communication network 106 or another
communication network. For example, as discussed in more detail herein, some
embodiments of data packet generators 122 and 132 are directly connected to the
network 106, such as through an Ethernet cable. Other embodiments include a
wireless communication system, and are configured to utilize a wireless access point
to communicate across network 106.

[0108] Some embodiments of data packet generator 122 include a tamper sensor
312. An example of tamper sensor 312 is a motion sensor, such as an accelerometer.
If the motion sensor detects motion, data packet generator 122 may be programmed to
take appropriate action. For example, data packet generator 122 may sound an alarm.
The alarm may be an audible or visible warning that movement has been detected.
The alarm may alternatively be a message sent across a communication network (e.g.
network 106). For example, a message may be sent to server 108 or elsewhere, such
as to a security booth. In other embodiments, data packet generator acts to generate a
code or series of codes that indicate to the server 108 that tampering has occurred.
[0109] In some embodiments tamper sensor 312 includes a Global Positioning
System or other location identifier. In such cases, the tamper sensor 312 can be used
as part of a larger system capable of monitoring the location of the data packet
generator 122, and to identify movement of the data packet generator.

[0110] Data packet generator 122 typically includes attachment device 314 that is
configured for connecting housing 302 with another structure. One example of an
attachment device 314 is a fastener. Fasteners include screws, nails, adhesive, rivets,
bolts and nuts, and a wide variety of other known fasteners. In some embodiments,
fasteners are used that are not easily removable. For example, in some embodiments
screws include one-way heads that are designed to be easily inserted but resist
removal. In other embodiments, screws include less common head configurations (as
opposed to the most common slotted and Phillips configurations) or non-standard
shapes or sizes. Examples of less common head configurations include Torx and
Robertson head configurations. In addition to (or in place of ) fasteners, some
embodiments of attachment device 314 include brackets, pins, keyed slots or
protrusions, or other features to aid in attaching housing 302 with another structure.
In some embodiments the housing 302 is itself detachable from the attachment device

314 and interchangeable with other attachment devices 314. For example, it may be
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desirable for data packet generator 122 to be compatible with various worksurface
thicknesses. An appropriately sized attachment device may then be selected from
various differently sized attachment devices to find an attachment device that most
closely matches the thickness of the worksurface. Similarly, different shaped
attachment devices are used in some embodiments.

[0111] FIG. 4 is a schematic perspective view of an exemplary data packet
generator 122. In this embodiment, data packet generator 122 includes housing 302,
output device 308, and attachment device 314. Housing 302 includes face 402.
Attachment device 314 includes angle bracket 410 having a rear portion 412, a bottom
portion 414, and fastener holes 416.

[0112] In this embodiment, output device 308 is a digital display, such as an LCD
display. Output device 308 is arranged so that it is visible at the face 402 of housing
302. In some embodiments housing 302 includes a sheet of transparent material, such
as glass, across output device 308. In other embodiments output device 308 is
connected in front of (or flush with) face 402 of housing 302.

[0113] Data packet generator 122 is configured, in some embodiments, to be
connected with a structure, such as a desktop as illustrated in FIG. 2. Attachment
device 314 is provided 'for this purpose, which includes angle bracket 410. Angle
bracket 410 includes a rear portion 412 that extends downward from housing 302.
Rear portion 412 typically extends slightly further than the thickness of desktop 204.
Bottom portion 414 is connected to rear portion 412 at a joint or bend. Bottom
portion 414 is configured to be placed against a bottom surface of a desktop, and
includes fastener holes 416 in some embodiments.

[0114] To connect data packet generator 122 to a desktop 204, angle bracket 410
is arranged so that bottom portion 414 is against and generally parallel with a bottom
surface of the desktop 204. In addition, rear portion 412 is arranged so that it is
behind a rear side of the desktop 204. When in this position, data packet generator
122 is arranged above a top surface of the desktop 204, such as shown in FIG. 2. A
fastener (not shown in FIG. 4) is then used to securely connect data packet generator
122 to the bottom surface of the desktop 204.

[0115] The arrangement and configuration of attachment device 314 is only one
of many possible embodiments of attachment device 314. Other attachment devices
314 are used in other embodiments to match different desktop, wall, or workstation

configurations. For example, another possible embodiment is illustrated in FIG. 5. In
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some embodiments the attachment device is designed to fit between the back of a
desktop and a partition wall without requiring the desktop to be dismantled from it
supports.

[0116] Data packet generator 122 typically includes an identifier 420, such as a
serial number or other identifier. In some embodiments the identifier 420 is printed
on housing 302. In other embodiments identifier 420 is stored in memory of data
packet generator 122. Yet another possible embodiment includes an RFID tag that is
configured to transmit identifier 420 to an external RFID tag reader.

[0117]  FIG. 5 is a schematic perspective view of another example data packet
generator 122 and desktop 204. In this example, data packet generator 122 includes
housing 302 and adhesive patch 510. Desktop 204 includes a recessed region 502.
[0118] In this embodiment, data packet generator 122 is configured for insertion
into recessed region 502 formed in desktop 204. In this embodiment data packet
generator 122 does not include an angle bracket (e.g., angle bracket 410 shown in
FIG. 4). Rather, data packet generator 122 is configured for insertion into recessed
region 502 of desktop 204. Recessed region 502 has an outer periphery that is slightly
larger than the outer periphery of housing 302 and typically has a depth about equal to
the thickness of data packet generator 122.

[0119] An adhesive patch 510 is applied, in some embodiments, to a bottom
surface of data packet generator 122. An example of an adhesive patch is a layer of
material having a layer of adhesive on either side. Peel-away protective layers are
used to temporarily protect and seal the adhesive layers until ready for installation, in
some embodiments. After recessed region 502 is formed, the data packet generator
122 and adhesive patch 510 are inserted into recessed region 502. The bottom surface
of adhesive patch 510 adheres to the bottom of recessed region 502. Data packet
generator 122 is preferably positioned so that face 402 of data packet generator 122 is
generally flush with the top surface of desktop 204. In some embodiments another
layer is applied over the data packet generator 122, such as one or more layers of
epoxy. In such embodiments, adhesive patch 510 may not be necessary, as the epoxy
will supply adequate adhesion. Other embodiments include other fasteners.

[0120] Alternatively, data packet generator 122 is arranged slightly below the top
surface of desktop 204 to leave room for a transparent face plate or other cover to be

placed above data packet generator 122, and flush with the top surface of desktop 204.
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[0121] FIG. 6 is a schematic perspective view of another exemplary embodiment
of a data packet generator 600 configured for attachment to a desktop 204. In some
embodiments, data packet generator 600 is integrated with other devices. For
example, data packet generator 600 includes an integrated power outlet 618. In this
example, data packet generator 600 includes housing 602, power source 606, output
device 608, input device 610, attachment device 614, fasteners 616, and power outlet
618. In some other embodiments, data packet generator 600 is integrated with other
devices such as a pencil holder, digital image picture display, or other accessory, such
as the example hoteling hub 4602 shown in FIG. 46.

[0122] In this example, data packet generator 600 includes housing 602. In some
embodiments, most components of data packet generator 600 are located within
housing 602, but some components, such as output device 608, attachment device
614, and portions of input device 610 and power source 606 are located external to
housing 602.

[0123] Power source 606 receives power from an external source, such as a wall
outlet, and is partially comprised of a power cord. The power cord can be plugged
into the wall outlet to receive power for data packet generator 600 as well as for
power outlet 618. Some embodiments of data packet generator 600 also include a
battery. Some embodiments further include a battery charger that operates to charge
the battery from the power supplied by the wall outlet. The battery provides backup
power to data packet generator 600 in the event that power is not available from the
wall outlet. Other embodiments receive power from other sources, such as from a
solar panel, power adapter, external battery, crank, or other power source.

[0124] In this embodiment, output device 608 is a display. Output device 608
operates to display a passcode periodically on the display so that it is visible to a user.
In some embodiments, output device 608 is removable from housing 602. For
example, output device 608 is connected via a wire so that output device 608 may be
moved to a more convenient location away from housing 602. Output device 608
includes a fastener, such as an adhesive layer, a clip, or a hook-and-loop fastener layer
in some embodiments that allow output device 608 to be arranged at a convenient
location, such as on a wall of a workspace, on a computer monitor, on the desktop, or
any other desired location. In another embodiment, output device 608 is a display
device that receives wireless data. An example of such a display device is a

smartphone.
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[0125] In some embodiments, data packet generator 600 includes input device
610. Input device is, for example, a communication device and cable. The
communication cable is connectable to another device, such as a computer, cell
phone, wireless router, or other device to enable data packet generator 600 to receive
input communications. Input device 610 is used in some embodiments, for example,
to synchronize data packet generator 600 with a server, to provide a new set of
passcodes or a new passcode formula, or to receive other communications. In some
embodiments the same input device 610 also allows data packet generator 600 to send
communications to an external source.

[0126] Attachment device 614 is connected to housing 602 and configured to
securely attach housing 602 to desktop 204. In this embodiment, attachment device
614 is a C-shaped bracket having a top portion, a rear portion, and a bottom portion.
The rear portion has a height that is typically slightly larger than the thickness of
desktop 204. Attachment device 614 is connected to the rear side of desktop 204 by
arranging the attachment device 614 adjacent to desktop 204, and sliding it onto the
desktop 204 until the rear portion of the attachment device comes into contact with
the edge of desktop 204. Fasteners 616 are then inserted through fastener holes
through the bottom portion and into the bottom surface of the desktop 204.

[0127] Power outlet 618 is provided at the face of data packet generator 600. The
power outlet 618 provides an easily accessible source of power so that a user can plug
in another electric-powered device to power the device.

[0128] In some embodiments data packet generator 600 is integrated with one or
more other devices or components. Examples of other devices or components include
any portion of a workstation (e.g., cubicle tile, wall, cabinet, etc.), a telephone, a
computer, a nameplate, a pen/pencil holder, a picture frame, a clock, a cup holder, a
television, a ceiling, a floor, or other devices or components. An example is shown in
FIG. 49 herein.

[0129] FIG. 7 ié a schematic flow chart illustrating an exemplary method 700 of
operating a data packet generator. Method 700 includes operations 702, 704, 706,
708, 710, 712, and 714.

[0130] Method 700 begins with operation 702, during which a data packet
generator receives a first set of passcodes. In some embodiments, a set of passcodes
is received, such as from a server. The set of passcodes may include any number of

passcodes. The number of passcodes is typically in a range from about 30 passcodes
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to about 6 million passcodes or more. If, for example, the passcode were to change
once per minute, about 5.25 million passcodes would allow a data packet generator to
continue operating for a period of about ten years. The set of passcodes is typically
stored into memory. By receiving passcodes from the server, the data packet
generator and the server are now in possession of the same set of passcodes. In some
embodiments, operation 702 is performed during manufacturing of the data packet
generator. In other embodiments, communication occurs across a communication
network after manufacturing.

[0131] Operation 704 is next performed to synchronize the data packet generator
with the server. In some embodiments, synchronization involves setting a clock of
the data packet generator to match the server’s clock. In other embodiments,
synchronization involves identifying a start time in which to begin displaying
passcodes. Further, in some embodiments, synchronization also includes identifying
one of the passcodes of the set of passcodes as a current passcode. For example, the
server may operate in some embodiments to maintain all data packet generators in
sync. Thus, when a new data packet generator is synced, the server informs the new
data packet generator of which code of the set of codes the other data packet
generators are currently on (e.g., the fifth passcode), so that the new data packet
generator is also synchronized with the other data packet generators (e.g., to display
the fifth passcode). An advantage of such synchronization is that the server may be
used, in some embodiments, to ensure that no two data packet generators will output
the same passcode at the same time. However, some embodiments do allow data
packet generators to display the same passcode at the same time, as described in more
detail below.

[0132] In some embodiments operation 704 is performed before operation 702 to
synchronize the data packet generator with the server before sending a first set of
passcodes. In other embodiments operations 702 and 704 are performed
simultaneously. In other embodiments the server begins to observe data packet(s) that
identify a single data packet generator as being the source of the data packet(s) (such
as when the serial number of the data packet generator is included within the data
packet). In this scenario, one or more data packet retrievals can inform the server
about the current status of the data packet passcode sequence (if such passcodes are in
the data packet). Through preprogramming and memory, the server can then

synchronize itself to that data packet generator so that all future passcodes from that
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data packet generator are predictable by the server. This is helpful, for example, in
the case of data packet generators that are programmed (e.g., at the factory) to not
start generating passcodes until a tab is removed from the battery.

[0133] Operation 706 is next performed to output the current passcode. In some
embodiments, operation 706 involves displaying the current passcode on a display. In
other embodiments, operation 706 involves generating an audible signal identifying
the current passcode. In other embodiments, operation 706 involves communicating
the passcode via a digital communication signal or by using another output device.
[0134] After the passcode has been output, method 700 pauses to wait for a time
period to elapse with operation 708. The time period defines how frequently the
passcode is changed to a new passcode. A benefit of changing the passcode
periodically is that it prevents someone from viewing a passcode on a data packet
generator and then later using it in an unauthorized manner from a different location.
In general, the more frequently the passcode is changed, the more difficult it would be
for someone to use the passcode at a different location. The period of time used in
operation 708 is typically in a range from about 10 seconds to about 1 hour, and
preferably from about 30 seconds to about 2 minutes. In some embodiments, the time
period is about one minute, such that the passcode is updated about once per minute.
One minute is typically a sufficient amount of time for a user to manually enter a
passcode.

[0135] Once the time period has elapsed, operation 710 is performed to determine
whether the current passcode is the last of the first set of passcodes. If so, operation
714 is performed to bring method 700 to an end. Alternatively, method 700 returns to
the first passcode and displays the same passcodes again beginning with operation
706. In yet another embodiment, a user alert is provided to inform the user that all
passcodes have been exhausted. In a further embodiment, the data packet generator
initiates communication with a server to obtain a second set of passcodes and restarts
method 700 to obtain the second set of passcodes.

[0136] If further passcodes remain, operation 712 is performed to increment the
current passcode to the néxt passcode of the first set of passcodes. Method 700 then
returns to operation 706 where the next passcode is displayed as the current passcode.
[0137] FIG. 8 is a schematic flow chart of an exemplary method 800 of operating
a data packet generator. Method 800 includes operations 802, 804, 806, 808, 810,

812, and 814.
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[0138] Method 800 begins with operation 802 that stores a code generation
algorithm. In some embodiments, the code generation algorithm is programmed into
the data packet generator during manufacturing and is stored in memory. In other
embodiments, the code generation algorithm is received through an input device
subsequent to manufacturing. For example, the code generation algorithm is received
from another device, such as a server or a computing device, and is stored in memory.
In other embodiments the server begins to observe data packet(s) that identify a single
data packet generator as being the source of the data packet(s) (such as when the
serial number of the data packef generator is included within the data packet). In this
scenario, one or more data packet retrievals can inform the server about the current
status of the data packet passcode sequence (if such passcodes are in the data packet).
Through preprogramming and memory, the server can then synchronize itself to that
data packet generator so that all future passcodes from that data packet generator are
predictable by the server. This is helpful, for example, in the case of data packet
generators that are programmed (e.g., at the factory) to not start generating passcodes
until a tab is removed from the battery.

[0139] The code generation algorithm is an algorithm for generating random
numbers or pseudorandom numbers for use as passcodes. In some embodiments, the
passcodes are generated by a known algorithm so that they can also be accurately
determined or predicted by the server. In some embodiments, the code generation
algorithm is cryptographically secure or substantially cryptographically secure. In
some embodiments, the code generation algorithm is an algorithm for generating
pseudo-random numbers. One example of a code generation algorithm utilizes a
linear congruential generator (LCG) algorithm. The LCG algorithm is defined by the
recurrence relation:

[0140] Xn+1 = (aXy + ¢c) mod m

[0141] where X, is the sequence of random values, m = modulus, a = multiplier, ¢
= increment, and X, = the seed or start value. m, a, c, and X are integer values.
Other embodiments utilize other code generation algorithms, such as the Mersenne
twister algorithm developed by Makoto Matsumoto and Takusju Nishimura; Blum
Blum Shub developed by Lenore Blum, Manuel Blum, and Michael Shub in 1986; the
Crytographic Application Programming Interface’s CryptGenRandom distributed by
Microsoft Corporation; the Yarrow algorithm designed by Bruce Schneier, John
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Kelsey, and Niels Ferguson of Counterpane Labs and incorporated into the Mac OS
X, Fortuna devised by Bruce Schneier and Niels Ferguson; or other algorithms.
[0142] Another example of a code generation algorithm is the proprietary SecurID
hash function developed by John Brainard, which is believed to take as an input a 64-
bit secret key, unique to one single authenticator, and the current time (expressed in
seconds since 1986). It then generates an output by computing a pseudo-random
function based on these two input variables.

- [0143] Another possible embodiment includes a hardware random number
generator, such as those based on microscopic phenomena including thermal noise,
the photoelectric effect, or other quantum phenomena. Examples of quantum
phenomena include shot noise, nuclear decay, and the passage of photons through a
semi-transparent mirror (such as used in the line of cryptography products developed
by id Quantique of Geneva, Switzerland.)

[0144] Some embodiments generate a passcode using base 31, rather than base
10. A base 31 code may be generated by first generating a number of appropriate
length using base 10 (or binary, if desired). The number is then converted into base
31 using an appropriate conversion algorithm. Alternatively, an algorithm is used to
generate a passcode in base 31 directly.

[0145] In some embodiments the actual code generation algorithm is predefined,
but operation 802 involves storing the start value and any other necessary value in
memory. In some embodiments the resulting number is truncated to generate a
passcode of a desired number of characters. In other embodiments, two or more
resulting numbers are merged to form a single passcode.

[0146] Operation 804 involves synchronizing the data packet generator with the
server. In some embodiments operation 804 involves setting a clock of the data
packet generator to match a clock of the server. In other embodiment, operation 804
involves identifying a time to display a first code.

[0147] In some embodiments operation 804 is performed before operation 802 to
synchronize the data packet generator with the server before storing the code
generation algorithm. In other embodiments operations 802 and 804 are performed
simultaneously.

[0148] A passcode is then generated through operation 806 using the code
generation formula of operation 802. The passcode is typically stored in memory

after being generated.
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[0149] Once the passcode has been generated it is output in operation 808. In
some embodiments operation 808 involves displaying the passcode. In other
embodiments the passcode is communicated in another manner, as discussed herein.
[0150] After the passcode is output, operation 810 is performed to wait until a
predetermined time period has elapsed. In some embodiments the passcode output in
operation 808 is only valid during this time period.

[0151] After the time period has elapsed, operation 812 is performed to determine
whether the data packet generator has reached an end of life. In some embodiments
data packet generators are configured to operate only for a predetermined life span.
For example, the life span is typically in a range from about one hour (such as for a
data packet generator given to guests on a temporary basis) to about ten years. Other
embodiments have other life spans outside of this range. Added security is achieved
in some embodiments by limiting the life of data packet generators to a predetermined
duration. If the end of life has been reached, operation 814 is performed to terminate
operation of the data packet generator. In some embodiments a warning or alert is
given to the user. In further embodiments a user alert is provided in advance of the
end of life of the data packet generator.

[0152] If the end of life has not been reached, method 800 returns to operation
806 to generate the next passcode, which is subsequently output in operation 808.
[0153] In some embodiments data packet generators do not have a predetermined
life span. As a result, some embodiments of method 800 perform operation 806
immediately following operation 810 rather than performing the end of life check of
operation 812.

[0154] Other embodiments of data packet generators operate in different manners
than illustrated in FIGS. 7 and 8. Some embodiments have additional features. For
example, some data packet generators include a tamper sensor (e.g., 312, shown in
FIG. 3) that, in some embodiments, causes the data packet generator to cease
functioning if tampering is detected. Other embodiments include more or fewer
features, methods, and processes.

[0155] .FIG. 9 is a functional block diagram of an exemplary computing device
120. In some embodiments, computing device 120 includes server communication
module 900, authentication module 902, and data packet generator communication
module 904. Not all modules are included in all embodiments of computing device

120, and some embodiments include additional modules.
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[0156] Server communication module 900 operates, in some embodiments, to
control communications between computing device 120 and server 108 across
network 106 (shown in FIG. 1). In some embodiments, server communication
module 900 is a Web browser that receives data defining one or more Web pages
from server 108 and displays the Web pages to the user. In other embodiments,
server communication module 900 is a custom software module that communicates
with server 108 according to a defined network communication protocol.
[0157] Authentication module 902 operates to require authentication from a user
of computing device 120. In some embodiments, authentication module 902 operates
to require authentication before allowing access to a protected resource. For example,
in some embodiments authorization module 902 is configured to generate a user
interface display when a user starts the computing device. (An example user interface
display that is generated by authentication module 902 in some embodiments is
shown in FIG. 14.) The authentication module 902, in some embodiments, prevents a
user from accessing protected resources on the computing device (or on the network)
until proper authentication has been provided, such as a valid passcode. For example,
once a passcode is entered, the authorization module 902 operates to request
validation of the passcode, by sending the passcode to the server using server
communication module 900. If validated, the server returns a validation message that
is delivered to the authorization module 902. Upon receiving the validation message,
the authorization module 902 allows the user to access the protected resource. Other
embodiments operate in other manners, such as discussed herein.
[0158] Some embodiments of authentication module 902 require that a passcode
be entered, but do not validate the passcode, and/or do not prevent access if an invalid
passcode is entered. Although such embodiments may not be used for very high
security applications, such embodiments may be used for data logging or other
| purposes. For example, data may be gathered and stored in memory relating to
general space utilization. When a passcode is entered, data is stored identifying the
location of the user. The location data may be used to identify spaces that are highly
used, or spaces that are infrequently used, for example. In this example, the passcode
is not being used for security purposes, and therefore need not prohibit access to
resources upon entry of an invalid passcode. Rather, the data associated with an
invalid code is discarded or stored as an erroneous entry. Alternatively, an algorithm

is used in some embodiments to identify the data packet generator based on the
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invalid code, such as by identifying a data packet generator that had a code that was
very similar to the code entered by the user. If a subsequent report (e.g., a space
usage report) is generated based on the data, the data associated with an invalid code
may be ignored for generating space usage reports.

[0159] In some embodiments authentication module 902 is not required, such as if
the protected resource is located on a server (e.g., 108) rather than on computing
device 120. For example, if server 108 is a Web service, authentication may be
handled by server 108 through a Web browser of server communication module 900,
rather than locally on computing device 120.

[0160] Some embodiments of computing device 120 include a data packet
generator communication module 904. The data packet generator communication
module 904 operates to communicate with one or more data packet generators. In
some embodiments, a data packet generator (e.g., 122, shown in FIG. 1) is
communicatively or otherwise coupled to computing device 120, such as via wires or
wirelessly or by being built into the computing device hardware or software. A data
communication protocol is typically used to communicate data between the data
packet generator communication module and the data packet generator.

[0161] In its most basic hardware configuration, computing device 120 typically
includes a processing device, memory, and a communication device. Other
embodiments include other components. A processing device is a device that
processes a set of instructions. One example of a processing device is a
microprocessor. Alternatively, various other processing devices may also be used
including central processing units (“CPUs), microcontrollers, programmable logic
devices, field programmable gate arrays, digital signal processing (“DSP”) devices,
and the like. Processing devices may be of any general variety such as reduced
instruction set computing (RISC) devices, complex instruction set computing devices
(“CISC”), or specially designed processing devices such as an application-specific
integrated circuit (“ASIC”) device. A more detailed explanation of an example
architecture of computing device 120 is provided below with reference to FIG. 52.
[0162] Examples of memory include volatile (such as RAM), and non-volatile
(such as ROM and flash) memory. In some embodiments, memory is part of the
processing device, while in other embodiments memory is separate from or in

addition to that of the processing device.
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[0163] In some embodiments, computing device 120 also includes one or more
additional storage devices. Storage devices typically store digital data. For example,
some embodiments of computing device 120 include removable storage or non-
removable storage, including, but not limited to, magnetic or optical disks or tape.
[0164] In some embodiments, memory and/or the storage device store data
instructions including one or more of an operating system, application programs,
other program modules, and program data. Modules 900, 902, and 904 are
instructions stored in memory, the storage device, or other computer-readable storage
media in some embodiments.

[0165] FIG. 10 is a functional block diagram of an exemplary server 108. In
some embodiments, server 108 includes computing device communication module
1000, passcode validation module 1002, and data packet generator manager 1004.
Data packet generator manager 1004 includes data packet generator database 1006.
[0166] Computing device communication module 1000 is a module that
communicates with computing devices, such as computing devices 120 and 130
(shown in FIG. 1). In some embodiments, computing device communication module
1000 1s a Web server that communicates data to computing devices that is displayed
as a Web page by a Web browser. In other embodiments, computing device
communication module 1000 is a custom software module that communicates with a
computing device according to a defined network communication protocol

[0167] Passcode validation module 1002 operates to receive a passcode, such as
from the computing device communication module 1000 (which itself typically
receives the passcode from a computing device), and to determine whether the
passcode is valid. In some embodiments passcode validation module 1002 utilizes
data packet generator manager 1004 and data packet generator database 1006 to
determine if a passcode is valid. In some embodiments passcode validation module
1002 generates a validation output or a non-validation output and communicates that
output to computing device communication module 1000, where it is in turn
communicated to the respective computing device to inform the computing device
whether or not the passcode was validated. In some embodiments passcode validation
module 1002 accesses a lookup table in data packet generator database 1006 to
determine if the passcode is valid. In other embodiments, passcode validation module
computes the current passcode for a particular data packet generator (such as based on

the known or expected location of the data packet generator, or based on the serial
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number or other identifier of the data packet generator) and compares the current
passcode with the received passcode to determine whether or not the passcode is
valid. Other embodiments of passcode validation module operate in other manners,
such as discussed herein.

[0168] Data packet generator manager 1004 operates to manage data packet
generators. In some embodiments the data packet generator manager 1004 operates to
oversee all active data packet generators, such as to maintain a list of all active data
packet generators. In some embodiments data packet generatof manager 1004 is used
to initialize a data packet generator to define the passcodes that will be generated by
the data packet generator. Some embodiments control or change the operation of a
data packet generator by communicating with the data packet generator through
computing device communication module 1000 and a computing device. Data packet
generator manager 1004 operates in some embodiments to deactivate data packet
generators (either by causing server 108 to no longer validate passcodes generated by
the data packet generator, or by communicating with the data packet generator to
cause the data packet generator to stop generating passcodes), such as if tampering is
detected or suspected, or if appropriate subscription fees have not been paid. Other
management features are performed by data packet generator manager in some
embodiments.

[0169] In some embodiments data packet generator manager 1004 includes data
packet generator database 1006. Data packet generator database includes an identifier
of all active data packet generators (such as a serial number) and includes data
relating to the passcodes generated by the respective data packet generator. Further,
some embodiments include an identification of the location of the data packet
generator (such as a room number, address, or other identification). In some
embodiments data packet generator database 1006 includes a list of all passcodes that
will be generated by the data packet generator. In other embodiments the data
includes an algorithm for computing the passcodes. In yet other embodiments, the
data includes parameters that are used with an algorithm for computing the passcodes.
An example of a parameter is a seed. In some embodiments, data packet generator
database includes additional or different information, such as a log of all attempted
passcode validations, user information, data packet generator information (such as
when the data packet generator first began operating), or any other desired

information. One example of a data packet generator database is a CAFM system.
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CAFM systems are used, in some embodiments, to record the location of data packet
generators, or other data from data packet generators.

[0170] As noted above, in some embodiments server 108 is a computing device
having a hardware configuration as discussed above with respect to computing device
120. Other embodiments have other configurations.

[0171] FIG. 11 is a flow diagram of an exemplary method 1100 of operating
server 108 (shown in FIG. 10). For example, method 1100 is performed by passcode
validation module 1002 (also shown in FIG. 10) in some embodiments. Method 1100
includes operations 1102, 1104, 1106, and 1108.

[0172] Method 1100 begins with operation 1102 when a passcode validation
request is received. In some embodiments, the passcode validation request includes a
passcode. In some embodiments the passcode validation request is received from a
computing device (e.g., 120). For example, the authorization module 902 generates
the request and communicates the request to server 108 through server
communication module 900 (shown in FIG. 9). In some embodiments either the
passcode or the passcode validation request are encrypted.

[0173] Operation 1104 is then performed to determine whether the passcode is
valid. In some embodiments, operation 1104 involves comparing the passcode with a
set of passcodes in a lookup table of a data packet generator database. Other
validation processes are used in other embodiments, such as described herein. If the
passcode or passcode validation request are encrypted, operation 1104 involves
decrypting of the passcode or passcode validation request.

[0174] If operation 1104 determines that the passcode is invalid, operation 1106 is
then performed. During operation 1106, a response is sent to the initiator of the
passcode validation request to inform the initiator that the passcode validation was
unsuccessful.

[0175] If operation 1104 determines that the passcode is valid, operation 1108 is
then performed. During operation 1108, a response is sent to the sender of the
passcode validation request informing that the passcode validation was successful. In
some embodiments a key, password, or other information is communicated with the
response. In some embodiments granting access to resources is itself a
communication of successful passcode validation.

[0176] Method 1100 is typically performed when a protected resource resides on

or is accessible through a computing device.
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[0177] FIG. 12 is a flow chart of an exemplary method 1200 of controlling access
to a protected resource. Method 1200 includes operations 1202, 1204, 1206, 1208,
1210, and 1212. In some embodiments, method 1200 is used when a protected
resource is located on a server, such as server 108 (shown in FIG. 1).

[0178] Method 1200 begins with operation 1202 to detect an attempt to access a
protected resource. In some embodiments, logging into a private Web site is an
attempt to access a protected resource. In other embodiments, a request to open or
otherwise access or modify a file is an attempt to access a protected resource. A
protected resource is, for example, a computing device function or data accessible
through a computing device that is not generally available to the public and therefore
has at least some access restrictions. Operation 1202 continues until an attempt to
access a protected resource is detected.

[0179] Operation 1204 operates to request a passcode before allowing access to
the protected resource. In some embodiments, operation 1204 involves generating a
login request that is displayed as a Web page including a field in which a user is
prompted to enter a passcode displayed by a nearby data packet generator. In other
embodiments, the passcode request is a message that is sent across a network causing
a computing device to prompt the user for a passcode.

[0180] After the passcode is requested in operation 1204, operation 1206 is
performed to wait for the passcode to be received. For example, upon being prompted
to enter the passcode, a user uses an input device of a computing device to enter the
passcode currently displayed on a data packet generator. In another embodiment, a
user presses a button on the data packet generator to cause the data packet generator
to send the passcode to a server. In yet another embodiment, the computing device
communicates with the data packet generator to receive the passcode directly from the
data packet generator. In any event, the passcode from the data packet generator is
communicated back to the server.

[0181] After the passcode is received, operation 1208 is performed to determine
whether the passcode is valid. If operation 1208 determines that the passcode is not
valid, operation 1210 is performed in some embodiments. Operation 1210 typically
includes informing the user that the passcode was incorrect. Operation 1204 is then
performed to again request a passcode from the user. Additionally, operation 1210

may operate to block access to the protected resource. In another embodiment,
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method 1200 flows directly from operation 1208 to operation 1204 without operation
1210 upon a determination that the passcode is not valid.

[0182] If the passcode entered is determined valid in operation 1208, then
operation 1212 is performed to allow access to the protected resource. In some
embodiments, operation 1212 operates to communicate the requestéd datato a
computing device, or to perform a requested function.

[0183] In a further embodiment, access to protected resources is controlled based
on a security level of the respective protected resource. In some embodiments, if a
protected resource has a low security level, for example, the method does not prohibit
access to the protected resource due to an invalid passcode entry. If the protected
resource has a high security level, the method does prohibit access to the protected
resource due to an invalid passcode entry.

[0184] Some embodiments of method 1200 do not involve operation 1210, and do
not require that a user reenter a passcode after determining that a passcode entered is
incorrect. Such an embodiment, for example, stores information for any valid data
code entered, but ignores invalid data code entries. The data is useful, for example,
for providing general space utilizing information as discussed in more detail below.
[0185] FIG. 13 is a flow chart illustrating an exemplary method 1300 of
identifying a data packet generator. Method 1300 includes operations 1302, 1304,
1306, 1308, 1310, 1312, 1314, 1316, and 1318. In some embodiments, passcodes
generated by more than one data packet generators have a potential of being the same
code at the same time. As a result, method 1300 is used in some embodiments to
identify a particular data packet generator from multiple possible data packet
generators.

[0186] Method 1300 begins with operation 1302 in which a first passcode is
received.

[0187] Operation 1304 is then performed to identify the specific data packet
generators that are currently generating that passcode. If no data packet generators
are generating the passcode, operation 1306 is performed. If exactly one data packet
generator is generating the passcode, operation 1308 is performed. If more than one
data packet generator is generating the passcode, operation 1310 is performed.
[0188] Operation 1306 is performed to identify the passcode as an invalid
passcode if no data packet generators are currently displaying the passcode. In some

embodiments, a user is prompted to reenter the passcode.
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[0189] Operation 1308 is performed to identify a valid passcode if only a single
data packet generator is currently generating the passcode. In that case, the particular
data packet generator is then identified.

[0190] If more than one data packet generator is currently generating the passcode
received in operation 1302, then operations 1310, 1312, and 1314 are performed.
[0191] In operation 1310 a list of all data packet generators that are currently
generating the passcode is stored to identify all of the potential data packet generators
associated with the passcode.

[0192] Operation 1312 is then performed to request and receive an additional
‘passcode. In some embodiments a user may need to wait for a period of time until the
next or another passcode is displayed.

[0193] Operation 1314 is then performed to evaluate the second passcode. In
particular, operation 1314 determines the specific data packet generators that are
currently generating the second passcode from the narrowed list of potential data
packet generators that had previously generated matching codes. If no data packet
generators are generating the second passcode, then operation 1316 is performed. If
only a single data packet generator is generating the second passcode, then operation
1318 is performed. If more than one data packet generator is currently generating the
second passcode, then method 1300 returns to operation 1310.

[0194] If no data packet generators are generating the second passcode, operation
1316 is performed to identify the second passcode as an invalid passcode. In some
embodiments, a user is then prompted to reenter the passcode. In other embodiments,
method 1300 terminates and the user has the option of resubmitting a new passcode to
restart method 1300 at operation 1302.

[0195] If only a single data packet generator is generating the second passcode,
operation 1318 is performed to identify the passcode as a valid passcode. In addition,
operation 1318 identifies the data packet generator.

[0196] If more than one data packet generator is generating the second passcode,
then method 1300 returns to operation 1310 to repeat operations 1310, 1312, and
1314 until the data packet generator is uniquely identified. In some embodiments, the
reduced list of potential data packet generators (the list previously stored in operation
1310) is analyzed to determine when an additional passcode sampling can be taken

without encountering additional duplications.

34



WO 2011/106529 PCT/US2011/026080

[0197] In some embodiments, once a data packet generator is identified,
additional information about the data packet generator is also known. For example, in
some embodiments the location of the data packet generator is retrievable from a data
packet generatbr database (e.g., 1006, shown in FIG. 10).

[0198] An alternative embodiment can be used to uniquely identify a person that
is transient. For example, if a security guard is walking around a building while using
the authorization system, it may be impractical to require the security guard to return
to a previous location to enter a second or subsequent passcode in operation 1312.
This alternative embodiment allows the user to enter a second or subsequent passcode
from another location, provided that the next location is within a particular range from
the first location. For example, after a user enters a first passcode, the system then
prompts the user to enter a second passcode (e.g., via a handheld computing device).
The user then locates a nearby data packet generator and enters the associated
passcode. The server determines the amount of time between the first passcode entry
and the second passcode entry and, using an estimated maximum walking speed,
determines whether or not the second passcode entry is within a range that the user
could have walked to. If so, the second passcode entry is accepted. Since it is
unlikely that two or more data packet generators would both (i) display the same
passcode at the same time, and (ii) have a nearby data packet generator that displays
the same second passcode at the same time, the server will typically be able to
uniquely identify the data packet generators that are being used. However, if the
server is unable to uniquely identify the data packet generators, the process is repeated
with additional passcodes until the data packet generators are uniquely identified.
[0199] In another possible embodiment, a passcode received in operation 1302 is
compared with known information. For example,' if the user also provides a user ID,
known information about the user can be compared with the list of data packet
generators that are generating the passcode (operation 1304). For example, if multiple
data packet generators are generating the same passcode provided by the user, but one
of the data packet generators is located within the user’s private workspace, some
embodiments will not require additional passcodes. Rather, the system will assume
that the user is working from the private workspace. Similarly, if one data packet
generator is located in the user’s home facility in Minneapolis and another passcode is
located in Phoenix, some embodiments will assume that the user is in the home

facility and will not require additional passcodes.
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[0200] In some embodiments, a data packet generator is first identified by
receiving the serial number from the data packet generator. The serial number
provides a preliminary indication of the identity of the data packet generator. The
passcode is then evaluated and a determination is made as to whether the passcode
matches a passcode that is expected from the data packet generator having the
provided serial number. If so, the data packet generator is uniquely identified and no
further evaluation may be needed. Alternatively, the evaluation of the serial number
can be performed after the initial evaluation of the passcode, such as after operation
1304 has identified that more than one data packet generator is expected to be
generating the passcode at a given time.

[0201] FIG. 14 is a screen shot of an exemplary user interface 1400 according to
some embodiments of the present disclosure. User interface 1400 is, for example, a
user interface as displayed by computing device 120 to a user. User interface 1400
includes a username prompt 1402, password prompt 1404, and passcode prompt 1406.
Each prompt includes a corresponding data entry field 1412, 1414, and 1416. User
interface 1400 also includes buttons, such as submit button 1420 and cancel button
1422. In some embodiments user interface 1400 further includes a message display
window 1430.

[0202] User interface 1400 is typically displayed by an output device, such as a
computer monitor, although other output devices are used in some embodiments.
User interface 1400 is a Web page displayed by a Web browser application in some
embodiments. In other embodiments user interface 1400 is a screen of a software
application other than a Web browser. In yet other embodiments, user interface 1400
1s a screen generated by an operating system.

[0203] In some embodiments, user interface 1400 is displayed to a user to request
the user’s username and password. The username is entered into username field 1412
and the password is entered into password field 1414. User interface 1400 further
requests that the user enter the passcode from a nearby data packet generator. The
passcode is entered into passcode field 1416.

[0204] After entering data into the appropriate fields, the user clicks on submit
button 1420 to submit the information. In some embodiments, clicking on the submit
button causes the computing device (e.g., computing device 120, shown in FIG. 1) to

transfer the data to a server (e.g., server 108, shown in FIG. 1).
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[0205] Alternatively, cancel button 1422 is selected to cancel submission of data.
In some embodiments, a user is then returned to a prior user interface window, or the
user interface 1400 is closed.

[0206] In some embodiments, message display window 1430 is included in user
interface 1400. Message display window 1430 operates to display a message to the
user. An example of such a message is a request to reenter a passcode, such as upon
entry of an invalid passcode. Any other desired message may be displayed in
message display window 1430.

[0207] In some embodiments, user interface 1400 is a virtual wall. The virtual
wall is activated when a user attempts to access a protected resource on the computer
system or on the network. For example, if the user attempts to access a protected file,
software application, computer, device, or other protected resource, a virtual wall
such as user interface 1400 is displayed. In some embodiments the virtual wall is a
pop-up window that fills the entire screen. The virtual wall requires the user to enter
information sufficient to validate that the user is authorized to access the protected
resource, or to cancel the attempt to access the protected resource. Data is logged in
some embodiments to record a potential attempt to access the unauthorized protected
resource.

[0208] In some embodiments the passcode (or other data) is provided
automatically by the data packet generator, such that the user does not need to enter
the passcode into field 1416. Some embodiments do not prompt the user for one or
more of the username, password, or passcode. Other embodiments include other or
additional fields or prompts as desired.

[0209] In some embodiments the username of the user is acquired for subsequent
use. The username can be acquired in a number of possible ways. One way is to
receive the username with user interface 1400 either at login and/or at another time
after login. In another possiblé embodiment, the username is acquired by acquiring
other data and looking up that data in a lookup table to find the associated username.
For example, in some embodiments an identifier of a smartphone (or other mobile
device) is obtained. The identifier of the smartphone is then compared to a lookup
table that maps identifiers with usernames. The username is therefore identified.
Other identifiers are used in other embodiments, such as a computer identifier, a data
packet generator identifier, or other identifier. The identifier is then compared to a

lookup table or other database that maps the identifier to a user identifier. In this way
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a common identifier can be used for a single user, rather than separately using a user
identifier when the user is using a computing device and another identifier when the
user is using another device, such as a smartphone.

[0210] FIG. 15 is a screen shot of an exemplary user interface 1500. User
interface 1500 shows a floor plan for a particular building. The floor plan includes a
plurality of workstations, including workstation 1502 and workstation 1504. User
identifiers are associated with some of the workstations, such as user identifiers 1510
and 1512. An example graphical representation of a data packet generator 1520 is
shown.

[0211] In some embodiments, user interface 1500 is a screen displayed by a
Computer-Aided Design (CAD) software application configured for use in facilities
management.

[0212] In some embodiments, user interface 1500 is dynamically updated to show
current data. For example, a user identifier 1510 or 1512 is updated to show the name
of the user that is currently using the respective workstation. In this example, John
Smith (user identifier 1510) is currently using workstation 1502 and Mark Daigle is
currently using workstation 1504. If either user switches to a different workstation,
the user identifiers are updated to reflect the change. In addition, if no user is
associated with a particular workstation, the workstation is so identified. This allows
a user to be instantly located within a building and for associated records to be
dynamically updated. For example, internal mail routes are updated to deliver mail to
the user at their current workstation. Therefore, in some embodiments, data displayed
on user interface 1500 represents real-time data. In some embodiments, real-time data
includes data that was acquired within the past 24 hours. In other embodiments, real-
time data includes data that was acquired within the past 12 hours, 6 hours, 4 hours, 2
hours, 1 hour, 30 minutes, 15 minutes, 10 minutes, 5 minutes, 1 minute, 30 seconds,
15 seconds, or 1 second. In other embodiments, user interface 1500 displays
information based on compiled or historical data over a period of time. In yet another
embodiment, user interface 1500 displays projected data, such as determined by
extrapolating or projecting from real-time data and/or compiled or historical data.
[0213] In some embodiments, an occupancy field is updated with a code
representing whether the workstation is unoccupied (e.g., “0” for a vacant
workstation) or occupied (e.g., “1” for an occupied workstation). Further, in some

embodiments real estate utilization records are updated according to the occupancy
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information. In some cases the capacity of a station is also considered. In this case
the facilities manager typically defines the capacity. For example, a certain cubicle
can house two contractors, that cubicle is assigned a capacity of two (2). Location
authentication data can then be used to reveal when this cubicle is occupied but not at
full capacity.

[0214] Some embodiments include a data packet generator layer in a CAD
system. The data packet generator layer identifies all of the data packet generators
present in a floor plan, and includes information about the data packet generators,
such as an identifier of the data packet generator (e.g., a serial number), an
identification of the location of the data packet generator, a graphical representation
of the data packet generator (e.g., 1520 shown in FIG. 15), and any other desired
information. An example of a CAD program is a Computer Aided Facility
Management (CAFM) application. Examples of commercially available CAFM
systems include Tririaga, Manhattan CenterStone, FM:Systems, Archibus, and others.
Some embodiments utilize or interface with Integrated Workplace Management
Software (IWMS). Some embodiments are Web based CAFM applications, other
embodiments are local software applications. In some embodiments, one or more
CAFM drawings are geospatially aligned in a GIS program. When the data packet
generators are recorded as a layer in a geospatially aligned CAFM program, the
latitude, longitude (and sometimes altitude) of those data packet generators can then
also be known. This is useful, for example, to permit the data from data packet
generators to be used by other location based applications, or vice versa. This CAFM
method of retrieving real-time latitude, longitude (and sometimes altitude) allows an
internal continuation of exterior GIS applications. The geospatially aligned CAFM
method is used in some embodiments to acquire real-time latitude and longitude (and
in some cases altitude) of a user or device or object without requiring GPS data (or in
concert with GPS data), which is especially useful inside of buildings.

[0215] In some embodiments, historical trends are recorded according to user
location information. Historical trend information is very valuable to a business, as it
allows a business to most effectively utilize their space. Since real estate is the
second largest expense for many companies, improved space utilization will
sometimes save a company a large amount of money. For example, historical trend
information is used to determine that a particular workstation was only occupied 10%

of the time. As a result, the space may be reassigned to another user or group of users
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that will better utilize the space. In another example, a large space may be identified
as being a candidate for subleasing opportunities if the space is only rarely used. As
another example, it may be determined that a particular group needs a larger space, .
while another group could make due with a smaller space. A software program is
used in some embodiments to automatically evaluate historical trend information to
suggest improvements in space utilization efficiency.

[0216] Employee/user privacy is an important consideration. In some
embodiments occupancy is tracked without identifying the particular employee. For
example, in some embodiments a passcode (or data packet) is requested or received
without a username or password. As a result, the occupancy, vacancy, and remaining
capacity information for the station is obtainable without requiring that the employee
identify themselves.

[0217] In another embodiment, user location information is tracked without
storing time information. For example, some embodiments operate to avoid storing
data that would identify a login and a logout time of an employee. For example, data
is stored to identify occupancy information without storing the beginning and ending
times that the space was occupied. Other privacy concerns should be carefully
weighed to prevent employee or user privacy from being invaded.

[0218] In some embodiments, an authentication system includes a
moves/adds/changes (MAC) management system. The MAC management system
processes data relating to planned moves and work orders within a facility. Location
information is used, for example, to identify vacant spaces as spaces to which an
employee can move. It is also useful to identify potential move collisions before they
occur, such as when an employee is scheduled to move into a space that is currently
occupied and not itself scheduled to be vacated.

[0219] In some embodiments, an authentication system is used to identify a
location for a work request. For example, when the work request is made a data
packet or passcode is also obtained automatically. Alternatively, when the work
request is made, the requester provides the passcode with the request. The passcode is
used to identify the location where the work is required. For example, the work
request is a request for technical support made to an IT specialist. As another
example, the work request is a request for medical attention. As yet another example,
a work request is a request for office supplies or furniture. The person or software

program receiving the request uses the passcode to identify the location for the work.
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[0220] In some embodiments, location information is not used to update
information dynamically, but rather to provide general space utilization data. For
example, data may be gathered over a period of time (e.g., 24 hours) and then
compiled into space utilization summaries over the period of time. In this example,
incorrect passcode entries could be ignored as it would likely not have a significant
impact on the overall utilization statistics, at least not in a large organization.

[0221] FIG. 16 is a screen shot of an example user interface 1600 displaying an
emergency alert. This example illustrates an embodiment which provides wayfinding,
and more particularly interactive wayfinding. The user interface 1600 includes an
emergency message 1602, custom evacuation directions 1604, and other emergency
information, such as a graphic 1606. In some embodiments a software application
generates and displays user interface 1600 on a computer screen of a user when an
emergency is detected. The user interface provides customized information to the
user to guide the user in the safest way to evacuate the building. The location of the
user is determined, in some embodiments, by the server receiving a passcode that
originated from a data packet generator at the user’s location.

[0222] When an emergency is detected, such as a fire, user interface 1600 is
displayed on the screen of the user. In some embodiments, user interface 1600 is a
popup window. In other embodiments user interface 1600 is a full screen display that
obscures all other information displayed on the computer screen.

[0223] The user interface 1600 may include emergency message 1602. The
emergency message warns the user of the emergency and provides instructions to the
user explaining what the user should do. For example, the emergency message 1602
says “EMERGENCY ALERT - A fire has been detected! Please proceed to Exit 2B.”
Some embodiments provide detailed evacuation directions (e.g., exit your office to the
left, proceed to the end of the hall and exit through door 2B”). Any other information
may be displayed. In this embodiment, user interface 1600 also includes custom
evacuation directions 1604, which in this example provides the directions graphically,
indicating that the user should exit through Exit 2B and showing the best path to take
to get to the exit. The directions are customized for each user, in some embodiments.
Customization may take into consideration various factors, such as the location of the
fire, the number of people in a given area, and the path that others will be taking to
evacuate the building. In this way, for example, a user is guided to go to Exit 2B

rather than Exit 2A, because the fire is near Exit 2B (as illustrated by a “FIRE”
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graphic 1606). As another example, the customized directions for neighboring
workspaces may also direct the users to Exit 2B so that all of the people are moving in
the same direction, rather than going against the flow of evacuation. In some
embodiments the evacuation plan is customized to evacuate a maximum number of
people as quickly and safely as possible.

[0224] User interface 1600 may also include other information 1606, such as an
identification of the location of the fire, or any other emergency information that may
be helpful in safely evacuating people from the building.

[0225] In addition to guiding tenants and users, user interface 1600 is also or
alternatively used in some embodiments to provide wayfinding for third parties. For
example, first responders or other emergency personnel uses user interface 1600 to
determine what instructions have already been given, and/or to guide them to a place
where their assistance is needed. In some cases the first responders may be granted
independent access to the remote server (such as when an IT system at the emergency
site is not operational.)

[0226] Other embodiments are used for other purposes. For example, security
guards are required to enter passcodes as they perform their security checks within a
building. By doing so, the security guard confirms that the security guard was at a
particular location at a particular time. Alternatively, the passcodes are obtained
automatically by a computing device, such as a smart phone, that is carried by the
security guard. This provides a method of verifying, for example, that routine
security checks are performed. Similarly, other embodiments are used to confirm that
a person made it to a particular location (e.g., a user made it to a location for a
treasure hunt, or made it to the top of Mt. Everest, etc.).

[0227] In some embodiments a computing device is identified by a unique
identifier. When a user logs into the network, for example, the server determines
what device is logging in by checking the unique identifier. For example, a computer
may have an identifier “473.AX7.127.839JK8.” The computer automatically
communicates the identifier without requiring a user to manually enter the identifier.
Once both the identity of a device is known and a passcode of an associated data
packet generator are known, the location of a particular device is also known. As
noted above, computing devices are not only computers, but also include mobile
devices such as cell phones. Further, if a computing device has a way of determining

what other devices or objects are around it (such as with an RFID system, barcode
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scanner, etc.), this information may also be communicated to a server to identify the
location of the other devices or objects as well.

[0228] FIG. 17 is a block diagram of another exemplary embodiment of an
authentication system 1700. Some embodiments are alternatively referred to herein as
asset management systems. Assets may include any object or device. Specifically, in
some embodiments, authentication system 1700 is used to authenticate the location of
something other than a user or a computer, and/or in addition to a user or a computer.
[0229] Authentication system 1700 includes data packet generator 1702,
computing device 1704, object 1706 and server 1708. Data packet generator 1702,
computing device 1704, and object 1706 are located within workstation 1710 in some
embodiments. Server 1708 is typically not located within workstation 1710.
Computing device 1704 includes an input device 1712. Object 1706 includes an
identifier 1714. In some embodiments, the identifier 1714 is an asset tag. In other
embodiments, authentication system 1700 is used to authenticate an object, identify
an object, obtain additional information about an object, or for other purposes.

[0230] In some embodiments, data packet generator 1702 operates to generate a
code periodically, such as described herein. In some embodiments, data packet
generator 1702 displays the code on a display that is visible to a user. In other
embodiments, a code or data packet is generated by the data packet generator 1702
and communicated automatically (such as across one or more data communication
wires or wirelessly) to computing device 1704 or server 1708. Data packet generator
1702 is typically attached to workstation 1710 or to a device or object within
workstation 1710. In some embodiments, the location of data packet generator 1702
is known by server 1708. For example, in some embodiments the location of the data
packet generator 1702 is recorded in a CAFM system when the data packet generator
1702 is installed, or in a table or database at the server 1708. In some embodiments
the location is identified and/or confirmed through the use of a mesh network of data
packet generators, as described in more detail herein.

[0231] In some embodiments data packet generator 1702 is integrated with
computing device 1704. In other embodiments data packet generator 1702 is in data
communication with computing device 1704. In yet another embodiment, data packet
generator 1702 is a software module operating on computing device 1702. In another
embodiment, data packet generator 1702 is in data communication with server 1708

across the network. In a further embodiment, data packet generator 1702 is a material
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that is configured to provide a value to computing device 1704, and computing device
17 04‘ uses the value and the current time to compute a passcode. Examples of such a
material are described below. Some of these embodiments benefit from an automated
process of providing a passcode to (or generating a passcode with) a computing
device without the need for a user to manually enter the passcode.

[0232] Examples of computing devices 1704 are described herein, but one
example of a computing device is a handheld device (such as a handheld device used
for computer aided facility management). Computing device 1704 is configured to
communicate with server 1708, such as across a network. Computing device 1704
includes an input device 1712 that is used to read an identifier 1714 associated with
object 1706. In the illustrated embodiment, input device 1712 is a barcode reader. In
other embodiments, input device 1712 is another input device, such as a keyboard,
mouse, touch screen display, charge-coupled device (CCD), scanner, RFID reader, or
other input device.

[0233] Object 1706 is any movable object where the location of the object 1706 is
desired to be known or tracked. Examples of object 1706 include a box, sheet of
paper, piece of mail, printed document, file, electronic device (such as a monitor,
television, video projector, VOIP telephone, etc.), artwork, workstation component,
machine part, machine, etc.

[0234] Object 1706 includes an identifier 1714. An example of identifier 1714 is
abarcode. Other examples of identifier 1714 include an identification number, a
serial number, a symbol, a name, or any other identifier. In some embodiments the
identifier is a part of object 1706, in other embodiments the identifier is printed on
object 1706, printed on a label adhered to object 1706, or stored within a device in or
attached to object 1706 (such as an RFID tag), or otherwise associated with object
1706.

[0235] In some embodiments identifier 1714 is an asset tag, such as an RFID tag
or an asset tag configured to communicate according to one or more of the 802.11
wireless communication protocols.

[0236] Examples of server 1708 are described herein. Server 1708 operates to
validate a passcode as being generated by data packet generator 1702.

[0237] In some embodiments, location authentication system 1700 operates to

authenticate the location of object 1706. Some embodiments include a method of
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authenticating the location of object 1706 including some or all of the following
operations.

[0238] In this example, object 1706 is first brought into or near to workstation
1710. In some embodiments a computing device is initially authenticated as being at
a particular location, such as by entering a passcode into the computing device. Once
the location of the computing device is known, then the objects (e.g., object 1706)
may also be authenticated as being at that location. For example, a user operates
computing device 1704 to input object identifier 1714 into computing device 1704.
Alternatively, if the location of the computing device is not initially authenticated, the
user may also enter a passcode along with the object identifier to provide location
information. In some embodiments, barcode reader 1712 is used to scan identifier
1714 to input the object identifier 1714 into computing device 1704.

[0239] In another embodiment, a passcode is automatically provided by data
packet generator 1702 into computing device 1704. In another embodiment, data
packet generator 1702 is a software module operating on computing device 1704 that
generates the passcode. The passcode is authenticated by server 1708.

[0240] Upon validation of the passcode from data packet generator 1702 and
receipt of a valid object identifier 1714 (which in some embodiments is itself
validated by server 1708), the location of object 1706 is validated as being within
workstation 1710. In some embodiments, a check-in process is used when an item
arrives at the workstation. In other embodiments, a check-out process is also or
alternatively used to identify when an item leaves the workstation.

[0241] In another possible embodiment, the data packet generator 1702 is
configured to receive a message from server 1708 (such as across the network, via
computing device 1704, or from another data packet generator) to check for asset tags
1714 in the vicinity of the data packet generator 1702. Upon receipt of the message,
data packet generator 1702 checks for asset tags 1714. Alternatively, data packet
generator 1702 is configured to automatically check for asset tags periodically or at a
predetermined time.

[0242] To check for asset tags 1714, in some embodiments the data packet
generator 1702 transmits a message wirelessly and monitors for a response.
Alternatively, rather than transmitting a message, data packet generator 1702 monitors
for a wireless transmission from asset tags 1714, which operate to broadcast

information periodically or at a predetermined time. The received information is then
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stored by the data packet generator 1702, and in some embodiments is transmitted
back to server 1708.

[0243] If object 1706 is moved to another location, any of the processes described
above are used to update the location of the object as being at the new location.
[0244] Authentication of the location of an object is useful in many applications.
For example, it is used in some embodiments to track the location of a file, a piece of
mail, furniture, or any other object. The location may be tracked within a building, or
anywhere in the world, so long as components of the location authentication system
1700 are available at the location of the object. It is recognized that the process may
be automated in some embodiments, such that a user does not need to manually enter
data.

[0245] Some embodiments include other features. For example, in some
embodiments the system 1700>receives an input identifying where an object should be
delivered to, this information is stored on the server for subsequent use. In some
embodiments server 1708 retrieves the delivery information when an object is
checked in and indicates at the point of delivery whether or not the object has been
delivered to the correct location. Further, a summary of move information is provided
to a move coordinator at the end of the move that acknowledges that every object was
picked up and that every object was delivered to the appropriate location. Additional
details may be stored for further reports, such as the details of when an object was
picked up, who picked it up, when it was picked up, where it was delivered to (and
any intermediate stops along the way), who delivered it, and what time it was
delivered. If any object has not been properly moved, the information is available
immediately in some embodiments, so that the object may be located.

[0246] Some embodiments of authentication system 1700 (or other embodiments
described herein) are implemented in a virtual reality environment. Various virtual
reality environments are currently in existence. One example is the SECOND LIFE
® world. In a virtual reality environment, devices are implemented as objects in the
virtual reality environment by data instructions executed by a tangible computing
device, such as the computing device shown in FIG. 54 herein. The objects perform
the functions described herein, but do so in some cases in the virtual reality
environment, rather in the tangible world. In some embodiments portions of
authentication system 1700 (or other embodiments described herein) are at times

tangible while other portions are at times objects in the virtual reality environment.
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Any of the objects described herein (and other objects) can similarly be represented in
some embodiments as virtual objects in a virtual reality system, and utilize the
systems and methods described herein.

[0247] In some embodiments the virtual reality environment is configured to
display a passcode directly with a three-dimensional object. Due to the fact that
computers operate to generate the three-dimensional environment, the functions of a
data packet generator may be performed without the need for a virtual three-
dimensional representation of a physical data packet generator. Rather, the code may
be output directly, such as so that it is visible on a surface of the object. For example,
a passcode is associated with a pet in some embodiments so that the passcode is
visible upon close inspection of the pet. The passcode is then used in one of the
various manners discussed herein, such as to determine the owner of the pet and
return the lost pet to the owner.

[0248] Another possible alternative to the system illustrated in FIG. 17 is a system
in which data packet generator 1702 is itself attached to or integrated with object
1706. For example, equipment in a hospital may be equipped with a data packet
generator. The passcode generated by data packet generator 1702 is entered into
computing device 1704 at various possible times (such as when the object is brought
to a new location or when the object leaves a location). In this way the location of the
object may be tracked throughout the hospital. Alternatively, the code may be
provided directly to a server whenever the equipment is turned on. In some
embodiments, the passcode or other data is transferred automatically from the data
packet generator 1702, as discussed herein.

[0249] As employees become increasingly mobile, some employees are no longer
assigned to a particular office space. Such employees may, however, wish to store a
small amount of their belongings at the facility, rather than transporting everything
with them each time they leave. To accommodate this, some embodiments include
hoteling packages. Hoteling packages are enclosures that are each assigned to a
particular person. The person can store items (including writing instruments, books,
calculators, rulers, documents, or any other personal belongings or business items) in
the hoteling package. In some embodiments the hoteling package includes an asset
tag that identifies the hoteling package. In some embodiments the asset tag is an
active device (such as a device that wirelessly transmits asset tag information), or a

passive device (such as one that displays asset tag information in the form of a code or
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barcode). Server 108 monitors the locations of the hoteling packages using the asset
tags, according to the methods described herein. In this way, the employée can leave
the hoteling package at the facility when the employee leaves, and can quickly locate
the hoteling package again the next time he or she returns (or remotely via a
computing device). In some embodiments the hoteling package includes a slot for
receiving mail, such that the hoteling package can provide the additional function of
receiving mail, such as when stored in a mail room.

[0250] As mentioned above, systems and methods disclosed herein are used in
some embodiments to identify the location of a telephone, such as a voice over
Internet protocol (VOIP) telephone. For example, a data packet generator is
integrated with a VOIP telephone or in data communication (either wirelessly or via
one or more wires) with a data packet generator. Accordingly, using the systems and
methods disclosed herein, the location of the VOIP telephone can be identified. This
location is used to inform an emergency responder, telephone company, 911
emergency system, caller ID system, (or other person or system) of where the call
originated from.

[0251] FIG. 18 is a screen shot of a user interface 1800 generated by another
exemplary embodiment of a location authentication system. In this example, a
location authentication system is used to show the location of a person through a user
interface, such as a Web site.

[0252] An example location authentication system will first be described. The
location authentication system includes in some embodiments a data packet generator
located at a retail establishment, such as a coffee shop. The data packet generator is,
for example, hung on the wall so that it is easily visible by customers in the coffee
shop. The system also includes a computing device, such as a public computer
terminal supplied by the coffee shop, or a device carried by the user, such as a laptop,
PDA, cell phone, or other computing device. The user uses the computing device to
log into a social networking Web site, for example. In some embodiments the login
process requests a username and password (although login is not needed in all
embodiments, such as if the computing device has previously recognized the user) but
other login processes are used in some embodiments. The login process is used to
identify a user (e.g., Mark), or typically at least to associate the user with a username
or other identifier. Once logged in, the site includes a module that allows the user to

enter a passcode to identify the user’s current location. The user initiates the module
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and enters the passcode displayed by the data packet generator. The Web site then
validates the passcode and determines the location of the user as being at the coffee
shop.

[0253] User interface 1800 is an exemplary user interface displayed by a social
networking Web site. The user interfabe is displayed to a user of the social
networking Web site, such as a friend (e.g., Sally) after the friend has logged into the
Web site and initiated a module to locate Mark. The Web site includes, for example,
a map displaying the location of Mark at the coffee shop located at 123 Main Street.
Sally may now use this information to meet up with Mark at the coffee shop. The
location authentication system may also be useful for a child to confirm their location
to a parent. It is also possible for the coffee shop to have three or four of our devices
next to three or four common social phrases. For example. One data packet generator
is next to a phrase that says “Come meet me at this location”. Another data packet
generator says, “I’m leaving this location now”. Then, when the user enters that
passcode it not only authenticates that the user was at the location but it also
communicates a message simultaneously. Alternatively, in some embodiments a
software application identifies the available phrases automatically, such as by
receiving a data packet from the data packet generator wirelessly (or via one or more
communication wires). The data packet includes the respective code and the
associated phrase. The software then displays the available phrases to the user, who
selects the message to be communicated. In this example, the user does not have to
manually enter the passcode.

[0254] Due to privacy considerations, it is strongly preferred that embodiments
for locating people do so only when a person specifically wants to be located, such as
when the person himself enters a code indicating a desire to be located. In addition, it
is strongly preferred that such location information be provided only to a select group
of people, such as a trusted group of friends. In some embodiments the information is
communicated only to a single person or group of people that have been identified by
the user as intended recipients of the information. _

[0255] Although user interface 1800 is described above as a user interface of a
Web site, other embodiments communicate information in other manners, such as
through an e-mail message, a text message, and the like. Similarly, the information is
used in some embodiments to communicate a message across an existing system, such

as Twitter, Facebook, other social networking sites, or other communication systems.
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[0256] In some embodiments described above, authentication systems are used to
authenticate a location of something. Other possible embodiments involve an object
identification system that may be used to authenticate the identity of an object. In
such an embodiment, for example, a data packet generator is attached or otherwise
connected or associated with an object. The code generated by the data packet
generator may be entered into a computing device and sent to a server for validation.
The server validates the code as a valid code and then retrieves an identity of the
object associated with the data packet generator that generated the passcode from a
database. Other information may also be associated with the object in the database, if
desired. Such an object identification system is useful in a wide variety of
applications. For example, a data packet generator may be connected to or integrated
into a piece of artwork. The object identification system operates to authenticate the
object as being a particular object, such as an original painting or sculpture by a
particular artist, or a pallet used in shipping applications. In some embodiments the
retrieval of data packets from data packet generators associated with the object is
performed automatically. Nearly any object can be associated with a data packet
generator.

[0257] Another example of an object authentication system involves a sheet of
electronic paper or other display system. The electronic paper displays a document,
for example and/or also operates as a data packet generator to display a code that is
updated periodically. The code may be used to authenticate the identity of the
document displayed by the electronic paper. In some embodiments, the electronic
paper may be used to bridge the gap between digital data on a computer and physical
documents or objects. In other embodiments, a document may be printed having a
static passcode printed thereon. The passcode may be used to authenticate the source
of the document or other information about the document known by the server (such
as the time it was printed, who printed it, etc).

[0258] As just one example, electronic currency could be displayed on electronic
paper in the form of tangible currency. The currency displays a passcode that is
updated periodically that may be used to authenticate the currency. In some
embodiments the tangible currency displayed on electronic paper is converted into
electronic currency, such as by transferring an equation or other digital data relating to
the currency to another electronic device and removing the equation or other digital

data from the electronic paper. The electronic currency is transferrable, such as by
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transmitting the equation or other digital data across a network, such as the Internet or
a telephone network. Similarly, the electronic currency is then converted back to
tangible currency by transferring the equation or other digital data back to the
electronic paper.

[0259] In other possible embodiments, a Web address (e.g., uniform resource
locator) is printed on the document. The Web address points to a Web site that
displays a dynamic passcode associated with the document. The dynamic passcode
may be used for authentication as described herein. In another possible embodiment,
a Web address and a code or value is printed on the document. Upon accessing the
Web site identified by the Web address, the code or value is entered to enable the
passcode to be displayed or generated.

[0260] Another exemplary application for an object authentication system is an
Internet based lost and found. When an item is found that contains a data packet
generator, the code is used to return the lost item to its rightful owner. For example,
the person that finds the item (sometimes referred to herein as the finder) may read a
label printed on the item that directs the finder to log onto a particular Web site. The
finder does so and is then prompted to enter the code currently displayed by the data
packet generator. Upon entering the code, the item is identified by a server. The
server may also request information about the ﬁnder; such as a telephone number, e-
mail address, or mailing address where the finder can be contacted. The server then
identifies contact information associated with the original owner in the database. This
information was, for example, previously provided by the original owner. The server
then sends the finders contact information to the original owner to allow the original
owner to contact the finder to arrange for pickup or delivery of the object. Examples
of tangible objects include electronics (computers, MP3 or MP4 players, stereos,
DVD players, telephones, smart phones, etc.), valuables (jewelry, money/currency,
gold, antiques), pet collars, boxes, furniture, pens, wine bottles, artwork, pavement,
credit cards, currency, vehicles, phones, shoes, medical equipment, car keys,
documents, chairs, pallets, cubicle parts, bricks, plates, toys, or a wide variety of other
objects. Some embodiments of the Internet based lost and found operate to maintain
the privacy of the original owner by not disclosing information about the owner to the
finder.

[0261] Other possible embodiments involve a person or company authentication

system. In this embodiment, a person or group of people can be authenticated to
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another person or group of people. For example, in some embodiments a person uses
the authentication system to authenticate communications as being from a vendor that
the person has contracted with. The vendor agrees to provide either a dynamic or
static passcode in all communications with the person as a way for the person to
ensure that the communication is coming from the vendor. For example, an e-mail
may include a dynamic passcode (e.g., one that changes periodically) while a
document may include a static passcode. When a vendor e sends an e-mail message,
for example, a passcode is supplied to the computing device, which is inserted or
embedded into the e-mail message. When the e-mail message is received, the
passcode is continually shown in the e-mail message whenever that message is read
by the person. The passcode is then validated as a valid passcode by comparing the
passcode shown in the e-mail to a passcode shown on the person’s device. No data
entry is required in some embodiments (such as if only a visual comparison is made to
reassure the person). If the comparison is successful, the e-mail message is
determined to have come from the vendor. Other communications may also be used.
For example, a vendor employee reads the passcode into a telephone to initiate a
telephone conference with the person or the vendor sends a document that shows a
timestamp and a passcode that was valid at that time. Whenever the person wants to
change vendors, all vendors need to be notified and the person’s data packet generator
needs to be updated via an input device or replaced with new data packet generators.
In this way the person remains in control of which vendors know their current
passcodes.

[0262] Yet other embodiments include a time verification system. The time
verification system utilizes a data packet generator to authenticate a time at which an
event occurs. The time verification system includes a data packet generator in which
a passcode generated by the data packet generator changes periodically, such as once
per minute. In some embodiments the data packet generator is integrated into another
device. One example of a device is a digital camera. When the digital camera is used
to take a photograph, the digital image is stored along with a passcode provided by the
data packet generator. The passcode may subsequently be used to verify the time of
an event shown in the photograph. Examples of such events include a car accident to
prove the time the accident occurred to an insurance company, and a wide variety of

other possible events.
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[0263] Many of the embodiments described herein may also be used for time
verification in addition to or as an alternative to the particular uses described herein.
[0264] Yet further embodiments involve authentication of a right to access
information. For example, a digital data sharing system is provided by some
embodiments. In this example, a user desires to purchase a digital copy of a song
from a distributor, such as through the distributors Web site. The Web site includes
an option to purchase a right to share the music with friends, such as to purchase three
sharing credits to allow the user to share the song with three friends (or one friend
three times, etc.) The user then downloads a digital copy of the song. The song
display on the MP3 player then shows changing code next to the title. That code is
unique not only to the song purchased but also to the original buyer (in other words
somebody else purchasing sharing rights to the same song would not have the same
code for the same song). Whenever the owner of the song feels so inclined, they can
share the current code shown next to the title of the song with a friend. The friend
enters the current code into their own device. Once the codé has been authenticated
by the server, the friend’s device is given access to stream (not download or own) the
song (such as one time during the next three days. In some embodiments, the friend
cannot subsequently share the song with anyone else beéause the code is only valid
for a short period of time. The transfer of passcode information can happen in person
via text message, over the phone, etc.

[0265] In some embodiments, sharing is initiated by the user selecting a share
icon in the music library (e.g., their iTunes music library) to initiate legal sharing.
Upon selecting the share icon, a message is sent to a server (e.g., the iTunes server)
that indicates an intent to share a song (or collection of songs) as well as the current
rolling passcode associated with the song. In some embodiments the user also enters
an identifier (such as an e-mail address) of a person that the song should be shared
with. The server then authenticates the rolling passcode including the original
purchasers name and whether their account is active for a charge. Once authenticated,
the server then returns a message to the user’s computing device, including a sharing
passcode, which the user can give to a friend or other person. Alternatively, the
server sends the passcode directly to the person that the song is to be shared with. In
some embodiments the passcode is embedded in a link. In some embodiments the
passcode is valid for a limited period of time, such as a predetermined number of

minutes, hours, or days. If the passcode is used by the recipient to access the song,
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the sharer’s account is charged and limited rights to access the music are granted to
the recipient.
[0266] Some embodiments described above utilize a data packet generator that
generates codes using a random number generation algorithm. In some embodiments
the algorithm uses one or more input variables as inputs to the equation to calculate a
passcode. The input variables are stored in memory, for example. Another possible
embodiment, however, receives the input variables from another object, material, or
device.
[0267] For example, if a data packet generator is attached to a desktop (such as
illustrated in FIGS. 2 and 6), some embodiments of the data packet generator operate
to receive an input variable from another object, such as the desktop itself. In this
way the data packet generator is able to read input variables specific to the location of
the data packet generator. The input variables are integrated, printed, embedded, or
formed into the object, such as a desktop.
[0268] In one example, at least part of the desktop surface includes an at least
partially conductive material. The conductivity of the desktop surface is made to
match a predetermined conductivity (or range of conductivities). Probes from the
data packet generator contact the desktop to measure a resistance between the probes,
such as by applying a voltage between the probes. The resistance is measured and
converted into an input variable that is then used by the random number generator. In
some embodiments the data packet generator also uses the current time as an input to
the random number generator, such that the result is a pseudorandom number that
identifies the desktop to which the data packet generator is attached.
[0269] Another possible embodiment involves a series of dots on the surface of
the object, such as a desktop. The dots are made of conductive polymers (such as
polythiophenes, polypyrroles, etc.) or nonconductive polymers. The conductivity (or
. lack thereof) between any two of the dots is used to encode a value onto the surface
which is read by the data packet generator as an input to the random number
generation algorithm. Pins from the data packet generator contact each of the dots to
determine whether the dot is conductive or non-conductive (or whether a resistance is
above or below a predetermined threshold). If a dot has a low resistance, for example,
the dot encodes a “1”” value and if the dot has a high resistance, the dot encodes a “0”
value. Any number of dots may be used to encode any number of binary digits. The

binary digits may be converted into base 10 or another base if desired to provide an
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input value to the random number generator. In some embodiments the value is
known by a server and is associated with a desktop that is known to be in a particular
location. When the passcode is received at the server, the server is able to calculate
the value that was used to generate the passcode, because the server knows the
random number algorithm and the time at which the passcode was generated. Once
the value is known, the location of the data packet generator is also known by
matching the value with the stored location associated with the value. In some
embodiments, then, simply placing the data packet generator onto a surface having the
encoded value allows the server to identify the location when the passcode is
received. Alternatively, the data packet generator itself is programmed to identify its
own location upon detection of the value from the surface. The value may also be
encoded in other locations, such as on a label affixed to an object or surface, or in a
material printed onto a surface. In some embodiments different ranges of resistances
are used to represent a particular value. For example, three values are encoded into a
particular dot by using a material having a low resistance to represent a first value, a
-moderate resistance to represent a second value, and a high resistance to represent a
third value. Any number of values may be encoded in a single dot by defining
different ranges of resistances for each value.
[0270] In another possible embodiment, a value is encoded into a surface by dots
that reflect different wavelengths of electromagnetic radiation. An ultraviolet (UV)
camera is included in the data packet generator in some embodiments. The UV
camera detects a color of light reflected from one or more of the dots when exposed to
UV light. In this way the data packet generator need not be in physical contact with
the surface or object. In some embodiments a material, such as a polymer, is used
that degrades over a predetermined period of time to limit the usable lifetime of the
material or perhaps to limit the readable period to within a particular window of time.
[0271] FIG. 19 is a bottom perspective view of another example data packet
generator 1900 configured in a closed position. In some embodiments data packet
generator 1900 is configured for connection to another object, such as desktop 204.
In this example, desktop 204 includes a top surface 1902, a bottom surface 1904, and
a front edge 1906.
[0272] In this example, data packet generator 1900 includes a housing having a
first housing member 1910 and a second housing member 1912. First housing

member houses a display 1920 that operates to display a passcode. First and second
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housing members are pivotally connected to each other at hinge 1922. When in the
closed position, data packet generator 1900 is recessed from a lower surface 1934 of
second housing member 1912 to protect the first housing member (and components
contained therein) from inadvertent contact, such as from impact with a person’s knee
or leg, a vacuum cleaner, or any other object.

[0273] Second housing member 1912 includes a recessed region 1932 that is
configured to receive the first housing member therein when in the closed position.
Second housing member 1912 also includes a lower surface 1934 that protrudes
beyond the recessed region and in some embodiments protrudes slightly beyond the
lowermost surface of first housing member 1910. In some embodiments second
housing member 1912 further includes tapered sidewalls 1936. Tapered sidewalls
1936 provide gradually sloping edges, rather than sharp corners, to prevent or reduce
damage to a person, person’s clothing, or another object that may come into contact
with data packet generator 1900.

[0274] In some embodiments second housing member 1912 is an attachment
device that allows data packet generator 1900 to be fastened to another object, such as
bottom surface 1904 of desktop 204. Any suitable fastener can be used, such as a
screw, nail, bolt, or adhesive. For example, screws are inserted into fastener holes
1938 to secure data packet generator 1900 to desktop 204. Data packet generator
1900 is preferably mounted slightly behind front edge 1906 to reduce inadvertent
impact with a person or object, and in some embodiments to obscure or partially
obscure the data packet generator 1900 from view under the desktop.

[0275] Recessed region 1932 typically includes a space between an end of first
housing member 1910 (the end located opposite hinge 1922) and the adjacent edge of
recessed region 1932. In some embodiments first housing member 1910 also includes
a taper at that end (e.g., tapered end 1940 shown in FIG. 20) that further increases the
space between first housing member 1910 and second housing member 1912. To
remove first housing member 1910 from recessed region 1932, a user grasps first
housing member 1910 (such as by inserting a finger into the space) and applies a
force to first housing member 1910 away from second housing member 1912. The
force causes the first housing member 1910 to pivot at hinge 1922 to advance first
housing member to the open position illustrated in FIG. 20.

[0276] FIG. 20 is a top perspective view of the data packet generator 1900, shown

in FIG. 19, arranged in an open position. Data packet generator 1900 is partially
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obscured in FIG. 19 by desktop 204, including a top surface 1902, bottom surface
1904, and front edge 1906. Data packet generator 1900 includes first housing
member 1910 and second housing member 1912.

[0277] As discussed above, first housing member 1910 houses a display 1920 that
operates to display a passcode. First and second housing members are pivotally
connected to each other at hinge 1922. When in the open position first housing
member 1910 extends out from second housing member 1912, and preferably extends
beyond edge 1906 of desktop 204. In this way, a user in the vicinity of data packet
generator 1900 can view a number displayed by display 1920, without the displaying
being obscured by desktop 204.

[0278] Data packet generator 1900 is returned to the closed position shown in
FIG. 19 by applying a force to first housing member 1910 toward second housing
member 1912. The force causes first housing member 1910 to pivot about hinge 1922
until first housing member 1910 is arranged in recessed region 1932 (shown in FIG.
19).

[0279] FIGS. 21-22 illustrate an example of a tamper sensor 2100. In this
example, tamper sensor 2100 operates to detect tampering with a fastener, such as a
screw 2102. FIG. 21 is a schematic side view of the example tamper sensor 2100.
FIG. 22 is a schematic plan and cross-sectional view of the example tamper sensor
2100. Tamper sensor 2100 includes screw 2102, first conductive element 2104,
second conductive element 2106, sensor 2108, and electrical conductors 2110.
Tamper sensor 2100 is built into a data packet generator (such as data packet
generator 1900). A portion of the data packet generator housing 2120 is shown
including a fastener 2102 (e.g., fastener hole 1938).

[0280] A fastener hole 2122 is formed in the portion of housing 2120.
Conductive elements 2104 and 2106 are formed on either side of fastener hole 2122,
such that edges of conductive elements 2104 and 2106 extend to fastener hole 2122.
Conductive elements 2104 are spaced from each other across hole 2122. Typically
conductive layers 2104 are arranged in a common plane and spaced horizontally from
each other. However, in another possible embodiment, conductive elements 2104 and
2106 are vertically spaced from each other. In yet another possible embodiment,
conductive elements 2104 and 2106 are both horizontally and vertically spaced from

one another.
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[0281] When an electrically conductive fastener is inserted into fastener hole
2122, first conductive element 2104 and second conductive element 2104 become
electrically connected through the adjacent portion of screw 2102. Sensor 2108 is
also electrically connected to conductive elements 2104 and 2106 and operates to
detect whether the conductive elements 2104 and 2106 are electrically connected to
each other or not. After installation of a data packet generator, such as to desktop 204
(or another object), sensor 2108 is able to detect if one or more screws 2102 are
removed, such as by applying a small current through conductive elements 2104 and
2106. When screw 2102 is removed, the current flowing through conductive elements
2104 and 2106 stops flowing. The sensor 2108 communicates this information to the
microprocessor (e.g., 304, shown in FIG. 3), which determines whether action is
necessary in response to potential tampering.

[0282] In some embodiments, such action includes recording the status of the one
or more screws in memory. For example, when a change in status is identified, the
status is stored in memory (e.g., screw 2102 not installed) along with a time stamp of
when the change occurred. In some embodiments, this status information is
subsequently transmitted to a server or other computing device, such as in a data
packet.

[0283] Although fastener 2102 is described as a screw that mounts the body of
data packet generator to another object, such as desktop 204, other fasteners can also
be used. For example, in some embodiments the housing of the data packet generator
is formed of two shells. Sensor 2108 can be used to detect tampering with fasteners
used to connect the shells together. Fasteners can also be used to secure a battery
compartment. Any such fastener may be monitored with sensor 2108 to detect
tampering.

[0284] Other embodiments include other mechanisms for detecting tampering
with fasteners. In some embodiments sensor 2108 operates to detect a change in
resistance between conductive elements 2104 and 2106. When screw 2102 is
removed, the resistance increases. Other embodiments of sensor 2108 use an
alternating current (AC) signal rather than a direct current (DC) signal. A high
frequency signal is applied to first conductive element 2104 and the resulting signal is
detected at conductive element 2106. A change in one or more of various electrical

characteristics can be detected to alert sensor 2108 to potential tampering. In other
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embodiments sensor 2108 monitors for any changes in static electricity. Magnetic or
electric fields are generated and monitored by sensor 2108 in other embodiments.
[0285] In some embodiments, the data packet generator (e.g., data packet
generator 1900, shown in FIG. 19) operates to take one or more actions upon the
detection of a potential tampering event. Some possible actions include: entering a
hibernation mode to cease generating subsequent passcodes; erasing data stored in
memory, such as the algorithm used for generating passcodes, algorithm seed data,
identifying information, or any other data stored in memory; sending a
communication to another data packet generator or computing device; a combination
of these actions; or other actions. In some embodiments the event is recorded in
memory, and subsequently communicated via a data packet.

[0286] Examples of potential tampering events include: movement of the device
(such as measured by an accelerometer or other motion sensor) that exceeds a certain
threshold of time, distance, or intensity; absence of one or more fasteners from the
data packet generator; retraction of a fastener beyond a threshold (such as if the
fastener is retracted beyond one or both of first and second conductive elements 2104 »
and 2106); a lack of communication between the data packet generator and another
device (such as another data packet generator, an RFID reader, or a computing
device) for more than a predetermined period of time; or other measurable or
detectable events.

[0287] FIG. 23 is a screen shot of an exemplary user interface displaying space
utilization intensity map 2300. The intensity map 2300 provides a graphical
representation of space utilization data gathered by a location identification system,
which allows a user to quickly visualize the how space is being used.

[0288] In some embodiments, intensity map 2300 includes floor plan display
2302 and legend 2304. Floor plan display 2302 illustrates the location of a plurality
of workstations 2310 (including workstation 2312, workstation 2314, and workstation
2316, and workstation 2318) at a particular location, such as on a first floor of a
building.

[0289] A color is associated with each workstation 2310. Each color represent's a
different space utilization intensity level, as shown in legend 2304. Legend includes
white background 2320, green background 2322, yellow background 2324, and red
background 2326. White background 2320 is associated with a vacaht workstation.

Green background 2322 is associated with a low usage intensity. Yellow background
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2324 is associated with a moderate usage intensity. Red background 2326 is
associated with a high usage intensity. Any number of colors may be used in various
embodiments, and any color can be associated with any usage intensity or range of
usage intensities. Further, some embodiments use colors, text, patterns, textures,
images, graphics, sounds, multimedia, or various other identifiers to indicate usage
intensity or ranges of usage intensities.

[0290] Using data stored in the location authentication system database, intensity
map 2300 is generated to visually depict the space utilization intensity of each
workstation. In some embodiments, background colors are determined based on the
percentage of normal business hours that a space is occupied. For example, a vacant
space is a space that is used less than 5% of normal business hours. A low usage
space is a space that is used from 5% up to 50% of normal business hours. A
moderate usage space is a space that is used from 50% to 95% of normal business
hours. A high usage space is a spéce that is used more than 95% of normal business
hours. Other embodiments define space utilization intensities based on other
percentages or on other periods of time.

[0291] In yet another embo'dimenf, space utilization is defined by the number of
people that utilize a space in a particular period of time, or at a particular time (e.g.,
whether a space is typically or currently occupied by one person, two people, three
people, etc.). Further, some embodiments display usage statistics for larger spaces or
groups of workspaces, such as entire floors, entire departments, entire buildings, or
define other spaces other than single workspaces. Some embodiments display usage
statistics for common spaces, such as conference rooms, hallways, reception areas,
restrooms, or other common spaces. Further embodiments display usage statistics
based on the percentage of the available space that is utilized, such as the percentage
of space that is utilized for storage in a storage room, file room, closet, or computer
room.

[0292] In this example, the background color of each workstation 2310 is
displayed in a color representing the space utilization intensity. For example,
workstation 2312 is displayed having a green background 2322, showing that
workstation 2312 has a low usage intensity. Workstation 2314 is displayed having a
white background 2320, showing that workstation 2314 has not been used during the
observation period. Workstation 2316 is displayed having a yellow background 2324,

showing that workstation 2316 has a moderate usage intensity. Workstation 2318 is
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displayed having a red background 2326, showing that workstation 2318 has a high
usage intensity.

[0293] Usage data is gathered in some embodiments whenever a user logs into a
computing device. For example, when a user logs into a computing device, the device
‘prompts the user for a passcode. The user enters the passcode displayed on the data
packet generator located in the workspace. The passcode is communicated to a
server, which identifies the workspace and identifies the Workspéce as being in use.
[0294] In other embodiments, space usage data is compiled in other ways. For
example, space utilization is tied to light usage in some embodiments. If the lights are
on, the space is considered to be in use. Motion detectors are used in other
embodiments. Yet other embodiments utilize other sensors. For example, a motion
or weight sensor can be associated with a chair to detect when a user is sitting in the
chair. The usage data is then communicated to a server using one or more
communication devices. The usage data is then stored for subsequent use, such as to
generate space utilization intensity map 2300.

[0295] As noted above, user privacy is an important consideration. It may be
desirable to /impose restrictions or limitations to data collection to protect user
privacy. For example, in some embodiments, detecting when a user is sitting in a
chair is limited to only short durations of time at infrequent intervals. Alternatively,
though data collection may not be limited, the generation of reports can be limited to
protect user privacy. However, it is noted that although some embodiments do collect
space utilization data, some embodiments do not identify the user that is occupying
the space. In these embodiments the data that is collected may only show that the
space was used without providing any information to identify the particular user or
users that were utilizing the space.

[0296] Space utilization intensity map 2300 is an example of a possible user
interface display of a handheld inspection and maintenance device. Such an
inspection and maintenance system is typically a portable device including a display,
a data packet generator communication device, a network communication device, an
input device (such as a touch screen or keypad), a processor and memory (e.g., a
computing device). In some embodiments the handheld inspection and maintenance
device displays a floor plan of a facility where the inspector is currently located.
Location information is determined, for example, by receiving communications from

nearby data packet generators that (e.g., through communication with the server)
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identify the location, or by receiving GPS signals with a GPS receiver, or both. In
some embodiments the floor plan display automatically pans as the inspector moves
throughout the building to continually display a current floor plan for the location that
the inspect is in. For example, if the inspector moves one way, the floor plan scrolls
to the left. If the inspector moves another way, the floor plan scrolls down. In some
embodiments the inspection device also detects elevation or determines what floor the
inspector is on, and automatically adjusts the display accordingly.

[0297] Other embodiments of the handheld inspection and maintenance device
include other user interface displays. For example, a real-time CAFM display is
provided in some embodiments. Other user interfaces or dashboard displays are
included in other embodiments, such as those described herein. In some embodiments
the handheld inspection and maintenance device is a smart phone, such as an iPhone.
In some embodiments the smart phone includes a handheld inspection and
maintenance device software application running thereon. In some embodiments the
handheld inspection and maintenance device includes an electronic compass or global
positioning system that provides information on orientation, position, location, or
movement to the handheld inspection and maintenance device.

[0298] Other embodiments include other user interface displays to communicate
information to a user. In some embodiments, such displays of information are
referred to as dashboard displays. Examples of alternative dashboard displays include
tables (including spreadsheets), charts, bar charts, gauge charts (e.g., having the
appearance of a gas gauge or speedometer), pie charts, line charts, XY plots, or other
dashboard displays useful for communicating data visually to a user.

[0299] Further examples of alternative dashboards or data displays are as follows:
estimated greenhouse gas emissions per square foot/meter hour of utilization, utility
cost per square foot/meter hour of utilization, location of important documents and/or
assets, security guard locations on rounds, IT threat management by internal location,
IT threat management by percentage of network requests that do not include an
authenticated data packet, VoIP locations, average working distance between a
defined group, chargeback rates based on actual utilization of space (among other
factors), temperature by defined area, humidity by defined area, location of personal
items with asset tags (possibly accessed with a user defined password),
reconfiguration activity for space planners, estimated carpet usage based on

utilization, building maintenance required / performed, status of the data packet
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generators (including information from data packet generators such as battery life),
model of data packet generators, height of worksurfaces (obtainable with a sensor if
the data packet generator is installed under a worksurface facing the floor), insurance
claims compared to ergonomic height of worksurfaces (or other factors), reconfigure
frequency between industries, groups, regions, etc, community area space utilization
rates (via heat, sound or motion sensors typically), projections of non-network related
occupancy (statistically based on manual studies of various worker types), find my
friend / colleague app(s), historical bandwidth requirements per username (tied to
real-time location), automated consulting, square foot/meter total cost per employee
hour of utilization, any location based geospatial apps (Google Apps, iPhone apps,
Blackberry apps), reservations fulfillment percentage, demographic information
compared to utilization and/or patterns of use, find my computer, find all of the
computers in my department before a move, emergency responder locations, disaster
Recovery reports indicating who was in a space just prior to a disaster, business
continuity reports indicating nearby locations to report to work after a disaster, smoke
detection view (smoke detection can be a part of a data packet, space heater view,
high temperature view during emergencies, social view in hoteling environments
(patterns of use), contractor view (where and how many people are using space even
if usernames are not known), strategic level (executive level) dashboards that
integrate space utilization information with dashboards relating to the availability of
qualified Iabor around the globe such as for projections on occupancy, firmware
updates received, devices set on an approved storage module, missing / disconnected
data packet generators, (CAFM), proposed floor plan with real-time data feed (so that
space planners can view the results of a floor plan prior to building it), performance
chart (showing the general patterns of high performing people), cubicle pac man and
other gaming functions, box move view (pre-move and post-move), tampered devices
view, alternative roll-call (sending out a message between devices that propagates
through mesh network), auto updates (such as high vacancy warnings via Twitter or
text message), current mail drop location, update printer settings, firmware or
software version being used, churn (industry term for employees moving from one
assigned place to another), location of hot / cold calls, PoE active / inactive, log file
view of what has happened to an individual device, date of last confirmed
synchronization, Ethernet port locations, artwork view (can include a picture of the

artwork if drilled down), total value of actions taken, qualification level of a given
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property (e.g., not every site is well suited to be optimized due to a variety of reasons
such as parking, sublease market, etc., but this display provides a map- type of view
of the worldwide sites with the qualification level indicated), virtual walls between
departments by color code (for setting up internal Virtual Walls), virtual wall
protected files, risk level associated with various actions (list powered by algorithms /
statistics) (e.g., because things change daily, deciding to vacate a floor may have an
80% probability of being a profitable move and a 20% chance of costing more when
all factors are considered), phone locations compared to login locations (list), energy
cost per square foot/meter hour of occupancy, synergy view (links people in a group
by distance or walking time), assigned locations vs. actual locations (e.g., including a
simple mechanism to update actual location from the assigned location), assigned
locations abandoned list (people who haven't shown up anywhere for x days -
including a simple mechanism to delete their assignment at a location), a personal log
of historical space utilization that includes goals set personally and/or by
management, and an ultra compact hoteling view. As mentioned above, many of
these data displays (and others described herein) can operate in more than one format.
Real-time, compiled, and predictive views are typical for all such data displays.
Performance goals can be associated with many of these (or other) data displays.
Some data displays combine data between multiple data displays. Some data displays
can also cause automated response(s) (such as building control responses or
newspaper hiring ads that get automatically published in regions with workers who
historically utilize less space). Various access levels to view these (and other) data
displays is typically required. In some cases it is helpful to allow users to create their
own themes for the data display, while preventing them from changing the contents of
the display.

[0300] Some further examples of possible applications for one or more of the
systems or methods disclosed herein are as follows. Some embodiments are used to
identify a location of a person or device, or multiple people or devices. Accordingly,
a wide variety of applications utilize these locating features. For example,
applications include systems to identify a particular direction, provide directions, and
display the current location on a map, chart, display, CAFM display, or other user
interface. A nearest place of business is identified in some embodiments, such as a
store, dentist, doctor, hospital, gas station, movie theater (such as a theater playing a

particular movie), gym, taxi, Wi-Fi hotspot, restaurant, bar, or coffee shop. A
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location of a lost item is identified in some embodiments, such as a car, phone,
person, tree stand, lost object or pet, etc. Some embodiments are position based
games, such as a scavenger hunt or obstacle course. Some embodiments display
coupons for use at your current location. Some embodiments are used for real estate,
such as to display information about the property, make an offer or inquiry relating to
a property, identify a needed repair or make a maintenance request. Some
embodiments are used to track a position during a golf game (or distance to the pin),
identify altitude or altitude changes, or distances traveled. Some embodiments
include travel guides that provide information about a current location, such as
historical information, places to stay, places to eat, entertainment options. Some
embodiments provide a weather forecast based on a current location. Some
embodiments are part of or interface with a graphical information system (GIS). In
some embodiments, such data is stored in memory and/or included as content in a
data packet. In other embodiments the data is displayed in a user interface, or used to
generate a user interface display.

[0301] Some embodiments include a smartphone-off and/or smartphone-on
application. This application allows a user to select one or more locations or regions
or stores or places or scenarios wherein a smartphone or smartphone application (or
other mobile computing device or application) should be turned on/off automatically.
The specific pass-codes or data packets (which can also be referred to as “tokens” in
some cases) that are forwarded to the server for authentication in this example depend
upon the settings of the user. When the smartphone on/off application detects that it
1s in a certain location or region or store or place or scenario, the application turns
off/on the smartphone, or causes the smartphone to enter a preferred state (e.g., a
hibernation mode, content delivery mode, etc). In example embodiments, the location
is at or around the users home or office. In other embodiments, the volume and/or
operation of the smartphone is adjusted based on the location, such as to mute the
volume or to turn on/off a vibration feature. Other features are adjusted based on
location in other embodiments. ‘In another example, a mobile computing device user
chooses “preferred” stores from a list of many possible stores. Each store may
broadcast its pass-codes with a few unchanging digits that make it’s pass-codes
preliminarily identifiable. When the user is next in the mall shopping, their mobile
device ignores tokens, pass-codes, data packets, etc that seem to be associated with

stores not on the user’s “preferred” stores list. All tokens, pass-codes, data packets,
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etc that seem to be associated with the “preferred” stores are sent to the server for
authentication so that content and/or access to resources can be acquired. In this way,
customers can avoid receiving content from stores they do not like while using only
one mobile computing device (and one app) for a seamless shopping experience
among multiple stores.

[0302] Some embodiments of the systems and methods described herein utilize
smart dust. For example, a data packet generator is incorporated into a smart dust
device (i.e. mote). The motes are used for a variety of possible applications. For
example, a large quantity of motes is released into a weather formation. Each mote is
authenticated using the processed described herein (such as method 1300) operating at
high speeds. Accordingly, data about the location of each mote (or other data) is
compiled and processed. Such data is used to view weather pattemns, for example. In
another example, motes are released into a fluid to monitor fluid flow, such as through
a pipeline system.

[0303] FIG. 24 is a schematic block diagram of an example authentication system
2400. Authentication system 2400 includes server 2402, network 2404, data packet
generator 2410, data packet generator 2412, computing device 2420, and computing
device 2422. In this example, data packet generator 2410 and computing device 2420
are located within workstation 2406, and data packet generator 2412 and computing
device 2422 are located within workstation 2408,

[0304] Server 2402 typically operates to authenticate a passcode generated by one
of data packet generators 2410 or 2412 as being a valid and current passcode.
Communication with server 2402 occurs across network 2404. Computing devices
2420 and 2422 are at least sometimes configured to communicate with network 2404.
[0305] In this example, data packet generator 2410 includes communication
device 2440 and data packet generator 2412 includes communication device 2442.
Communication devices 2440 and 2442 allow data packet generators 2410 and 2412
to communicate with each other as well as with a computing device. For example,
data packet generator 2410 is able to communicate with data packet generator 2412 as
shown by communication path 2430. Data packet generator 2410 is also able to
communicate with computing device 2420 as shown by communication path 2432. In
some embodiments only one communication path is used. In other embodiments,
additional communication paths are used, such as to communicate with other objects,

people, or devices.
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[0306] Some embodiments of data packet generator 2410 are configured to
communicate across network 2404, such as to communicate with server 2402.

[0307] Examples of communication devices 2440 and 2442 include radio
frequency communication transmitters, receivers, or transceivers; infrared
communication devices; or other wireless communication devices. In some
embodiments communication devices 2440 and 2442 are wired communication
devices, such as an Ethernet communication device.

[0308] In some embodiments, communication devices 2440 and 2442 have two or
more communication modes, such as a short range communication mode and a longer
range communication mode. The short range communication mode is typically used
for communication between the data packet generator (e.g., data packet generator
2410) and a computing device (e.g., computing device 2420) that is located within the
same workspace, such as illustrated by communication path 2432.

[0309] When the communication device 2440 is operating in the short range
communication mode, communication is limited to a short range. In some
embodiments the short range is about the distance across the workspace in which the
data packet generator is located, such as workstation 2406 for data packet generator
2410. In some embodiments the short range is from about 2 feet to about 10 feet, and
preferably from about 2 feet to about 6 feet. In other embodiments, the short range is
less than about 100 feet. Other embodiments include other ranges.

[0310] The short range communication mode prevents communication from
occurring across a distance greater than the short range. As a result, when a
computing device (or other device) is able to communicate with the communication
device 2440 while it is operating in the short range communication mode, the location
of the computing device is known to be within the short range of the associated data
packet generator. If the location of the data packet generator is also known, then the
location of the computing device is also known.

[0311] In some embodiments, the data packet generator 2410 communicates a
passcode (or other data) using the short range communication mode. The short range
of the short range communication mode prevents the passcode from being received by
a computing device that is outside of the short range of the communication device
2440, but allows the passcode to be received by a computing device that is within the

short range of the communication device 2440.
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[0312] In some embodiments computing device 2420 is programmed to
automatically detect a communication from data packet generator 2410 across
communication path 2432. Once detected, the passcode (or other data) is received
from the communication and may be used for an automated login with the server. For
example, when a user starts a computer, the user can enter a username and password
(if desired by the administrator). Before proceeding with the login, however, the
computing device waits to receive a passcode from a nearby computing device. If the
passcode is received, the computing device proceeds to use the username, password,
and passcode to gain access the system (or just the passcode in some embodiments).
If a passcode is not received within a predetermined period of time, the user is
prompted to manually enter a passcode.

[0313] An alternate embodiment does not require a user name or password.
Rather, software runs in the background on the computing device. The software
periodically receives a passcodé (or other data) from a data packet generator and
provides that passcode to a server without requiring user intervention. Further, in
some embodiments the software does not act to control access to protected resources.
[0314] Some computing devices use identifiers other than usernames and
passwords to confirm the identity of a user. For example, a biometric identification
system is used to identify a user according to one or more biometric identifiers.
Examples of biometric identifiers include fingerprint scanners, eye scanners (e.g., iris
scanners), face identifiers, voice identifiers, etc. Ultimately each organization will
typically determine the identification method or methods that are best for that
organization.

[0315] In some embodiments the username is obtained automatically for use as
disclosed herein, such as by utilizing a software application running on the computing
device to read the user name from the operating system (such as from the operating
system registry file).

[0316] When the communication device 2440 is operating in the longer range
communication mode, communication is possible across a longer distance than is
possible in the short range communication mode. In some embodiments the longer
distance is in a range from about 10 feet to about 30 feet, and preferably from about
15 feet to about 25 feet. In other embodiments, the longer range is greater than about

100 feet. Other embodiments include other ranges.
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[0317] In some embodiments, a data packet generator utilizes the longer range
communication mode of the communication device 2440 to communicate with
neighboring data packet generators, such as across communication path 2430. A
neighboring data packet generator is a data packet generator that is within the longer
range of another data packet generator, when the data packet generator is
communicating in the longer range communication mode. For example, when data
packet generator 2410 is operating the communication device 2440 in the long range
communication mode, data packet generator 2410 is able to communicate with
neighboring data packet generators, such as data packet generator 2412, if the data
packet generator 2412 is a distance away that is less than the longer range of
communication device 2440. This can include, for example, any data packet
generators located within one or more neighboring workspaces, such as workstation
2408.

[0318] In some embodiments, communication device 2440 is used to
communicate a passcode (or other data in a data packet) to a computing device or to
another data packet generator without requiring a user to manually read the passcode
(or other data) from the display of the data packet generator and manually enter the
passcode into a keypad. As a result, such communication of the passcode (or other
data) is sometimes referred to herein as automated communication. Further, in some.
embodiments additional information is also communicated along with the passcode.
In some embodiments, such information is transmitted as, or as part of, a data packet.
[0319] One example use of the longer distance communication mode is to
communicate passcodes among neighboring data packet generators. For example, in
some embodiments each data packet generator is programmed to broadcast a data
packet to neighboring data packet generators periodically, such as once per day. The
data packet includes various information, such as a serial number of the data packet
generator or a passcode generated by the data packet generator (or other data
described herein). The neighboring data packet generators receive the data packet
that is broadcast and store some or all of the data in memory. For example, in some
embodiments the serial numbers and/or passcodes of each of the neighboring data
packet generators are stored in memory. Later, when the data packet generator
transmits a data packet to a computing device (or the server), the data packet
generator also retrieves from memory the data from the neighboring data packet

generators and transmits such data as well. If sent to the computing device, the
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computing device then transmits the data to the server (e.g., server 2402). The server
then stores the data packet information in memory for subsequent or immediate use.
[0320] For example, in some embodiments the server utilizes neighboring
passcode information to confirm the location of the data packet generator, by
verifying that the neighboring passcodes were in fact generated by the known
neighbors of the data packet generator. If a data packet generator is unable to supply
the serial numbers or passcodes from neighboring devices, the server determines that
either the data packet generator has moved (or malfunctioned) or that one or more of
the neighboring data packet generators have moved (or malfunctioned). By siﬁilmly
receiving such data from all other data packet generators, the locations of all (or at
least some) of the data packet generators in a facility are verified or are flagged as
requiring review, investigation, or other action. The interconnected network of data
packet generators is sometimes referred to herein as a mesh network. The mesh
network permits data packet generators to be moved (e.g., semi-transient), while the
server maintains an accurate identification of the location (or approximate location) of
the moved data packet generator. For example, if a reconfiguration of office space
occurs, the movement of the data packet generators is reported to the server to inform
space planners of the reconfiguration and present locations of the data packet
generators. In some embodiments information is communicated to the space planners
in an automated communication, such as via an e-mail or text message. In other
embodiments a message is displayed on a user interface of a computing device.
[0321] In some embodiments communication 2430 is used by a data packet
generator 2410 to determine the distance that the data packet generator 2410 is away
from a neighboring data packet generator 2412. One exemplary method of
determining the distance between data packet generators is to measure a signal
intensity of communication 2430 received from data packet generator 2412. The
attenuation of the signal from a known original intensity can be used to approximate
the distance. In another embodiment, data packet generator 2410 determines a change
in signal intensity among multiple communications 2430. A drop in signal intensity
of a communication 2430 from the intensity of a previously received communication
indicates that the data packet generator 2412 may have been moved away from data
packet generator 2410. Another method of determining the distance between data
packet generators is to measure the time the signal takes to propagate to a nearby data

packet generator and to receive the response from the data packet generator. Another
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embodiment uses triangulation between multiple data packet generators to determine
distances and/or specific locations of neighboring data packet generators.
[0322] In some embodiments a periodic location check is performed. The
periodic location check occurs periodically, such as once per minute, hour, day, or
~month. The location check is initiated, in some embodiments, by a single data packet
generator that emits a first location check message. The location check message is
received by neighboring data packet generators that in turn emit a subsequent location
check message. This is an example of viral communication. The message continues
to propagate through the entire area until all data packet generators that are within
range of another data packet generator have issued a location check message. The
location check messages are also received by neighboring data packet generators.
The neighboring data packet generators use the location check messages to estimate
the distances between themselves and the neighboring data packet generators. The
distance information is then stored in memory, such as for subsequent communication
back to the server (such as using a passcode alert message described below). In
another possible embodiment, instead of a location check, a presence check is
performed that verifies the presence of a data packet generator, rather than the
location of the data packet generator.
[0323] Viral communication is used in some embodiments to communicate
additional information or data among data packet generators. For example, firmware
updates are transmitted through the data packet generators using viral communigation
in some embodiments, where the firmware update is distributed to one or more
selected data packet generators, which in turn send the firmware update to the
neighboring data packet generators until all interconnected data packet generators
have received the update. Security measures are put into place in the preferred
embodiments to ensure that an actual virus or other malicious firmware or software
cannot propagate in this manner.
[0324] In another possible embodiment, the presence check is performed at a
predetermined time, where all data packet generators are configured to wake up
during that time to perform the presence check. In some embodiments the data packet
generators remain active for a period of time, such as about ten minutes, to allow all
of the presence checks to be performed, before returning to a normal mode of
operation. In some embodiments the operation of the data packet generator during

this period is referred to as a presence check mode of operation.
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[0325] FIG. 25 is a state diagram illustrating an example method 2500 of
operating a data packet generator. Method 2500 includes normal mode 2502, alert
mode 2504, and disable 2506.

[0326] Method 2500 begins in normal mode 2502. In normal mode, the data
packet generator generates and outputs a current passcode or data packet periodically,
such as once per minute. In some embodiments the current passcode is displayed by a
display of the data packet generator. In other embodiments the current passcode (or
other data) is transmitted in a data packet using a communication device. Other
embodiments do both. Normal mode 2502 continues until a qualifying event is
detected.

[0327] An example of a qualifying event is the detection of potential tampering,
such as by a tamper sensor. Ahother example of a qualifying event is the receipt of an
alert message from a neighboring data packet generator. Other examples of
qualifying events are described herein. Other qualifying events can include any event
that is measurable, detectable, or determinable by a data packet generator. Examples
of data that can be included in the data packet are described herein, such as in table 2
below.

[0328] Upon the detection of a qualifying event, method 2500 begins to operate
the data packet generator in alert mode 2504. While operating in alert mode, the data
packet generator continues to generate a current data packet periodically. However,
the data packet generator now adds additional information to the data packet in an
effort to communicate information regarding the qualifying event that has been
detected. An example of the alert mode 2504 is described in more detail herein with
reference to FIGS. 26-30.

[0329] In some embodiments, the alert mode 2504 adds to the data packet
information about the event that has occurred. Other embodiments take additional
action.

[0330] After operating in the alert mode 2504, method 2500 either returns to
normal mode 2502 upon termination of the qualifying event, or operates to disable the
data packet generator 3506 if one or more criteria for disable are met.

[0331] In some embodiments, some qualifying events terminate afier a passage of
time. Other qualifying events terminate once the qualifying event has been rectified,
such as if a missing screw is replaced. Other qualifying events terminate upon receipt

of a wireless or wired communication from an administrator, security personnel, or
72



WO 2011/106529 PCT/US2011/026080

server informing the data packet generator that the event should be terminated. In
some embodiments some qualifying events terminate when the data packet generator
is placed into a known “safe zone,” such as by returning the data packet generator to a
docking station or particular storage room. In some embodiments the location of the
data packet generator can be determined by the data packet generator by receiving a
known passcode (or other data, such as a serial number or other data packet generator
identifier) from another data packet generator that is known to be in a particular
location, such as the storage room. In some embodiments, after an alert is sent,
neighboring data packet generators respond to the alert to inform the alerting data
packet generator that the alert has been received. The receipt of this message from
one or more neighboring data packet generators terminates the qualifying event in
some embodiments. Other embodiments terminate qualifying events in other
manners.

[0332] Alternatively, in some embodiments, method 2500 proceeds to disable the
data packet generator after operating in the alert mode 2504 if one or more criteria for
disable are met. An example of a criterion for disable is the passage of a period of
time following a qualifying event. Another example of a criterion for disable is the
inability to communicate with previously neighboring data packet generators for a
period of time. Another example of a criterion for disable is tampering that exceeds a
predetermined threshold (e.g., a screw is removed, two or more screws are removed,
if screws are removed in a certain order, if screws are not removed in a certain order,
if screws are removed within a certain time period, if screws are not removed in a
certain time frame, if a detected impact exceeds a predetermined impact threshold, if a
temperature advances out of a safe operating range, etc.).

[0333] In some embodiments, disable 2506 operates to put the data packet
generator into a hibernation mode, such that the data packet generator ceases
generating and outputting passcodes. In another embodiment, disable 2506 operates
to cause the data packet generator to clear data stored in memory, such as a passcode
generation algorithm, passcode seed information, software, data regarding
neighboring passcodes, or any other data stored in memory. In another possible
embodiment, disable 2506 causes the data packet generator to begin generating a
different set of passcodes that appear to be valid passcodes but are valid or invalid

passcodes that the server knows to be related to a disable event.
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[0334] In some embodiments, an administrator or other authorized user can reset a
data packet generator to return the data packet generator to normal mode 2502
following alert mode 2504 or disable 2506. In some embodiments resetting the data
packet generator involves restoring data previously erased from memory, such as by
transmitting the data to the data packet generator. Alternatively, new data can be
transmitted to the data packet generator, which stores the data in memory.

[0335] FIG. 26 is a state diagram illustrating an example of alert mode 2504 of
method 2500 previously described with reference to FIG. 25. Alert mode 2504
includes manual alert 2602 and automatic alert 2604. In some embodiments alert -
mode 2504 operates to perform both manual alert 2602 and automatic alert 2604
simultaneously. In other embodiments, manual alert 2602 is performed continuously,
while automatic alert 2604 is performed only periodically. In yet further
embodiments, only one of manual alert 2602 or automatic alert 2604 are performed.
[0336] Manual alert 2602 operates to display a manual alert passcode using a
display (e.g., display 1920, shown in FIG. 20). The manual alert passcode includes
the current passcode and also includes one or more alert codes. An example of
manual alert 2602 is illustrated and described in more detail with reference to FIGS.
27 and 28. The manual alert passcode is manually viewed by a user and entered into a
computing device. The computing device then communicates the manual alert
passcode to a server, which validates the current passcode and extracts the alert code.
In some embodiments the server performs a subsequent action based on the alert code
received.

[0337] Automatic alert 2604 operates to transmit an alert message, such as using a
wired or wireless communication device. In some embodiments, the alert message
(which, in some embodiments is part of the data packet) includes the current passcode
and also includes alert data that contains information about the qualifying event that
has been detected. Other data is also included in some embodiments, such as
described herein. An example of automatic alert 2604 is illustrated and described in
more detail with reference to FIGS. 29 and 30.

[0338] In some embodiments, the automatic alert message is communicated to a
computing device, which in turn communicates the automatic alert message to a
server, which validates the current passcode and extracts the alert message. In other
embodiments, the gutomatic alert message is communicated to another data packet

generator, which itself communicates the alert message either to a computing device
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or to another data packet generator. Once the alert message has been received by a
computing device, the computing device communicates the alert message to a server.
In some embodiments the server performs a subsequent action based on the alert
message received. In some embodiments, the data packet generator sends the alert
message directly to the server across a communication network.

[0339] In some embodiments the alert message is a data packet that includes at ‘
least one piece of data relating to the alert. Examples of data that can be included in
the data packet are described herein. In some embodiments the alert message is the
same as a data packet communicated at non-alert times, except that specific alert data
is included in the data packet.

[0340] FIG. 27 is a flow chart of an example method 2602 of operating a data
packet generator in a manual alert mode. Method 2602 includes operations 2702,
2704, 2706, and 2708.

[0341] Method 2602 typically begins with operation 2702 to determine a current
passcode. A current passcode is determined, for example, by retrieving the passcode
from a lookup table, or by generating the passcode using a predetermined algorithm.
[0342] In some embodiments, the data packet generator is configured to
selectively determine current passcodes based on two or more processes. For
example, the data packet generator initially generates passcodes according to a first
algorithm, but upon the receipt of a message from the server (or occurrence of another
event), the data packet generator switches to a secondary process for generating
passcodes, such as a second algorithm or based on a lookup table stored in memory.
[0343] After a current passcode has been determined, operation 2704 is performed
to determine an alert code. The alert code is typically associated with the qualifying
event that was detected. In some embodiments the alert code identifies the qualifying
event. In other embodiments, the alert code provides at least some information
regarding the qualifying event. In yet other embodiments the alert code means that a
qualifying event has occurred without providing additional information.

[0344] Operation 2706 is then perfonned to determine an alert code digit. The
alert code digit is a number (or set of numbers) that identifies the location within the
manual alert passcode where the alert code is inserted.

[0345] In some embodiments, a variable alert code digit acts to prevent a user
from intentionally omitting the alert code when manually entering the passcode into a

computing device. When the position of the alert code is variable, the user doesn’t
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know which digit of the manual alert passcode is the alert code. As a result, the entire
manual alert passcode must be entered.

[0346] In other possible embodiments, operations 2702, 2704, and 2706 are
performed in a different order. For example, method 2602 begins with operations
2704 or 2706 in other embodiments.

[0347] Once the current passcode, alert code, and alert code digit have been
determined, operation 2708 is then performed to generate and display the current
manual alert passcode. The current manual alert passcode includes the current
passcode, as well as the alert code inserted into the passcode at the alert code digit to
form a combined code having a length equal to the sum of the current passcode and
the alert code.

[0348] FIG. 28 provides an example of method 2602 shown in FIG. 27. During
operation 2702 a current passcode is generated. In this example, the current passcode
1s 61798477, which includes seven total digits. (Other embodiments include
passcodes having a different number of digits.) In this example, each digit is
numbered sequentially from 1 to 7, starting with the first digit (6) and ending with the
seventh digit (7). The passcode is generated, for example, using a predetermined
algorithm that is also known by a server.

[0349] During operation 2704, an alert code is generated. In this example, the
alert code is a number from O to 9, having a single digit, but other embodiments
include other characters or symbols and include one or more digits. Specifically, in
this example the alert code is “0”. In some embodiments each alert code is associated
with a particular qualifying event. Table 1 provides an example set of alert codes and

associated qualifying events.
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TABLE 1
TABLE OF ALERT CODES AND ASSOCIATED QUALIFYING EVENTS

ALERT DESCRIPTION OF QUALIFYING EVENT

CODE

0 A security guard or furniture installer has been in this area

1 A nearby data packet generator has sensed motion exceeding 3
seconds in duration

2 A nearby data packet generator has had all four screws removed
from it

3 A nearby data packet generator has had all four screws removed
from it and experienced motion exceeding 3 seconds in length

4 This data packet generator has experienced motion exceeding 3
seconds in duration and will emit a signal once every 24 hours for
the next 72 hours requesting a reentry response from new or existing
neighboring devices. If no response is received within 72 hours,
memory will be erased

5 A data packet generator has reentered near this data packet generator

6 This data packet generator has reentered and been found by nearby
data packet generators within the 72 hour time period

7 This data packet generator has been placed in a secure area and
recognizes the verifying signal that is sent from the docking station
or storage room

8 This data packet generator has just emitted a previously scheduled
floor scan signal that will spread like a virus to every device
currently on the floor

9 : This device just received a floor scan signal and is “present” on the
floor

[0350] In other possible embodiments the alert codes change according to a
predetermined algorithm. This prevents a user from looking for a particular alert code
in the current manual alert passcode, and then omitting that alert code from the
passcode. The algorithm for changing the alert codes is typically also known by the

SCrver.
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[0351] During operation 2706 an alert code digit is determined. The alert code
digit is typically a number indicating the digit in the manual alert passcode where the
alert code should be inserted. The alert code digit is typically a number between 1
and the sum of the number of digits in the current passcode and the number of digits
in the alert code. In this example the passcode includes seven digits and the alert code
includes one digit, such that the alert code digit is a number between 1 énd 8.

[0352] In' some embodiments the alert code digit is fixed. For example, in some
embodiments the alert code digit is always the number of digits in the passcode plus
one. In this way the alert code is appended to the end of the passcode. Other
embodiments use a predetermined algorithm to determine the alert code digit.
Preferably the algorithm is also known by a server. In this example the alert code
digit is computed to be “3”.

[0353] The alert code digit is then inserted into the current passcode at the alert
code digit. For example, the alert code “0” is inserted into the third digit of the
current passcode, resulting in a manual alert passcode of “61079847”,

[0354] Although not required in all embodiments, it is preferable that the current
passcode and the manual alert passcode be kept relatively short. The reason for this is
that in the manual alert mode the manual alert passcode must be viewed by a user and
manually typed into a computer. A relatively short passcode makes it easier for a user
to enter the passcode and reduces the chance of the passcode being entered
incorrectly. It is preferred that the passcode be in a range from about 5 characters to
about 15 characters, and preferably from about 7 characters to about 8 characters. It
is also preferable that the manual alert passcode also be kept to about these ranges.
Although a longer passcode can be used in some embodiments, a long passcode such
as having 30 digits will typically be more difficult and cumbersome for a user to enter
manually. Alternatively, a longer passcode may be formed of two or more sequential
passcodes having a relatively short length.

[0355] Since it is desirable to limit the length of the manual alert passcode, the
amount of information that may be conveyed by the alert code is also limited. An
example of the information that can be conveyed by the alert code is provided in table
1 herein.

[0356] There are multiple reasons for including a manual mode of operation in a
data packet generator. First, some computers may not be configured to receive

automatic alerts (such as if they do not include a wireless communication device).
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Second, in the event that a communication device on either the data packet generator
or the computing device malfunctions, the manual mode is available as a backup
method. This, for example, ensures that no user is prevented from accessing system
resources due to a malfunctioning communication device. Third, the manual mode
can be used as a higher security mode, such as by disabling wireless communication
of passcodes, to prevent unauthorized or inappropriate receipt of passcodes. A
particular user may not have access to a computing device, but still need to access a
passcode. For example, a box mover, first responder, or other transient user can
utilize the manual mode to obtain a passcode.

[0357] FIG. 29 is a flow chart of an exa;fnple method 2604 of operating a data
packet generator in an automatic alert mode. Method 2604 includes operations 2902,
2904, 2906, and 2908.

[0358] Method 2604 typically begins with operation 2902 to determine a current
passcode. The current passcode is typically determined according to a predetermined
algorithm, or is retrieved from a lookup table.

[0359] Operation 2904 is then performed to determine alert data. Alert data is
typically data associated with the qualifying event that caused the data packet
generator to enter the alert mode. A wide variety of data can be provided. A few
examples are described with reference to FIG. 30. In some embodiments operation
2904 is performed before operation 2902.

[0360] Operation 2906 is then performed to generate and send an alert message
including the current passcode and the alert data. In some embodiments the alert
message is sent to a computing device, which relays the information to a server. In
other embodiments the alert message is sent to a neighboring data packet generator,
which then sends the message to a computing device that in turn relays the message to
a server.

[0361] FIG. 30 provides an example of method 2604 shown in FIG. 29.

[0362] During operation 2902 a current passcode is generated. Methods of
generating a current passcode are described herein. For example, a predetermined
algorithm is used in some embodiments to generate the current passcode. In this
example, the current passcode is “6179847”.

[0363] During operation 2904 alert data is gathered. Alert data typically includes
data associated with a qualifying event. In addition, any other detectable, measurable,

or determinable information may also be provided. Examples of alert data include an
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alert code (see table 1 herein), a description or code identifying the triggering event, a
time stamp that the triggering event occurred, an identification of one or more
passcodes from neighboring data packet generators, a description of a qualifying
event that has occurred on a neighboring data packet generator, an identification of a
distance that the data packet generator is away from a neighboring data packet
generator (such as determined by measuring the signal intensity of a communication
received from a neighboring data packet generator), subsequent triggers or qualifying
events that were detected, an identification of any actions that have been taken, or
other information.

[0364] In other possible embodiments, data collected during the alert mode is
inserted into a data packet, such as one or more of the example data packets described
herein, such as shown in table 2. In some embodiments such data is gathered even
when the data packet generator is not operating in an alert mode.

[0365] In some embodiments, alert data is compiled into a series of numbers that
encode data therein. As discussed below, the alert data can be added to the passcode
to form an alert message. In some embodiments, then, the alert message is essentially
a longer passcode including a first series of numbers identifying the current passcode
and a second series of numbers encoding the alert data. As a result, the alert message
can form a passcode having a long length, such as in a range from about 10 digits to
about 1 million digits, or more. For example, an image captured by a digital camera
of the data packet generator can be encoded as part of the alert message in some
embodiments. Some embodiments encode data in a binary form.

[0366] Once the current passcode and the alert data have been compiled,
operation 2906 is performed to generate and send an alert message. The alert
message includes the current passcode and the alert data. In some embodiments the
message includes a header at the beginning of the message, such as the headers
described herein. The header identifies, for example, the number of bytes contained
by the following message or an identification of the content of the message.

[0367] FIG. 31 is a schematic block diagram of an example authentication system
3100 that controls access to a protected resource. In this example the protected
resource is a conference room 3106. System 3100 includes server 3102, network
3104, data packet generator 3110, telephone 3112, computing device 3120,
conference room control system 3122, and room resources, such as lights 3124, and

room scheduler 3126.
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[0368] An exemplary method of using authentication system 3100 begins with a
user scheduling conference room 3106 through room scheduler 3126. For example, a
user utilizes a computing device (not shown) to check room availability and reserve
the conference room for a particular time and duration. When the time for the
conference room use arrives, a user uses the authentication system 3100 to show that
they are actually going to use the conference room within a predetermined period of
time, such as within five or ten minutes after the scheduled start time of the
conference.

[0369] One example method of confirming use of the room is as follows. First,
the user enters the room and dials a telephone number to access an automated
conference room confirmation system. The system asks the user to enter the passcode
provided by data packet generator 3110. The user then types the code into the
telephone keypad. The passcode is communicated to server 3102 which validates that
the passcode is a valid code. The validation is then communicated through computing
device 3120 to conference room scheduler 3126, which confirms that the conference
room is being used. In some embodiments the conference room scheduler 3126
operates on a server, such that information about conference room availability is
available to other users.

[0370] If such confirmation is not received, room scheduler 3126 releases the
conference room reservation to make the conference room generally available for any
other user that needs a conference room.

[0371] In the event that a conference was not previously scheduled and the
conference room is not currently being used, some embodiments also allow a user to
reserve a conference room using a similar process. The user enters the room and turns
on the lights, dials a telephone number, and enters the passcode from data packet
generator 3110. The system may also prompt the user for other information, such as a
user ID number, the duration of the conference, or any other information. The system
then updates the room scheduler 3126 to show that the conference room is in use.
[0372] If the user does not reserve the room in this way, the conference room
control system will automatically shut off the lights after a period of time, in some
embodiments, assuming that the conference room is not currently being used. Some
embodiments include motion detectors, sound detectors or decibel meters, or other

sensors to determine if a conference room is in use.
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[0373] In some embodiments, after validating the passcode entered into telephone
3112 as being valid, the server 3102 orally issues a sister passcode to the user. The
user enters the sister passcode into computing device 3120 or uses an input device of
data packet generator 3110 to enter the sister passcode into data packet generator
3110. If entered into the data packet generator 3110, the data packet generator then
validates the sister passcode and sends an alert message (such as via a wireless
communication device) to the conference room control system 3122. In either case,
the conference room control system 3122 operates to grant access to room resources,
such as the lights (e.g., turn on the lights) or any other desired resources.

[0374] Some embodiments conserve energy by shutting down lights or other
resources when not in use (e.g., temperature control systems) or by opening or closing
curtains or blinds appropriately.

[0375] Some embodiments work to create a high performance building where
resources are automatically made available if they are not being used. For example, if
a conference room has been reserved but is not occupied within a period of time, the
conference room is released from the reservation so that the space is made available to
others.

[0376] In some embodiments an authentication system is used to determine the
location of a device (such as a computing device), even if the device is currently
turned off. To do so, the device is equipped with a remotely controllable power
switch. The server issues a request to turn on the device. The request is received by
the remotely controllable power switch (such as via a wireless or wired
communication signal), which causes the device to turn on. The device is then
programmed to automatically search for a data packet genefator communication
including a passcode. Once received, the device sends a data packet to the server
across a network, such as including a passcode. The server receives the data packet
and uses data within the packet, such as the passcode, to identify the location of the
device. Subsequent action may then be taken, such as to physically collect the
missing device or to record the current location of the device in memory of the server.
In some embodiments if a device is not located within a period of time, a long
distance signal is broadcast (such as a worldwide data signal) that instructs the device
to erase its memory.

[0377] Some embodiments require that multiple passcodes be received from

multiple data packet generators. For example, if a vehicle is driving down the road
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and is equipped with a computing device, the computing device receives passcodes or
data packets from multiple data packet generators arranged along the road. The
passcodes or data from data packets are stored in memory and in some embodiments
are communicated to another device, such as a server. The passcode information
identifies not only particular locations, but shows a path that was taken by the vehicle.
This information may then be compiled for subsequent use, such as to determine
payments that need to be made (e.g., a toll way), to pay taxes, or for a variety of other
uses. Similarly, this information is used in some embodiments to control a fleet of
moving vehicles, such as to control the speeds, orientations, directions, or routes of
the vehicles. Data packets from the data packet generators are collected by each
vehicle as it moves.

[0378] Similarly, if a person walks down a hallway, multiple passcodes from
multiple data packet generators arranged along that hallway can be collected. In some
embodiments access to a protected resource is not granted unless a particular set of
passcodes has been received within a period of time, such as to prove that a person
walked down the hallway. If another path is taken (such as by walking around the
outside of the building), access to the protected resource is not granted.

[0379] In some embodiments the identity of a device and the location of a device
are merged to create another type of passcode. For example, a tank could integrate an
authentication code as a way to prove that the tank is in fact a particular tank.

Further, a motion sensitive GPS unit is stationed nearby the tank (e.g., five feet away).
A communication device receives passcodes from both the tank and the GPS unit and
generates a merged passcode from the combination of the two passcodes. If the
communication device is unable to generate the merged passcode, an alert is issued
(e.g., to Homeland Security).

[0380] In some embodiments look up charts are provided by the server to a
security department periodically, such as once per hour, minute, hour, day, year, etc.
The look up charts provide passcode information for a particular set of data packet
generators over that period of time. In some embodiments, each data packet generator
is associated with a set of passcodes that the data packet generator will generate
during that period. One method of identifying if this information is mishandled is to
insert known misinformation into the lists occasionally. If the misinformation is
detected by a server, the server is alerted that a potential security breach had occurred.

For example, each data packet generator is, in some embodiments, programmed to
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generate two passcodes at a time. Only one of the passcodes is used for
communication. The other passcode is used, for example, to identify the particular
data packet generator that is being targeted, and acts to alert the server that a potential
security breach had occurred.

[0381] FIG. 32 is a diagram of a DNA strand 3200. Living organisms can be
identified by genetic codes stored in DNA 3200 (deoxyribonucleic acid). DNA
typically includes two strands 3202 and 3204 that are united together by chemicals,
known as bases 3206. Unique characteristics of DNA make identification of a living
organism possible. Some embodiments according to the present disclosure provide a
biomimic of such a DNA structure using numerical codes in place of chemicals, and
time in place of distance, as discussed below.

[0382] FIG. 33 is a schematic diagram providing a comparison between a single
DNA strand 3202 (and associated chemicals) and a numerical code 3302. Numerical
code 3302 includes a plurality of codes Al, A2, ..., An. In this example, each code
includes ten digits. Code Al is made up of the following ten digits arranged in a
particular sequence: “1904837562.” Code A2 is also made up of ten digits:
“2658971317.” Numerical code 3302 can include any number (n) of codes.

[0383] A data packet generator operates in some embodiments to generate a code
that is analogous to a DNA strand and can be used in the identification of anything
associated with the code, whether living, non-living, physical (e.g., an obj ect or
location), or non-physical (e.g., information stored in digital form). Accordingly,
some embodiments are a biomimic of DNA. In some embodiments, a process for
authenticating using numerical codes is referred to as dynamic numeric
authentication, and can also be abbreviated with the acronym DNA. In contrast to
identification through natural DNA, dynamic numeric authentication uses numbers in
place of chemicals and time in place of length in some embodiments. Accordingly, an
advantage of dynamic numeric authentication is that authentication can be achieved
without the identifier having to take up space (e.g., the size of time, numbers, and the
sequence of numbers themselves is nothing). The only space consumed is that needed
by hardware. Furthermore, when a code generator algorithm is used, an advantage of
some embodiments is that the current codes disappear (or are deleted) once their time
has expired, leaving no room for duplicating later on or elsewhere (and even if
duplicated, the code is no longer valid after expiration). Further, such past codes do

not have to continue to consume space in memory, in some embodiments.
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[0384] In some embodiments, each code (e.g., Al) generated is only a portion of
an overall numerical code 3302 (e.g., each code is a segment of numerical code 3302).
If a particular code (e.g., A1) is not sufficient to provide a unique identification, an
additional code (e.g., A2) or set of codes can be used until the combined codes (e.g.,
Al and A2) provide a unique identifier.

[0385] As previously illustrated in FIG. 32, natural DNA typically includes two
uniting strands. In a similar manner, some embodiments of dynamic numeric
authentication unite two or more identifiers to generate a combined identifier. As one
example, a first data packet generator is in data communication with a nearby data
packet generator (such as via wireless communication). The second data packet
generator communicates a code to the first data packet generator. The first data
packet generator then combines the received code with its own code and uses the
combined code for identification.

[0386] FIG. 34 is a schematic diagram illustrating an example facility 3400.
Facility 3400 includes a plurality of workspaces 3402. FIG. 34 provides a visual
depiction of dynamic numeric authentication according to some embodiments. Each
workstation is associated with a numerical code 3404 (schematically illustrated as a
single DNA strand). In some embodiments the numerical code 3404 is generated by a
data packet generator as described herein. In some embodiments, the numerical code
3404 provides an identifier that can be used to identify a location, such as a particular
workstation in facility 3400. In other embodiments, the identity of a data packet
generator is identified. The expected location of the data packet generator is then
determined. The actual location (or approximate location) of the data packet
generator is then verified (or determined) by use of the mesh network described
herein and, in some embodiments, a geospatially aligned CAFM system.

[0387] FIG. 35 is a schematic block diagram of another example system 3500. In
this example, system 3500 includes server 3502, network 3504, data packet generator
3506, and computing device 3508. System 3500 also includes a communication path
3510 and a communication path 3512. In some embodiments server 3502 includes
database 3520.

[0388] In this example, server 3502 is configured to communicate across network
3504, such as the Internet or other data communication network. The server 3502
includes or is in data communication with database 3520. In some embodiments,

server 3502 includes one of a variety of possible server software applications, such as
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Microsoft Exchange Server, Microsoft SQL Server, and DHCP server. In some
embodiments, server 3502 further includes one or more database software
applications that implement database 3520.

[0389] Data packet generator 3506 is also configured to communicate across
network 3504 by way of communication path 3510. One example of communication
path 3510 is a wire or set of wires, such as an Ethernet cable or telephone cable that
permit wired communication with network 3504. Another example of
communication path 3510 is a wireless communication path, such as through a
wireless access point that permits wireless communication with network 3504. In
some embodiments wireless communication occurs according to a wireless
communication protocol, such as one of the 802.11 protocols, or another wireless data
communication protocol.

[0390] In some embodiments, data packet generator 3506 is fastened to another
object, such as a top or bottom of a work surface, a wall, a cabinet, or other object.
Some embodiments are semi-permanently fastened to the object, requiring at least one
tool to disconnect the data packet generator 3506 from the object. In some
embodiments, data packet generator 3506 can be removed from the object to which it
is fastened, or alternatively, the object to which it is fastened can itself be moved. As
aresult, data packet generator 3506 is semi-transient in some embodiments, such that
the location of the data packet generator 3506 can change.

[0391] In some embodiments, data packet generator 3506 is also configured to
communicate with computing device 3508 across data communication path 3512.
Data communication path 3512 is wired in some embodiments, wireless in other
embodiments, and a combination of wired and wireless in yet other embodiments.
Examples of wired and wireless communication paths are discussed above.

[0392] Computing devices 3508, such as desktop computers and laptop
computers, are commonly configured to connect to a network, such as the Internet or
a local area network, through an Ethernet cable. The combination of wired
communication paths 3510, data packet generator 3506, and wired communication
path 3512, acts in some embodiments as an enhanced Ethernet cable, which permits
computing device 3508 to communicate with network 3504 by sending and receiving
messages through data packet generator 3506.

[0393] FIG. 36 is a schematic block diagram of the example data packet generator

3506, shown in FIG. 35. In this example, data packet generator 3506 includes
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processor 3602 (including memory 3604), memory 3606, timer 3608, network
interface 3610, communication hub 3612, network port 3614, computer port 3616,
power supply 3618 (including battery 3620), wireless communication device 3622
(including antenna 3624), USB interface 3626, and sensors 3628 (including sensors
3630, 3632, and 3634).

[0394] Processor 3602 is a physical component that operates to process data
instructions. In addition to the other examples described herein, another example of
processor 3602 is an ultra low power Wi-Fi chip, such as the GS1010 or GS1011,
manufactured by GainSpan Corporation located in Los Gatos, California, US.

[0395] Memory 3604 and 3606 is provided for storage of digital data. Examples
of memory are discussed herein. In some embodiments, memory 3604 and/or 3606
contains data instructions, which when executed by the processor, cause the processor
to implement one or more of the methods, modules, operations, or functions described
herein. For example, in some embodiments the data instructions cause processor
3602 to generate a data packet. The data packets are generated periodically in some
embodiments, such as described herein. In some embodiments the data packet
includes a serial number of data packet generator 3506, one or more passcodes, or
other data. Examples of data that can be included in data packet generator 3506 are
described herein.

[0396] One or more timers 3608 are included in some embodiments to provide
timing signals. In some embodiments there are two or more timers. A first timer
provides timing systems for general operation of data packet generator 3506. A
second timer is used for a real-time clock. The real-time clock is used to keep the
data packet generator 3506 synchronized with other data packet generators, such as to
identify a common wake up time.

[0397] Network interface 3610 provides a data communication interface between
processor 3602 and communication hub 3612. An example of network interface 3610
is an Ethernet interface device.

[0398] Communication hub 3612 is a network hub that permits data
communication between network port 3614 (which can be connected to a network,
such as the Ethernet, for receiving network communications), network interface 3610,
and computer port 3616 (which can be connected to a computing device, such as a
personal computer). An example of communication hub 3612 is an Ethernet

communication hub. Communication hub 3612 is, in various embodiments, a passive
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hub, an active hub, or an intelligent hub. When a packet is received at communication
hub 3612 from ports 3614, 3616 or network interface 3610, the package is _
communicated to the other ports 3614, 3616 or network interface 3610. A header of
the package is read by the receiving devices to determine if the package is addressed
to that device. If so, the package is received and processed by that device. If not, in
some embodiments, the package is ignored (or discarded) at that device.

[0399] In some embodiments, data packet generator 3506 further includes an
electronic gate (not shown) configured between the communication hub 3612 and
network port 3614. In this example, incoming packets received at computer port 3616
from computing device 3508 that are addressed to the data packet generator 3506, can
be selectively blocked by the electronic gate, while still being received at the network
interface 3610. Other communications, however, such as communications between
computing device 3508 and server 3502, are allowed to pass through the electronic
gate uninterrupted. In some embodiments, data packet generator 3506 is a gateway.
[0400] Power supply 3618 provides power to data packet generator 3506. In
some embodiments power supply 3618 includes one or more batteries 3620. In some
embodiments the battery 3620 is small, such as sufficient to maintain data in memory
3606, or to continue operating timer 3608. In other embodiments, battery 3620 is
sufficient to fully power all of the components of data packet generator 3506.

[0401] Power supply 3618 typically includes filtering electronics to supply a
consistent power source to data packet generator 3506. Further, some embodiments
of power supply 3618 receive power from an external source. For example, some
embodiments of data packet generator 3506 include a power cord or power input port
for receiving a power cord. In another possible embodiment, power is received at
power supply 3618 from data ports 3614 or 3616, such as from a Power over Ethernet
system. Some embodiments include solar panels to convert light into electricity.
Other embodiments receive power from other sources, such as from electromagnetic
waves or electromagnetic induction.

[0402] In some embodiments, data packet generator 3506 includes a wireless
communication device 3622 that permits data packet generator 3506 to send and/or
receive data wirelessly, such as through antenna 3624.

[0403] Some embodiments include additional communication devices, such as a
universal serial bus interface 3626. USB interface 3626 operates to communicate

with a USB device according to one or more USB communication protocols. In some
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embodiments power supply 3618 receives power through USB interface 3626. In
some embodiments, external devices are connected with the data packet generator
3506 through USB interface 3626. Examples of external devices include a USB
memory stick, a camera, an external sensor, or a wide variety of other external
devices. Other communication protocols are used in some embodiments.

[0404] Sensors 3628 are included in some embodiments. Other embodiments
include multiple sensors, such as sensors 3630, 3632, and 3634. Examples of sensors
include tamper sensors (such as a screw presence sensor), position sensors (including
GPS receivers, altitude sensors, distance from floor or ceiling sensors), movement
sensors (such as an accelerometer), temperature sensors, user presence sensors (e.g.,
heat, motion, or sound sensors), smoke detector, asset tag sensor (such as an RFID
receiver or 802.11 communication device), or other sensors. Some embodiments do
not include sensors 3628.

[0405] FIGS. 37-49 illustrate various possible embodiments of data packet
generator 3506 having different form factors.

[0406] FIGS. 37-39 illustrate an example embodiment of the data packet
generator 3506. FIG. 37 is a plan view, FIG. 38 is a side view, and FIG. 39 is another
side view.

[0407] In this example, data packet generator 3506 includes housing 3702,
fastener holes 3704, fasteners 3706, tapered edges 3708, USB ports 3710, network
port 3614, and computer port 3616.

[0408] Housing 3702 provides a protective enclosure for components of data
packet generator 3506. Although one exemplary shape is illustrated, other
embodiments include other shapes. In this example, housing 3702 includes tapered
edges 3708 that reduce or eliminate sharp corners. Housing 3702 is configured to be
securely mounted, in some embodiments, to a work surface, such as a top or bottom
surface of a desk. In this example, housing 3702 includes fastener holes 3704
configured to receive fasteners 3706, such as screws. To mount data packet generator
3506 to a work surface (or other object), fasteners 3706 are inserted through fastener
holes 3704 and into the work surface.

[0409] In some embodiments, data packet generator 3506 includes network port
3614. In one example, network port 3614 is an Ethernet port configured to receive an
Ethernet plug of an Ethernet cable. Other embodiments include other ports, such as a

telephone port or USB port. In some embodiments, network port 3614 is configured
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to receive an Ethernet cable that is connected to an Ethernet port, such as in a wall
that is in data communication with a network, such as a local area network or the
Internet. Some embodiments include multiple network ports 3614 (e.g., two, three,
four, or more). Other embodiments do not include network ports 3614.

[0410] Data packet generator 3506 further includes, in some embodiments, a
computer port 3616. An example of a computer port 3616 is an Ethernet port. In
some embodiments the computer port 3616 is configured to receive an Ethernet plug
of an Ethernet cable. In some embodiments, network port 3614 is configured to
receive an Ethernet cable that is connected to a computer, such as through the
computer’s Ethernet port. Some embodiments include multiple computer ports 3616
(e.g., two, three, four, or more).

[0411] Some embodiments of data packet generator 3506 include one or more
external connectors, such as USB ports 3710. In some embodiments, USB ports 3710
are electrically connected to USB interface 3626, shown in FIG. 36. In this example,
two USB ports 3710 are shown, although other embodiments include one, two, three,
four, or more USB ports 3710. Some embodiments do not include USB port 3710.
Other embodiments include other external connectors configured to communicate
using a data communication protocol. In other embodiments, one or more external
connectors deliver or receive power or perform another function.

[0412] In some embodiments, ports 3614, 3616, and external ports such as USB
ports 3710 are holes formed in housing 3702. For example, the holes are configured
to receive a wire, set of wires, cable, or other object or device. In other embodiments,
ports are physical connectors configured to receive a standard or non-standard plug,
such as RJ45 jacks, USB jacks, or other data ports.

[0413]  FIGS. 40-42 illustrate another example embodiment of data packet
generator 3506. FIG. 40 is a schematic perspective view of an example system 4000
including data packet generator 3506. FIG. 41 is a schematic side view of data packet
generator 3506 in a storage configuration. FIG. 42 is a schematic plan view of data
packet generator 3506, also in a storage configuration.

[0414] In some embodiments, data packet generator 3506 is configured for use in
system 4000. In this example, system 4000 includes computing device 120, data
packet generator 3506, and network wall port 4002. Examples of computing device

120 are described herein.
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[0415] In some embodiments, data packet generator 3506 is configured for
connection between network wall port 4002 and a computing device 120. In some
embodiments, data packet generator 3506 operates as an Ethernet cable to
communicate digital data between network wall port 4002 and computing device 120.
[0416] Network wall port 4002 is, for example, one, two, or more Ethernet ports
(e.g., RJ45 jacks) installed in a wall outlet configuration. Other embodiments of
system 4000 do not include network wall ports 4002, but do include other network
ports for connection to a local area network or the Internet, for example.
[0417] In the example shown in FIGS. 40-42, data packet generator 3506 includes
housing 4010, network cable 4020, and network cable 4024.
[0418] Housing 4010 forms an enclosure for housing components of data packet
generator 3506, such as components shown in FIG. 36. In this example, housing 4010
further includes a cable storage region 4016. The cable storage region 4016 is formed
in a recess between flanges 4012 and 4014. When in a storage configuration, network
cables 4020 and 4024 are wrapped around housing 4010 and arranged within cable
storage region 4016, as shown in FIGS. 41 and 42. During use, network cables 4020
and 4024 are unwrapped (or partially unwrapped) from cable storage region 4016,
such as to reach between a network port of computing device 120 and network wall
-port 4002. When network cables 4020 and/or 4024 are at least partially unwrapped
from cable storage region 4016, the data packet generator 3506 is in a ready-to-use
configuration.
[0419] In another possible embodiment, housing 4010 includes a cable retraction
and storage system. An éxample of a cable retraction and storage system includes a
spool and a spring mechanism. When the network cables 4020 and 4026 are in the
ready-to-use configuration, the spring mechanism can be activated to retract the
network cables 4020 and 4024, which causes the network cables to wrap around the
spool. The network cables 4020 and 4024 are extended by pulling on one or more of
the network cables 4020 and 4024. An anti-retraction mechanism is used in some
embodiments to selectively lock network cables 4020 and 4024 in the desired
extended and ready-to-use configurations. Other embodiments include other
configurations including an alternative cable storage region. Further, in some
embodiments, straps or bands are used to hold network cables 4020 and 4024, when
the network cables 4020 and 4024 are in the storage configuration.
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[0420] In this example, network cable 4020 includes plug 4022. Network cable
4024 also includes plug 4026. Examples of plugs 4022 and 4026 are Ethernet plugs,
such as RJ45 plugs, or other network plugs. Plug 4022 is, in this example, configured
for connection with a network communication port of computing device 120. Plug
4026 is, in this example, configured for connection with a network port, such as port
4004 of network wall port 4002.

[0421] Some embodiments of data packet generator 3506, such as shown in FIGS.
40-42, include network cables 4020 and 4026 that are permanently and non-releasably
connected to the data packet generator 3506 within housing 4010. In some
embodiments, network cables 4020 and 4024 are permanently connected to data
packet generator 3506 within housing 4010. In other embodiments, network cables
-4020 and 4024 are non-releasably connected to data packet generator 3506 within
housing 4010. This reduces the chance of a network communication failure, for
example, and reduces the installation steps because network cables 4020 and 4024 do
not have to be separately connected by a technician to housing 4010 as separate
installation steps. Further, an advantage of some embodiments is that additional room
is provided within housing 4010 for larger or additional batteries or other
components.

[0422] FIGS. 43-44 illustrate an example charging station 4300. FIG.43 is a
perspective view of an example charging station 4300. FIG. 44 is a perspective view
of an example charging station 4300 including a plurality of data packet generators
3506 stacked thereon. The example charging station 4300 is used, in some
embodiments, for storing one or more data packet generators 3506 (such as shown in
FIGS. 40-42), and also for recharging batteries of one or more data packet generators,
in some embodiments.

[0423] In this example, charging station 4300 includes a base 4302, charging
electronics 4304, alignment pins 4306 and 4310, electrical contacts 4308 and 4312,
and power cord 4314.

[0424] Base 4302 is configured to rest on a surface, such as a table or desk top. A
high friction material (such as a foam or rubber material) is arranged on a bottom
surface of base 4302 in some embodiments for added stability. Base 4302 includes an
interior space for housing electrical circuitry 4304 therein. In some embodiments
electronics include an AC to DC converter and power filtering circuitry. Some

embodiments include smart charging circuitry, such as including a processor and
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memory and charge sensing circuitry that monitors the charging to provide a suitable
amount of charging current to charge batteries of data packet generators 3506 and to
stop charging when all batteries are fully charged. Some embodiments include a
trickle charger.

[0425] In another possible embodiment, charging electronics generate magnetic or
electromagnetic fields to charge one or more data packet generators 3506, such as by
electromagnetic induction. As a result, some embodiments do not need electrical
contacts 4308 and 4312.

[0426] In some embodiments base 4302 includes alignment pins 4306 and 4310
that act to align and aid in the correct positioning of a data packet generator 3506
thereon. In such embodiments, for example, data packet generators 3506 include
matching receptacles that receive portions of alignment pins 4306. Other
embodiments include other structures for alignment, such as a flange extending from
an outer periphery. Another possible embodiment includes a support tube that
extends generally vertically upward from the base for receiving and storing data
packet generators 3506 therein.

[0427] In some embodiments, distal ends of alignment pins 4306 include
electrical contacts 4308 and 4312 for delivering charging power from electrical
circuitry 4304 to a data packet generator 3506 when stacked thereon. In such
embodiments, data packet generators 3506 include electrical contacts within a
corresponding receptacle that make an electrical connection with contacts 4308 or
4312. Further, in some embodiments, data packet generators 3506 further include
pins and electrical contacts at an opposing surface, to allow yet another data packet
generator 3506 to be stacked thereon. A portion of the charging power from contacts
4308 and 4312 is delivered to the additional one or more stacked data packet
generators 3506. In this way, any number of data packet generators (e.g., two, three,
four, five, or more) 3506 can be stacked on charging station 4300 for simultaneous
charging.

[0428] Power cord 4314 provides power to electrical circuitry 4304 in some
embodiments. '

[0429] FIG. 45 illustrates another example embodiment of data packet generator
3506. In this example, data packet generator 3506 is integrated into a cable, such as
an Ethernet cable, and includes plug 4502, cable 4504 (including an outer sheath and

one or more conductive wires), plug 4506, and components 4508.
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[0430] Examples of plugs 4502 and 4506 are RJ45 plugs, but other embodiments
include other plugs or connectors.

[0431] Cable 4504 includes an outer protective sheath and one or more
conductive wires therein that are, in some embodiments, electrically connected to
plugs 4502 and 4506.

[0432] In some embodiments, components 4508 are integrated into the space
within the outer protective sheath of cable 4504. An example of components 4508 is
illustrated and described with reference to FIG. 36, herein. Not all components are
included in all embodiments. As one lspeciﬁc example, ports 3614 and 3616 are not
included in some embodiments such as shown in FIG. 45. In some embodiments,
communication hub 3612 is electrically coupled to wires within cable 4504.

[0433] In another possible embodiment, components 4508 are within a separate
enclosure, other than cable 4504 sheathing. For example, heat shrink tubing is used to
surround components 4508 and a portion of cable 4504. In another possible
embodiment, components 4508 are within or adjacent to plugs 4502 or 4506.

[0434] FIG. 46 is a front view of another example data packet generator 3506, in
the form of a hoteling hub, such as configured for use in a hoteling station (e.g., a
short-term, temporary, or unassigned work space, such as a cubicle or an office). In
some embodiments, the hoteling hub 4602 is configured to receive a data packet
generator 3506. In other embodiments, the hoteling hub 4602 is itself a data packet
generator 3506.

[0435] The hoteling hub 4602 increases the functionality of the data packet
generator 3506, in some embodiments. In this example, hoteling hub 4602 includes
housing 4604, network ports 4606, electrical receptacles 4608, a pencil holder 4610, a
clock 4612, a power cord 4614, and a network cable 4616. External ports, such as
USB ports 3710 are also provided in some embodiments. Other embodiments include
more or fewer components.

[0436] In this example, housing 4604 is configured to receive data packet
generator 3506 therein. In some embodiments, housing 4604 is formed to permit
access to portions of the data packet generator 3506, such as USB ports 3710. In
other embodiments, housing 4604 fully encloses data packet generator 3506.

[0437] Various possible components are provided for added user convenience and
to increase the functionality of data packet generator 3506. For example, in some

embodiments additional network ports 4606 are provided. Network ports 4606 are
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connected to computer port 3616 of data packet generator 3506 in some
embodiments. Network ports 4606 are connected to a network, such as a local area
network or the Internet through data packet generator 3506, which is connected to the
network through network cable 4616, for example. Other embodiments connect
network ports 4606 directly to a network cable, without first passing through data
packet generator 3506.

[0438] In some embodiments electrical receptacles 4608 are provided, such as
connected to a power cord 4614 or an Ethernet cable (which receives power from a
power over Ethernet system, for example). A pencil holder or other structural
features are formed in housing 4604 in some embodiments. Some embodiments
include a clock 4612 that displays the current time.

[0439] FIGS. 47 and 48 illustrate further example embodiments of data packet
generator 3506. FIG. 37 illustrates an example data packet generator 3506 integrated
into a network receptacle 4700, such as an Ethernet receptacle. FIG. 38 illustrates an
example data packet generator integrated into a power receptacle 4800. In some
embodiments, network receptacles 4700 and power receptacles 4800 are configured
for installation within a wall. Components of data packet generator 3506 are
integrated into network receptacle 4700 and power receptacle 4800. Examples of
such components are shown in FIG. 36.

[0440] FIG. 49 illustrates a further example embodiment of data packet generator
3506. In this example, data packet generator 3506 is integrated into a clock 4900.
[0441] FIG. 50 is a schematic block diagram of another example system 5000
utilizing wireless data communication. In addition, FIG. 50 illustrates a method for
automatically identifying a nearest data packet generator 3506. In this example,
system 5000 includes server 108, network 106, wireless access point 5002, computing
device 120, data packet generator 3506’ and data packet generator 3506°°. Some
embodiments include multiple or many of the various components of system 5000,
such as wireless access point 5002, computing device 120, and data packet generators
3506.

[0442] In some embodiments, computing device 120 is configured to
communicate with network 106 wirelessly. Example of a wireless data
communication protocols are the 802.11 series of data communication protocols,
although other embodiments utilize other protocols. In this example, computing

device 120 transmits and receives messages wirelessly with wireless access point
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5002, which is in data communication with network 106. Other possible
embodiments utilize wired communication, such as through a network cable.

[0443] Under the typical IEEE 802.11 wireless protocol, a particular local area
network is assigned a friendly name, referred to as the service set identifier (SSID).
In some embodiments, the SSID is up to 32 characters long. If configured to do so,
the SSID is broadcast from wireless access point 5002 to permit computing device
120 (or the associated user) to identify the local area network and to determine
whether or not the computing device 120 (or the associated user) wants to connect to
that network. In this example, wireless access point 5002 broadcasts an SSID #1.
[0444] Once connected to the network of wireless access point 5002, a data
communication path 5004 is formed between wireless access point 5002 and
computing device 120. For example, computing device 120 can send messages to
network 106 or server 108 by sending the messages to wireless access point 5002.
Similarly, server 108 or network 106 can send messages to computing device 120 by
sending the messages through wireless access point 5002.

[0445] When computing device 120 has formed data communication path 5004,
most existing operating systems will not allow computing device 120 to also join an
additional wireless communication network (although such dual communication is
expected to be included as a feature in Microsoft® Windows® 7). As aresult, if
computing device 120 (or the associated user) wanted to connect temporarily to
another communication path, data communication path 5004 would have to be
terminated, and the alternate communication path be established. After
communication, the alternate communication path would need to be terminated, and
communication path 5004 reestablished. This process, particularly if being done
automatically by a computer, could be disruptive to a user who is trying to send or
receive data with computing device 120 across communication path 5004.

[0446] As aresult, another option is illustrated in FIG. 50. In this example, even
when data communication path 5004 is established, computing device 120 is
configured to wirelessly receive additional SSIDs from devices other than (or in
addition to) wireless access point 5002. This is performed without interrupting data
communication path 5004.

[0447] Data packet generators 3506° and 3506’ include wireless communication
systems, such as 3622 shown in FIG. 36 that permit them to communicate data

wirelessly to computing device 120 or wireless access point 5002, in some
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embodiments. The data packet generators 3506’ and 3506°’ are configured to
simulate a wireless access point, and to broadcast their own SSIDs. For example, data
packet generator 3506’ broadcasts an SSID of SSID #2 and data packet generator
3506’ broadcasts an SSID of SSID#3. Computing device 120 is configured to
receive the SSIDs, even when data communication path 5004 is active.

[0448] The SSIDs of data packet generators 3506° and 3506°° are used to convey
information to computing device 120 in some embodiments. For example, some
embodiments insert a data packet into the SSID so as to convey an entire data packet
to computing device 120 through SSID #2 or SSID #3. In this way, data packet
generators 3506° and 3506’ can send data to computing device 120, without
interrupting communication path 5004.

[0449] One example of a data packet that is inserted into an SSID is a serial
number of the data packet generator 3506 or 3506°°. Another example of a data
packet is a passcode, such as including seven characters (or other passcodes described
herein). Another possible example includes multiple passcodes, such as a previous
passcode, a current passcode, and a next passcode. Yet another possible embodiment
includes a serial number and one or more (two, three, four, or more) passcodes. One
specific example of an SSID includes a serial number (e.g., seven digits), and three
passcodes (e.g., each being seven digits). This example forms an SSID having 28
characters, which is less than the 32 character maximum of a typical 802.11 system.
[0450] The computing device 120 is configured to scan for SSIDs, and to receive
all available SSIDs that are within wireless communication range. In some
embodiments the SSIDs are then stored in memory of computing device 120, such as
in a table 5010. In addition, in some embodiments the strength of the signal is
measured by computing device 120, and the relative strength associated with each
SSID is also stored in memory, such as in table 5010. In this example, SSID #1 has a
strength of four bars (e.g., high strength), SSID #2 has a strength of three bar (e.g.,
good strength), and SSID #3 has a strength of three bars (e.g., moderate strength).
Other embodiments identify strengths in other units, such as in mW or dBm.

[0451] The relative signal strength is one indication of the proximity of datﬁ
packet generators 3506’ and 3506’ to computing device 120. In the example shown
in FIG. 50, for example, it is likely that data packet generator 3506’ is closer to
computing device 120 than data packet generator 3506°, due to the higher signal

strength of the signal including the SSID #2 as compared to the signal strength of
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SSID #3. Although the signal strength can be attenuated by objects, such as a wall,
between the data packet generators 3506 and computing device 5010, the signal
strength is typically a good indication of relative distances. This information can be
combined with additional information to obtain more accurate distance or location
information in some embodiments.

[0452] After receiving the SSIDs, computing device 120 evaluates the SSIDs to
determine whether the SSID is a data packet from a data packet generator 3506. In
some embodiments this is performed by evaluating the content of the SSID, to
determine if it conforms to an expected format, such as including a certain number of
characters or digits, or including a particular code or identifier. In other
embodiments, the SSIDs are all communicated to a server 108, which evaluates the
SSIDs to determine which, if any, of the SSIDs are associated with a data packet
generator 3506. For example, the server 108 first determines whether the serial
number in the SSID is a valid serial number of a data packet generator. If so, the
server 108 next determines whether one or more of the passcodes in the data packet is
a valid passcode for the identified data packet generator.

[0453] After each SSID has been evaluated, whether by the computing device or
server 108, a list of the nearby data packet generatbrs 3506 is determined. In this
example, SSID #2 and SSID #3 are both determined to contain a data packet. For
each SSID that included a valid data packet, the signal strengths in table 5010 are then
evaluated to identify the signal having the strongest signal strength. In this example,
the signal associated with SSID #2 is determined to have the strongest signal strength.
As a result, data packet generator 3506’ is determined to be the nearest data packet
generator, in some embodiments.

[0454] In some embodiments, after a particular data packet generator 3506° has
been identified as being the nearest neighbbr to another data packet generator 3506°°,
that data packet generator 3506’ will continue to be reported (or identified) as the
nearest neighbor (even if the signal strength of data packet generator 3506 falls
below another data packet generator 3506°°”) until that data packet generator 3506’ is
no longer available. This embodiment prevents false reports of movement based on
small changes in signal strength, for example.

[0455] In another possible embodiment, data packet generators 3506 operate to
receive signals from other data packet generators 3506, and/or from computing device

120. The information is communicated from the data packet generator 3506 to server
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108, such as by sending the information to wireless access point 5002, or via a wired
network connection.

[0456] ' In some embodiments a computing device operates to collect all of the
data packets from a plurality of data packet generators, such as by wirelessly
receiving and recording in memory each SSID that is transmitted by the data packet
generators that are within a wireless communication range. The computing device
then reports the collected data back to a server where is stored in memory and
processed.

[0457] Further, in some embodiments full data packets are also received by the
computing device (either via a wired network or wireless network) containing
additional data. The computing device receives the full data packet as well as the
SSID data packet and merges the data. In some embodiments the merged data is then
communicated to the server.

[0458] Some computing devices described herein include a wireless
communication card that is configured to receive SSIDs, but are not configured to join
a wirelesé network identified by the SSID. Such a wireless communication card
provides added network security by preventing undesired wireless data
communication, while still allowing the computing device to receive data in the form
of an SSID.

[0459] FIG. 51 is a schematic diagram of an example mesh network 5100. In this
example, mesh network 5100 includes a plurality of data packet generators, including
data packet generators 3506, 3506°, 3506”**, and 3506°”*". Other embodiments
include other numbers of data packet generators 3506. A method of locating one or
more neighboring data packet generators 3506 is also described with reference to FIG.
51.

[0460] In some embodiments, data packet generators 3506 include a wireless
communication system, such as 3622, shown in FIG. 36. The wireless
communication system generates wireless signals having a signal range.
Communication can occur between two data packet generators 3506 if they are both
within each other’s signal range R1.

[0461] In this example, data packet generator 3506’ has a signal range of R1. In
some embodiments the signal range is approximately a circular region surrounding

data packet generator 3506’, in the absence of objects that act to attenuate portions of

99



WO 2011/106529 PCT/US2011/026080

the signal. Other embodiments have differently shaped signal regions, such that the
distance of signal range R1 can be different in different directions.

[0462] In some embodiments, data packet generators 3506 have different wireless
power levels, providing variable signal ranges. For example, some embodiments
include a low and a high signal level. Another embodiment includes a high, medium,
and low power level. A further embodiment includes four signal levels ranging from
low to high. Yet other embodiments have more signal levels, such as five or more or
ten or more signal levels.

[0463] One example embodiment of mesh network 5100 operates as follows. At
a predetermined time (such as periodically each minute, hour, day, week, month, or
year), all data packet generators 3506 wake up, form an ad hoc network and exchange
a data packet. In some embodiments, each data packet generator 3506 begins with the
lowest wireless power level, such as a low power level. The data packet generators
then wait to receive a data packet from a neighboring data packet generator. If
received, the data packet (or data from the data packet) is stored in memory. In some
embodiments, the data packet generator associated with the received data packet is
identified by the receiving data packet generator as being the nearest neighbor. If
more than one data packet is received, then, in some embodiments, each of the data
packet generators are identified as being the nearest neighbors. Alternatively, the
relative strength of the received signals are used to further identify relative distances
of data packet generators.

[0464] If a data packet is received, in some embodiments, the data packet
generator 3506 then stops broadcasting. Alternatively, if only a single wireless
power level is to be used, data packet generator 3506 stops broadcasting.

[0465] In other embodiments, the data packet generator 3506 continues
broadcasting to search for additional neighbors. The wireless power level is adjusted
to the next higher setting, and a second data packet is broadcast. The data packet
generator 3506 then waits to receive a data packet from one or more neighboring data
packet generators. If received, the data packet (or data from the data packet) is stored
in memory. The process of increasing the wireless power level, broadcasting a data
packet, and receiving a data packet (if any) continues, in some embodiments, until the
data packet generator 3506 has broadcast a data packet at the highest power level, or
highest selected power level.
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[0466] This process allows data packet generators 3506 to identify their neighbors
and to provide at least some information about the respective locations of each data
packet generator.

[0467] In the example shown in FIG. 51, mesh network 5100 includes four data
packet generators 3506°, 3506°°, 3506°"°, and 3506°””°. At the predetermined time, all
data packet generators form an ad hoc network and exchange data packets within the
respective signal ranges R1, R2, R3, and R4.

[0468] The data packet generators then receive data packets from neighboring
data packet generators. For example, data packet generator 3506’ receives a data
packet from data packet generator 3506°’ because it is within signal range R2. Data
packet generator 3506° receives a data packet from data packet generators 3506’ and
3506°" because it is within the signal ranges R1 and R3. Data packet generator
3506’ receives data packets from data packet generators 3506°” and 3506’
because it is within the signal ranges R2 and R4. Data packet generator 3506°”’
receives a data packet from data packet generator 3506°°” because it is within the
signal range R3.

[0469] After storing the data in memory, in some embodiments data packet
generators are configured to insert some or all of the data into a data packet to be
subsequently transmitted to another device, such as server 108, another data packet
‘generator 3506, or a computing device.

[0470] When received by server 108, for example, the server acts in some
embodiments to process the data and to determine whether any position or location
changes have occurred. In some embodiments, server 108 identifies a location, or
approximate location, of a data packet generator 3506 based on the locations of its
nearest neighbors. In some embodiments the location data is used to generate a user
interface display or is associated with a CAFM system. In other embodiments,
tampering or relocating is detected by identifying the absence of a data packet
generator that was previously within a mesh network 5100 or previously identified as
a nearest neighbbr to a particular data packet generator. Sometimes an accelerometer
is used to identify which device experienced motion, since the data packets for all
nearby data packet' generators may change with just one simple reconfigure.

[0471] FIGS. 52-53 illustrate various examples of data packets 5200. FIG.52isa
block diagram of one embodiment of data packet 5200. FIG. 53 is a block diagram of

another example data packet 5200.
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[0472] One example of a data packet 5200 includes data 5202. Examples of data
include a serial number or a passcode. As discussed herein, some embodiments
display data packet 5200 on a display device, such as including a single passcode. In
some embodiments data 5202 includes multiple pieces of data, such as a serial
number and a passcode, or multiple passcodes, or a serial number and multiple
passcodes, or alert codes or data described herein, or combinations of other data, such
as data shown in Table 2 below, or other data described herein, or yet other data.
[0473] FIG. 53 is a block diagram of another example data packet 5200. In this
example, data packet 5200 includes a header 5302 and data 5202. In some
embodiments the header provides an address of the device that the data packet 5200 is
addressed to. In some embodiments the header 5302 includes an SSID. In some
embodiments data 5202 is included in header without a separate data 5202 section
after the header. In some embodiments header 5302 identifies a number of bytes of
data 5202 or of the entire data packet 5200. Further, some embodiments include a
time stamp in header 5302. Other embodiments include other header 5302 data. As
noted above, data 5202 includes one or more pieces of data in some embodiments.
[0474] Table 2 includes a list of various possible examples of types of data 5202
that are included in a data packet in some embodiments. Table 2 shows four
particular examples of data packets, including examples 1, 2, 3, and 4.

[0475] Example 1 is data packet that includes only one piece of data, such as a
passcode. This data packet 5200 is used in some embodiments when manual entry of
the passcode is necessary.

[0476] Example 2 is a data packet 5200 including two pieces of data, such as a -
passcode and a user name. In some embodiments, the data packet of example 2 is
generated by a computing device after receiving the data packet of example 1, by
adding the username to the passcode to generate a new data packet.

[0477] Example 3 is a data packet 5200, such as for use as an SSID. An
exemplary embodiment that utilizes such a data packet is described with reference to
FIG. 50 herein. In this example, data packet 5200 includes a serial number and three
passcodes.

[0478] Example 4 is a data packet 5200 including all available data. Other
embodiments include subsets of the data, or include other data than specifically listed

herein.
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[0479] Another possible embodiment of data packet 5200 includes an expansion
data field, and associated expansion data. In this example, data packet 5200 includes
a set of standard data, but also includes an expansion data field where a number of
expansion data sets are identified. For example, a standard set of data includes a
serial number, a passcode, and an expansion data field. If a data packet generator
needs to communicate additional data, the quantity of additional expansion data sets
necessary is indicated in the expansion data field. For example, the quantity 2 is
inserted into the expansion data field to indicate that two additional expansion data
sets are included. The data packet is then expanded to include two additional data sets
to include the additional data, for example, temperature data and asset tag data, or any
other desired data. This provides a data packet having variable length. This improves
efficiency by not requiring that empty data fields be transmitted in each data packet,
and improves flexibility by allowing any desired data to be transmitted. In some
embodiments a header is included in each expansion data set to identify the type of

data being transmitted in the each expansion data set.

[0480] TABLE 2
TABLE OF EXAMPLE DATA PACKET CONTENT

DATA TYPE EXAMPLE | EXAMPLE | EXAMPLE | EXAMPLE
1 2 3 4
Username 0 15 15 15
Passcode 1 7 7 7 7
Passcode 2 0 0 7 7
Passcode 3 0 0 0 7
Serial number 0 0 7 20
Four screws 0 0 1 5
Tampering one 1 1 1 5
Tampering two 0 0 0 5
Neighbors serial numbers at 0 0 5 50
range 1
Neighbors serial numbers at 0 0 0 250
range 2 (except in above)
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Neighbors serial numbers at 0 0 0 1000
range 3 (except in above 2)

Device has experienced 0 0 0 5
motion exceeding 3 seconds

Altitude 0 0 0 5
Device has experienced a 0 0 0 5
change in altitude

Presence verification sensors 0 0 0 25
(heat, motion, sound, etc)

Version of software / 0 0 0 10
firmware

Style of data packet generator 0 0 0 15
unit / model _

Date of most recent 0 0 0 10
synchronization with the

server

Service reps have been in the 0 0 0 50
area

Security guard has been in 0 0 0 20
the area

Emergency responder is 0 0 0 100
currently in the area

Smoke detected 0 0 0 5
Temperature 0 0 0 5
Humidity 0 0 0 5
Ethernet in use with no 0 0 0 5
software requesting codes

Mesh network message status 0 0 0 5
(viral transmissions)

Device is currently on an 0 0 0 15
approved recharging base

Error codes 0 0 0 25
Battery strength 0 0 0 5
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POE active / inactive 0 0 0 5
Ping history 0 0 0 50
Space heater or fire temp has 0 0 0 5
occurred
Personal asset tags 0 0 0 100
Asset tags 1 0 0 0 200
Asset tags 2 0 0 0 200
Asset tags 3 0 0 0 200
Box moving asset tags 0 0 0 200
Additional sensor attached to 0 0 0 50
data packet generator
Data from additional sensor 0 0 0 200
attached to data packet
generator
Wireless triangulation 0 0 0 200
information
GPS information 0 0 0 25
Other RFID information 0 0 0 50
(such as a badge)

Second battery status 0 0 0 5

Time remaining until 0 0 0 10
memory erased
Mesh network on / off status 0 0 0 5
Time of last independent 0 0 0 10
login to the server
Time remaining until next 0 0 0 10
scheduled independent login
Time remaining until 0 0 0 10
firmware update will be
implemented
OS of most recent occupant 0 0 0 10
Neighbors serial numbers at 0 0 0 50
range 1 from 24 hours ago
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Neighbors serial numbers at 0 0 0 250
range 2 from 24 hours ago
Neighbors serial numbers at 0 0 0 1000
range 3 from 24 hours ago .

Neighbors serial numbers at 0 0 0 50
range 1 from one week ago

Neighbors serial numbers at 0 0 0 250
range 2 from one week ago

Neighbors serial numbers at 0 0 0 1000
range 3 from one week ago

Accelerometer status (angle 0 0 0 10
of device)

Distance to the floor 0 0 0 5
Device identifier (e.g., 0 0 0 50
devices other than data packet

generators) (asset in use)

Alert override approval code 0 0 0 50
Model number of neighbors 0 0 0 100
in range 1

Device experienced massive 0 0 0 5
shock

Device experienced water 0 0 0 5
Device experienced wireless 0 0 0 5
interference (microwave)

Log file of what has 0 0 0 1000
happened to the device

Other(s) 0 0 0 1000
TOTAL DATA PACKET 23 23 43 8061
SIZE

[0481] In some embodiments, data packet 5200 and/or data 5202 are encoded

and/or encrypted. For example, in some embodiments data packet 5200 and/or data

5202 include tags, such as extensible markup language (XML), hypertext markup
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language (HTML) to encode data 5202. Encryption and/or compression algorithms
are used to package the data 5202 in some embodiments for more efficient or secure
transmission of data packet 5200. An XML schema is used in some embodiments.
[0482] FIG. 54 is a schematic block diagram illustrating an architecture of an
example computing device 120. In this example, computing device 120 is a
computing device, such as a personal computer. In some embodiments, computing
device 120 is used to execute the operating system 5418, application programs 5420,
program modules 5422, and manipulate the program data 5424 described herein. The
example computing device described in FIG. 54 is also an example of a suitable
computing device 130 or server 108, or any other computing device disclosed herein.
Further, in some embodiments theA code generators and data packet generators
described herein are implemented by such a computing device.

[0483] Computing device 120 includes, in some embodiments, at least one
processing device 5402. A variety of processing devices are available from a variety
of manufacturers, for example, Intel or Advanced Micro Devices. In this example,
computing device 120 also includes system memory 5404, and system bus 5406 that
couples various system components including system memory 5404 to processing
device 5402. System bus 5406 is one of any number of types of bus structures
including a memory bus, or memory controller; a peripheral bus; and a local bus using
any of a variety of bus architectures.

[0484] System memory 5404 includes read-only memory 5408 and random access
memory 5410. Basic input/output system 5412, containing the basic routines that act
to transfer information within computing device 120, such as during start up, is
typically stored in read-only memory 5408.

[0485] Computing device 120 also includes secondary storage device 5414 in
some embodiments, such as a hard disk drive, for storing digital data. Secondary
storage device 5414 is connected to system bus 5406 by secondary storage interface:
5416. Secondary storage devices 5414 and their associated computer readable media
provide nonvolatile storage of computer readable instructions (including application
programs and program modules), data structures, and other data for computing device
120.

[0486] Although the exemplary architecture described herein employs a hard disk
drive as a secondary storage device, other types of computer readable media are used

in other embodiments. Examples of these other types of computer readable media
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include magnetic cassettes, flash memory cards, digital video disks, Bernoulli
cartridges, compact disc read only memories, digital versatile disk read only
memories, random access memories, or read only memories.

[0487] A number of program modules can be stored in secondary storage device
5414 or system memory 5404, including operating system 5418, one or more
application programs 5420, other program modules 5422, and program data 5424.
Server communication module 900, authorization module 902, and data packet
generator communication module 904 (shown in FIG. 9) are examples of program
modules 5422.

[0488] In some embodiments, a user provides inputs to the computing device 120
through one or more input devices 5430. Examples of input devices 5430 include
keyboard 5432, mouse 5434, and touchpad 5436(or touch sensitive display). Other
embodiments include other input devices 5430, such as a barcode reader, RFID
reader, magnetic card reader, USB port, microphone, or other input device. Input
devices 5430 are often connected to the processing device 5402 through input/output
interface 5440 that is coupled to system bus 5406. These input devices 5430 can be
connected by any number of input/output interfaces, such as a parallel port, a serial
port, a game port, or a universal serial bus. Wireless communication between input
devices and interface 5440 is possible as well, and includes infrared, BLUETOOTH®
wireless technology, 802.11a/b/g/n (or other wireless communication protocols),
cellular, or other radio frequency communication systems in some possible
embodiments.

[0489] In this example embodiment, a display device 5442, such as a monitor,
liquid crystal display device, projector, or touch screen display device, is also
connected to system bus 5406 via an interface, such as video adapter 5444. In
addition to display device 5442, the computing device 120 can include various other
peripheral devices (not shown), such as speakers or a printer.

[0490] When used in a local area networking environment or a wide area
networking environment (such as the Internet), computing device 120 is typically
connected to network 106 through a network interface or adapter 5450. An example
of a network interface is an Ethernet interface. Other possible embodiments use other
communication devices. For example, some embodiments of computing device 120

include a modem for communicating across network 106.
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[0491] Computing device 120 typically includes at least some form of computer-
readable media. Computer readable media include any available media that can be
accessed by computing device 120. By way of example, computer-readable media
include computer readable storage media and communication media.

[0492] Computer readable storage media includes volatile and nonvolatile,
removable and non-removable media implemented in any device configured to store
information, such as computer readable instructions, data structures, operating
systems 5418, application programs 5420, program modules 5422, program data
5424, or other data. System memory 5404 is an example of computer readable
storage media. Computer storage media includes, but is not limited to, read-only
memory 5408, random access memory 5410, electrically erasable programmable read
only memory, flash memory or other memory technology, compact disc read only
memory, digital versatile disks or other optical storage, magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic storage devices, or any other medium
that can be used to store the desired information and that can be accessed by
computing device 120.

[0493] Communication media typically embodies computer readable instructions,
data structures, program modules or other data in a modulated data sighal such as a
carrier wave or other transport mechanism and includes any information delivery
media. The term “modulated data signal” refers to a signal that has one or more of its
characteristics set or changed in such a manner as to encode information in the signal.
By way of example, communication media includes wired media such as a wired
network or direct-wired connection, and wireless media such as acoustic, radio
frequency, infrared, and other wireless media. Combinations of any of the above are
also included within the scope of computer readable media.

[0494] In some embodiments, computing device 120 remotely accesses software
running on a server, such as server 108, such as utilizing virtualization technology or
remote access software for delivering applications over network 106. For example,
Citrix Systems, located in Fort Lauderdale, Florida, US distributes software suitable

for delivering applications over network 106.

[0495] Web-enabled RFID
[0496] The following description provides examples of further embodiments and

implementations according to the present disclosure. Some embodiments and
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implementations utilize what is referred to herein as Web-enabled radio frequency
identification, which typically utilizes devices that are capable of communicating with
radio frequencies as well as network communication devices (such as devices
configured to communicate across the Internet or “World Wide Web”), such as to
provide tracking or identification capabilities. Examples of such devices include data
packet generators (which can function as Web-enabled radio frequency identification
tags, for example) and computing devices (including mobile computing devices, such
as smartphones, etc., which can function as Web-enabled radio frequency
identification readers, for example).

[0497] Web-enabled radio frequency identification (RFID) tags associate tokens

EE N1

(sometimes referred to herein as “codes,” “pass-codes,” or alternatively as at least
some of the data of a data packet) with at least one object while broadcasting tokens
via at least one wireless network name. Web-enabled RFID tokens can be collected
within their broadcast range by any device capable of reading a network name (Wi-Fi,
BlueTooth, Wi-Gig, etc). For example, a mobile computing device or similar device
is used to collect Web-enabled RFID tokens. Once collected, tokens can be sent to a
server synchronized to the tag(s) for authentication. These tokens are meaningless
unless authenticated by a server, so they can be collected automatically by any mobile
computing device or other device, without sync or password required. Once
authenticated by the server, a link to the associated object in the database can be
made, wherein relevant content can be streamed back to the device and/or data can be
collected for data mining and/or access to resources can be granted. It is oftentimes
helpful for the Web-enabled RFID tag to denote it’s own field of use in a few non-
changing digits at the beginning of the network name. This allows the computing
device collecting the Web-enabled RFID tokens to distinguish between multiple types
of Web-enabled RFID tokens (and thereby only send tokens to the server that are
likely to be authenticated for the desired purpose).

[0498]  FIG. 55 is a flow chart illustrating an example method 5500 of operating a
computing device, such as computing device 120, shown in FIG. 54. In some
embodiments, the computing device is a mobile computing device, such as a
smartphone. In this example, method 5500 includes operations 5502, 5504, 5506,
5518, 5522, 5524, 5526, 5528. Operation 5520 is performed, for example, by a data

packet generator discussed herein.
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[0499] In some embodiments, method 5500 begins with operation 5502 when a
web-enabled RFID application is executed on a computing device.

[0500] Operation 5504 then determines whether a wireless communication device
is active on the computing device. If not, a nag operation 5506 is performed to
prompt the user to turn on or enable the wireless communication device. In another
possible embodiment, if operation 5504 determines that the wireless communication
device is not active, another operation is performed to automatically activate the
wireless communication device. In some embodiments, when the wireless
communication device is automatically activated, the wireless communication device
is not permitted to join a wireless network, but is permitted to receive information
about available wireless networks, such as network names, etc. to obtain a code as
discussed herein. In some embodiments the wireless communication device is
automatically deactivated when collection of codes has been completed.

[0501] If the wireless communication device is active, operation 5518 is
performed by the computing device to begin listening for the transmission of one or
more data packets from one or more data packet generators to receive one or more
data packets when available.

[0502] For example, in some embodiments operation 5520 is performed by one or
more data packet generators to transmit data packets within a transmission range of
the data packet generator. In some embodiments, the transmission range is relatively
short, such as less than about 20 feet, less than about 10 feet, or less than about 5 feet.
Other embodiments include other transmission ranges, such as longer or shorter
transmission ranges. The transmission range of a data packet generator is, for
example, the distance at which the amplitude (e.g., dBm) of the transmission signal
has attenuated to a level where the signal is no longer consistently detectable by the
computing device.

[0503] When the user and mobile computing device are physically located within
the transmission range of one of data packet generators, operation 5522 is performed
to receive the data packet while the computing device is within the transmission
range.

[0504] Operation 5524 is then performed in some embodiments to send the data
packet from mobile computing device to data packet generator server. Upon receipt
of the data packet, data packet generator server identifies a code contained within the

data packet, and retrieves from data packet generator database information associated
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with the code, if any. If no information associated with the code is stored in data
packet generator database 118, for example, data packet generator server 116
determines that the code is not a valid code from a data packet generator. In some
embodiments the code is discarded or logged. In another possible embodiment, a
message is returned to the computing device, such as to inform the user that an invalid
code has been received. If the code is valid, information associated with the code is
retrieved, such as an identification of the data packet generator that transmitted the
code, or an identification of where the data packet generator is located.

[0505] In some embodiments, before sending a network name (or other
information) to data packet generator server, computing device operates to check
whether a code appears to be contained within the network name. For example, in
some embodiments all codes conform to a protocol, such as including a several
introductory digits followed by a code of a predetermined length (e.g., “WP” followed
by 30 digits). If the network name does not conform to this protocol, the computing
device determines that a code is not included in the network name and does not send
the information to data packet generator server. As always, all data collected about
the user is managed according to a clearly defined privacy policy and/or terms of use
policy, which is presented to the user, such as upon the user’s initial registration. In
some embodiments data that is collected is not stored as being associated with a
particular user to maintain the consumer’s anonymity and privacy. In some
embodiments, data collected is stored in a similar manner to the way cookies are
stored in an Internet browser, and the user is permitted to select from various options
for the storage of such information in a similar manner.

[0506] If the data packet received in operation 5522 is validated by the server
after sent to the server in operation 5524, operation 5526 is then performed. During
operation 5526 the desired content is received by the computing device or access to
desired resources is provided. Various examples of such content and resources are
discussed in detail herein.

[0507] New data packets continue to be received from the data packet generator at
operation 5522 and operation 5526 continues to be performed based on the content of
the data packet (e.g., the code(s) contained therein and whether or not validated by the

server).
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[0508] In some embodiments the process above continues until the computing
device is outside of the range of any data packet generators or the Web-enabled RFID
application is terminated, such as in operation 5528.

[0509] There are many possible implementations in which it would be useful to
utilize radio frequency identification with mobile computing devices (e.g., a
smartphone, a PDA, an iPad device, etc.), such as when a mobile computing device
operates as a Web-enabled RFID reader. Web-enabled RFID permits such
identification to occur in conjunction with standard network communication hardware
and protocols, as discussed herein. In some implementations the Web-enabled RFID
functionality is joined with content delivery / access to desired resources, such that the
content delivery and/or access to resources can seamlessly follow the authentication.
[0510] Some implementations utilizing Web-enabled RFID in mobile computing
devices will provide one or more of the following advantages to RFID technology: 1)
battery power savings, 2) hardware reductions, 3) broadcast capability in the reader,
and 4) strong authentication.

[0511] Wireless enabled mobile computing devices already struggle to deliver
sufficient battery power. Web enabled radio frequency identification can use the
same internet connection and hardware that is already used for some forms of content
delivery, thereby reducing battery power requirements or at least not increasing
battery power requirements by as much as would be required if additional hardware
(e.g., an RFID reader) were also incorporated into a wireless enabled mobile
computing device.

[0512] By using the wireless hardware already found in many mobile computing
devices (Wi-Fi, BlueTooth, Wi-Gig, etc) Web-enabled RFID requires no additional
space (which is highly prized in a mobile computing device) and no additional
hardware costs are associated with Web-enabled RFID.

[0513] In some embodiments, Web-enabled RFID readers include broadcast
capability. For example, a mobile computing device with a Web-enabled RFID
application is used at a music concert to broadcast a Web-enabled RFID token within
a certain range. Devices in range could collect this Web-enabled RFID token and
receive content or access to other resources.

[0514] In some implementations, token authentication used in Web-enabled RFID
(and elsewhere) is based on algorithm(s) that are cryptographically secure (or nearly

cryptographically secure). Using these in radio frequency identification can render
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Web-enabled RFID more difficult to replicate than traditional RFID, thereby
increasing security. This is especially the case when RFID and Web-enabled RFID
are used in combination, or when multiple Web-enabled RFID authentications are
required prior to accessing resources / content delivery.

[0515] Additional Information In Data Packet

[0516] Web-enabled RFID tags can be programmed to collect and then broadcast
additional information in the network name (beyond just the token). Any information
that can be sensed, tracked, observed, measured, communicated, or anticipated can be
included in a larger data packet, within the size limit of the network name (unless
multiple network names are added together to make an even larger data packet). Asa
non-limiting example implementation, Web-enabled RFID tags can also act as
chemical sensors and be placed throughout a work area. Beyond whatever traditional
security methods might be in place, employee mobile computing devices can then be
used to let the central server know that dangerous chemicals have been detected, and
appropriate actions can be enacted such as; sending an emergency warning sent to the
user’s mobile computing device; contacting 911, setting off an alarm at the facility,
etc.

[0517] Goods

[0518] In some implementations, Web-enabled RF]D tags can be attached to
goods and/or containers during the manufacturing, shipping, sales, and/or final
delivery process. Computing devices (whether mobile or non-mobile) can then be
used as readers during all stages of manufacturing, shipping, sales, and goods
delivery. The power requirements for broadcasting Web-enabled RFID over long
distances may be far less than traditional RFID, which may make the use of Web-
enabled RFID tags superior in goods tracking applications. The Web-enabled RFID
goods tracking system can be especially helpful with tracking time sensitive materials,
such as perishable foods. Attaching Web-enabled RFID tags to packages or mail is
another possible implementation. In any case, a mobile computing device such as a
smartphone can become a Web-enabled RFID reader.

[0519] Transportation

[0520] Another example implementation of Web-enabled RFID is to equip a car
(or other vehicle or a component in a car or vehicle) with one or more Web-enabled
RFID token tags (sometimes referred to herein as a data packet generator or code

generator). This is useful, for example, to authorize toll road payments. Web-enabled
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RFID can provide various advantages or additional uses, such as to permit consumers
to use their mobile computing devices to locate their vehicle in a parking lot in some
implementations. Additionally, a missing car with a Web-enabled RFID tag in it is
flagged by the mobile computing device of a nearby police person (or any concerned
citizen with a mobile computing device for that matter), in some implementations. A
benefit of the Web-enabled RFID system in this instance is that people collecting the
Web-enabled RFID data packets do not necessarily need to be informed of the results
of their token collection. For example, a couple on a walk in the evening may choose
to turn on their smartphone “anti-theft neighborhood patrol app.” While this
application is “on”, Web-enabled RFID broadcasts from vehicles (denoted by a few
digits at the beginning of the Web-enabled RFID network name) are collected and
sent to the anti-theft server. By the time they make it around the block, the couple
sees that a police car is now at their neighbor’s house requesting more information
about the stolen car sitting in their driveway. The couple was responsible for getting
this information to the police, but they never needed to know that they were involved,
which may be helpful for privacy and safety. This system is useful for all types of
theft detection, not just vehicles.

[0521] As mentioned previously, the Web-enabled RFID tag can be configured to
broadcast any information that can be sensed, tracked, observed or measured. One
example implementation of this in transportation applications is tire pressure, rotation
count, or other real-time, compiled, or predictive information relating to a vehicle and
its use being broadcast as a part of the Web-enabled RFID network name.

[0522] In some implementations, Web-enabled RFID token collection results in
the delivery of maps, news, weather, traffic, restaurants, menus, movie times, nearby
attractions, and other content or access to resources.

[0523] In some implementations, Web-enabled RFID tags are added to existing
signs (and other places) in order to release content or allow access to resources. For
example, a mobile computing device collecting Web-enabled RFID tokens from a
sign is used to provide people with maps, facts about wildlife, what to do in an
emergency, trail guides, etc. One advantage of Web-enabled RFID tags over other
location-based technologies is the authenticating features of Web-enabled RFID.
[0524] People

[0525] Another implementation of Web-enabled RFID is to attach a token tag to a

child's clothing while they are at school. In one example, the Web-enabled RFID tags
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communicate with mobile computing devices in the building (teachers or hall
monitors) and fixed computing devices around the perimeter of the school property.
The system then alerts school officials, for example, if a child left the property
without authorization. However, such implementations involving people, if used at
all, must be implemented in ways that carefully protect user privacy and must be
utilized according to clearly defined privacy and terms of use policies. In some
example implementations the device can be turned off by the user.

[0526] Music Selection

[0527] In some embodiments, one or more data packet generators are installed in
a building or location where music is played, such as at a restaurant, bar, elevator,
waiting room, radio alarm clock, etc. A variety of companies exist that provide
streaming audio content through the Internet. Several examples include Pandora®
Internet radio available from Pandora Media Inc. of Oakland, CA, and Musak music
services available from Musak, LLC of Fort Mill, SC. A mobile computing device
receives a data packet from the data packet generator, which communicates with a
server. The server then identifies the location of the person (e.g., near the data packet
generator), and sends information (such as a user ID or other identifier) to a server or
other computing device controlling the music being streamed. That server can then
customize the music selection based on the person or people that are present. For
example, the music can be selected from the person’s set of favorites or personal
playlist. In another example, the person can identify a type of music that the person
likes, such as country music, in which case the computing device selects music that
fits the defined music criteria.

[0528] When multiple people are present, the system can rotate music selections
for each person, or attempt to find music that is liked by all or a majority of the people
that are present. In some embodiments, the building owner (or other company or
person in charge of the space) can define certain rules for music selections to enable
the building owner to maintain a desired atmosphere, or to ensure that selections are
appropriate for all people that may be present (e.g., age-appropriate content if children
may be present).

[0529] Event Interaction

[0530] Web-enabled RFID can be implemented within a concert hall, movie
theater, or other location to permit attendees at an event to vote or otherwise interact

with the event organizer, or other party. For example, in some embodiments data
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packet generators are installed in or around the event location. Mobile computing
devices of attendees at the event receive data packets from the data packet generator,
which is then transmitted to a server. The server can verify that the attendee is
physically present at the concert by confirming the validity of the data packet. Upon
validation, content can then be provided to the attendee through the mobile computing
device. For example, the attendee can be prompted to vote on a desired ending for a
movie from a set of possible options. As another example, the attendee can be
prompted to vote on one or more of the songs to be played by a band or orchestra at a
concert. The option that receives the most votes from the attendees is selected and
played. In another possible embodiment, content is provided to the participant on the
mobile computing device, such as a replay at a sporting event, a video stream of the
event, coupons for concessions, or other content.

[0531] Printed Material

[0532] Another implementation of associating a Web-enabled RFID tag with any
object is to attach Web-enabled RFID tags to printed material such as artwork in a
museum, books in a library, magazines on a shelf, documents on a desk, file folders
being transported, etc. Content is not released until authentication occurs, and
therefore this system can even be useful with confidential information (such as what
might be found in a passport or health record). In the case of such material, additional
content or access to resources (beyond what is contained as content in the material)
can be granted. For example, someone reading Sports Illustrated may see a picture of
Brett Favre throwing an interception. By holding their mobile computing device near
a very small Web-enabled RFID tag, video content can be streamed to their mobile
computing device (showing video of Brett actually throwing that interception). As
one example, the Web-enabled RFID tag is smartdust-sized. In the case of smartdust
sized Web-enabled RFID tags on some printed material, it may be helpful to limit
their broadcast times to when light is sensed by the tag (indicating the book or
magazine is open to that page for example) to save battery life. Alternatively, the
Web-enabled RFID tag includes a power generator, such as a photodetector or solar
cell. In some embodiments, Web-enabled RFID tags or components of Web-enabled
RFID tags are nano-sized, such as incorporating nanotechnology.

[0533] Animals

[0534] A Web-enabled RFID tag is implanted under the skin of animals (pets,

livestock, or wild animals for example). In the case of pets, concerned pet lovers (or
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Animal Control specialists) who find stray animals can then use their mobile
computing device to access information that may only be available to finders of the
pet (such as the home address, reward amount, name, special instructions, etc). An
advantage is that the content can be updated via the web by the pet owner and doesn’t
need to be static information contained in the tag. It is conceivable that a reward may
be increased as a pet went missing for multiple days, and this is something that is
Handy to update via the internet. Also, once accessed, the pet owner is given certain
information about the finder, or is at least alerted that someone collected the Web-
enabled RFID tokens generated by that animal’s tag.

[0535] Mobile Money

[0536] Authenticating a device is sometimes all that is required in order to make a
purchase (as is the case today for small credit card purchases that don’t require
identification). If a mobile computing device is broadcasting Web-enabled RFID
tokens, then that device can be authenticated, and access to the user’s various
payment resources (checking account, credit account, phone bill, etc) can be granted.
A missing mobile computing device doesn’t prohibit the owner of the lost device
from blocking access to the various payment resources (and since the tokens are
changing, no long term account information is lost). Mobile money can work both
ways (subtracting in some cases, or adding in others). For example, someone who
had found a Web-enabled RFID tag on a treasure hunt medallion might receive
mobile money (vs. having it withdrawn). Similarly, products with promotions printed
inside are made to interact with mobile computing devices.

[0537] Automated Teller Machine

[0538] Another possible implementation utilizes Web-enabled RFID to validate
ATM transactions. For example, an ATM transaction is only allowed to proceed if a
mobile computing device carried by the person detects the data packet from a data
packet generator installed in, on, or nearby the ATM. The data packet is validated by
sending the data packet to a server, in some embodiments. In another possible
embodiment, the ATM must detect a data packet generated by a data packet generator
carried by the person.

[0539] Hospitals

[0540] As another implementation, Web-enabled RFID tags are placed on
equipment which can be scanned at different points to track movement in buildings

(hospitals in particular). Another possible implementation is to give access cards with
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Web-enabled RFID tags inside to visitors which could give them access to the area of
the hospital where they are visiting a patient. All of these Web-enabled RFID tags can
then communicate with mobile computing devices located throughout the hospitals,
and also fixed computing devices at doorways and entrances to different areas.

[0541] Another implementation is to place Web-enabled RFID tags on batches of
medicine which can communicate with mobile computing devices as to their
presence, expiration date, etc. This can help pharmacies to track medicine as well as
limit the accidental distribution of wrong medicines. The mobile computing device
can also keep information in hospital medicine “closets” such as who took what
medicine at what time, and who added medicine when, etc. As mentioned elsewhere,
any information that can be sensed, tracked, observed or measured, can be included in
the tags (such as motion).

[0542] Corporate

[0543] Another implementation is to attach a Web-enabled RFID tag to files or
other important documents that need to be tracked within a building (such as a law
firm). The files can then be “checked out” to people with mobile computing devices,
or with non-mobile computing devices.

[0544] Another implementation is to attach Web-enabled RFID tags to corporate
property such as computers in order to easily track when they enter/leave the building
(or pass by a mobile computing device).

[0545] Another implementation is to attach a Web-enabled RFID tag to any type
of media in a library. Mobile computing devices are then used by patrons to check
out the materials and fixed computing devices are configured to set off an alarm if the
book is not checked-out properly before leaving. It should be noted that in some of
the implementations discussed herein, the tag is unaware of whether any other device
is collecting its codes / tokens.

[0546] Credit Cards

[0547] Another implementation is to attach a Web-enabled RFID tag to a credit
card which can be read by computing devices in retail stores, restaurants or other
locations. The Web-enabled RFID tag can “pass” the information to the mobile
computing device without needing to “swipe” the credit card. In this case, it is

helpful for the Web-enabled RFID tag to only broadcast over a very short range.
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[0548] Fuel Cards

[0549] Another implementation utilizes a Web-enabled RFID tag to permit a fuel
purchase to be charged to a credit or debit card. In one example embodiment, a Web-
enabled RFID tag is attached to a vehicle, such as a commercial truck. The fuel
dispenser includes a Web-enabled RFID tag reader. The fuel dispenser reads the fuel
card, such as when it is swiped through a credit-card reader, and then checks for the
presence of the Web-enabled RFID tag. If a signal from the Web-enabled RFID tag is
not detected, the fuel dispenser does not permit the fuel to be charged to the fuel card.
In some embodiments, the fuel dispenser inhibits dispensing until the Web-enabled
RFID tag is detected, or until another form of payment is used. If the Web-enabled
RFID tag is detected, data received from the tag is transmitted to a server, in some
embodiments, which verifies the data as being valid. In some embodiments, the fuel
card or the server identify the Web-enabled RFID tag that the card is associated with,
and will only permit the fuel to be charged to the card if the appropriate Web-enabled
RFID ‘;eig has been detected.

[0550] Badge Access

[0551] Another implementation is to give employees/security guards or patrons a
badge or card with a Web-enabled RFID tag inside. Alternatively, the mobile
computing device itself can broadcast a Web-enabled RFID data packet.
Broadcasting Web-enabled RFID from the mobile computing device can ensure that
only the right people are granted access to areas of the building they need, while
restricting access to other areas. For example, a door lock is opened if the data packet
is validated. Also, a hotel or other buildings or areas could implement this for
granting access to resources such as entry to a room, building, place, etc.

[0552] Sports and Gambling

[0553] Another implementation in which a Web-enabled RFID tag is associated
with an object is to locate a Web-enabled RFID tag inside a golf ball (or any other
ball, object, or equipment) so that it can be detected by a mobile computing device.
[0554] Another implementation in which a Web-enabled RFID tag is associated
with an object is to use Web-enabled RFID tags in casino chips or other gaming
pieces in order to authenticate their use. Casinos can also used this to better

understand people's betting habits.
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[0555] Home Identification Kits

[0556] Another implementation in which a Web-enabled RFID tag is associated
with an object is a Web-enabled RFID tag kit in which a person can buy a kit that
includes a variety of Web-enabled RFID tags. Users can then associate the tag to an
object and update the information online. In these cases, end users can do whatever -
they want with the Web-enabled RFID tags that they own (search for keys, wallet,
socks, etc). Strength of signal and direction of signal (for this and other applications)
can be useful. |

[0557] Retail

[0558] Displays in retail settings (or at movie theatres, insurance agencies, etc)
can broadcast Web-enabled RFID tokens so that people can acquire content / access
to resources. As with many of the other applications listed herein, data mining on the
part of the retailer, movie theatre manager, insurance agency owner, etc. can be used
to monitor and improve their own performance. Additional information about use of
- a data packet generator, such as in a retail setting, is disclosed in U.S. Serial No.
13/009,533, filed January 19, 2011, titled Location Based Consumer Interface for
Retail Environment, the disclosure of which is incorporated by reference herein in its
entirety.

[0559] Trade Shows

[0560] Another example implementation is at tradeshows. In this case, the
tradeshow application can be programmed to collect Web-enabled RFID tokens.
Vendors who choose to pay an extra amount can broadcast a short range Web-enabled
RFID signal to nearby mobile computing devices. The owners of these mobile
computing devices can then acquire content / access to resources.

[0561] Transit

[0562] In some embodiments, a transit vehicle includes a Web-enabled RFID tag.
A passenger can use a Web-enabled RFID reader, such as a mobile computing device,
to receive the data packet from the Web-enabled RFID tag. In some embodiments,
data from the data packet is communicated to a server, which can identify the transit
vehicle associated with the Web-enabled RFID tag. As a result, relevant content is
returned to the mobile computing device, such as to display the content to the
passenger. For example, the server determines what route the transit vehicle is on,
and its intended destination. The server then obtains information relating to the

destination, such as an area map, information about lodging or activities, coupons,
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advertisements, weather reports, or other information likely to be of interest to the
passenger. Transit vehicles include, for example, a bus, a train, a taxi, a limousine, a
towncar, and an airplane.

[0563] Some mobile computing devices include an airplane mode of operation, in
which certain features are disabled to reduce the chance of interfering with airplane
electronics during a flight. In some implementations, a Web-enabled RFID tag is
installed in an airplane. The data packet from the Web-enabled RFID tag can be
detected by a mobile computing device, which automatically enables the airplane
mode during the flight. Once the mobile computing device has been removed from
the airplane, the airplane mode is disabled. In another possible embodiment, the data
packet includes data that enables or disables airplane mode. In this way, the mobile
computing device can continue operating during boarding or after the plane has
landed, but can be switched to airplane mode during the flight. In another possible
embodiment, the Web-enabled RFID tag only broadcasts data packets during the
flight.

[0564] Real Estate

[0565] In another implementation, Web-enabled RFID tags are installed at a site
that is for sale or rent. The site may include a building, such as a residential home, a
commercial building, or a plot of land. The Web-enabled RFID tags are connected to
a sign, placed in or adjacent a building, or physically connected to the land or
building, for example. A mobile computing device that is within the broadcast range
of the Web-enabled RFID tag, receives a data packet from the tag, and the data in the
data packet informs a server that the mobile computing device is on or near the site.
In some embodiments, rewards points are then added to person’s loyalty rewards
account who is operating the mobile computing device. For example, a real estate
company offers a $25 reward for each property listed through that company that is
visited by a person, and the reward is applied to the person’s account, which can be
redeemed upon the purchase of a site through that company. In some embodiments,
content is returned to the mobile computing device that relates to the site, such as
providing information about the site. Such information may include the site
specifications (size of the land, square footage of the building, number of bedrooms,

photographs, description, list price, etc.).
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[0566] Sporting events

[0567] In another possible implementation, a Web-enabled RFID tag is connected
to an object involved in a sporting event. An example of such an object is the boards
that form the boundary of a hockey rink. In one example, the Web-enabled RFID tag
includes a sensor, such as an accelerometer or vibration sensor, that detect an event
(such as movement or vibration) involving the boards. In some embodiments,
multiple Web-enabled RFID tags are included at regularly spaced intervals around the
rink, where each tag is configured to detect an event for a segment of the boards.
When an event is detected, such as when a player is checked into the boards, a data
packet is broadcast from the Web-enabled RFID tag. The data packet is received by
Web-enabled RFID readers, such as the spectator’s mobile computing devices, which
triggers an action on the mobile computing device. An example of an action is
generating a vibration, generating a souhd, playing a video, etc. In some
embodiments, the action is dependent on the magnitude of the event detected by the
Web-enabled RFID tag. For example, if a large impact is detected, the mobile
computing device vibrates with greater intensity or for a longer duration. Other
objects at a sporting event can be used in other embodiments, such as a backboard of
a basketball hoop, a football in a football game, a soccer ball in a soccer game, etc. In
some embodiments the sensor and the Web-enabled RFID tag are separate devices
that are configured to communicate with one another, such as through radio frequency
signals or across a data communication network.

[0568] Biometric Implementations

[0569] Some embodiments operate in conjunction with one or more biometric
sensors, such as a fingerprint scanner, an iris scanner, a facial recognition system, or
another device configured to evaluate one or more physical characteristics of a
person. For example, in some embodiments a Web-enabled RFID tag includes, or is
in data communication with, a biometric sensor. As a more specific example, the tag
includes a fingerprint scanner. In one implementation, the fingerprint scanner is used
to scan or otherwise evaluate the fingerprint of a user. The fingerprint data is
compared with previously stored fingerprint data to determine if the fingerprint data
sufficiently matches the stored fingerprint data. In some embodiments, the Web-
enabled RFID tag generates and transmits a data packet. A computing device receives
the data packet, and data in the data packet can be used, for example, for identification

of the person.
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[0570] Additional information about example data packet generators and uses of
same is disclosed in U.S. Serial No. 61/405,345, filed October 21, 2010, and titled
Operation of a Computing Device Involving Wireless Security Tokens, the disclosure
of which is hereby incorporated by reference in its entirety.

[0571] Customized News Feeds

[0572] In some implementations, news feeds are customized using Web-enabled
RFID tags. For example, mobile computing devices carried with a person can be used
to identify the people that are in a room or at a location. News feed data is then
customized to include information relating to, or likely to be of interest to, those in the
room or location. As one example, a fantasy sports league has a gathering at a bar,
home, or other location. Each person that has a mobile computing device can use the
device to receive a data packet from a Web-enabled RFID tag in that area. The data is
then communicated to a server, for identification of the people that are present at the
location. A news feed, such as including Fantasy sports team statistics, sports player
or team statistics, or other information that is customized to be relevant to those that
are present. As a more specific example, the system may permit a mobile computing
device to obtain a deeper view of an attendees fantasy status while the attendee is at
the location, but not before or afterwards. If an event occurs that effects one of the
attendees (e.g., one of the attendee’s fantasy team players gets a touchdown), other
attendees are notified at that time, to allow the other attendees to recognize the event
as it occurs. In some implementations, each person is assigned (or chooses) a user
name and/or avatar that permits the person to maintain their privacy, while still being
able to participate in the event. Other embodiments can provide customized
newsfeeds of other types of news, other than sporting (or in addition to) event news
fees.

[0573] Consumer Packaged Goods

[0574] In some implementations, Web-enabled RFID tags are connected to
consumer packaged goods, or shipping containers for holding consumer packaged
goods. The Web-enabled RFID tags can then be detected by Web-enabled RFID tag
readers at various locations, to identify the location of the goods. For example, this
process can be used to track goods through a manufacturing plant, while in transit to a

retail store, while in storage in the back room, or at a location in the retail store.
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[0575] Vending Machines
[0576] In some implementations, Web-enabled RFID tags are used with vending
machines. Examples of vending machines include a soda vending machine, a movie
vending machine, and a fuel dispenser. An example of a movie vending machine is
the Redbox® kiosk, distributed by Redbox Automated Retail, LLC, of Oakbrook, IL.
For example, content such as movie previews, movie rental availability, or other
information is provided to a mobile computing device upon detection and
identification of a data packet. In another example, a coupon, advertisement, or
promotion is provided to a mobile computing device. In another embodiment, the
data packet is used to validate a transaction at the vending machine. In another
embodiment, the data packet is used to award loyalty rewards points to a users
account for use of the vending machine.
[0577] Social Retailing
[0578] Another implementation in which a Web-enabled RFID tag is associated
with an object includes Web-enabled RFID tags being placed into products or
packages in stores. In addition to sounding an alarm if the Web-enabled RFID tags
were not removed before leaving a store, images of the mobile device user (or a
model) enjoying goods for sale can be streamed to the mobile device (the user may
see themselves wearing the new clothes, sitting in a new convertible, enjoying a
particular brand of chocolate milk, etc). The images of the mobile device user can be
further enhanced (e.g. digitally enhanced, age progressed, etc) and can also be posted
“to social networking sites by the user or be made available to the mobile device user
for subsequent use. Additionally, the retail marketing department may choose to use
part or all of this image in direct marketing at a later date. In this case, opt-in ability
on the part of the user is preferred to protect privacy. The intent behind this
implementation for the retailer is to merge the customer’s mobile, online, and in-store
experience (also called multi-channel sales). The customer no longer needs to
imagine themselves using a product. Instead, they can watch a video or receive other
content of “themselves” enjoying the product. Additionally, if multiple users are
collecting the same Web-enabled RFID tokens (indicating they are all near the same
product) they could all be included in the content delivered to the mobile computing
devices.
[0579] Another implementation is to add a Web-enabled RFID token tag to a pet -

collar and have a computing device at the pet door. When the computing device
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verifies the pet with the Web-enabled RFID tag the door will unlock allowing the pet
of that house to enter, while keeping others out.

[0580] Another implementation in which a Web-enabled RFID tag is associated
with an object is smartdust sized Web-enabled RFID tags that can be affixed to
admittance tickets to verify authenticity of tickets for sporting, concert, entertainment
or other events. Computing devices located at entrances can be used for verification.
Also, to avoid purchasing a fake ticket, users can verify their ticket authenticity prior
to purchasing it.

[0581] Many of the uses describéd herein are enhanced when combined with
mobile purchasing technology. If a user is at an event, which may be held at a
stadium for example, mobile computing devices can be used to collect Web-enabled
RFID tokens (e.g., from under or nearby their seats) and then order refreshments for
delivery, vote for their next song request (with additional weight potentially given to
their vote based on the location within the stadium), etc.

[0582] Yet other implementations

[0583] In another implementation, Military personnel clothes and/or military
vehicles are tagged with Web-enabled RFID to decrease “friendly fire” accidents.
[0584] Another implementation is to have Web-enabled RFID tags on the food
kept in the refrigerator. A computing device can then be used to track food quantities
/ expiration dates. A mobile computing device may be used to create a portable
shopping list or inventory level reminder. Additionally, this could link with an on-
line grocer and order your food for you when you are low. In some embodiments, the
Web-enabled RFID tags are integrated within a refrigerator bag, freezer bag,
sandwich bag, container, box, carton, or other structure associated with a food item.
[0585] Another implementation is to attach a mobile computing device to
shopping carts so that when a product with Web-enabled RFID is put into the
shopping cart, the mobile computing device keeps tab of what is in the cart and the
total cost of the items. The check-out process can be as simple as having a computing
device confirm the contents of the cart. In this case, vibrations from the cart,
movement of the cart, or other method can be used to signal the Web-enabled RFID
tags to transmit a purchasing code (so that the items still on the shelf were not counted
as being in the cart). Also, some implementations collect tokens from the Web-
enabled RFID tags over a period of time so that products in neighboring carts are not

counted by accident.
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[0586] Another implementation is to have Web-enabled RFID tags attached to a
suit worn by an actor in order to transmit motion information to a computing device.
This can be used for cameraless motion tracking.

[0587] Web-enabled RFID tags can be attached to any rented, leased, or owned
property (roller skates, bowling balls, bowling shoes, golf clubs, skis, tennis rackets,
ice skates, skill saws, levels, etc.) to permit detection of when the item leaves the area
in which it is to be used (intentionally or unintentionally). As one example,
contractors may choose to outfit their tools with Web-enabled RFID tags so that when
the contractor leaves the work site for the day they can use their mobile computing
device (and/or a computing device in the vehicle) to create a list of what tools are
present and/or missing. This can reduce expenses by minimizing trips and avoiding
having to repurchase items.

[0588] In view of the foregoing, it should be apparent that web-enabled RFID has
many uses. It should be appreciated that there are many other variations and
additional implementations that will be readily appreciated by a person of skill in the
art upon a detailed review of this disclosure. In addition, many additional
embodiments can be made by combining aspects of the various embodiments,
examples, and implementations to form yet other embodiments, examples, or
implementations. All of these are intended to be within the scope of this disclosure.
A key element to some implementations is content delivery and/or access to resources

based on a token provided by a data packet generator as part of a network name.

[0589] Some embodiments according to the present disclosure are or include one
or more of the following.

[0590] A code generating device comprising: a housing; a processing device
within the housing that generates a passcode; memory that stores the passcode
generated by the processing device; an output device that outputs the passcode; and an
attachment device rigidly attachable to the housing to connect the housing to a
structure.

[0591] A code generating device wherein the output device is selected from the
group comprising a display, a speaker, a digital communication device, and a wireless
communication device.

[0592] A code generating device, wherein the passcode comprises alphanumeric

characters.
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[0593] A code generating device, wherein the alphanumeric characters do not
include any of the following characters: I, O, Q, 1, and 0.

[0594] A code generating device, wherein the alphanumeric characters are
selected only from the group consisting of: A, B,C,D,E,F,G,H,J,K,L, M, N, P, R,
S, T,U,V,W,X,Y,Z,2,3,4,5,6,7,8,and 9.

[0595] In another possible embodiment, each character is selected from a set of 83
characters, including capital letters (A to Z), lower case letters (a to z), numbers (0 to
9), and symbols including !, #, ;, :, @, %, ", &, *, (), - _,=,<,>,/,”, and |.

[0596] In some embodiments, a code is translated from one form to another form.
For example, an alphanumeric code is translated into another form before
transmission, and then translated back into the original alphanumeric code after
transmission. This can be used, for example, to add an additional layer of security. In
some embodiments, the translation rules change occasionally or periodically.

[0597] A code generating device, wherein the alphanumeric characters are
numbers.

[0598] A code generating device comprising: a processing device that generates a
passcode compﬁsed of a plurality of characters selected from the group consisting of
A B,C,D,E,F,GH LK, L,LM,N,P,R,S, T,U,V,W,X Y,Z,2,3,4,5,6,7,8,
and 9; memory that stores the passcode generated by the processing device; and an
output device that outputs the passcode. v

[0599] An authentication system comprising: a code generating device operable to
generate a passcode, a computing device operable to prompt a user to enter the
passcode, to receive the passcode from the user, and to communicate the passcode
across a network; and a server device operable to receive the passcode from the
computing device across the network, wherein the server device is operable to verify
that the passcode is a valid passcode and to identify the passcode as being associated
with the code generating device.

[0600] An authentication system, wherein the code generating device includes an
attachment device, the attachment device being attachable to a structure.

[0601] An authentication system, wherein the server device stores a location of
the code generating device, such that the location of the code generating device is
determinable by the server when the server identifies the passcode as being associated

with the code generating device.
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[0602] An authentication method comprising: receiving a first passcode;
determining that the first passcode is not unique; requesting a second passcode;
receiving the second passcode; determining that the second passcode is unique; and
retrieving information associated with at least the second passcode.

[0603] An authentication method wherein the information identifies a location.
[0604] In some embodiments, an object is in proximity to another object if the
two objects are within a broadcast range of a data packet generator.

[0605]  An authentication method, wherein the information identifies an object.
[0606] A method of authenticating, the method comprising: receiving an input
value from a surface of an object; determining a time; computing a passcode using the
input value and the time; and outputting the passcode for authentication.

[0607] A system as shown in any one of the drawings or as described in the
detailed description herein.

[0608] A method as shown in any one of the drawings or as described in the
detailed description herein.

[0609] A code generating device comprising: a housing including a first housing
member and a second housing member, the first housing member being pivotally
coupled to the second housing member, the second housing member including a
recessed region, wherein the code generator is positionable in a first position in which
the first housing member is received within the recessed region, and a second position
in which the first housing member extends out from the recessed region; a processing
device within the housing that generates a passcode; memory that stores the passcode
generated by the processing device; an output device that outputs the passcode; and an
attachment device ri gidly attachable to the housing to connect the housing to a
structure.

[0610] A code generating device, wherein the output device comprises a display.
[0611] A code generating device, wherein the output device comprises a wireless
communication device.

[0612] A code generating device, wherein the wireless communication device is
operable in a short range communication mode and a longer range communication
mode.

[0613] A code generating device, wherein the short range communication mode is
operable to automatically communicate a passcode to a computing device without

user intervention.
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[0614] A code generating device, wherein the communication communicates a
message including the passcode and further including alert data.
[0615] A code generating device, wherein the longer range communication mode
is operable to automatically communicate with a nearby code generator.
[0616] A code generating device, wherein the display displays a manual alert
passcode.
[0617] A code generating device, further comprising a tamper sensor.
[0618] A code generating device, wherein the tamper sensor comprises a fastener
detector that operates to detect the presence or absence of a fastener in a fastener hole.
[0619] A code generating device, wherein the display generates a space utilization
~ intensity map.
[0620] A code generating device, wherein the processor is programmed to operate
in a normal mode and in an alert mode.
[0621] A code generating device, Wheréin when operating in the alert mode, the
code generating device displays a passcode on a display, the passcode including an
alert code.
[0622] A code generating device, wherein when operating in the alert mode, the
code generating device transmits an alert message including a passcode and alert data.
[0623] An authentication system comprising: a server; a conference room control
system that manages conference room resources; a code generator located in a
conference room; and a telephone located in the conference room, wherein a passcode
generated by the code generator is entered into the telephone, which in turn
communicates the passcode to the conference room, and wherein the server grants or
denies access to conference room resources based upon the passcode.
[0624] A passcode generator with means for integrating with physical and/or
virtual objects or data. An example of a virtual object is currency in an electronic
form. Any other physical object can also be a virtual object in some embodiments.
[0625] A method of observing scheduled passcode changes (including in some
embodiments SSID name changes) at a moment in time as an authentication method.
[0626] A method of observing changes at a moment in time, wherein the moment
in time is a period of time in a range from 1 millisecond to about ten minutes. In
some embodiments the period of time is less than ten minutes. In another

embodiment, the period of time is less than 1 millisecond, 10 milliseconds, 100
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milliseconds, 1 second, 10 seconds, 30 seconds, 60 seconds, 5 minutes, 15 minutes, 1
hour, or 24 hours.

[0627] A method of correctly identifying a single passcode generator from among
many passcode generators while in a duplicating passcode environment. An example
is shown in FIG. 13.

[0628] A method of using a passcode generator, synchronized server, and CAD
drawing to perform GIS functions.

[0629] A method of communicating authenticated, real-time information over an
IT network without joining that same network.

[0630] A method of authenticating a real-time event.

[0631] A method of integrating IT, HR, and CRE functions within an
organization.

[0632] A method of automating a CAFM program.

[0633] A passcode generator including mesh networking capabilities.

[0634] A method of communicating a data packet including data, such as any of
the data shown in Table 2.

[0635] A method of acquiring a username at or after login.

[0636] A data packet generator that is not worn or carried by a person/human
being/animal.

[0637] A data packet generator incorporating data from other sources, such as a
utilities ledger, human resources database, CAFM database, neighboring device.
[0638] A method of merging a first data packet with another data packet.

[0639] A method of merging with a computing device a data packet received from
an SSID with a full data packet received from a wireless or wired communication.
[0640] A method of sending a merged data packet to a server, and receiving the
merged data packet at the server.

[0641] A method of generating a real-time, compiled, and/or predictive data
display based on information received from one or more data packets from one or
more data packet generators.

[0642] A method of communicating a data packet from a data packet generator
directly to a server across a communication network.

[0643] A method of revealing space utilization within a building and/or enables

ongoing commercial real estate optimization.
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[0644] A method of automatically adjusting a building control (such as a heating
or cooling system, an elevator, a light, etc.) based on data received from one or more
data packets of one or more data packet generators.

[0645] A method of limiting access to resources with a computing system.
[0646] A biomimicry of a strand of dna comprising at least one passcode.

[0647] A method of controlling a fleet of vehicles.

[0648] A method of integrating the operation of a data packet generator with one
or more of currency, audio or video data files (e.g., mp3), credit cards, avatars, or
other objects discussed herein whether physical or virtual.

[0649] A method of charging back departments based on actual space utilization.
[0650] A method of performing any one of the applications described herein or
generating any one of the dashboards or user interfaces described herein.

[0651] A method of identifying a latitude and a longitude within a building.
[0652] A method of enabling location based applications to function without
requiring triangulation, GPS data, or RFID data.

[0653] A method of acquiring an input from an external source such as a
conductive material or light rays, such as by encoding a data packet in the conductive
material or light rays. Other electromagnetic signals are used in other embodiments.
[0654] A method of tracking objects throughout a facility or plurality of facilities.
[0655] A method of guiding a first responder and/or providing interactive
wayfinding.

[0656] A method of improving environmental sustainability.

[0657] A method of improving predicﬁons and/or recognizing the location of
reconfigurations.

[0658] A method of locating a computing device in a facility.

[0659] A method of integrating with facility management functions.

[0660] A method of detecting tampering.

[0661] A method of tying into demographic information, insurance claims,
synergy, performance, job satisfaction, and other human resource measures or
metrics.

[0662] A method of preventing access to a resource based on missing or incorrect
information.

[0663] A smartphone application as described herein.
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[0664] A system including a jumpnode server, wherein the jumpnode server
communicates data outside of a network but prevents unauthorized communication
into the network.
[0665] A method of locating a voice-over-IP telephone in real-time.
[0666] A computing device that receives a software push as a prerequisite to
accessing a wireless network.
[0667] A system or method that conforms with the requirements of a data
exchange standards system, such as the open standards for commercial real estate
(OSCRE).
[0668] A data packet generator that is ruggedized to endure office/cubicle
reconfigurations and smooth to accommodate office/cubicle users.

| [0669] A data packet generator incorporated into a cubicle or office component.
[0670] A method of generating a data feed display that is configured for viewing
by a CEO, CFO, CIO, occupancy planner, HR executive, facilities manager, IT

| manager, space planner, department manager, IT security manager, IT technician,
disaster response coordinator, mail center professional, facility manager, physical
security personnel, call center professional, department move liaison, furniture
installer, box mover, work space end user, or common area user.
[0671] A data packet generator integrated with a convenience or hoteling hub,
such as including easily accessible outlets, ports, jacks, pencil holders, etc.
[0672] A method of tracking a consumer packaged good, the method comprising
connecting a data packet generator to an object associated with a consumer packaged
good, the data packet generator configured to transmit a data packet as a network
name; receiving at a server data from the data packet, the data being provided to the
server from a computing device within a broadcast range of the data packet generator;
and determining a location of the consumer packaged after receiving the data.
[0673] A method of interacting with a mobile computing device in proximity to a
vehicle, the method comprising: placing a data packet generator in or on a vehicle, the
data packet generator configured to transmit a data packet as a network name;
receiving, at a server, data from the data packet, the data being provided to the server
from a mobile computing device within a broadcast range of the data packet
generator; and sending information from the server to the mobile computing device to
cause the mobile computing device to take an action. Another example is a method

wherein the action is to adjust the operation of the mobile computing device. Another
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example is a method wherein adjusting the operation is one of: disabling or enabling
text-messaging, disabling or enabling e-mail, and disabling or enabling airplane
mode. Another example is a method wherein the vehicle is at an automobile
dealership, and wherein the information contains sales content describing attributes of
the automobile.

[0674] A method of operating an automated teller machine, the method
comprising: receiving, at a server, data from a data packet transmitted by a data
packet generator, the data packet generator including the data packet in a network
name; utilizing the data to permit or deny a transaction at an automated teller
machine.

[0675] A method of operating a door lock, the method comprising: receiving, at a
computing device, data from a data packet transmitted by a data packet generator in
proximity to a door, the data packet generator including the data packet in a network
name; and selectively opening a door lock associated with the door based on the data
in the data packet.

[0676] A method of operating a vending machine, the method comprising:
receiving data from a data packet transmitted as a network name by a data packet
generator in proximity to a vending machine; and providing content to a mobile
computing device relating to one or more goods available through the vending
machine. Another example is a method wherein the vending machine is a movie
rental kiosk, and wherein the content relates to movies available for rent through the
movie rental kiosk. Another example is a method further comprising awarding
loyalty rewards points to a user’s account for use of the vending machine.

[0677] A method of interacting with attendees of a sporting event, the method
comprising: detecting movement of an object associated with a sporting event; and
generating a data packet with a data packet generator in response to the movement,
the data packet being included in a network name. Another example is a method
wherein the object is at least one segment of a wall surrounding an ice rink. Another
example is a method further comprising generating an output with a mobile
computing device upon receipt of the data packet. Another example is a method
wherein the data packet generator includes an accelerometer that detects the
movement of the wall upon a hockey player making contact with the wall.

[0678] A method of customizing music selections, the method comprising;

identifying one or more people at a location utilizing a data packet transmitted in a
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network name; identifying a music selection for at least one of the one or more
people; and providing the music selection to permit the music selection to be played at
the location. Another example is a method wherein the location is one of: a bar, a
restaurant, an elevator, a lobby, and an automobile. Another example is a method
wherein the network name is a service set identifier according to an IEEE 802.11
protocol.

[0679] Yet other example embodiments include a system including at least one
processing device and at least one memory device, wherein the memory device stores
program instructions, which when executed by the at least one processing device
cause the at least one processing device to execute one or more of the operations
listed in one or more of the methods listed above.

[0680] The present disclosure describes various systems and processes with
reference to particular examples and exemplary embodiments. The particular
features, configurations, and methods described with reference to a particular
embodiment are also useful when combined with part or all of another embodiment to
form yet additional embodiments. Such additional embodiments will be readily
apparent to a person of skill in the art. As a result, the following description should
be read as a whole with the understanding that many alternative combinations of
features, configurations, and methods are intended to be within the scope of the
present disclosure.

[0681] The various embodiments described above are provided by way of
illustration only and should not be construed to limit the claims attached hereto.
Those skilled in the art will readily recognize various modifications and changes that
may be made without following the example embodiments and applications illustrated
and described herein, and without departing from the true spirit and scope of the

following claims.
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WHAT IS CLAIMED IS:

1. A method of tracking a consumer packaged good, the method comprising:
connecting a data packet generator to an object associated with a consumer
packaged good, the data packet generator configured to transmit a data packet as a
network name;
receiving at a server data from the data packet, the data being provided to the
server from a computing device within a broadcast range of the data packet generator;
and

determining a location of the consumer packaged after receiving the data.

2. A method of interacting with a mobile computing device in proximity to a
vehicle, the method comprising:

placing a data packet generator in or on a vehicle, the data packet generator
configured to transmit a data packet as a network name;

receiving, at a server, data from the data packet, the data being provided to the
server from a mobile computing device within a broadcast range of the data packet
generator; and

sending information from the server to the mobile éomputing device to cause

the mobile computing device to take an action.

3. The method of claim 2, wherein the action is to adjust the operation of the

mobile computing device.

4, The method of claim 3, wherein adjusting the operation is one of: disabling or
enabling text-messaging, disabling or enabling e-mail, and disabling or enabling

airplane mode.

5. The method of claim 2, wherein the vehicle is at an automobile dealership, and

wherein the information contains sales content describing attributes of the automobile.

6. A method of operating an automated teller machine, the method comprising:
receiving, at a server, data from a data packet transmitted by a data packet

generator, the data packet generator including the data packet in a network name; and
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utilizing the data to permit or deny a transaction at an automated teller

machine.

7. A method of operating a door lock, the method comprising:

receiving, at a computing device, data from a data packet transmitted by a data
packet generator in proximity to a door, the data packet generator including the data
packet in a network name; and

selectively opening a door lock associated with the door based on the data in

the data packet.

8. A method of operating a vending machine, the method comprising:
receiving data from a data packet transmitted as a network name by a data
packet generator in proximity to a vending machine; and '
providing content to a mobile computing device relating to one or more goods

available through the vending machine.

9. The method of claim 8, wherein the vending machine is a movie rental kiosk,
and wherein the content relates to movies available for rent through the movie rental

kiosk. -

10.  The method of claim 8, further comprising awarding loyalty rewards points to

a user’s account for use of the vending machine.

11. A method of interacting with attendees of a sporting event, the method
comprising:
detecting movement of an object associated with a sporting event; and
generating a data packet with a data packet generator in response to the

movement, the data packet being included in a network name.

12.  The method of claim 11, wherein the object is at least one segment of a wall

surrounding an ice rink.

13.  The method of claim 12, further comprising generating an output with a

mobile computing device upon receipt of the data packet.
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14.  The method of claim 13, wherein the data packet generator includes an
accelerometer that detects the movement of the wall upon a hockey player making

contact with the wall.

15. A method of customizing music selections, the method comprising:
identifying one or more people at a location utilizing a data packet transmitted
in a network name;
identifying a music selection for at least one of the one or more people; and
providing the music selection to permit the music selection to be played at the

location.

16. The method of claim 15, wherein the location is one of: a bar, a restaurant, an

elevator, a lobby, and an automobile.

17. The method of claim 15, wherein the network name is a service set identifier

according to an IEEE 802.11 protocol.
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