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SCAN ADAPTATION DURING SCAN EXECUTION

BACKGROUND

[0G01] With rapid advances in technology, electronic devices have become
increasingly prevalent in society today. Computing devices may allow users o
execute or access web-based applications that provide various services and
information. Web applications may be wulnerable to attack from cross-site

scripting, phishing schemes, malware injections, and in other ways.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Certain examples are described in the following detailed description and
in reference {0 the drawings.

[0003] Figure 1 shows an example of a scan system that supports scan
adaptation during scan exgcution.

[60804] Figure 2 shows an example of an architecture that supports scan
adaptation during scan execution.

[0005] Figure 3 shows an example of a scan adaptation that a scan adaptation
engine may perform based on a library reference.

[0008] Figure 4 shows an example of a scan adaptation that the scan adaptation
angine may perform based on resource usage of a web host.

[6007] Figure 5 shows an example of a scan adaptation that the scan adaptation
engine may perform based on technology invocations by particular scan requests
of a scan.

[0008] Figure © shows an example of logic that a system or device may
implement to support scan adaptation during scan exscution.

[000Y] Figure 7 shows an example of a system that supports scan adaptation

during scan execution.
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DETAILED DESCRIPTION

[6018] The discussion below refers {0 scans. A scan may refer {0 any logic,
application, instructions, or program that scans a web application for security
vulnerabilities. The scan may be performed by a scan system through a web
front-end without access to the source code of the web application. In that regard,
the scan or scanner may be categorized as a black-box or penetration festing
tool. The scan may include scan requests sent to the web application to identify
attack surfaces and launch atfacks to identify security vulnerabiliies or
architectural weaknesses of the web application.

[0011] The discussion below also refers {0 subsequent portions of a scan. The
term subsequent may refer {0 subsequent in scan execution order. That s, a
subsequent portion of a scan may refer to a portion of the same scan that is later
in an execution order, has yet {0 execute in a particular scan execution, or for
which execution will occur at a later ime period (but during the same scan). Thus,
subsequent scan portions or subseguent scan requests may refer {o portions or
scan requests of a scan that are subsequent in the execution order of a scan with
reference to pariicular scan portion or other event. An adaptation to a subsequent
scan portion may, for exampie, refer to adapting another scan portion of the scan
that yet to execute as part of the scan.

[6012] The disclosure herein provides systems, methods, engines, and devices
that may support adaptation of a scan during scan execution. In that regard, the
scan adaptation features described herein may provide realtime, dynamic
adaptations for a scan during execution of the scan itself. As described in greater
detail below, a scan system may adapt a scan during scan execution in response
to metrics measured for the scan, for a web host that hosis the application being
scanned, or for both. Scan adaptations may include adjustments o &
configuration for executing the scan (e.g., reconfiguring various scan
parameters), the addition, removal, or modification of subseguent scan requests
that have yet {0 be exscuted in the scan, adjustments to subsequent attack

surface detections or attaclk paiterns used in the scan, and more.
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[G013] By adapting the scan during the scan execution, the scan system may
dynamically and flexibly adapt the scan in real-time. By doing so, the scan
adapliation features described herein may increase scan efficiency, as the real-
time adaptations effectuated during scan execution may aliow the scan sysiem
to continue execution without otherwise having 1o stop the scan, reconfigure scan
parameters, and again restart the scan from the being of scan execution with the
reconfigured parameters. The scan adaptation features described herein may
thus provide reduced resocurce consumption, increased scan efficiency and
gffectivensss, or increased scan speeds.

[6014] Figure 1 shows an exampie of a scan system 100 that supports scan
adaptation during scan execution. The scan system 100 may take the form of a
computing system, including a single or multiple computing devices such as
application servers, compute nodes, deskiop or laptop computers, smart phones
or other mobile devices, tablet devices, embedded controllers, and more.

[60158] The scan systemn 100 may execute a scan of a web application. The
scan system 100 may also adapt the scan during execution to account for
feedback with respect {0 the impact of the scan on the web application and a web
host running the web application. As described in greater detail below, the scan
system 100 may receive monitored feedback during execution of the scan, which
may be referred {0 as scan metrics. A scan metric may include any data, eveni,
characteristic, or any other measurement monilored with respect o the web
application, the web host running the web application, or both. The scan system
100 may specify or configure particular scan metrics to receive, so scan medtric
specifications may be specified by a user or another management entity. The
scan system 100 may adapt the scan in response o the received scan metrics,
and to support such scan adapiation features, the scan system 100 may
implement a scan exgcution engine 108 and a scan adaptation engine 110.
[6018] The scan system 100 may implement the scan execution engine 108 and
the scan adapiation engine 110 (and components thereof) in various ways, for
example as hardware and programming. The programming for the engines 108

and 110 may take the form of processor-executable instructions stored on a non-



WO 2017/146729 PCT/US2016/019809

transitory machine-readable storage medium, and the hardware for the engines
108 and 110 may include a processing resource 1o execute those instructions. A
processing resource may include various number of processors and may be
implemented through a single- processor or multi-processor architecture. in some
examples, the scan system 100 implements mulliple engines using the same
system features or hardware components (e.¢., & Common processing resource).
[6017] The scan execution engine 108 and scan adaptation engine 110 may
include componenis (o support scan execution and adaptation. In the example
implementation shown in Figure 1, the scan execution engine 108 includes an
engine component {0 execute a scan of a web application hosted on a web host.
As also shown in the example implementation of Figure 1, the scan adaptation
engine 110 includes an engine component to adapt, during scan execution, &
subsequent scan portion for iater execution based on a scan metric received from
a monitoring agent that monitors the web application and the web host.

[G018] These and other example scan adaptation features that a scan system
may perform during scan execution are described in greater detail next.

[6019] Figure 2 shows an example of an architecture 200 that supports scan
adaptation during scan execution. The architecture 200 includes the scan
execution engine 108, the scan adaptation engine 110, as well as a web host 210
that hosts a web application 220. The web host 210 may be any computing
system that hosis the web application 220, and may thus include web servers or
other computing devices. In some examples, the web host 210 is logically distinct
from the scan execution engine 108 and scan adaptation engine 110, though the
web host 210 and engines 108 and 110 may share any number of common
physical components. In other examples, the web host 210 is logically and
physically separate from a scan sysiem that implements the scan execution
engine 108 and the scan adaptation engine 110.  Also depicted in the example
architecture 200 shown in Figure 2 is a monitoring ageni 230. The moniforing
agent 230 may monitor the web host 210, the web application 220, or both.
(60281 In operation, the scan execution engine 108 may executs (e.g., perform}

a scan of the web application 220. A scan may include various portions or
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phases, including attack surface discovery, atiack simulations, web application
probing, and more. A scan portion may be any part of the scan, and may refer o
parts of a scan according to any level of granularity. Thus, a8 scan portion may
include a single or muitiple instruction executed by the scan exescution engine
108, a single or mutltiple scan requests (or other communications sent {0 the web
application 220}, any number of phases within the scan, or any number of internal
actions performed within the scan iiself, such as parameter initializations, data
staging, or various other actions. Different portions of a scan may be designed
o test certain application elements, tiers, pages, resources, code segments, data
flows, or any other aspect of the web application 220.

[0021] A scan may include scan requests. A scan reguest may refer {0 any
reguest sentto the web application 220, to which the web application may provide
a response.  Example scan reguesis may thus include Hypertext Transfer
Protocol (HTTP) reguests of various types (e.q., request methods) and for
particuiar web application resources. Example request types include GET
method requests, POST method requests, PUT method requests, and the like. A
scan request may therefore be of a pariicular request type and applicable o a
particular web application resource {e.q., specified by a parlicular uniform
resource locator (URL)). Execution of a scan may include sending the scan
requests included within the scan o the web application 220. Through these scan
requests and corresponding responses from the web application 220, the scan
may test application behavior for vuinerabilities and weaknesses.

[6022] In Figure 2, the scan execution engine 108 executes the scan 240. The
scan 240 includes multiple requests, including the scan request 241 and the
subsequent scan request 242,  The scan request 241 may be of a particular
request type, directed to a particuiar web application resource, and include any
number of parameters, attachments, cookies, or other elements. The scan 240
may inciude cother scan requests generated based on the scan request 241. In
the example shown in Figure 2, the subsequent scan request 242 is generated

based on the scan request 241.
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[6023] A scan request generated based on another scan request (8.9, a source
scan request) may refer to any scan request that is generated, modified, or
ctherwise derived from the source scan request. In some examples, the
generated scan request may be identical to the source scan reguest. As another
example, a scan request generated from a source scan reguest may be a
modified version of the source scan request, and differ in request type (e.q.,
differing HTTPF request methods), targeted application resource(s) (e.qg., differing
URL or other resource indicators), and/or different parameters or other request
portions. As one example, the scan request 241 may be part of a crawl phase of
the scan 240 {o discover attack surfaces of the web application 220, and the
subsequent scan request 242 generated from the scan request 241 may include
attack parameters designed to altack the web application 220 according to an
attack surface identified by the scan request 241.

[6024] Execution of the scan 240 by the scan execution engine 108 may include
sending the scan reguest 241 1o the web application 220 as well as subsequent
scan reguests generated based on the scan regquest 241, Consistent with a
previously presented example, the scan execution engine 108 may send the scan
reqguest 241 as part of a crawling phase of the scan 240 to identify attack surfaces
of the web application 220. The scan execution engine 108 may subsequently
send the subsequent scan request 242 {(generated based on the scan request
241) as part of an altack phase, through which the scan 240 may assess
response measures by the web application 220 {0 various attacks. Thus, in this
example, the subsequent scan reqguest 242 that is part of an attack phase of the
scan 240 may be subsequent (in execution order) to the scan request 241 thatis
part of a crawl phase.

[0625] During execulion of the scan 240, the scan adaptation engine 110 may
adapt a subseguent portion of the scan 240 that has yet to be executed based on
scan metrics measured for a previously executed portion of the scan 240, To
iiustrate through Figure 2, the scan execution engine 108 sends the scan request
241 1o the web application 220 as part of the scan 240. The web application 220

may process the scan request 241 and generate a response, which may include
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providing a requested web application resource, processing input data, invoking
particular web technologies, referencing {e.qg.. loading) code libraries, and any
cther actions to process the scan request 241 and generate a response. n
processing the scan request 241 and generating the response, the web
application 220 may consume resources of the web host 210, inciuding
consumption of system memory, input/output ports, network bandwidth, or
Processor resources.

[6026] The monitoring agent 230 may track the behavior of the web appiication
220 and the web host 210 as the web application 220 processes and responds
io the scan request 241, The monitoring agent 230 may log measurements,
events, data, or characteristics observed for the web application 220 and the web
host 210, logging such behaviors as scan metrics correlated to {e.g., caused by}
the scan request 241. In the example shown in Figure 2, the monitoring agent
230 sends the logged scan melrics correlating to the scan request 241 to the scan
adapiation engine 110, e.¢., as the scan metlrics 250 shown in Figure 2.
Communication of the scan metrics by the monitoring agent 230 may occur in
various ways, for example by including the scan metrics 250 as part of the
response provided by the web application 220 to the scan request 241,

[0627] The scan adaptation engine 110 may identify the scan metrics 250
correlated to the scan request 241 and adapt subsequent execution of the scan
240 according o the received scan medtrics 250. Through the feedback provided
through the scan metrics 250 for the scan request 241, the scan adaptation
engine 110 may determine the effect or impact the scan request 241 has on the
web application 220 and the web host 210, and these effects and impacis may
be likewise applicable fo subsequent scan requests generated based on the scan
reguest 241. Then, the scan adaptation engine 110 may adapt subsequent scan
portions of the scan 240 that include or use the scan request 241 {o, for example,
increase positive performance impacts, reduce negative performance
constraints, and the like.

[6028] Inthe example shown in Figure 2, the scan adaptation engine 110 adapts

the subsequent scan request 242 in response {0 the scan metrics 250 received
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from the monitoring agent 230 for the scan request 241 that the subsequent scan
request 242 is generated based upon. Scan adaptations by the scan adaptation
engine 110 may include any adjustment to the subsequent scan request 242, 1o
subsequent scan portions that reference or use the subseguent scan request 242,
or to any scan configuration used 10 execute subsequent scan portions including
the subseguent scan request 242,

[0029] OSpecific examples of scan metrics as well as scan adaptations that the
scan adaptation engine 110 may perform are described next in Figures 3-5.
However, as additions or altematives to the examples described next, the scan
adaptation engine 110 may adapt the scan 240 in any way according to any
number or combination of scan meltrics measured by the monitoring agent 230
with respect 1o the web application 220, the web host 216, and more.

[6038] Figure 3 shows an example of a scan adaptation that the scan adaptation
engine 110 may perform based on a library reference. In the example shown in
Figure 3, the scan exgcution engine 108 executes a scan 310, which includes a
scan request 311 and subsequent scan requests 312 and 313 generated based
on the scan request 311,

[0031] During scan execution, the scan execution engine 108 may send the
scan request 311 1o the web application 220. The scan adaptation engine 110
may request scan metrics from the monitoring agent 2320 that monitors the web
application 220. For example, the scan adaptation engine 10 may request scan
metrics correlated to the scan request 311 sent as part of the scan 310. As one
way o do so, the scan adaptation engine 110 may send a scan metrics regquest
message 330 o the monitoring agent 230. The scan metrics reguest message
330 may take the form of an out-of-band communication between the scan
adaptation engine 110 and the monitoring agent 230, and may specify the
particular scan request for which scan metrics are requested {(e.g., the scan
request 311 sent by the scan execution engine 108 in Figure 3). As ancther
example, the scan adaptation engine 110 may embed the scan metrics request

message 330 within a particular scan reguest itself, and the monitoring agent 230
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may respond by providing the scan metrics measured for the web application 220
in processing and responding to the particular scan request.

[6032] The monitoring agent 230 may provide scan metrics correlated to a
particular scan request through a scan metrics response message 340. The scan
metrics response message 340 may be embedded as part of a response by the
web application 220, as shown in Figure 3. In that regard, the scan adaptation
engine 110 may correlate the scan metrics included within the scan metrics
response message 340 to the particular scan request that the response is
generated for. In Figure 3, the scan melrics response message 340 indicates
that, in processing and responding to the scan request 311, the web application
220 references (e.q., loads or invokes) a particular code library, identified as
Library A" As examples, the library may be a Java Archive (JAR) file, any other
Java class library, dynamic link library (DLL), or any various other code libraries.
[6033] The scan adaptation engine 110 may adapt a subsequent portion of the
scan 310 in response 10 a scan metric indicating the web application 220 invokes,
references, or loads a particular library. Various code libraries may have varying
characteristics, and the scan adaptation engine 110 may adapt the scan 310 {o,
for example, increase scan performance or efficiency for particular referenced
libraries. As one example shown in Figure 3, the scan adaptation engine 110
may identify that the Library “A” invoked by the web application 220 does not
support simultaneous requesis. For exampie, the Library “A” may crash, hang
without responding, or perform below a pariicular performance threshold when
lcaded, referenced, or otherwise accessed at multiple, simullaneous timas by the
web application 220. These and any other library performance characteristics
may be specified in a set of library rules or properties that the scan adaptation
engine 110 may access or implement, and the scan adaptation engine 110 may
adapt a subsequent portion of the scan 310 to account for characteristics of a
library referenced by the web application 220.

[6034] In the specific example shown in Figure 3, the scan adaptation engine
110 adapts the scan portion 320, which includes subsequent scan requests 312

and 313 generated based on the scan reguest 311, The scan portion 320
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adapied by the scan adaptation engine 110 is subseguent in exacution order to
the scan request 311 for which the scan metrics response message 340 indicates
a reference of Library “A” by the web application 220. Accordingly, with a
knowledge that the scan request 311 causes the web application to reference the
Library “A" the scan adaptation engine 110 may determine or infer that
subsequent scan requests 312 and/or 313 generated from the scan request 311
may likewise cause the web application 220 to reference Library “A”. Accordingly,
the scan adaptation engine 110 may adapt the scan portion 328 that includes
identical or modified versions of the scan request 311, e.g., the subsequent scan
reguesis 312 and 313 generaied based on the scan request 311,

[00358] As seen in Figure 3, the scan adaptation engine 110 adapts the scan
portion 320 by configuring a scan parameter applicabie 10 the execution of the
scan portion 320, In particular, the scan adaptation engine 110 configures a scan
parameter of the scan portion 320 to execute in a single-threaded execution
mode, which may cause the scan exacution engine 108 o send scan reguests in
a non-simulfanesus manner during subsequent execution of the scan portion 320.
Doing so may address a performance impact caused by referencing the particular
Library “A” and cause the scan 310 {o execute with increased efficiency and
effectiveness.

[0038] The scan adaptation engine 110 may adapt the scan portion 320 (e.q.,
through a scan parameter adjustment) during scan execution, bui prior to
execution of the scan portion 320. In some examples, the scan adapiation enging
110 configures the scan parameter to execute in single-threaded execution mode
for execution of the scan portion 320, and reconfigures the scan parameter back
to a muiti-threaded execution mode for other scan porfions subseguent to the
scan portion 320 {and not inciuding any subsegquent scan request generated
based on the scan request 311 that would likewise cause the web application 220
to reference Library “A”).

[G037] Thus, a scan metric may indicate the web application 220 references a
particular library, e.¢., referencing the particular library in response to a particular

scan reqguest. In such a case, the scan adaptation engine 110 may correlate the

10
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web application reference 1o the particular library 1o the particular scan request,
e.g., through a determination that the scan sending the particular scan request
causes the web application 220 to reference the particular library. The scan
adaptation engine 110 may then adapt a2 subsequent scan portion during scan
execution by switching from a multi-threaded execution mode {0 singie-threaded
execution mode for performing the subsequent scan portion, or in various other
Ways.

[6038] In the example above, the scan adapiation engine 110 configures a
subsequent portion of the scan 310 during scan esxecution to address a
performance characteristic of a library referenced by the scan 310. In a consisient
manner, the scan adaptation engine 110 may adapt a scan (during scan
execution) to account for the invocation of particular technologies or application
togic, including technologies such as Java, Java Serviets, Aclive Server Pages
(ASP), Common Gateway Interface (CGl), ColdFusion, Dart, PFHF, Adobe Flash,
any database technologies, and more. Along similar lines, the scan adaptation
engine 110 may adapt a scan in response to monitored application program
interface (AP} calls, database accesses, application commands, pariicular
application workflows, and more. The scan adaptation engine 110 may identify
invocations or occurrences for any of the above examples as a scan metric
measured by the monitoring agent 230 during scan exacution, and dynamically
adapt a scan during execution accordingly.

[6038) Figure 4 shows an example of a scan adaptation that the scan adaptation
engine 110 may perform based on resource usage of a web host 210, In Figure
4, the scan execution engine 108 executes the scan 410, which includes a scan
request 411 and a subsequent scan request 412 that is part of a scan portion 420
subsequent to the scan request 411, In the example shown in Figure 4, the
subsequent scan request 412 is generated based on the scan request 411,
[6048] During scan execution, the scan execution engine 108 may send the
scan request 411 to the web application 220. The scan adaptation engine 110
may send a scan metrics request message 330 to a monitoring agent 230, and

the monitoring agent 230 may provide a scan melrics response message 340.
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The scan metlrics response message 340 may be specifically cormrelated to a scan
reguest, and embedded within a response by the web application 220 {o the
correlated scan request. In the example shown in Figure 4, the scan melrics
response message 340 indicates that resource usage of the web host 210
exceeds a rescurce usage threshold when the web application 220 processes
and responds {o the scan request 411, The resource usage threshold may
specify a threshold CPU utilization rate, a network bandwidth usage threshold,
memory or /O usage consumption thresholds, or any other measurable threshold
relating to resource usage of the web host 210.

[6841] Through the received scan metric measured for the web host 210, the
scan adaptation engine 110 may adapt a subsequent portion of the scan 410
during scan execution. That is, the scan adaptation engine 110 may infer that
execution of subsequent scan portions that include scan requests identical to or
modified from the scan reguest 411 may likewise cause the web host 210 to
exceed the resource usage threshold. As such, the scan adaptation engine 110
may adjust any number of scan parameters {o reduce resource consumption by
the web host 210 in responding o these subsequent scan portions or subseguent
scan reguests. In Figure 4, the scan adaptation engine 110 adapis the scan
portion 420 prior to execution of the scan portion 420 {(which includes the
subsequent scan request 412 generated based on the scan reguest 411}, and
does so by reducing a scan request rate appiicable to execution of the scan
portion 420.

[0042] A scan request rate may refer to any value that affects a rate which the
scan execution engine 108 executes the scan 410 or sends scanrequests as part
of the scan 410. For example, a scan request rate may specify a threshold
number {e.g., upper imit) of simullaneous requesis the scan execution engine
108 sends to the web application 220 when execuling the scan portion 420, As
other examples, the scan request raie may specify a threshold, target, or average
value for the number of execulion threads the scan execution engine 108
maintaing in performing the scan 410, the number of scans reguests the scan

execution engine 108 sends over a predetermined period of time, the periodicity
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of scan requests sent to the web application 220, and the like. Thus, a scan
metric may indicate the web host 210 exceeds a resource usage threshold, e.g.,
in response to the scan sending a particular scan request. The scan adaptation
engine 110 may correlate the web host exceeding the resource usage threshold
to the particular scan request, and the scan adapiation engine 110 may adapt a
subsequent scan portion during scan execution by reducing a scan request rate
for performing the subsequent scan portion that includes a subseguent scan
request generated based on the particular scan request.

[0043] Additionally or sltematively, the scan adaptation engine 110 may adapt
the scan portion 420 in other ways to conirol the resource consumption of the
web host 210, e.g., to ensure that resource consumption is below the resource
usage threshold in responding to a particular scan request. The scan adaptation
engine 110 may switch {0 a single-threaded execution mode, modify an execution
order of the scan portion 420 {0 reduce the resource impact of sending the scan
request 411 to the web application 220, or in other ways.

[0044] As another example relating to resource consumption by the web host
210, the scan adaptation engine 110 may adapt a scan portion of the scan 410
subsequent to the scan request 411 regardiess of the scan requests included in
the scan portion. That is, upon identifying that resource consumption by the web
host 210 exceeds the resource usage threshold, the scan adaptation engine 110
may adapt any subseguent scan reguest or scan portion o reduce resource
usage by the web host 210.

[00458] Forexample, the scan adaptation engine 110 may inject delays into scan
reguesis sent to the web application 220, such as delaying the next “X” number
of scan requests immediately subsequent to the scan reguest 411 in the
execution order of the scan 410. The delay may be of a predelermined value
configured by the scan adaptation engine 110, a user, or any other management
entity, for example, and the reduced rate at which scan requests are sent by the
scan execution engine 108 may have the effect of reducing resource consumption
by the web host 210 below the resource usage threshold. In some examples, the

scan adaptation engine 110 ceases injecting delay into the scan request
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transmissions (or ctherwise reducing the scan request rate} upon receiving a
scan metric that the resocurce consumption by the web host 210 has fallen below
the resource usage threshold (e.g., fallen to a predetermined level below the
resource usage threshold).

[0346] Vihile the example shown in Figure 4 describes scan adaptations that
the scan adaptation engine 110 may perform in response {0 resource usage
monitored for the web host 210, the scan adaptation engine 110 may perform
scan adaptations for any monitorad characteristic of the web host 210, Example
scan metrics attributable to the web host 210 include a number of other
applications running on the web host 210, hardware temperatures of the web host
210, user sessions active on the web host 210, remaining baitery power of the
web host 210, network availability, hardware configurations, or any other
monitored aspect or combination of moniiored aspects application to the web host
210.

(6047 Moreover, the scan adaptation engine 110 may additionaily or
alternatively adapt scan portions of the scan 410 to increase the resource
consumption of the web host 210 as well. The scan adaptation engine 110 may
do so when a web application response to a particular scan request causes the
web host 210 to consume less than low resource usage threshold, which may
indicate that a particular amount of resources of the web host 210 are unused,
for exampie. in this example, reception of such a scan melric may indicate (e.q.,
the scan adaptation engine 110 may determine from the scan metric) that the
scan execution engine 108 can increase the scan request rate or perform various
cther scan adaptations for a subsequent scan portion {also including or using a
subsequent scan request generated based on the particuiar scan request) so as
to consume the unused web host resources or utilize web host resources in a
more efficient matter. Such scan adaptations may resull in increased scan
efficiency and a shorter execution time. Thus, the scan adaptation engine 110
may perform varicus scan adapiations during scan execution {0 account for scan

metrics measurad for the web host 210
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[6048) Figure 5 shows an example of a scan adaptation that the scan adaptation
engine 110 may perform based on technology invocations by particular scan
requesis of a scan. In Figure 5, the scan execution engine 108 execuies a scan
510 which includes a crawl! portion 520 and an attack portion 530. The crawi
portion 520 of a scan 510 may craw! the web application 220 using scan requests
to identify attack surfaces of the web application 220. The attack portion 530 of
the scan 510 may be subsequent {o the crawl portion 520, and may test for
vilnerabilities and architectural weaknesses in the web application 220 through
actual attacks on the web application 220 {using scan reguests). In Figure 5, the
crawl portion 520 includes the scan requests labeled as scan reqguesis 521, 522,
523, 524, and 525. The attack portion 530 shown in Figure 5, prior {0 scan
adaptation, also includes the scan requests 531, 532, 533, 534, and 535, which
may be generated based on the scan requests 521, 522, 523, 524, and 525
respectively (e.¢., modified versions that include attack parameters). The attack
portion, including scan requests 531, 532, 533, 534, and 535 may be designed to
test the web application 220 for vulnerabilities involving a particular technology,
such as the technology labeled as technology “ZZ”7 in Figure 5. The atlfack portion
530 may be one of mulliple attack portions in the scan 510.

[0848] During execution of the crawl portion 520, the scan execution engine 108
sends each of the scan requests 521, 522, 523, 524, and 525 {o the web
application 220. The monitoring agent 230 determines that the web application
220 invokes technology “ZZ7 inresponding to scan requests 521 and 523, but not
in responding o scan requests 522, 524, and 525. The monitoring agent 230
may communicaie the indications of technology invocation through scan mefrics
response messages particular to scan requests 521 and 523, e.g., as part of the
response by the web application 220 o these scan requests. As such, the scan
adaptation engine 110 may determine that the web application 220 invokes a
particular technology for some, but not ali, of the scan requests sent to the web
application 220 and adapt a subsequent portion of the scan accordingly.

[6058Y In Figure 5, the scan adaptation engine 110 adapis the attack portion

530 of the scan 510 during scan execution, bui prior to execution of the atiack
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portion 530. In particular, the scan adaptation enging 110 adapts the attack
portion 530 by removing the attack scan requesis generaled based on
corresponding crawl scan reguests that do not invoke technology “ZZ”°. That is,
the scan adaptation engine 110 may adapt the aftack portion 530 during scan
execution by removing the scan requests 532, 534, and 535 from the atiack
portion 530, as these scan requests 532, 534, and 535 were generated from scan
requests that do not invoke technology “ZZ°. Doing so may reduce resource
consumption and increase scan efficiency as the removed scan requests do not
invoke the particular technology the attack portion 530 is designed to test. Put
another way, since the scan requests 522, 524, and 525 do not cause the web
application 220 to invoke a particular technology in responding to these requests,
the scan adaptation engine 110 may perform a scan adapiation through the
removai of subsequent scan portions that utilize or are generated based on these
scan requests 522, 524, and 525, e.g., the scan requests 532, 534, and 535 in
Figure 5.

[6051] To provide a concrete illustration, an atlack portion of scan may include
a setf of attacks designed test vuinerabilities for a Java mail library in the web
application 220. During a craw! portion, the scan adaptation engine 110 may
receive scan metrics indicating that a particular subset of scan requests sent in
the crawl portion cause the web application 220 to invoke the Java mail library,
whereas other scan requests of the crawl portion do nol. During the scan
execution and prior to execution of the atiack portion, the scan adaptation enging
110 may adapt the aitack portion by removing any subsequent attack scan
reqguesis generated from the crawl scan requests that do not cause the web
application 220 to invoke the Java mail library. The scan adaptation engine 110
may retain the attack scan requests generated from the subset of crawl scan
requests that cause the web application 220 to invoke the Java mail library.
[6082] Thus, a scan melric may indicate the web application 220 invokes a
particular technology, €.4., in response to particular scan request. The scan
adaptation engine 110 may, in this example, correlate the web application

invocation of the particular technology to the particular scan request. The scan
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adapiation engine 110 may then adapt a subsequent scan portion by retaining a
subsequent scan portion as part of the scan, wherein the subsequent scan portion
includes a subsequent scan request generated based on the particular scan
reqguest and is designed to test the particular technology. The scan adaptation
engine may also remove a different scan portion from the scan that has yet {o be
executed as part of the scan, wherein the different scan portion is designed to
test the particular technology but does not include any subseguent scan request
generated based on the particular scan request (e.¢., another scan request that
does not invoke the particular technology).

[6053] As described above, the scan adaptation engine 110 may adapt a scan
during scan execution based on particular technoiogies invoked by the web
application 220 and the particular scan request(s) that cause the web application
220 to do s0. In a consistent manner, the scan adaptation engine 110 may tailor
attack portions or other subseguent scan portions to account for AP! calls,
application events, or any other monitored scan metric.

[0054] As an iHustrative example, a scan metlric may indicate the web
application 220 invokes a particular technology, e.g., in response to a particular
scan request. In this example, the scan adaptation engine 110 may correlate the
web application invocation of the particular technoiogy i the particular scan
request. The scan adaptation engine 110 may also adapt a subseguent scan
poriion by retaining the subsequent scan portion as part of the scan, for example
responsive o the subsequent scan portion including a subseguent scan request
generated based on (e.q., identical to or modified based on) the particular scan
reqguest and is designed to test the particular technology. Further, the scan
adaptation engine 110 may remove a different scan portion that has yet {0 be
executed as part of the scan, for example responsive to the different scan portion
including a subsequent scan request generated based on the particular scan
request bui is designed to test another technology different from the particular
technology.

[6058] To illustrate concretely, the scan adaptation engine 110 may determine

during a scan metric received during a crawl phase that a pariicuiar scan request
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causes the web application 220 to invoke a Java technology. In this case, the
scan adaptation engine 110 may determine {o retain a subsequent atiack scan
request generated using or based on the particular scan reqguest designed o test
for Java-based vulnerabilities, but remove ancther attack aiso generated using or
based on the particular scan request in another subsequent attack portion of the
scan, but designed to test for PHP-based vulnerabilities

[6058] VWhile some example scan adaptations that the scan adaptation engine
116 may perform have been described above, many more scan adaptations are
possible.

[6057] Figure © shows an exampie of iogic 600 that a sysiem or device may
implement to support scan adaptation during scan execution. A scan system may
implement the logic 800 as hardware, executable instructions stored on a
machine-readable medium, or as combinations of both. In some exampies, the
scan system implements the logic 600 through the scan execution engine 108
and the scan adaptation engine 110, by which the scan system may perform or
execute the logic 600 as a method for scan execution and adaptation. As another
example, the logic 800 may be a method implemenied or performed by a physical
processing resource executing computer-readable instructions.

[6BE8] In implementing or performing the logic 800, the scan execution engine
108 may execute a scan of a web application hosted on a web host (602). During
scan execution, the scan adaptation engine 110 may receive a scan metric
measuring during the scan by a monitoring agent that monitors the web
application, the web host, or both (804) and correlate the scan metric measured
by the monitoring agent {o a particular scan request of the scan (808).

[00589] As noted above, the particular scan request may have been sent {0 the
web application as part of the scan exeacution. In some examples, a response by
the web application to the particular request also includes the scan metrics
measured for the web application, the web host, or both, responsive fo that
particular scan request. As such, the scan adaptation engine 110 may coirelate
the scan metric by identifying the particular scan reguest that the web application

response (including the scan metric) responds {o. In other examples, the
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monitoring agent may provide scan metrics {o the scan adaptation engine 1106
separate from responses by the web application. In doing so, the monitoring
agent may specify which scan request{s) the scan metrics were responsive 1o, by
which the scan adaptation engine 110 may correlate scan metrics to particular
scan requesis.

[0088] During execution of the scan, the scan adaptation engine 110 may adapt
the scan based on received scan metrics measured by the monitoring agent. In
implementing the logic 600, the scan adaptation engine 110 may adapt, based
on the scan metric, a subsequent scan portion that has yet to be executed as part
of the scan, the subsequent scan portion including a subsequent scan request
generated based on the particular scan request (608). Scan adaptations may
include adjusting a scan parameter for a scan request in the subseguent scan
poriion, removing a scan request in the subsequent scan portion, or combinations
of both.

(G061} The logic 600 may include any number of additional or alternative
features that the scan adaptation engine 110 may implement or perform. In
particular, the logic 800 may include various scan adaptations based on the
content of the scan metric. For example, the scan metric may indicate the web
application references a particular library. The particular library referenced by the
web application may be incompatible or have decreased performance in
processing multiple requests in paraliel or simultanecusly. In this example, the
scan adaptation engine 110 may correlate the web application reference o the
particular library to a particular scan request (that causes the library reference by
the web application 220). Then, the scan adaptation engine 110 may adapt the
subsequent scan portion by switching from a multi-threaded execution mode to a
single-threaded execution mode for performing the subsequent scan portion
{(which may include a subsequent scan request generated based on the particular
scan request), or by otherwise reducing a scan rate at which concurrent scan
requests are sent to the web application.

[6062] As another example of various scan metrics, the scan metric may

indicate the web appilication invokes a particular technology, e.¢., in response (o
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the particular scan reguest.  As such, the scan adaptation engine 110 may
correlate the scan metric to a particular scan request, and then adapt the
subsequent scan portion by removing the subseguent scan portion including a
subsequent scan request generated based on the particuiar scan request from
the scan. The scan adaptation engine 110 may do s0 because the subseguent
scan portion is designed to fest another technology different from the particular
technology. Such a scenario may occur for a particular scan request that causes
the web application to invoke a Java technology, as an illustrative example. In
this example, the scan adaplation engine 110 may remove a subsequent attack
in the scan generated based on the particular scan request, but designed fo test
a PHP-based vulnerability instead of a Java-based vulnerability.

[0063] Continuing the examples of various scan metrics, the scan metric may
indicate the web application does not invoke a particular technology, e.g., in
responding to a particular scan reguest that the scan adaptation engine 110 may
correlate to the scan metric. In this case, the scan adaptation engine 110 may
remove the subsequent scan request from the scan because the subseguent
scan request is designed to test the particular technology. As yel another
example, the scan metric may indicate the web host exceeds a resource usage
threshold responsive 1o the scan sending the particular scan request, in which
case the scan adaptation engine 110 may adapt the subsequent scan portion by
reducing & number of execution threads of the scan for performing the
subsequent scan portion that inciudes the particular scan request.

[6064] Figure 7 shows an example of a system 700 that supports scan
adaptation during scan execution. The sysiem 700 may include a processing
resource 710, which may take the form of physical hardware including a single or
multiple processors. The processor(s) of a processing resource 710 may include
a central processing unit (CPU}, microprocessor, or any hardware device suitable
for executing instructions stored on a machine-readable medium, such as the
machine-readable medium 720 shown in Figure 7. The machine-readable
medium 720 may be any non-transitory electronic, magnetic, optical, or other

physical storage device that stores executable instructions, such as the
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instructions 722, 724, 726, and 728 in Figure 7. As such, the machine-readable
medium 720 may be, for example, Random Access Memory (RAM) such as
dynamic RAM (DRAM), flash memory, memristor memory, spin-iransfer torque
memory, an Electrically-Erasable Programmable Read-Only Memory
(EEPROM), a storage drive, an optical disk, and the like.

[00E5] The system 700 may execute instructions stored on the machine-
readable medium 720 through the processing resource 710, Executing the
instructions may cause the system 700 {o perform any of the scan adaptation
features described herein, including according to any features of the scan
execution engine 108, the scan adaptation engine 110, or both. For example,
execution of the instructions 722, 724, 726, and 728 by the processing resource
710 may cause the system 700 to execute a scan of a web application hosted on
a web host; and during scan execution, receive a scan metric from a monitoring
agent that monitors the web application and the web host, the scan metric
correlated to a particular scan request previously sent as part of the scan; adapt,
based on the received scan metric, a scan parameter for a subseguent scan
request of the same request type and targeting the same application resource as
the particular scan request; and after adaptation of the scan parameter, send the
subsequent scan request to the web application as part of the scan.

[0088] Insomeexamples, the scan parameter includes a scan thread paramester
that is set {0 a multi-threaded execution mode prior 1o scan execution. In this
example, the machine-readable medium 720 may include instructions executable
by the processing resource 710 to adapt the scan parameter by setling the scan
thread parameter o a single-threaded execution mode for sending the
subsequent scan request and send the subseguent scan request in a single-
threaded execution mode instead of the multi-threaded execution mode as was
configured prior to the scan execution. The machine-readable medium 720 may
also include instructions executable by the processing resource 710 to, after
sending the subseguent scan reguest in the single-threaded execution mode,
reset the scan thread parameter back to the multi-threaded execution mode prior

{0 sending a different scan request aiso part of the scan.
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[G067] As described above, a scan system may support flexible adaptations of
a scan during execution of the scan itself. The scan adapiations supported by
the scan adaptation engine 110 may provide increased scan efficiency and
reduced resource consumption by the scan system, the web application 220, a
web host 210, or combinations thereof. As the scan system may perform the
scan adaptations during the scan execution itself, the scan system may conserve
system resources and increase scan speed and efficiency by adapting scan
parameters and scan requesis without having to stop the present scan,
reconfigure paramedters, and restart another scan from the beginning. Thus, the
scan system may also provide increased scan flexibility, quality, and speed as
well.

[6B88] The systems, methods, devices, engines, and logic described above,
including the scan execulion engine 108 and the scan adaptation engine 110,
may be implemented in many different ways in many different combinations of
hardware, logic, circuitry, and executable instructions stored on a machine-
readable medium. For example, the scan execution engine 108, the scan
adapiation engine 110, or both, may inciude circuitry in a conirolier, a
microprocessor, or an application specific integrated circuit (ASIC), or may be
implemented with discrete logic or components, or a combination of other types
of analog or digital circuitry, combined on a single integrated circuit or distributed
among multiple integrated circuits. A product, such as a compuler program
product, may include a storage medium and machine readabie instructions stored
on the medium, which when executed in an endpoint, computer system, or other
device, cause the device o perform operations according to any of the description
above, including according to any features of the scan execution engine 108, the
scan adaptation engine 110, or both.

[0083] The processing capability of the systems, devices, and enginss
described herein, inciuding the scan execution engine 108 and the scan
adapiation engine 110, may be distributed among mulliple system components,
such as among mulliple processors and memories, oplionally including multiple

distribuied processing systems. Parameters, databases, and other data
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structures may be separately stored and managed, may be incorporated into a
single memory or database, may be logically and physically organized in many
different ways, and may implemented in many ways, including data siructures
such as linked lists, hash tables, or implicit storage mechanisms. Frograms may
be paris {e.g., subroutines) of a single program, separate programs, distributed
across several memories and processors, orimplemented in many different ways,
such as in a library {e.q., a shared library).

(6070} While various examples have been described above, many more

implementstions are possible.
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CLAIMS

1. A system comprising:

a scan execution engine o execuie a scan of a web application hosted
on a web host, and

a scan adaptation engine to adapt, during scan execution, a subsequent
scan portion for later execution based on a scan metric received from a

monitoring agent that monitors the web application, the web host, or both.

2. The system of claim 1, wherein the scan adaptation engine is further to
correlate the scan metric {0 a particular scan request; and

wherein the scan adaptation engine is to adapt, as the subsequent scan
portion, a subseguent scan request generated based on the particular scan

request.

3. The system of claim 1, wherein the scan metric indicates the web
application references a particular library;

wherein the scan adaptation engine is further {o correlate the web
application reference to the particular library {0 a particular scan request; and

wherein the scan adaptation engine is 10 adapt the subsequent scan
portion during scan execution by switching from a multi-threaded execution
mode to single-threaded execution mode for performing the subseguent scan
portion, wherein the subseguent scan portion includes a subsequent scan

request gensrated based on the particular scan request.

4. The system of claim 1, wherein the scan metric indicates the web
application invokes a particular technology;
wherein the scan adaptation engine is further {0 correlate the web
application invoking the particular technology o a particular scan request;
wherein the scan adaptation engine is to adapti the subsequent scan
portion by retaining the subseguent scan portion as part of the scan, wherein

the subsequent scan portion includes a subsequent scan request generated
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based on the particular scan request and is designed o test the particular
technology; and

wherein the scan adaptation engine is further to remove a different scan
portion that has yet to be executed as part of the scan, wherein the different
scan portion includes another subsegquent scan request generated based on the
particular scan request but is designed to test ancther technology different from

the particular technology.

5. The system of claim 1, wherein the scan metric indicates the web
application invokes a particular iechnology;

wherein the scan adaptation engine is further to correlate the web
application invoking the particular technology o a particular scan request;

wherein the scan adaptation engine is to adapi the subsequent scan
portion by retaining the subsequent scan portion as part of the scan, wherein
the subseguent scan portion includes a subsequent scan reqguest generated
based on the particular scan request and is designed io test the particular
technology; and

wherein the scan adaptation engine is further to remove a different scan
portion from the scan that has yet 1o be executed as part of the scan, wherein
the different scan portion is designed to test the particular technology but does
not include any subsequent scan request generated based on the particular

scan request.

8. The system of claim 1, wherein the scan metric indicates the web host
exceeds a resource usage threshold; and

wherein the scan adaptation engine is 10 adapt the subsequent scan
portion during scan execution by reducing a scan request rate for performing

the subseguent scan portion.

7. The system of claim 1, wherein the scan metric indicates the web host

exceeds a resource usage threshold; and
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wherein the scan adaptation engine is to adapt the subsequent scan
portion during scan execution by reducing a number of execution threads of the

scan for performing the subsequent scan portion.

8. A method implemented by a physical processing resource executing
computer-readable instructions, the method comprising:
executing a scan of a web application hosted on a web host, and
while executing the scan:
receiving a scan metric measured during the scan by a monitoring
ageni that monitors the web application, the web host, or
both;
correlating the scan metric measured by the monitoring agentic a
pariicular scan request of the scan, and
adapiing, based on the scan metric, a subsequent scan portion of
the scan that has yel to be execuled as part of the scan,
the subseqguent scan portion including a subsequent scan

request generated based on the particular scan request.

9. The method of claim 8, whersin the scan metric indicates the web
application references a particular library;
wherein correlating the scan metric comprises correiating the web
application reference to the particular library to the particular scan request, and
wherein adapting the subsequent scan portion comprises switching from
a muiti-threaded execution mode to a single-threaded execution mode for

paerforming the subsequent scan portion.

10. The method of claim 8, wherein the scan metric indicates the web
application invokes a particular technoiogy; and

wherein correlating the scan metric comprises correlating the web
application invocation of the particular technology o the particular scan metric;

and

26



WO 2017/146729 PCT/US2016/019809

wherein adapiing the subsequent scan portion comprises removing the
subsequent scan portion from the scan because the subseqguent scan portion is

designed to test another technology different from the particular technology.

11.  The method of claim 8, wherein the scan metric indicates the web
application does not invoke a particular technology;
wherein correlating scan metric comprises correlating the web application
not invoking the particular technology to the particuiar scan request; and
wherein adapiing the subsequant scan reguest comprises removing the
subsequent scan portion from the scan because the subsequent scan portion is

designed to test the particular technology.

12.  The method of claim 8, wherein the scan mefric indicates the web host
exceeds a resource usage threshoid;

wherein adapiing the subsequent scan portion comprises reducing a
number of execution threads of the scan for performing the subseguent scan

portion.

13, A non-transitory machine-readable medium comprising instructions
executable by a physical processing resource (o
execuie a scan of a web application hosted on a web host; and
during scan execution:
receive a scan metric from a monitoring agent that monitors the
web application, the web host, or both, wherein the scan
metric is correlated to a particular scan request previously
sent as part of the scan;
adapt, based on the received scan metric, a scan parameterfora
subsequent scan request generated based on the particular
scan request, and
after adaptation of the scan parameter, send the subseguent scan

request {0 the web application as part of the scan.
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14.  The non-transitory machine-readable medium of claim 13, wherein the
scan parameter comprises a scan thread parameter that is set to a multi-
threaded execution mode prior to scan execution; and
wherein the instructions are executable by the processing resource to:
adapt the scan parameter by setting the scan thread parameter (o
a single-threaded exscution mode for sending the
subsequent scan request; and
send the subseguent scan request in a single-threaded execution
mode instead of the multi-threaded execution mode as was

configured prior to the scan execution.

15, The non-transitory machine-readable medium of claim 14, wherein the
instructions are further executable by the processing resource to, afier sending
the subseguent scan request in the single-threaded execution mode, reset the
scan thread paramster back to the multi-threaded execution mode priorto

sending a different scan request also part of the scan.
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