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o1 (57) Abstract: A link detection method, apparatus and communications system

‘ % AR E S Z_&%;ﬂv\/ thereof are pr0V1d.ed. mn the present invention. The method comprises: at lea.st one
user data stream is identified by a multi-element set; When the preset statistical

period is started, the sequence number of the downlink direction start message in

AR AR, BT the user data stream is received and obtained, a counter is started, the number of
zﬁﬁ;ﬁ*’*g;j;;ﬁgﬁ/ the actually received message is recorded as 1, and then the counter is increased
RAHIA by 1 when receiving a message every time; when the statistical period ends, the
y 103 sequence number of the end message is received and obtained, the number of the
EAI R, APRE AR, k—/ messages which should be received is calculated according to the sequence num-
R R S ber of the start message and the sequence number of the end message; the packet
] 104 loss number and/or packet loss ratio are calculated according to the number of
SR R OE &ﬂiﬂ?ﬁfﬂ)’é‘i/ messages which should be received and the number of the actually received mes-
JBRF FAT A @85 RARK 4G F5 5 . . . o
sages. The system includes: a first unit, for identifying at least one user data
’ 105 stream by a multi-element set; a second unit, for receiving and obtaining the se-
‘#M%‘F{?ﬁ@?ﬂé%&iﬁﬂ%iﬂ%k/ quence numbers of the downlink direction messages in the user data stream; a
RIS AT TSR third unit, for counting the actually received messages; a forth unit, for calculat-
y 106 ing the number of messages which should be received in the statistical period; a
#&#mwwmw;wu&ﬂﬁk/ fifth unit, for calculating the packet loss number and/or the package loss ratio.
OB/ 5 E 08
57 WE:
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101 AT LEAST ONE USER DATA STREAM IS IDENTIFIED BY A
MULTI-ELEMENT SET

102 WHEN THE PRESET STATISTICAL PERIOD IS STARTED, THE
SEQUENCE NUMBER OF THE DOWNLINK DIRECTION START MESSAGE
IN THE USER DATA STREAM IS RECEIVED AND OBTAINED, A COUNTER
IS STARTED, AND THE NUMBER OF THE ACTUALLY RECEIVED
MESSAGE IS RECORDED AS 1

103 IN THE STATISTICAL PERIOD, THE COUNTER IS INCREASED BY 1
WHEN RECEIVING A MESSAGE EVERY TIME

104  WHEN THE STATISTICAL PERIOD IS ENDED, THE SEQUENCE
NUMBER OF THE DOWNLINK DIRECTION END MESSAGE IN THE USER
DATA STREAM IS RECEIVED AND OBTAINED

105  THE NUMBER OF THE MESSAGES WHICH SHOULD BE RECEIVED
IS CALCULATED ACCORDING TO THE SEQUENCE NUMBER OF THE
DOWNLINK DIRECTION START MESSAGE AND THE SEQUENCE NUMBER
OF THE DOWNLINK DIRECTION END MESSAGE

106  THE PACKET LOSS NUMBER AND/OR PACKET LOSS RATIO ARE
CALCULATED ACCORDING TO THE NUMBER OF MESSAGES WHICH
SHOULD BE RECEIVED AND THE NUMBER OF THE ACTUALLY RECEIVED
MESSAGES
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BEBAS T T k. REABZELR
AdFEZRF 2009 F 2 A 13 BRXFEEHNEH. $#FEFTH
200910105436.6, L AL ARA “—Frédsiibmiz ik, KEFBRERAL” @F
B+ 4] P 694 AR

BARARR
AL LB BABAEAIR, AR AR T k. KEAEE

LE &N
GTP ( General Packet Radio Service Tunnel Protocol ) #X i A £ GSN
( GPRS Support Node, GPRS JR 4 &, €3 GGSN #= SGSN) X4, %%
ME#HhE (MS) #35 GTP @i, GTP B A GSN X jaey&siliE, A
AT 897838 K I8, GTP /R#E & UDP ( User Datagram Protocol, /i
P #AEHR X ) & TCP ( Transmission Control Protocol, 4&#4=#|#X ) Z k£,
SARAFaEETE, EFRESFREILT ZMHE, 4P @Rt
7 GSN Z A 4% @AF £ 49 8, GTP P4 GTP-C, GTP-U #= GTP #4%,
£F, GTP-C ZAZ445 4 WX, GTP-U R P HIB W, GTP Rt
k8 WiX. £ GTP #iXF &/ —A> TEID ( Tunnel End Point Identifier, [if
S EAFIR) 5 AR ASSOMATIR T #IE LI GTP-U X GTP-C Wl KAk
LA R, —A GTP BB H3% 1 w & B o B Ry A& iz L
M R BB BT 69 TEID, JFi@id GTP-C i &#ATH LM ey thd. il
GRE ( Generic Routing Encapsulation, i# f 8 @343 ) 42 —F 5 A 49 R B
i, GRE ZX T AAEE—F W& EiX LH#H FEZ AN E REEH T
3, GRE WX 3K IP M8 49 2 A @, it 1P W44 @ —Fm BLA
3| E s, ERA KT, K3bfedsd) BM:E % KA IPPM ( IP Performance
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Monitoring, &6 M4E ) AR P 18] P A5 Hrdk sk e 40 m) . IUA 69 5 ik T

MR A Z A 0 AR ERE S, eRAENER XS HEESLAERET B
AR, WTRFEEMMEATR; I, A GRM 5 iEE B i @B
HE T EAEE, SEAATRBEHEEKR,

KRB

AL R T T BRI B P A TR IR T k. KB A
SRR

Ak LR AR, KL ZHBET RN 7k, iU
TH R

B % UARRE Y — A P BIER; ABURGGT R BT, O
RIBPTE R P BIERT TAAF QBRI FF T, BITHE; £
FRAEBN, KB AR, AR RE P RRRLHMm 1, %itAHg
KB, BHUOFRIRATIE R P BIEART TATH @14 R/ 775, AR\ ATE
TATH QIR 5] 5 Aotk RIRIF 7] 53+ AR LH; ARSE AT id Bk
R A R RRLEA & /R E %,

WO, KK EHGERET —FrEBeMEE, 08

F—B4, ATRASAEFFREY —FRPEER F=%71, ATE
TR B B A ERGFRIR AT E R P JAERT TATFT ORIFI 5, HF=2%
L, BTG R RN R R R AT I FwEa: A TARE
FIT i 5 = MO RIS 7] 5 o B AT iR o it B B A AR SUS;
AL ATRBESZEZFIARSGOETLG T EER T ER%ITARAGE
/R A& OE,

I, KE A EZAGIERBET —HBZ A%, QEMEGEBSNEE.

S5 BAME, KA KA R T X, REFERLZATTER
sPbik & 5L PP A AR R, BPAR R B 49 & X B R B rm A 49

2
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£, FHEREE, HHEHEZEATRY.

B & 5E.9A
B 1 ARKAEHRS T ETER;
B2 ARKAEHRPIRERETER.

EARERFG K

T @B EFe RS, SRR RAR T R —F 6wk,

AL EHGE B &) BT ERREEFE, TERESWE
ARE 6 EABEH—F 65 mihik,

AREFHGIFRAL T —FrEE A 89 7 0%, ZA W % A & ) # 38 A TD( flow
ID ) 69453840, L3k B BUASIE A ID ALt st 5t A P 338 A EAT 64 )
Faghtt., REHRBIG T X O GAAFRA P RIBR, b A PRI RG2S
XHTRRTREH AP EELEBEREIFEGEIER, RAHT HEF@e
FEHRE T AL R QA R P AR R IERAZ T = 4 693% 2 3% 69 &A1k
S, B T AR FAETE T A 65 B3R 6 RIER, BT AR P ER AR
A BT (BitTorrent) 47> & 6432 3|34 69 8387, ETARLA PR FTP Ik
G QR BR G EIRARF. R, ARRA P RBARN T ELE ZAF, e
AR U RAE AL RATIR, b, BAR P AEBEREEEFT UL —
£ RESZER P HEBER, CHREHLTUANE—AREAAID, £E—A%iTA
A, BT OMUA ST b —& A P BIERAT AT, T s S AR P R
RATHI

TR —ANGAT AR T, St AT ARE LSRG B RAATRE, #)
4o, TUAKA 5 A, BRI, BMOGRRRE ¢ AR5 5,
KL E| 0 F — N RIITA KR L, BIE BT E, ¥R IHiTHh 1,
4K, SR B TR TARA 1, SR B I A 15,

3
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T A G B HATT 46 B IR — KT R B A ke T RE, B St B 4 R AT,
FE BB BT R E Gt B BT 4 B IR B g A ke T Rl AR TR
HRABA, 57 EEBKE] —ANRIF 5] 5T R B 56 FRAR I H O 1;
Aot B L RE, BR TR ID 99 R P RIBRFRIREL F TATH @14 Rk
X F 555 ARIBFIERIAYF 5] 5 FasE R F 5] 5T AT F b Bk
B 693 SHBP BORIR L, ARYE T I 64 BIR AT 208 T 0 ik
WX HAT B E O/ RE R, AR TR P T AN 5% I 2] 0 2B R
XA FATEIE R, AERE T 3T-T R P IR R 24T A P 3R
TP FTAT 7 @R AT R 601,  A3h 204G M 3% 4 B 6 B8 7 F 89 4R it
AT ST, PR Gt AR 3% BP T %A

R EFB| A F ZT USRS B A 45, LEMRE %
FEA 3% BP T AWM AR, X &ETARALL, EEERY, TF4HE
ARG AR A GE L, FIAARZAEBARBG TR, FEIRS A
0IRET HER LR 6 56, EARIFA AN, i, a TR EER
sPwi &AL, REARGGFTEZAEHARE, FNEBEFOMERAY I L
Wit AR E, HROZAATRES, WATOMKE TAEA LS
) Fa P IRP 32

REHGIRAET 5 —Ar4E3AE MG 77 ik, B 5T R E#RS) F A4 GTP
HEMEMBITANG, dok 1 T, GTP V1 BRI &4 3 d B 23T
HIHSEAR. B IS EHENFT, #ET GTP K &AL R KRT . 45
Ef515 8. GTP H & XA . HE&KE. F TEID k. T&kIFHOLIEFF 5.
N-PDU 5. ¥ A%, XETAIFS;NAEL T HAFPALMERZ,

KL,

offset 8 | 7 | 6 5 4 3 2 1
1 Version PT (*) E S PN
2 Message Type
3 Length (1 Octet)
4 Length (2 Octet)
5 TEID (1 Octet)

4
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TEID (2 Octet)

TEID (4 Octet)

6
7 TEID (3 Octet)
8
9

Sequence Number (1 Octet)

10 Sequence Number (2 Octet)

11 N-PDU Number” ¥

12 Next Extension Header Type
1

HE ¥, Version IHmZ X T GTP RA ¥R AT, £ VI RATIZA “001” ;

PT B2 WL R 504, B T X4 GTP # GTP’ 74 .&:; E #( Extension Header
flag) A THRPRAEHFLY LEH; S (Sequence Number Flags ) i T 458
AL A SN SR ATIRAL; PN A T 489 GTP i &4 32 F A4 /£ N-PDU #X;
Message Type 3% T35 8 GTP /4 &£ A ; Length BRI H TH & F R B 2 KE
0K & XM F KA, TEID AT T 0K 4 Bedklish ¢9 TEID,
# it GTP-C. RANAP %7K & 5 X # 7 #47 TEID #9 % ; & GTP V1 K¢
Sequence Number 32 ] i£3%3( %; N-PDU Number X4 2 7T &3 5, AT
SGSN 8] #2887 X £ #7342+ SRNS relocation i$#2. Next Extension Header
Type & GTP ¥ &k 094 84, TTARIEH LB RO A,

# Tkt GRE MEMBATAY, Jwk 2 P77+, GRE M&H#=T:

0 1 2 3
01234567890123456789012345678901
S S S S S

|CIRIK|S|s|Recur| Flags | Ver | Protocol Type |
S o L IS IR S S S S S S S S S
| Checksum (optional) | Offset (optional) |

SR U I N S U SN N S S A S S
| Key C(optional) |
SR U I N S U SN N S S A S S
| Sequence Number (optional)
A U I O S U SN O N S S S W S
| Routing  (optional)
S U I A S S N S S S S S

x 2
H+ GRE Mi&ME5 GTP ¥yt Ak, L+ Key FEA 4 T GTP Wi+
% TEID, #/%]%5 Sequence Number 545 GTP #9Mi£ M+ #) Sequence
Number —#F,  H 2 Tik#.
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ol 1T, EAREHRGINT K

FH 101, A ZULEAFREY —FK A P HIBR;

TE, AFRA P BIERG T ER S, Bl T AR ZAERE B AR
AR, eRRA MG FE, NITAR R IP. B4 IP. X EE kAFRE
V=5 P EER, RRAALALYT X, NTARRIP. B IP. R%
2. BEsma, AR RARRES —FA P BER, HRAGRBEAAR
T A B A ey i By KRATIRE Y —K A P 8IBR, I, ExFAFR
it 69 P BAE ABATA N A F T LUA ID 2 B R LTS m], X
B2H3e0AR ID (flow ID) RBRLEB RETUAA $4, #ld=, T GTP
I kW, R ID T AL TEID; £%FEA T GRE R F 4 Key FEEF
4032 Aok ty, B, FF GRERIEHL, A ID T A2 Key.

T 102, ARG AR, BRIFRRITAER P BB AFT
A7 QTR MIAG 15, BT E, B ERKRRIHLH 1,

KRB P BAEART TS ORI F 5] 505 ET UK S/, #lde,
WIEFT & % T GTP WLt 3E, GTPIR LM LM P H —H 5 FEA Tk,
B #b, TTAF EAA GTP MMM & 69T FRRFFRLF 55, #lde
T UAF) A GTP R Wi 4EH) & 49 Sequence Number 5 Bk 3 # F 4R L 49 5 51
55 sboh, R FF]FET AL A P RKIFBRTATH 49 GRE Rk
#W, FJEE| GRE RIMEM ¥ H —H 5 FEALTLN, BT AF A4
%= GRE & X ¥ #9 Sequence Number F Bk F F R LG4 51 5, Hlde, T
ATFH S BIERA )T T vA 16 HFIRET, A 0 3| OXFT 24 4 F9 K&
# 3 IR AEISE . BWIh, A T G EIRKE MR, T B — TR E,
FH 46 KRB BRI EIT A 1. IR, TR E—/AZ F BeginSeqNo,
FEK B IR G5 5] TR E WAL £ F BeginSeqNo, HXE—ANEF
RealRcvPktNum k& 7 KR L&, B HFEKBRIELBKAY 1, 4L
RealRcvPktNum=1.
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TR 103, £ AMA, FKE| - AR R TR E F R RIR T4
A 1;

AEHH T, FHERALELZE-ARIFT) T 1, B4Rk, SHK
F)—/A~ GTP & GRE #&X &, FEKBRIX L E4 1, B4 RealRcvPktNum=
RealRcvPktNum + 1.

P BR 104, £ E 414 Rut, BT TEID #98 P 38 AT KR AL+
T F @ RBLE 55,

54 B IF 7] SARL, 4 R 5] 5T A # 8 GTP 3 GRE #&

UM 45 M P 4T F B, #4e Sequence Number F k34, BAREG, TAk
E—/~EF EndSeqNo, 4T B % AT, ¥R 57 5 Bl KA 2
% % EndSeqNo.

B 105, ARIEFTE T AT H G F e MIF 5] 5 Fods R/ 7| T A
BRI, BAkey, AR E—A K F ShouldRevPktNum & & 7 B MR LK,
FRABOA, FERIBRIAF) T T A AR, T F R MR I T
ARIBF S RIS 7 5 Fo sk RIRIFP 7 SRS, BARRHL: W RERIR
XAEFNFRTFERIAFI T, AR EZHFEEIKGRIEK, B
ShouldRcvPktNum = EndSeqNo — BeginSeqNo + 1; RZ WA 7| T L2 L
A BsE, AR AR KIR IS A ShouldRevPktNum = OxFFFFFFFF + EndSeqNo —
BeginSeqNo + 1;

FIR 106, AR B AR LH A TR BT A& QB A/ RE @ F;

A 4k %k 3, #& E LostPktNum % + & & % , N
LostPktNum=ShouldRcvPktNum-RealRcvPktNum, f LostPktRatio & =% &%,
N LostPktRatio= LostPktNum/ ShouldRcvPktNum, 5 44k 8 84 3+ 45 5 52 v
16 #4l kKT8, AT HERGITGFTR, AirAECERTCHME TR
16 #EH|34510 4 10 HF 2, B 5RA 10 d4]5T 569 RER 37405+t

o3
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I, A TRT T ARG, TAERGT R LR, FER
BT 5 1 ZETEA T At AR F BB A7 5, FA-T—
A~ 3064 T 46 4R S5 71 5 NextBeginSeqNo = EndSegNo + 1.

FEERBGEZ NG TR IRENERRIF I FREE, RZRI
HIELF KA HR, T TARABGRT AR A, BRI BAFF
WoLet, ToA% Bt T —A A3 £ RIS W B F 5 5 34715 R, UK
0, ST F—ANRHRM, 2R AHERKE G F —ARIF 5 F AT
—NRABRERE—ARIETNFTERNIK, BleZih 2-3 £4&, Tk
AR IR BRI, ARRVEA AR GBI, 4o RA R A S Rl E)
0 5% —ANRIF 5 TR LB HI6) £ 5 4EF K, 4 10000 vA L, #id T KR
Hitiak, T OAH RARR B NAE AR MR, LitERAHLT; o
RARABEFKIGE NP5 DT LARLE XRS5, WAHZ L
BRI, TOMKEFAIE; sodh, BB AR 46 4 a3 6 JLANR
L5 5kt tE, wRELMHIFHE E—ANRAEGFFTHRERK, T
ANA E—ARB B A DAL, B R EARE, o, IR LR AR
RAER, £RAIRIFGRR, BEHAT REEARNTALT 0K, £
BAGFET, TAAARTARRA 74, 12d0 RBRGERA B NP, ~F—
AR R EREY, BFEIRRNAARRNEGEFERILELS, AT
B 5 AR AU AT AR T 46 R 09 Hoh, T A ST R R 46 AT R R P AR
A QRAATHE , A — TR ZEM G R B o E.

EHsnT 2O EQRZE, BT MRS K 5 AT T F 09 5
B festit. Bk, B TRITAHGRE, ARsEtE aREIE
BATAZ| R BA G Gett, TR KA, Blde 1 54, R\ELITLERME
A, REREFESANECERLLRE LEEMELY T, i3t OM, &
35 OM Z B @) W& LR GAFRA 69 £ QR H3E, NEAA KK TH /o
L0 E|LE; RBFFERHRKES 1 PERE 1 R, WRETALH BB,

8
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ARG EFQFEBLK, AAZQFENRK, AP TR ENLETREMAMAS
W 4B AT B HHAT oA A,

ssh, B A ECEZE, T MR 5 BTN 4E 55 HEAT ) IR 2K,
BRRH, TAPTARE~ANZERRME, FitEEWEaRRZafmd
AR, feRt AR ECRRBETRE QRRE, BT AG %L %R
FlRE G &, IR AR G EBIRARA . B T ASH R 44 383
AR R, RELOEBRTHRRLCERME - EZE, TRE
S 3 5 AR IR 3T AR G TR A

REHGIRET — RN EE, Wk 27, ZEAKCHE:

F—RUN, ATAZAEFRES 5P EER;, L F4F08 P4
WA FTETOAR 7, PldeR A =08 (BRIP. BHIP. Pl kR ) KF
AU CRIP. BegIP. Rp . HEsm o, Btk ) RAFRA P BIER,
PR P AEBBEARYTAFE—FRAE S EA P HIER, LRATT A
BL—/AR% A TEID, f—A%itRAHA, BT A4 — 58 P B3R
HATHAT, AT AL TEID A $A5st 508 P BB REATHR

% %012, A TFAETURG T AHABSOFRIRATER P RERF TAT
7 RIS 555 b TATA @R 7 5] 5T A% 42 GTP/GRE WU 49T
HF KA, #de Sequence Number F A ;

FZHT13, ATArAG AR E RS R EAT I L, BAR R
IUBE T AR T 303 R AT AT, AR KR 1 ARSI E S A 1;

ST 14 AFREAES BT 12 BHOGFRRGIBIF 7 5t
P& g4 B B0 A B MR XK, BARkph: e R4 RIRXAF 55 KT 4R L
B35, WA EIPIFE] A IREL, BP AR LK ShouldRevPktNum %
F 25 RIR X5 5% EndSeqNo B #4385 7] 5 BeginSeqNo #r 1; BZ
NHLEAfF 5] 5 2R A #A%, A8 A BKIRISE Y ShouldRevPktNum 4 F
OxFFFFFFFF /7 EndSeqNo # BeginSeqNo 7= 1;

9
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FERTIS: ATREBLZLT 13 EFWET 14 6yt e Rt H ATk
%t R HA & e/ RE 0%, Bk, K E LostPktNum & =% &8,
W) LostPktNum=|ShouldRcvPktNum-RealRcvPktNum|, - “||” & IR AE,
Ji LostPktRatio & =% &%, 0| LostPktRatio=LostPktNum /
ShouldRcvPktNum.

seoh, HRES ML AR TR LEFELT ORI, KL T
R EETAQFES XL, B THREATHF, HEF e /I eil.

Il ASAGIGREETACKES LA, ATHTAERORRE
& 5K LR R T, FAEL ORI ATRTER L 6 R4E,
T 3T A 8 F 3 ZAA PRI &

REHGIRBET —MEZ AR, ZRERAARCHER 2 AT L6 FIR2E)
HEERARIEE, P8R0 nE BT A GER 2 AT REs T RE M E
—¥ A1 EE AR5, HKikt), ETACESEEAN/KELEA,

E 2B 62, VA L T RAE G T ik A R G AT A% F ££ LTE( Long
Term Evolution, KHK#) A% Y, LT AEAE WiMaX ( Worldwide
Interoperability for Microwave Access, #EARAKREE ) . WCDMA 3
R BAEH X RLF.

$eoh, LR TSI T ERRIS AR, RTABLITENES R

GAR KRR R T AR, TR R T A T — ot BT BRAHAR F

BARFEPATH, T O LR E T Re FRG R, LT, PTG
MR A rEsk. K. R G4ie0e4k (Read-Only Memory, ROM) 2R [EAL
kit 4Rk (Random Access Memory, RAM) 4,

R AR A EFZRGUAAFA AL P HEARFTE, it
R4, BB SR SRS AL AHAT T H megHLel, AAURe-T@HA
AT B IR FAR KT AT BT R & K6 T I B AR T FHATIE L, XK
H 5T BAMAELATFR A, RZEERREH®R, HFITEMERK

10
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A ' R P

1. —Fréksgiomi ik, HAFELET, @i

A % FUARIRE B — 4R P RIER;

TGRS B HIF 460, BT RIR AT AR P BIER T TATH @46
/LA FF 5, BATEE;

EIRGAT R A, BB AR, FArRit s b SRR 1;

goit Bl HigE ReF, BBOFRBATAR P BB RY TITF M8 RRING 5
515 ;

ARIAEPTE FATFH @ T W RIS 5 5 Fo ks RIR A7) 53 H R IR

ARAE BT 1 B AR XA R R I & e/ R & L%,

2. BRFIER 1 TR M ik, HEEAET, TR TITF G 44
BRI 5 AT R EN G TS L RRIAFF TEFE GTP RIS
GRE R,

3. Je AR 1 TR ek, HAFEAET, A% LA EiRIP. B
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