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Description
TECHNICAL FIELD

[0001] The application relates to the OpenFlow in-
stance configuration, and specifically, to a method for
configuring an OpenFlow instance, an access controller,
an access point and a machine readable storage medi-
um.

BACKGROUND

[0002] Inthe architecture of Software Defined Network
(SDN), the communication interface standard between
a controller and a forwarding layer is defined as Open-
Flow, and the OpenFlow can separate a control plane
from a data plane.

[0003] If the OpenFlow standard is applied to a wire-
less network, when a terminal accesses an access point
(AP), the AP creates a wireless virtual interface and con-
figures an instance for the wireless virtual interface; when
the terminal is disconnected from the AP, the AP needs
to delete the instance configured for the wireless virtual
interface.

[0004] CN104837147Arelates to method and system
for configuring a wireless access point. The method com-
prises the following steps: an access controller AC re-
ceives a notification which is sent by an AP and which
indicates whether the AP has a soft definition network
(SDN) pipeline forwarding capability, and, if the AC de-
termines that the AP has the SDN pipeline forwarding
capability according to the notification, attribute informa-
tion, which comprises identification information and ad-
dress information, of the AP is sent to an SDN configu-
ration management device, and the SDN configuration
management device takes the AP as SDN forwarding
equipment according to the attribute information to per-
form configuration.

SUMMARY OF THE INVENTION

[0005]
claims.

The invention is set out in the appended set of

BRIEF DESCRIPTION OF THE DRAWINGS
[0006]

FIG. 1 is a schematic diagram of the architecture of
an OpenFlow network provided by an example of
the disclosure.

FIG. 2 is an exemplary schematic diagram of an
OpenFlow multi-instances provided by an example
of the disclosure.

FIG. 3 is a schematic diagram of a wireless network
architecture provided by an example of the disclo-
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sure.

FIG. 4 is an exemplary schematic diagram of a con-
figuration result of OpenFlow instances provided by
an example of the disclosure.

FIG. 5 is a flowchart of a method for configuring an
OpenFlow instance provided by an example of the
disclosure.

FIG. 6 is a flowchart of another method for configur-
ing an OpenFlow instance provided by an example
of the disclosure.

FIG. 7 is a schematic diagram of a centralized up-
stream forwarding process provided by an example
of the disclosure.

FIG. 8 is a schematic diagram of a centralized down-
stream forwarding process provided by an example
of the disclosure.

FIG. 9 is a schematic diagram of a locally upstream
forwarding process provided by an example of the
disclosure.

FIG. 10 is a schematic diagram of a locally down-
stream forwarding process provided by an example
of the disclosure.

FIG. 11 is a schematic structural diagram of an ap-
paratus for configuring an OpenFlow instance pro-
vided by an example of the disclosure.

FIG. 12 is a schematic structural diagram of another
apparatus for configuring an OpenFlow instance pro-
vided by an example of the disclosure.

FIG. 13 is a schematic architecture diagram of an
AC provided by an example of the disclosure.

FIG. 14 is a schematic architecture diagram of an
AP provided by an example of the disclosure.

DETAILED DESCRIPTION

[0007] The technical solutions in the examples of the
disclosure will be described clearly and completely below
in combination with the accompanying drawings in the
examples of the disclosure. Obviously, the described ex-
amples are merely a part of and not all of the examples
of the disclosure. All other examples obtained by those
skilled in the art based on the examples of the disclosure
without creative efforts shall fall within the scope of pro-
tection of the disclosure.

[0008] An example of the disclosure is applied to an
OpenFlow network. As shown in FIG. 1, FIG. 1is a sche-
matic diagram of architecture of an OpenFlow network
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provided by an example of the disclosure. The OpenFlow
network includes an OpenFlow device, an OpenFlow
controller, and a secure channel between the OpenFlow
device and the OpenFlow controller.

[0009] The OpenFlow controller is the control center
of the virtual network, which may generate a flow table
based on a user configuration or a protocol running dy-
namically, and send the flow table to the OpenFlow de-
vice.

[0010] The OpenFlow device is configured for receiv-
ing the flow table sent by the OpenFlow controller and
processing messages based on the flow table. The
OpenFlow device is also configured for reporting device
status and events, such as opening up an interface or
closing down an interface, to the OpenFlow controller.
The OpenFlow device may be an Access Controller (AC)
or AP.

[0011] The dotted lines in FIG. 1 are secure channels
for supporting communication between the OpenFlow
controller and the OpenFlow devices.

[0012] Currently, multiple OpenFlow instances may be
configured on an OpenFlow device, an OpenFlow in-
stance may be connected to multiple OpenFlow control-
lers, and an OpenFlow controller may also be connected
to multiple OpenFlow instances. As shown in FIG. 2, if
there are three ports on an OpenFlow device, each port
corresponds to an OpenFlow instance, namely an Open-
Flow instance 1, an OpenFlow instance 2 and an Open-
Flow instance 3, respectively. The OpenFlow instance 1
is connected to the OpenFlow controller 1, the OpenFlow
instance 2 is connected to the OpenFlow controller 1 and
the OpenFlow controller 2, and the OpenFlow instance
3 is connected to the OpenFlow controller 3.

[0013] Ifthe OpenFlow device in FIG. 2is an AP, when
aterminal accesses the AP or the terminal is disconnect-
ed from the AP, the wireless virtual interface between
the AP and the terminal changes. If the wireless virtual
interface between the AP and the terminal changes fre-
quently, the OpenFlow controller frequently configures
an instance for the wireless virtual interface of the AP.
[0014] Forexample, when the network is unstable, the
terminal would be frequently connected to and discon-
nected from the AP; or, when the terminal is at the edge
of the signal coverage of the AP, the terminal would also
be frequently connected to and disconnected from the
AP.

[0015] For example, after the terminal accesses the
AP, the AP reports the wireless virtual interface created
for the terminal to the OpenFlow controller, and the Open-
Flow controller configures an instance for the wireless
virtual interface. However, within a short period of time,
the terminal is disconnected from the AP, the AP deletes
the wireless virtual interface, and the OpenFlow control-
ler needs to delete the instance configured for the wire-
less virtual interface. If the terminal is repeatedly con-
nected to the AP and is then repeatedly disconnected
from the AP, it will result in a configuration oscillation of
the OpenFlow controller. It can be seen that the imple-
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mentation of the OpenFlow multi-instances on a wireless
device is complicated in the prior art.

[0016] In order to solve the above problem, the exam-
ple of the disclosure provides a configuration of Open-
Flow instance, which is applied to a wireless network.
The wireless network includes an SDN controller, an AC,
multiple APs, and multiple terminals. The multiple APs
access the AC, and are managed together by the AC.
The multiple terminals access the AP, and the AP pro-
vides services for the terminals. As shown in FIG. 3, FIG.
3 exemplarily shows an SDN controller, an AC, an AP1
and an AP2 connected to the AC.

[0017] The SDN controller may communicate with the
AC or the APs through the OpenFlow protocol. In the
example of the disclosure, the SDN controller may also
be referred to as an OpenFlow controller. Optionally, the
SDN controller may be connected to the AC via a switch.
The AP1 may serve a terminal 1 and a terminal 2. The
AP1 communicates with the terminal 1 via a wireless vir-
tual interface 1, and communicates with the terminal 2
via a wireless virtual interface 2. The AP2 serves a ter-
minal 3, and communicates with the terminal 3 via a wire-
less virtual interface 3.

[0018] Inorderto solve the problem that the implemen-
tation of the OpenFlow multi-instances on the wireless
device is complicated, in the example of the disclosure,
the SDN controller may respectively assign an OpenFlow
instance for each of the APs, and the wireless virtual
interface created by the AP may be bound to the Open-
Flow instance corresponding to the AP. Therefore, when
the wireless virtual interface of the AP changes, the
OpenFlow controller does not need to re-assign an Open-
Flow instance, and thus the complication for implement-
ing the OpenFlow multi-instances on the wireless device
is reduced.

[0019] Combined with the architecture of the wireless
network shownin FIG. 3, in the example of the disclosure,
an instance configured for the wireless device in FIG. 3
is shown in FIG. 4, wherein an identifier of the AP1 is
bound to the OpenFlow instance 1, and an identifier of
the AP2 is bound to OpenFlow instance 2. The identifier
of the AP1 and the identifier of the AP2 are bound to a
global OpenFlow instance.

[0020] When a terminal accesses the AP1, each of
wireless virtual interfaces created by the AP1 corre-
sponds to the OpenFlow instance 1. For example, the
wireless virtual interface 1 and the wireless virtual inter-
face 2 in FIG. 3 both correspond to the OpenFlow in-
stance 1. When a terminal accesses the AP2, each of
wireless virtual interfaces created by the AP2 corre-
sponds to the OpenFlow instance 2. For example, the
wireless virtual interface 3 in FIG. 3 corresponds to the
OpenFlow instance 2.

[0021] Optionally, in a possible implementation, the
SDN controller may also create multiple instances for an
AP, and pre-establish a correspondence between fea-
tures of wireless virtual interface and instances. The fea-
ture of a wireless virtual interface is the feature of a ter-



5 EP 3 833 084 B1 6

minal accessed via the wireless virtual interface. The fea-
ture of a terminal may specifically be a brand, a model
number, or the like, of the terminal. For example, an in-
stance A and an instance B are created on the AP1, a
wireless virtual interface for connecting to terminals of
brand 1 and brand 2 is preset to correspond to the in-
stance A, and a wireless virtual interface for connecting
to terminals of brand 3 and brand 4 is present to corre-
spond to the instance B.

[0022] A method for configuring an OpenFlow instance
provided by the example of the disclosure is described
below with reference to the specific examples.

[0023] As shown in FIG. 5, the example of the disclo-
sure provides a method for configuring an OpenFlow in-
stance. The method is performed by an AC, and at least
one AP accesses the AC. The method includes the fol-
lowing operations.

[0024] Atblock S501, the AC obtains configuration in-
formation of a global instance and configuration informa-
tion of an AP instance corresponding to each AP.
[0025] In the example of the disclosure, the global in-
stance is a global OpenFlow instance created by the AC
based on the configuration information of the global in-
stance, which is abbreviated as the global instance. The
AP instance is an OpenFlow instance created by the AP
based on the configuration information of the AP in-
stance, which is abbreviated as the AP instance. Here-
inafter, abbreviations are used for illustration.

[0026] Specifically, the AC receives configuration in-
formation of a global instance that is input by a user or
sent by the SDN controller. The configuration information
of the global instance includes information for creating
the global instance and an Internet Protocol (IP) address
and a port number of the SDN controller, and may also
include an IP address and a port number of the AC.
[0027] The AC also receives configuration information
of an AP instance corresponding to each AP input by the
user or sent by the SDN controller.

[0028] Forexample, combining with FIG. 3, the AC re-
ceives the configuration information of the AP instance
1 corresponding to the AP1 and the configuration infor-
mation of the AP instance 2 corresponding to the AP2.
[0029] At block S502, the AC sends the configuration
information of a corresponding AP instance to each AP
respectively, so that each AP creates an AP instance
based on the received configuration information of the
AP instance, and binds an AP identifier to the created
AP instance.

[0030] For example, in FIG. 3, the AC sends the con-
figuration information of the AP instance 1 to the AP1,
and sends the configuration information of the AP in-
stance 2 to the AP2. After the AP1 and AP2 receive the
configuration information of AP instances, AP1 creates
the AP instance 1 and AP2 creates the AP instance 2.
In addition, the identifier of the AP1 is bound to the AP
instance 1, and the identifier of the AP2 is bound to the
AP instance 2.

[0031] At block S503, the AC creates the global in-
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stance based on the configuration information of the glo-
bal instance.

[0032] At block S504, the AC binds an AC identifier
and an AP identifier of each AP to the global instance.
[0033] Exemplarily, as shown in FIG. 4, the identifier
of the AP1 in FIG. 3 is bound to the AP instance 1, the
identifier of the AP2 is bound to the AP instance 2, and
the identifier of the AP1 and the identifier of the AP2 are
both bound to the global instance.

[0034] Using the method for configuring an OpenFlow
instance provided by the example of the disclosure, the
AC creates the global instance based on the configura-
tion information of the global instance, binds the identifier
of the AC and the identifier of each AP to the global in-
stance, and binds the identifier of each AP to the AP
instance created by each AP. Even if the wireless virtual
interface in an AP changes, the binding relation between
the identifier of the AP and the OpenFlow instance does
not change, and thus it is not needed to re-configure an
instance. Compared with the method for configuring an
instance based on the wireless virtual interface in the
prior art, the method for configuring an instance applied
in the example of the disclosure can reduce the config-
uration workload, and can be implemented relatively sim-
ply.

[0035] Afterthe AC creates the global instance, the AC
may also receive flow entries sent by the SDN controller
to process messages based on the flow entries.

[0036] In afirst possible implementation, for a central-
ized forwarding mode, the process may be performed
based on the following methods.

[0037] The AC receives afirst upstream flow entry sent
by the SDN controller, wherein, the first upstream flow
entry is used by the AC to perform centralized forwarding
on upstream data messages.

[0038] The first upstream flow entry includes a desti-
nation IP address, a virtual local area network (VLAN)
value, a destination media access control (MAC) ad-
dress, and an identifier of a wireless virtual interface via
which a terminal accesses an AP.

[0039] Optionally, the first upstream flow entry may be
expressed as: an OpenFlow basic matching domain (a
destination IP address + a VLAN value + a destination
MAC address) + an extended matching domain (an iden-
tifier of a wireless virtual interface via which a terminal
accesses an AP) + Output (a destination IP address).
[0040] When the AC receives an upstream data mes-
sage forwarded by a first AP, and a destination IP ad-
dress, a VLAN value and a destination MAC address
included in the upstream data message match respec-
tively with the destination IP address, the VLAN value
and the destination MAC address included in the first
upstream flow entry, the AC determines whether the wire-
less virtual interface via which the first AP receives the
upstream data message is a wireless virtual interface
corresponding to the identifier included in the first up-
stream flow entry. If the wireless virtual interface via
which the first AP receives the upstream data message
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is the wireless virtual interface corresponding to the iden-
tifier included in the first upstream flow entry, the AC for-
wards the upstream data message to the destination IP
address based on the first upstream flow entry.

[0041] In other words, if a upstream data message re-
ceived by the AC matches both with the basic matching
domain and the extended matching domain in the first
upstream flow entry, the AC forwards the upstream data
message based on the "output" in the first upstream flow
entry.

[0042] In thisimplementation, the AC may also receive
a first downstream flow entry sent by the SDN controller,
wherein, the first downstream flow entry is used by the
AC to perform centralized forwarding on downstream da-
ta messages.

[0043] The first downstream flow entry includes a des-
tination IP address, a VLAN value, a destination MAC
address and an AP identifier.

[0044] Optionally, the first downstream flow entry may
be expressed as: an OpenFlow basic matching domain
(adestination IP address + a VLAN value + a destination
MAC address) + an extended matching domain (an AP
identifier ) + Output (an identifier of a wireless interface
connected to the AP).

[0045] When adownstream data message isreceived,
and a destination IP address, a VLAN value and a des-
tination MAC address included in the downstream data
message match respectively with the destination IP ad-
dress, the VLAN value and the destination MAC address
included in the first downstream flow entry, the AC de-
termines whether the first AP for forwarding the down-
stream data message is an AP corresponding to the AP
identifier in the first downstream flow entry. If the first AP
for forwarding the downstream data message is the AP
corresponding to the AP identifier in the first downstream
flow entry, the AC sends the downstream data message
to the first AP via the wireless interface connected to the
first AP based on the first downstream flow entry.
[0046] In other words, if a downstream data message
received by the AC matches both with the basic matching
domain and the extended matching domain in the first
downstream flow entry, the AC forwards the downstream
data message based on the "output" in the first down-
stream flow entry.

[0047] Inasecond possible implementation, for alocal
forwarding mode, the process may be performed based
on the following methods.

[0048] The AC receives a second upstream flow entry
sent by the SDN controller, wherein, the second up-
stream flow entry is used by the AC to locally forward
upstream data messages.

[0049] The second upstream flow entry includes a
source |IP address, a VLAN value, a source MAC address
and an AP identifier.

[0050] Optionally, the second upstream flow entry may
be expressed as: an OpenFlow basic matching domain
(a source IP address +a VLAN value + a source MAC
address) + an extended matching domain (an AP iden-
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tifier) + Output (a destination IP address).

[0051] When the AC receives an upstream data mes-
sage sent by a second AP, and a source IP address, a
VLAN value and a source MAC address included in the
upstream data message match respectively with the
source |P address, the VLAN value and the source MAC
address included in the second upstream flow entry, the
AC determines whether the second AP is an AP corre-
sponding to the AP identifier in the second upstream flow
entry. If the second AP is the AP corresponding to the
AP identifier in the second upstream flow entry, the AC
forwards the upstream data message based on the sec-
ond upstream flow entry. Specifically, the AC forwards
the upstream data message to the destination IP address
based on the second upstream flow entry.

[0052] In other words, if an upstream data message
received by the AC matches both with the basic matching
domain and the extended matching domain in the second
upstream flow entry, the AC forwards the upstream data
message based on the "output" in the second upstream
flow entry.

[0053] Inthisimplementation, the AC may alsoreceive
a second downstream flow entry sent by the SDN con-
troller. The second downstream flow entry is used by the
AC to locally forward downstream data messages.
[0054] The second downstream flow entry includes a
destination IP address, a VLAN value, a destination MAC
address and an AP identifier.

[0055] Optionally, the second downstream flow entry
may be expressed as: an OpenFlow basic matching do-
main (a destination IP address + a VLAN value +a des-
tination MAC address) + an extended matching domain
(an AP identifier) + Output (an AP identifier).

[0056] When adownstream data message is received,
and a destination IP address, a VLAN value and a des-
tination MAC address included in the downstream data
message match respectively with the destination IP ad-
dress, the VLAN value and the destination MAC address
included in the second downstream flow entry, the AC
determines whether the second AP for forwarding the
downstream data message is an AP corresponding to
the AP identifier in the second downstream flow entry. If
the second AP for forwarding the downstream data mes-
sage is the AP corresponding to the AP identifier in the
second downstream flow entry, the AC sends the down-
stream data message to the second AP based on the
second downstream flow entry.

[0057] In other words, if a downstream data message
received by the AC matches both with the basic matching
domain and the extended matching domain in the second
downstream flow entry, the AC forwards the downstream
data message based on the "output" in the second down-
stream flow entry.

[0058] It can be understood that, when using the local
forwarding mode, the AP needs to forward and encap-
sulate messages, and thus on the basis of the foregoing
second implementation, the SDN controller may also
send a flow entry to an AP via the AC, so that the AP
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processes messages based on the received flow entry.
The specific implementation process is as follows.
[0059] The AC receives a third upstream flow entry
sent by the SDN controller, and then the AC sends the
third upstream flow entry to the second AP, so that, when
the second AP receives an upstream data message sent
by a terminal, and a wireless virtual interface via which
the second AP receives the upstream data message is
a wireless virtual interface corresponding to an identifier
included in the third upstream flow entry, the second AP
forwards the upstream data message to the AC based
on the third upstream flow entry.

[0060] The third upstream flow entry is used by the
second AP to locally forward upstream data messages.
The third upstream flow entry includes an identifier of a
wireless virtual interface, wherein, the wireless virtual in-
terface is used by the terminal to access the second AP.
[0061] Optionally, the third upstream flow entry may
be expressed as: an OpenFlow extended matching do-
main (an identifier of a wireless virtual interface) + Output
(an AC identifier).

[0062] In addition, the AC receives a third downstream
flow entry sent by the SDN controller, and then the AC
sends the third downstream flow entry to the second AP,
so that, when the second AP receives a downstream data
message sent by the AC, and a destination MAC address
included in the downstream data message is the MAC
address included in the third downstream flow entry, the
second AP forwards the downstream data message to
the terminal based on the third downstream flow entry.
[0063] The third downstream flow entry is used by the
second AP to locally forward downstream data messag-
es. The third downstream flow entry includes a destina-
tion MAC address.

[0064] The third downstream flow entry further in-
cludes an identifier of a wireless virtual interface, where-
in, the wireless virtual interface is used by the terminal
to access the second AP. The AC specifically forwards
the downstream data message via the wireless virtual
interface corresponding to the identifier in the third down-
stream flow entry.

[0065] Optionally, the third downstream flow entry may
be expressed as: an OpenFlow basic matching domain
(a destination MAC address) + Output (an identifier of a
wireless virtual interface).

[0066] Corresponding tothe example shownin FIG. 5,
an example of the disclosure further provides a method
for configuring an OpenFlow instance, which is executed
by an AP. As shown in FIG. 6, the method includes the
following operations.

[0067] Atblock S601, the AP obtains configuration in-
formation of an AP instance.

[0068] The AP receives configuration information of an
AP instance that is send by the SDN controller to the AC
and then forwarded by the AC to the AP. The AP instance
is an OpenFlow instance created by the AP based on the
configuration information of the AP instance, which is ab-
breviated as the AP instance. Hereinafter, abbreviations
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are used for illustration.

[0069] Optionally, the configuration information of an
AP instance includes information for creating the AP in-
stance and an IP address and a port number of the SDN
controller, and may also include an IP address and a port
number of the AP.

[0070] At block S602, the AP creates the AP instance
based on the configuration information of the AP in-
stance.

[0071] At block S603, the AP binds an AP identifier of
the AP to the created AP instance.

[0072] After the AP binds the AP identifier of the AP to
the created AP instance, a wireless virtual interface cre-
ated by the AP for connecting to a terminal also corre-
sponds to the AP instance.

[0073] Using the method for configuring an OpenFlow
instance provided by the example of the disclosure, the
AP creates an AP instance based on the configuration
information of the AP instance, and binds the AP identifier
of the AP to the created AP instance, that is, the AP cor-
responds to the AP instance. Even if the wireless virtual
interface on the AP changes, the binding relation be-
tween the AP identifier and the AP instance does not
change. The change of the wireless virtual interface on
the AP does not affect the assignment of the AP instance.
That is, when the wireless virtual interface of the AP
changes, it is not needed to re-configure an instance.
Compared with the method for configuring an instance
based on a wireless virtual interface in the prior art, the
method for configuring an instance based on an AP ap-
plied in the example of the disclosure can reduce the
configuration workload, and can be implemented rela-
tively simply.

[0074] After the AP creates the AP instance, in a case
where the AP supports local forwarding, the AP receives
an upstream flow entry and a downstream flow entry sent
by the AC. The upstream flow entry is the third upstream
flow entry in the foregoing example, and the downstream
flow entry is the third downstream flow entry in the fore-
going example. The upstream flow entry is used by the
AP to locally forward upstream data messages. The
downstream flow entry is used by the AP to locally for-
ward downstream data messages.

[0075] The upstream flow entry includes an identifier
of a wireless virtual interface. The wireless virtual inter-
face is used by a terminal to access the AP, that is, the
terminal connects to the AP via the wireless virtual inter-
face.

[0076] Optionally, the upstream flow entry may be ex-
pressed as: an OpenFlow extended matching domain
(an identifier of a wireless virtual interface) + Output (an
AC identifier).

[0077] When the AP receives an upstream data mes-
sage sent by the terminal, and the wireless virtual inter-
face via which the AP receives the upstream data mes-
sage is a wireless virtual interface corresponding to the
identifier included in the upstream flow entry, the AP for-
wards the upstream data message to the AC based on
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the upstream flow entry.

[0078] In other words, if a upstream data message re-
ceived by the AP matches with the extended matching
domain in the upstream flow entry, the AP forwards the
upstream data message based on the "output” in the up-
stream flow entry, that is, the AP, based on the AC iden-
tifier in the "output", forwards the upstream data message
to the AC corresponding to the AC identifier.

[0079] The downstream flow entry includes a destina-
tion MAC address. Optionally, the downstream flow entry
may be expressed as: an OpenFlow basic matching do-
main (a destination MAC address) + Output (an identifier
of a wireless virtual interface).

[0080] Whenthe AP receives adownstream data mes-
sage sent by the AC, and a destination MAC address
included in the downstream data message is the desti-
nation MAC address in the downstream flow entry, the
AP forwards the downstream data message to the ter-
minal based on the downstream flow entry.

[0081] Specifically, the AP forwards the data message
to the terminal via the wireless virtual interface corre-
sponding to the identifier in the downstream flow entry.

[0082] In other words, if a downstream data message
received by the AP matches with the basic matching do-
main in the downstream flow entry, the AP forwards the
downstream data message based on the "output" in the
downstream flow entry, that is, the AP, based on the iden-
tifier of the wireless virtual interface in the "output”, for-
wards the downstream data message to the wireless vir-
tual interface corresponding to the identifier.

[0083] The method for configuring an OpenFlow in-
stance provided by the example of the disclosure is de-
scribed below with specific examples. In conjunction with
FIG. 3 and FIG. 4, the AC may create a global instance,
and bind the identifier of the AC, the identifier of the AP1
and the identifier of the AP2 to the global instance. The
AP1 creates an AP instance 1 and binds the identifier of
the AP1 to the AP instance 1. The AP2 creates an AP
instance 2 and binds the identifier of the AP2 to the AP
instance 2. It is assumed that the AP1 supports central-
ized forwarding and the AP2 supports the local forward-
ing.

[0084] AsshowninFIG.7,FIG.7isanexemplarysche-
matic diagram of a centralized upstream forwarding proc-
ess. In the scenario of FIG. 7, the AP1 supports central-
ized forwarding, and the SDN controller does not need
to send an upstream flow entry to the AP1, and may send
a first upstream flow entry to the AC: an OpenFlow basic
matching domain (a destination IP address + a VLAN
value + a destination MAC address) + an extended
matching domain (an identifier of a wireless virtual inter-
face via which a terminal accesses an AP) + Output (a
destination IP address).

[0085] Currently, after the AP1 receives an upstream
data message sent by a terminal 1 via a radio frequency
interface, the AP1 forwards the upstream data message
based on the direction of arrows shown in FIG 7. That is,
the AP1 forwards the upstream data message to a sec-
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ond layerforwarding module of the AC by using awireless
forwarding mode. The second layer forwarding module
of the AC then forwards the upstream data message to
a third layer forwarding module. The third layer forward-
ing module then forwards the upstream data message
to a wireless forwarding module of the AC. Then, the
wireless forwarding module sends the upstream data
message to the second layer forwarding module, and the
second layer forwarding module forwards the upstream
data message based on the destination IP address in the
upstream data message.

[0086] In the example of the disclosure, in FIG. 7, the
second layer forwarding module and the third layer for-
warding module may be replaced by the first upstream
flow entry of the AC. That is, after the AP1 receives the
upstream data message sent by the terminal 1, the AP1
forwards the upstream data message to the wireless for-
warding module of the AC by using the wireless forward-
ing mode.

[0087] If the AC determines that a destination IP ad-
dress, a VLAN value and a destination MAC address in
the upstream data message match with the basic match-
ing domain in the first upstream flow entry, and the wire-
less virtual interface via which the AP1 receives the up-
stream data message is a wireless virtual interface cor-
responding to the identifier in the first upstream flow entry,
the AC determines that the upstream data message
matches with the first upstream flow entry, and then the
AC forwards the upstream data message to the destina-
tion IP address through the wireless forwarding module
based on the first upstream flow entry.

[0088] AsshowninFIG.8,FIG.8isanexemplarysche-
matic diagram of a centralized downstream forwarding
process. In the scenario of FIG. 8, the AP 1 supports cen-
tralized forwarding, and the SDN controller does not need
to send an downstream flow entry to the AP1, and may
send a first downstream flow entry to the AC: an Open-
Flow basic matching domain (a destination IP address +
a VLAN value + a destination MAC address) + an ex-
tended matching domain (an AP identifier) + Output (an
identifier of a wireless interface connected to an AP).
[0089] Currently, after the AC receives a downstream
data message, the AC may forward the downstream data
message based on the sequence of the arrows shown
in FIG. 8. In the example of the disclosure, in FIG. 8, the
second layer forwarding module and the third layer for-
warding module may be replaced by the downstream flow
entry of the AC. That is, after the AC receives the down-
stream data message, if the AC determines that a des-
tination IP address, a VLAN value and a destination MAC
address in the downstream data message match with
the basic matching domain in the downstream flow entry,
and the AP1 for forwarding the downstream data mes-
sage is an AP corresponding to the AP identifier in the
first downstream flow entry, the AC determines that the
downstream data message matches with the first down-
stream flow entry, and then the AC sends the down-
stream data message to the AP1 via a wireless interface
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connected to an AP based on the first downstream flow
entry, and then the AP1 forwards the downstream data
message to the terminal.

[0090] AsshowninFIG.9,FIG.9isanexemplarysche-
matic diagram of a local upstream forwarding process.
In the scenario of FIG. 9, the AP2 supports local forward-
ing, and the second upstream flow entry received by the
AC is: an OpenFlow basic matching domain (a source
IP address + a VLAN value + a source MAC address) +
an extended matching domain (an AP identifier) + Output
(a destination IP address); the third upstream flow entry
received by the AP2 is: an OpenFlow extended matching
domain (an identifier of a wireless virtual interface) + Out-
put (an AC identifier).

[0091] Currently, after the AP2 receives an upstream
data message from a terminal, the AC may forward the
upstream data message based on the sequence of the
arrows shown in FIG. 9. In the example of the disclosure,
in FIG. 9, the second layer forwarding module and the
third layer forwarding module of the AC may be replaced
by the second upstream flow entry of the AC. In FIG.9,
the second layer forwarding module of the AP2 may be
replaced by the second upstream flow entry of the AP2.
[0092] That is, after the AP2 receives the upstream
data message from the terminal, if the wireless virtual
interface via which the AP2 receives the upstream data
message is a wireless virtual interface corresponding to
the identifier in the extended matching domain of the third
upstream flow entry, the AP2 determines that the up-
stream data message matches with the third upstream
flow entry in the AP2, and then the AP2 forwards the
upstream data message to the AC based on the third
upstream flow entry. After the AC receives the upstream
data message, if the AC determines that a destination IP
address, a VLAN value and a destination MAC address
in the upstream data message match with the basic
matching domain in the second upstream flow entry
stored in the AC, and the AP2 sending the upstream data
message is an AP corresponding to the AP identifier in
the second upstream flow entry, the AC determines that
the upstream data message matches with the second
upstream flow entry, and then the AC forwards the up-
stream data message to the destination IP address
based on the second upstream flow entry.

[0093] As shown in FIG. 10, FIG. 10 is an exemplary
schematic diagram of a local downstream forwarding
process. In the scenario of FIG. 10, the AP2 supports
local forwarding, and the second downstream flow entry
received by the AC is: an OpenFlow basic matching do-
main (a destination IP address + a VLAN value + a des-
tination MAC address) + an extended matching domain
(an AP identifier) + Output (an AP identifier ); the third
downstream flow entry received by the AP2 is: an Open-
Flow basic matching domain (a destination MAC ad-
dress) + Output (an identifier of a wireless virtual inter-
face).

[0094] Currently, after the AP2 receives the down-
stream data message, the AP2 may forward the down-
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stream data message based on the sequence of the ar-
rows shown in FIG. 10. In the example of the disclosure,
in FIG. 10, the second layer forwarding module and the
third layer forwarding module of the AC may be replaced
by the second downstream flow entry of the AC, and in
FIG. 10, the second layer forwarding module of the AP2
may be replaced by the third downstream flow entry of
AP2.

[0095] That is, after the AC receives the downstream
data message, if the AC determines that a destination IP
address, a VLAN value and a destination MAC address
in the downstream data message match with the basic
matching domain in the second downstream flow entry,
and the AC determines, based on the downstream data
message, that the AP2 for forwarding the downstream
data message is an AP corresponding to the AP identifier
in the second downstream flow entry, then the AC deter-
mines that the downstream data message matches with
the second downstream flow entry, and then the AC for-
wards the downstream data message to the AP2 based
on the second downstream flow entry.

[0096] After the AP2 receives the downstream data
message, if the AP2 determines that a destination MAC
address in the downstream data message is the desti-
nation MAC address in the third downstream flow entry
stored in the AP2, then the AP2 determines that the
downstream data message matches with the third down-
stream flow entry, and then the AP2 forwards the down-
stream data message to the terminal via a wireless virtual
interface corresponding to the identifier in the third down-
stream flow entry.

[0097] Corresponding to the example of the method of
FIG. 5, an example of the disclosure further provides an
apparatus for configuring an OpenFlow instance. The ap-
paratus is applied to an AC. As shown in FIG. 11, the
apparatus includes: an obtaining module 1101, a sending
module 1102, a creating module 1103 and a binding mod-
ule 1104.

[0098] The obtaining module 1101 is configured to ob-
tain configuration information of a global instance and
configuration information of an AP instance correspond-
ing to each AP.

[0099] The sending module 1102 is configured to send
the configuration information of a corresponding AP in-
stance to each AP, respectively, so that each AP creates
an AP instance based on the received configuration in-
formation of the AP instance, and bind an AP identifier
to the created AP instance.

[0100] The creating module 1103 is configured to cre-
ate the global instance based on the configuration infor-
mation of the global instance obtained by the obtaining
module 1101.

[0101] The binding module 1104 is configured to bind
an AC identifier and an AP identifier of each AP to the
global instance.

[0102] Optionally, the apparatus further includes a de-
termination module 1105.

[0103] The obtaining module 1101 is configured to re-
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ceive a first upstream flow entry sent by a software de-
fined network SDN controller, wherein, the first upstream
flow entry is used by the AC to perform centralized for-
warding on upstream data messages; the first upstream
flow entry includes a destination Internet protocol IP ad-
dress, a virtual local area network VLAN value, a desti-
nation media access control MAC address and an iden-
tifier of a wireless virtual interface via which a terminal
accesses an AP.

[0104] The determination module 1105 is configured
to, when an upstream data message forwarded by a first
AP is received, and a destination IP address, a VLAN
value and a destination MAC address included in the
upstream data message match respectively with the des-
tination IP address, the VLAN value and the destination
MAC address included in the first upstream flow entry,
determine whether a wireless virtual interface via which
the first AP receives the upstream data message is a
wireless virtual interface corresponding to the identifier
included in the first upstream flow entry.

[0105] The sending module 1102 is configured to, if
the wireless virtual interface via which the first AP re-
ceives the upstream data message is the wireless virtual
interface corresponding to the identifier included in the
first upstream flow entry, forward the upstream data mes-
sage to the destination IP address based on the first up-
stream flow entry.

[0106] The obtainingmodule 1101 is further configured
to receive a first downstream flow entry sent by the SDN
controller; wherein, the first downstream flow entry is
used by the AC to perform centralized forwarding on
downstream data messages; the first downstream flow
entry includes a destination IP address, a VLAN value,
a destination MAC address and an AP identifier.

[0107] The determination module 1105 is further con-
figured to, when a downstream data message is re-
ceived, and a destination IP address, a VLAN value and
a destination MAC address included in the downstream
data message match respectively with the destination IP
address, the VLAN value and the destination MAC ad-
dress included in the first downstream flow entry, deter-
mine whether the first AP for forwarding the downstream
data message is an AP corresponding to the AP identifier
in the first downstream flow entry.

[0108] Optionally, the sending module 1102 is further
configured to, if the first AP for forwarding the down-
stream data message is the AP corresponding to the AP
identifier in the first downstream flow entry, send the
downstream data message to the first AP via a wireless
interface connected to the first AP based on the first
downstream flow entry.

[0109] Optionally, the obtaining module 1101 is further
configured to receive a second upstream flow entry sent
by the SDN controller; wherein, the second upstream flow
entry is used by the AC to locally forward upstream data
messages; the second upstream flow entry includes a
source |IP address, a VLAN value, a source MAC address
and an AP identifier.
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[0110] The determination module 1105 is further con-
figured to, when an upstream data message sent by a
second AP is received, and a source |IP address, a VLAN
value and a source MAC address included in the up-
stream data message match respectively with the source
|P address, the VLAN value and the source MAC address
included in the second upstream flow entry, determine
whether the second AP is an AP corresponding to the
AP identifier in the second upstream flow entry.

[0111] The sending module 1102 is further configured
to, if the second AP is the AP corresponding to the AP
identifier in the second upstream flow entry, forward the
upstream data message based on the second upstream
flow entry.

[0112] Optionally, the obtaining module 1101 is further
configured to receive a second downstream flow entry
sent by the SDN controller; wherein, the second down-
stream flow entry is used by the AC to locally forward
downstream data messages; the second downstream
flow entry includes a destination IP address, a VLAN val-
ue, a destination MAC address and an AP identifier.
[0113] The determination module 1105 is further con-
figured to, when a downstream data message is re-
ceived, and a destination IP address, a VLAN value and
a destination MAC address included in the downstream
data message match respectively with the destination IP
address, the VLAN value and the destination MAC ad-
dress included in the second downstream flow entry, de-
termine whether the second AP for forwarding the down-
stream data message is an AP corresponding to the AP
identifier in the second downstream flow entry.

[0114] The sending module 1102 is further configured
to, if the second AP for forwarding the downstream data
message is the AP corresponding to the AP identifier in
the second downstream flow entry, send the downstream
data message to the second AP based on the second
downstream flow entry.

[0115] Optionally, the obtaining module 1101 is further
configured to receive a third upstream flow entry sent by
the SDN controller; wherein, the third upstream flow entry
is used by the second AP to locally forward upstream
data messages; the third upstream flow entry includes
an identifier of a wireless virtual interface; the wireless
virtual interface is used by a terminal to access the sec-
ond AP.

[0116] The sending module 1102 is further configured
to send the third upstream flow entry to the second AP,
so that, when the second AP receives an upstream data
message sent by a terminal, and a wireless virtual inter-
face via which the second AP receives the upstream data
message is a wireless virtual interface corresponding to
the identifier included in the third upstream flow entry,
the second AP forwards the upstream data message to
the AC based on the third upstream flow entry.

[0117] Optionally, the obtaining module 1101 is further
configured to receive a third downstream flow entry sent
by the SDN controller; wherein, the third downstream flow
entry is used by the second AP to locally forward down-
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stream data messages; the third downstream flow entry
includes a destination MAC address.

[0118] The sending module 1102 is further configured
to send the third downstream flow entry to the second
AP, so that, when the second AP receives a downstream
data message sent by the AC, and a destination MAC
address included in the downstream data message is the
MAC address included in the third downstream flow en-
try, the second AP forwards the downstream data mes-
sage to a terminal based on the third downstream flow
entry.

[0119] Corresponding to the example of the method
shown in FIG. 6, an example of the disclosure further
provides an apparatus for configuring an OpenFlow in-
stance. The apparatus is applied to an AP. As shown in
FIG. 12, the apparatus includes: an obtaining module
1201, a creating module 1202 and a binding module
1203.

[0120] The obtaining module 1201 is configured to ob-
tain configuration information of an AP instance.

[0121] The creating module 1202 is configured to cre-
ate the AP instance based on the configuration informa-
tion of the AP instance obtained by the obtaining module
1201.

[0122] The binding module 1203 is configured to bind
an AP identifier of the AP to the created AP instance.
[0123] Optionally, the apparatus further includes: a
sending module 1204.

[0124] The obtainingmodule 1201 is further configured
to, in the case where the AP supports local forwarding,
receive an upstream flow entry sent by an access con-
troller AC; wherein, the upstream flow entry is used by
the AP to locally forward upstream data messages; the
upstream flow entry includes an identifier of a wireless
virtual interface; the wireless virtual interface is used by
a terminal to access the AP.

[0125] The sending module 1204 is configured to,
when an upstream data message sent by the terminal is
received, and a wireless virtual interface via which the
AP receives the upstream data message is a wireless
virtual interface corresponding to the identifier included
in the upstream flow entry, forward the upstream data
message to the AC based on the upstream flow entry.
[0126] Optionally, the obtaining module 1201 is further
configured to, in the case where the AP supports local
forwarding, receive a downstream flow entry sent by the
AC; wherein, the downstream flow entry is used by the
AP to locally forward downstream data messages; the
downstream flow entry includes a destination media ac-
cess control MAC address.

[0127] The sending module 1204 is further configured
to, when a downstream data message sent by the AC is
received, and a destination MAC address included in the
downstream data message is the destination MAC ad-
dress in the downstream flow entry, forward the down-
stream data message to the terminal based on the down-
stream flow entry.

[0128] An example of the disclosure further provides
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an AC, as shown in FIG. 13, including a processor 1301,
a communication interface 1302, a memory 1303 and a
communication bus 1304; wherein, the processor 1301,
the communication interface 1302 and the memory 1303
communicate with each other via the communication bus
1304.

[0129] The memory 1303 is configured to store a com-
puter program.
[0130] The processor 1301 is configured to implement

the operations, performed by the AC, in the above ex-
ample of the method when executing the program stored
in the memory 1303.

[0131] The communication bus in the above AC may
be a peripheral component interconnect (PCI) bus or an
extended industry standard architecture (EISA) bus and
the like. This communication bus may include an address
bus, a data bus, a control bus, or the like. For ease of
representation, only one thick line is shown in the figures,
which does not represent that there is only one commu-
nication bus or one type of communication bus.

[0132] The communication interface is used for com-
munication between the above AC and other advices.
[0133] The memory may include a random access
memory (RAM), or may include a non-volatile memory
(NVM), forexample atleast one disk memory. Optionally,
the memory may further be at least a storage apparatus
located away from the above processor.

[0134] The above processor may be a general-pur-
pose processor, such as a central processing unit (CPU),
a network processor (NP), or the like; it may also be a
digital signal processor (DSP), an application specific in-
tegrated circuit (ASIC), a field-programmable gate array
(FPGA) or other programmable logic device, a discrete
gate or transistor logic device, a discrete hardware com-
ponent.

[0135] Based on the same technical concept, an ex-
ample of the disclosure further provides an AC, including
a processor and a machine readable storage medium;
wherein, the machine readable storage medium stores
machine executable instructions executable by the proc-
essor, and the processor is caused by the machine ex-
ecutable instructions to:

obtain configuration information of a global instance
and configuration information of an AP instance cor-
responding to each AP;

send the configuration information of a correspond-
ing AP instance to each AP respectively, so thateach
AP creates an AP instance based on the received
configuration information of the AP instance, and
binds an AP identifier to the created AP instance;

create the global instance based on the configuration
information of the global instance; and

bind an AC identifier and an AP identifier of each AP
to the global instance.
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further cause the processor to:
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Optionally, the machine executable instructions

receive a first upstream flow entry sent by a software
defined network SDN controller; wherein, the first
upstream flow entry is used by the AC to perform
centralized forwarding on upstream data messages;
the first upstream flow entry includes a destination
Internet protocol IP address, a virtual local area net-
work VLAN value, a destination media access con-
trol MAC address and an identifier of a wireless vir-
tual interface via which a terminal accesses an AP;

when an upstream data message forwarded by a
first AP is received, and a destination |P address, a
VLAN value and adestination MAC address included
in the upstream data message match respectively
with the destination IP address, the VLAN value and
the destination MAC address included in the first up-
stream flow entry, determine whether a wireless vir-
tual interface via which the first AP receives the up-
stream data message is a wireless virtual interface
corresponding to the identifier included in the first
upstream flow entry; and

if the wireless virtual interface via which the first AP
receives the upstream data message is the wireless
virtual interface corresponding to the identifier in-
cluded in the first upstream flow entry, forward the
upstream data message to the destination IP ad-
dress based on the first upstream flow entry;

or,

the machine executable instructions further cause
the processor to:

receive a first downstream flow entry sent by the
SDN controller; wherein, the first downstream
flow entry is used by the AC to perform central-
ized forwarding on downstream data messages;
the first downstream flow entry includes a des-
tination IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is received,
and a destination IP address, a VLAN value and
a destination MAC address included in the
downstream data message match respectively
with the destination IP address, the VLAN value
and the destination MAC address included in
the first downstream flow entry, determine
whether the first AP for forwarding the down-
stream data message is an AP corresponding
to the AP identifier in the first downstream flow
entry; and

ifthe first AP for forwarding the downstream data
message is the AP corresponding to the AP
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[0137]
further cause the processor to:

identifier in the first downstream flow entry, send
the downstream data message to the first AP
via a wireless interface connected to the first AP
based on the first downstream flow entry.

Optionally, the machine executable instructions

receive a second upstream flow entry sent by the
SDN controller; wherein, the second upstream flow
entry is used by the AC to locally forward upstream
data messages; the second upstream flow entry in-
cludes a source IP address, a VLAN value, a source
MAC address and an AP identifier;

when an upstream data message sent by a second
AP is received, and a source IP address, a VLAN
value and a source MAC address included in the
upstream data message match respectively with the
source IP address, the VLAN value and the source
MAC address included in the second upstream flow
entry, determine whether the second AP is an AP
corresponding to the AP identifier in the second up-
stream flow entry; and

if the second AP is the AP corresponding to the AP
identifier in the second upstream flow entry, forward
the upstream data message based on the second
upstream flow entry;

or,

the machine executable instructions further cause
the processor to:

receive a second downstream flow entry sent
by the SDN controller; wherein, the second
downstream flow entry is used by the AC to lo-
cally forward downstream data messages; the
second downstream flow entry includes a des-
tination IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is received,
and a destination IP address, a VLAN value and
a destination MAC address included in the
downstream data message match respectively
with the destination IP address, the VLAN value
and the destination MAC address included in
the second downstream flow entry, determine
whether the second AP for forwarding the down-
stream data message is an AP corresponding
to the AP identifier in the second downstream
flow entry; and

if the second AP for forwarding the downstream
data message is the AP corresponding to the
AP identifier in the second downstream flow en-
try, send the downstream data message to the
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second AP based on the second downstream
flow entry.

[0138] Optionally, the machine executable instructions
further cause the processor to:

receive a third upstream flow entry sent by the SDN
controller; wherein, the third upstream flow entry is
used by the second AP to locally forward upstream
data messages; the third upstream flow entry in-
cludes an identifier of a wireless virtual interface; the
wireless virtual interface is used by a terminal to ac-
cess the second AP; and

send the third upstream flow entry to the second AP,
so that, when the second AP receives an upstream
data message sent by the terminal, and a wireless
virtual interface via which the second AP receives
the upstream data message is a wireless virtual in-
terface corresponding to the identifierincluded in the
third upstream flow entry, the second AP forwards
the upstream data message to the AC based on the
third upstream flow entry;

or,

the machine executable instructions further cause
the processor to:

receive a third downstream flow entry sent by
the SDN controller; wherein, the third down-
stream flow entry is used by the second AP to
locally forward downstream data messages; the
third downstream flow entry includes a destina-
tion MAC address; and

send the third downstream flow entry to the sec-
ond AP, so that, when the second AP receives
a downstream data message sent by the AC,
and a destination MAC address included in the
downstream data message is the MAC address
included in the third downstream flow entry, the
second AP forwards the downstream data mes-
sage to the terminal based on the third down-
stream flow entry.

[0139] Based on the same technical concept, an ex-
ample of the disclosure further provides a machine read-
able storage medium, which is applicable to an AC and
stores machine executable instructions executable by a
processor; wherein, the machine executable instruc-
tions, when being invoked and executed by the proces-
sor, cause the processor to:

obtain configuration information of a global instance
and configuration information of an AP instance cor-

responding to each AP;

send the configuration information of a correspond-
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ing AP instance to each AP respectively, so thateach
AP creates an AP instance based on the received
configuration information of the AP instance, and
binds an AP identifier to the created AP instance;

create the global instance based on the configuration
information of the global instance; and

bind an AC identifier and an AP identifier of each AP
to the global instance.

[0140] Optionally, the machine executable instructions
further cause the processor to:

receive a first upstream flow entry sent by a software
defined network SDN controller; wherein, the first
upstream flow entry is used by the AC to perform
centralized forwarding on upstream data messages;
the first upstream flow entry includes a destination
Internet protocol IP address, a virtual local area net-
work VLAN value, a destination media access con-
trol MAC address and an identifier of a wireless vir-
tual interface via which a terminal accesses an AP;

when an upstream data message forwarded by a
first AP is received, and a destination IP address, a
VLAN value and adestination MAC address included
in the upstream data message match respectively
with the destination IP address, the VLAN value and
the destination MAC address included in the first up-
stream flow entry, determine whether a wireless vir-
tual interface via which the first AP receives the up-
stream data message is a wireless virtual interface
corresponding to the identifier included in the first
upstream flow entry; and

if the wireless virtual interface via which the first AP
receives the upstream data message is the wireless
virtual interface corresponding to the identifier in-
cluded in the first upstream flow entry, forward the
upstream data message to the destination IP ad-
dress based on the first upstream flow entry;

or,

the machine executable instructions further cause
the processor to:

receive a first downstream flow entry sent by the
SDN controller; wherein, the first downstream
flow entry is used by the AC to perform central-
ized forwarding on downstream data messages;
the first downstream flow entry includes a des-
tination IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is received,
and a destination IP address, a VLAN value and
a destination MAC address included in the
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downstream data message match respectively
with the destination IP address, the VLAN value
and the destination MAC address included in
the first downstream flow entry, determine

a destination MAC address included in the

and the destination MAC address included in
the second downstream flow entry, determine
whether the second AP for forwarding the down-
stream data message is an AP corresponding

whether the first AP for forwarding the down- 5 to the AP identifier in the second downstream
stream data message is an AP corresponding flow entry; and
to the AP identifier in the first downstream flow
entry; and if the second AP for forwarding the downstream
data message is the AP corresponding to the
ifthe first AP for forwarding the downstreamdata 70 AP identifier in the second downstream flow en-
message is the AP corresponding to the AP try, send the downstream data message to the
identifier in the first downstream flow entry, send second AP based on the second downstream
the downstream data message to the first AP flow entry.
via a wireless interface connected to the first AP
based on the first downstream flow entry. 15 [0142] Optionally, the machine executable instructions
further cause the processor to:
[0141] Optionally, the machine executable instructions
further cause the processor to: receive a third upstream flow entry sent by the SDN
controller; wherein, the third upstream flow entry is
receive a second upstream flow entry sent by the 20 used by the second AP to locally forward upstream
SDN controller; wherein, the second upstream flow data messages; the third upstream flow entry in-
entry is used by the AC to locally forward upstream cludes an identifier of a wireless virtual interface; the
data messages; the second upstream flow entry in- wireless virtual interface is used by a terminal to ac-
cludes a source |IP address, a VLAN value, a source cess the second AP; and
MAC address and an AP identifier; 25
send the third upstream flow entry to the second AP,
when an upstream data message sent by a second so that, when the second AP receives an upstream
AP is received, and a source IP address, a VLAN data message sent by the terminal, and a wireless
value and a source MAC address included in the virtual interface via which the second AP receives
upstream data message match respectively with the 30 the upstream data message is a wireless virtual in-
source |P address, the VLAN value and the source terface corresponding to the identifier included in the
MAC address included in the second upstream flow third upstream flow entry, the second AP forwards
entry, determine whether the second AP is an AP the upstream data message to the AC based on the
corresponding to the AP identifier in the second up- third upstream flow entry;
stream flow entry; and 35 or,
if the second AP is the AP corresponding to the AP the machine executable instructions further cause
identifier in the second upstream flow entry, forward the processor to:
the upstream data message based on the second
upstream flow entry; 40 receive a third downstream flow entry sent by
or, the SDN controller; wherein, the third down-
stream flow entry is used by the second AP to
the machine executable instructions further cause locally forward downstream data messages; the
the processor to: third downstream flow entry includes a destina-
45 tion MAC address; and
receive a second downstream flow entry sent
by the SDN controller; wherein, the second send the third downstream flow entry to the sec-
downstream flow entry is used by the AC to lo- ond AP, so that, when the second AP receives
cally forward downstream data messages; the a downstream data message sent by the AC,
second downstream flow entry includes a des- 50 and a destination MAC address included in the
tination IP address, a VLAN value, a destination downstream data message is the MAC address
MAC address and an AP identifier; included in the third downstream flow entry, the
second AP forwards the downstream data mes-
when a downstream data message is received, sage to the terminal based on the third down-
and a destination IP address, a VLAN valueand 55 stream flow entry.

downstream data message match respectively
with the destination IP address, the VLAN value

[0143] Based on the same technical concept, an ex-
ample of the disclosure further provides machine exe-

13
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cutable instructions, which may be stored in a machine
readable storage medium and may be applicable to an
AC; wherein, the machine executable instructions, when
being invoked and executed by a processor, cause the
processor to:

obtain configuration information of a global instance
and configuration information of an AP instance cor-
responding to each AP;

send the configuration information of a correspond-
ing AP instance to each AP respectively, so thateach
AP creates an AP instance based on the received
configuration information of the AP instance, and
binds an AP identifier to the created AP instance;

create the global instance based on the configuration
information of the global instance; and

bind an AC identifier and an AP identifier of each AP
to the global instance.

[0144] Optionally, the machine executable instructions
further cause the processor to:

receive afirst upstream flow entry sent by a software
defined network SDN controller; wherein, the first
upstream flow entry is used by the AC to perform
centralized forwarding on upstream data messages;
the first upstream flow entry includes a destination
Internet protocol IP address, a virtual local area net-
work VLAN value, a destination media access con-
trol MAC address and an identifier of a wireless vir-
tual interface via which a terminal accesses an AP;

when an upstream data message forwarded by a
first AP is received, and a destination |P address, a
VLAN value and a destination MAC address included
in the upstream data message match respectively
with the destination IP address, the VLAN value and
the destination MAC address included in the first up-
stream flow entry, determine whether a wireless vir-
tual interface via which the first AP receives the up-
stream data message is a wireless virtual interface
corresponding to the identifier included in the first
upstream flow entry; and

if the wireless virtual interface via which the first AP
receives the upstream data message is the wireless
virtual interface corresponding to the identifier in-
cluded in the first upstream flow entry, forward the
upstream data message to the destination IP ad-
dress based on the first upstream flow entry;

or,

the machine executable instructions further cause
the processor to:
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receive a first downstream flow entry sent by the
SDN controller; wherein, the first downstream
flow entry is used by the AC to perform central-
ized forwarding on downstream data messages;
the first downstream flow entry includes a des-
tination IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is received,
and a destination IP address, a VLAN value and
a destination MAC address included in the
downstream data message match respectively
with the destination IP address, the VLAN value
and the destination MAC address included in
the first downstream flow entry, determine
whether the first AP for forwarding the down-
stream data message is an AP corresponding
to the AP identifier in the first downstream flow
entry; and

ifthe first AP for forwarding the downstream data
message is the AP corresponding to the AP
identifier in the first downstream flow entry, send
the downstream data message to the first AP
via a wireless interface connected to the first AP
based on the first downstream flow entry.

[0145] Optionally, the machine executable instructions
further cause the processor to:

receive a second upstream flow entry sent by the
SDN controller; wherein, the second upstream flow
entry is used by the AC to locally forward upstream
data messages; the second upstream flow entry in-
cludes a source IP address, a VLAN value, a source
MAC address and an AP identifier;

when an upstream data message sent by a second
AP is received, and a source IP address, a VLAN
value and a source MAC address included in the
upstream data message match respectively with the
source IP address, the VLAN value and the source
MAC address included in the second upstream flow
entry, determine whether the second AP is an AP
corresponding to the AP identifier in the second up-
stream flow entry; and

if the second AP is the AP corresponding to the AP
identifier in the second upstream flow entry, forward
the upstream data message based on the second
upstream flow entry;

or,

the machine executable instructions further cause
the processor to:

receive a second downstream flow entry sent
by the SDN controller; wherein, the second
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downstream flow entry is used by the AC to lo-
cally forward downstream data messages; the
second downstream flow entry includes a des-
tination IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is received,
and a destination IP address, a VLAN value and
a destination MAC address included in the
downstream data message match respectively
with the destination IP address, the VLAN value
and the destination MAC address included in
the second downstream flow entry, determine
whetherthe second AP for forwarding the down-
stream data message is an AP corresponding
to the AP identifier in the second downstream
flow entry; and

if the second AP for forwarding the downstream
data message is the AP corresponding to the
AP identifier in the second downstream flow en-
try, send the downstream data message to the
second AP based on the second downstream
flow entry.

[0146] Optionally, the machine executable instructions
further cause the processor to:

receive a third upstream flow entry sent by the SDN
controller; wherein, the third upstream flow entry is
used by the second AP to locally forward upstream
data messages; the third upstream flow entry in-
cludes an identifier of a wireless virtual interface; the
wireless virtual interface is used by a terminal to ac-
cess the second AP; and

send the third upstream flow entry to the second AP,
so that, when the second AP receives an upstream
data message sent by the terminal, and a wireless
virtual interface via which the second AP receives
the upstream data message is a wireless virtual in-
terface corresponding to the identifierincluded in the
third upstream flow entry, the second AP forwards
the upstream data message to the AC based on the
third upstream flow entry;

or,

the machine executable instructions further cause
the processor to:

receive a third downstream flow entry sent by
the SDN controller; wherein, the third down-
stream flow entry is used by the second AP to
locally forward downstream data messages; the
third downstream flow entry includes a destina-
tion MAC address; and

send the third downstream flow entry to the sec-
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ond AP, so that, when the second AP receives
a downstream data message sent by the AC,
and a destination MAC address included in the
downstream data message is the MAC address
included in the third downstream flow entry, the
second AP forwards the downstream data mes-
sage to the terminal based on the third down-
stream flow entry.

[0147] An example of the disclosure further provides
an AP, as shown in FIG. 14, including a processor 1401,
a communication interface 1402, a memory 1403 and a
communication bus 1404; wherein, the processor 1401,
the communication interface 1402 and the memory 1403
communicate with each other via the communication bus
1404.

[0148] The memory 1403 is configured to store a com-
puter program.

[0149] The processor 1401 is configured to implement
the operations performed by the AP in the above example
of the method when executing the program stored in the
memory 1403.

[0150] The communication bus in the above AP may
be a peripheral component interconnect (PCI) bus or an
extended industry standard architecture (EISA) bus and
the like. This communication bus may include an address
bus, a data bus, a control bus, or the like. For ease of
representation, only one thick line is shown in the figures,
which does not represent that there is only one commu-
nication bus or one type of communication bus.

[0151] The communication interface is used for com-
munication between the above AP and other advices.
[0152] The memory may include a random access
memory (RAM), or may include a non-volatile memory
(NVM), forexample atleast one disk memory. Optionally,
the memory may further be at least a storage apparatus
located away from the above processor.

[0153] The above processor may be a general-pur-
pose processor, such as a central processing unit (CPU),
a network processor (NP), or the like; it may also be a
digital signal processor (DSP), an application specific in-
tegrated circuit (ASIC), a field-programmable gate array
(FPGA) or other programmable logic device, a discrete
gate or transistor logic device, a discrete hardware com-
ponent.

[0154] Based on the same technical concept, an ex-
ample of the disclosure further provides an AP, including:
a processor and a machine readable storage medium;
wherein, the machine readable storage medium stores
machine executable instructions executable by the proc-
essor, and the processor is caused by the machine ex-
ecutable instructions to:

obtain configuration information of an AP instance;

create the AP instance based on the configuration
information of the AP instance; and
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bind an AP identifier of the AP to the created AP
instance.

[0155] Optionally, the machine executable instructions
cause the processor to:

receive an upstream flow entry sent by an access
controller AC in a case where the AP supports local
forwarding; wherein, the upstream flow entry is used
by the AP to locally forward upstream data messag-
es; the upstream flow entry includes an identifier of
a wireless virtual interface; the wireless virtual inter-
face is used by a terminal to access the AP; and

when an upstream data message sent by the termi-
nal is received, and a wireless virtual interface via
which the AP receives the upstream data message
is a wireless virtual interface corresponding to the
identifierincluded in the upstream flow entry, forward
the upstream data message to the AC based on the
upstream flow entry;

or,

the machine executable instructions cause the proc-
essor to:

receive a downstream flow entry sent by the AC
in a case where the AP supports local forward-
ing; wherein, the downstream flow entry is used
by the AP to locally forward downstream data
messages; the downstream flow entry includes
a destination media access control MAC ad-
dress; and

when a downstream data message sent by the
AC is received, and a destination MAC address
included in the downstream data message is the
destination MAC address in the downstream
flow entry, forward the downstream data mes-
sage to the terminal based on the downstream
flow entry.

[0156] Based on the same technical concept, an ex-
ample of the disclosure further provides a machine read-
able storage medium, which may be applicable to an AP
and stores machine executable instructions executable
by a processor; wherein, the machine executable instruc-
tions, when being invoked and executed by the proces-
sor, cause the processor to:

obtain configuration information of an AP instance;

create the AP instance based on the configuration
information of the AP instance; and

bind an AP identifier of the AP to the created AP
instance.
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[0157] Optionally, the machine executable instructions
cause the processor to:

receive an upstream flow entry sent by an access
controller AC in a case where the AP supports local
forwarding; wherein, the upstream flow entry is used
by the AP to locally forward upstream data messag-
es; the upstream flow entry includes an identifier of
a wireless virtual interface; the wireless virtual inter-
face is used by a terminal to access the AP; and

when an upstream data message sent by the termi-
nal is received, and a wireless virtual interface via
which the AP receives the upstream data message
is a wireless virtual interface corresponding to the
identifier included in the upstream flow entry, forward
the upstream data message to the AC based on the
upstream flow entry;

or,

the machine executable instructions cause the proc-
essor to:

receive a downstream flow entry sent by the AC
in a case where the AP supports local forward-
ing; wherein, the downstream flow entry is used
by the AP to locally forward downstream data
messages; the downstream flow entry includes
a destination media access control MAC ad-
dress; and

when a downstream data message sent by the
AC is received, and a destination MAC address
included in the downstream data message is the
destination MAC address in the downstream
flow entry, forward the downstream data mes-
sage to the terminal based on the downstream
flow entry.

[0158] Based on the same technical concept, an ex-
ample of the disclosure further provides machine exe-
cutable instructions, which may be stored in a machine
readable storage medium and may be applicable to an
AP; wherein, the machine executable instructions, when
being invoked and executed by a processor, cause the
processor to:

obtain configuration information of an AP instance;

create the AP instance based on the configuration
information of the AP instance; and

bind an AP identifier of the AP to the created AP
instance.

[0159] Optionally, the machine executable instructions
cause the processor to:
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receive an upstream flow entry sent by an access
controller AC in a case where the AP supports local
forwarding; wherein, the upstream flow entry is used
by the AP to locally forward upstream data messag-
es; the upstream flow entry includes an identifier of
a wireless virtual interface; the wireless virtual inter-
face is used by a terminal to access the AP; and

when an upstream data message sent by the termi-
nal is received, and a wireless virtual interface via
which the AP receives the upstream data message
is a wireless virtual interface corresponding to the
identifierincluded in the upstream flow entry, forward
the upstream data message to the AC based on the
upstream flow entry;

or,

the machine executable instructions cause the proc-
essor to:

receive a downstream flow entry sent by the AC
in a case where the AP supports local forward-
ing; wherein, the downstream flow entry is used
by the AP to locally forward downstream data
messages; the downstream flow entry includes
a destination media access control MAC ad-
dress; and

when a downstream data message sent by the
AC is received, and a destination MAC address
included in the downstream data message is the
destination MAC address in the downstream
flow entry, forward the downstream data mes-
sage to the terminal based on the downstream
flow entry.

[0160] The above examples may be implemented in
whole or in part by software, hardware, firmware, or any
combination thereof. When implemented in software, it
may be implemented in whole or in part in the form of a
computer program product. The computer program prod-
uct includes one or more computer instructions. When
the computer program instructions are loaded and exe-
cuted on a computer, the processes or functions based
on examples of the disclosure are implemented in whole
orin part. The computer may be a general purpose com-
puter, a special purpose computer, a computer network,
or other programmable apparatus. Computer instruc-
tions may be stored in a computer readable storage me-
dium or transmitted from one computer readable storage
medium to another computer readable storage medium.
For example, the computer instructions may be transmit-
ted from a website site, computer, server or data center
to another website site, computer, server or data center
by a wired manner (for example, coaxial-cable, fiber, dig-
ital subscriber line (DSL)) or a wireless manner (for ex-
ample, infrared, wireless, microwave, etc.). The compu-
ter readable storage medium may be any available me-
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dium that can be accessed by a computer or may be a
data storage device, such as a server, data center, or
the like, including one or more integrated available me-
diums. The available mediums may be a magnetic me-
dium (for example, a floppy disk, a hard disk, a magnetic
tape), an optical medium (for example, DVD), or a sem-
iconductor medium (for example, a Solid State Disk
(SSD)), etc.

[0161] It should be noted that the relationship terms
used herein, such as "first", "second" and the like are
only to distinguish one entity or operation from another
entity or operation, but do not necessarily require orimply
thatthere is an actual relationship or order between these
entities or operations. Moreover, the terms "include",
"comprise", or any variants thereof are intended to cover
anon-exclusive inclusion, such that processes, methods,
articles or devices, including a series of elements, include
not only those elements that have been listed, but also
other elements that are not specifically listed or the ele-
ments intrinsic to these processes, methods, articles or
devices. Without further limitations, elements limited by
the wording "include(s) a/an..." or "comprise(s) alan..."
do not exclude additional identical elements in the proc-
esses, methods, articles or devices, including the listed
elements.

[0162] All of the examples in the description are de-
scribed in a correlated manner, and identical or similar
parts in various examples can refer to one another. In
addition, the description for each example focuses on
the differences from other examples. In particular, the
example of the apparatus is described briefly, since it is
substantially similar to the example of the method, and
the related contents can refer to the description of the
example of the method.

Claims

1. A method for configuring an OpenFlow instance,
which is applicable to a system comprising an access
controller AC and at least one access point AP ac-
cessing the AC, wherein the method comprises:

obtaining (501), by the AC, configuration infor-
mation of a global OpenFlow instance and con-
figuration information of an AP OpenFlow in-
stance corresponding to each AP;

sending (502), by the AC, the configuration in-
formation of a corresponding AP OpenFlow in-
stance to each AP respectively, wherein each
AP creates an AP OpenFlow based on received
configuration information of the AP OpenFlow
instance, and binds an AP identifier to the cre-
ated AP OpenFlow instance, wherein a wireless
virtual interface created by the AP corresponds
to the AP OPenFlow instance, such that when
the wireless interface of the AP changes, it is
not needed to re-configure the AP OpenFlow
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instance;

creating (503), by the AC, the global OpenFlow
instance based on the configuration information
of the global OpenFlow instance; and

binding (504), by the AC, an AC identifier and
the AP identifier of each AP to the global Open-
Flow instance.

2. The method of claim 1, wherein, the method further
comprises:

receiving, by the AC, a first upstream flow entry
sent by a software defined network, SDN, con-
troller; wherein, the first upstream flow entry is
used by the AC to perform centralized forward-
ing on upstream data messages; the first up-
stream flow entry comprises a destination Inter-
net protocol, IP, address, avirtual local area net-
work, VLAN, value, a destination media access
control, MAC, address and an identifier of a wire-
less virtual interface via which aterminal access-
es an AP;

when an upstream data message forwarded by
a first AP is received, and a destination IP ad-
dress, a VLAN value and a destination MAC ad-
dress comprised in the upstream data message
match respectively with the destination IP ad-
dress, the VLAN value and the destination MAC
address comprised in the first upstream flow en-
try, determining, by the AC, whether a wireless
virtual interface via which the first AP receives
the upstream data message is a wireless virtual
interface corresponding to the identifier com-
prised in the first upstream flow entry; and

if the wireless virtual interface via which the first
AP receives the upstream data message is the
wireless virtual interface corresponding to the
identifier comprised in the firstupstream flow en-
try, forwarding, by the AC, the upstream data
message to the destination IP address based
on the first upstream flow entry;

or,

wherein the method further comprises:

receiving, by the AC, afirst downstream flow
entry sent by the SDN controller; wherein,
the first downstream flow entry is used by
the AC to perform centralized forwarding on
downstream data messages; the first down-
stream flow entry comprises a destination
IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is re-
ceived, and a destination IP address, a
VLAN value and adestination MAC address
comprised in the downstream data mes-
sage match respectively with the destina-
tion IP address, the VLAN value and the
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destination MAC address comprised in the
first downstream flow entry, determining, by
the AC, whether the first AP for forwarding
the downstream data message is an AP cor-
responding to the AP identifier in the first
downstream flow entry; and

if the first AP for forwarding the downstream
data message is the AP corresponding to
the AP identifier in the first downstream flow
entry, sending, by the AC, the downstream
data message to the first AP via a wireless
interface connected to the first AP based on
the first downstream flow entry.

3. The method of claim 1, wherein, the method further
comprises:

receiving, by the AC, a second upstream flow
entry sent by a SDN controller; wherein, the sec-
ond upstream flow entry is used by the AC to
locally forward upstream data messages; the
second upstream flow entry comprises a source
IP address, a VLAN value, a source MAC ad-
dress and an AP identifier;

when an upstream data message sent by a sec-
ond AP is received, and a source |IP address, a
VLAN value and a source MAC address com-
prised in the upstream data message match re-
spectively with the source IP address, the VLAN
value and the source MAC address comprised
in the second upstream flow entry, determining,
by the AC, whether the second AP is an AP cor-
responding to the AP identifier in the second up-
stream flow entry; and

if the second AP is the AP corresponding to the
AP identifier in the second upstream flow entry,
forwarding, by the AC, the upstream data mes-
sage based on the second upstream flow entry;
or,

wherein the method further comprises:

receiving, by the AC, a second downstream
flow entry sent by the SDN controller;
wherein, the second downstream flow entry
is used by the AC to locally forward down-
stream data messages; the second down-
stream flow entry comprises a destination
IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is re-
ceived, and a destination IP address, a
VLAN value and a destination MAC address
comprised in the downstream data mes-
sage match respectively with the destina-
tion IP address, the VLAN value and the
destination MAC address comprised in the
second downstream flow entry, determin-
ing, by the AC, whether the second AP for
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forwarding the downstream data message
is an AP corresponding to the AP identifier
in the second downstream flow entry; and
if the second AP for forwarding the down-
stream data message is the AP correspond-
ing to the AP identifier in the second down-
stream flow entry, sending, by the AC, the
downstream data message to the second
AP based on the second downstream flow
entry.

4. The method of claim 1 or 3, wherein, the method
further comprises:

receiving, by the AC, a third upstream flow entry
sent by a SDN controller; wherein, the third up-
stream flow entry is used by a second AP to
locally forward upstream data messages; the
third upstream flow entry comprises an identifier
of a wireless virtual interface; the wireless virtual
interface is used by a terminal to access the sec-
ond AP; and

sending, by the AC, the third upstream flow entry
to the second AP, so that, when the second AP
receives an upstream data message sent by the
terminal, and a wireless virtual interface via
which the second AP receives the upstream da-
ta message is a wireless virtual interface corre-
sponding to the identifier comprised in the third
upstream flow entry, the second AP forwards
the upstream data message to the AC based on
the third upstream flow entry;

or,

wherein the method further comprises:

receiving, by the AC, a third downstream
flow entry sent by the SDN controller;
wherein, the third downstream flow entry is
used by the second AP to locally forward
downstream data messages; the third
downstream flow entry comprises a desti-
nation MAC address; and

sending, by the AC, the third downstream
flow entry to the second AP, so that, when
the second AP receives a downstream data
message sent by the AC, and a destination
MAC address comprised in the downstream
data message is the destination MAC ad-
dress comprised in the third downstream
flow entry, the second AP forwards the
downstream data message to a terminal
based on the third downstream flow entry.

5. A method for configuring an OpenFlow instance,
which is applicable to an access point AP, the meth-
od comprising:

obtaining (601) configuration information of an
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AP OpenFlow instance from an access control-
ler;

creating (602) the AP OpenFlow instance based
on the configuration information of the AP Open-
Flow instance; and

binding (603) an AP identifier of the AP to the
created AP OpenFlow instance, wherein a wire-
less virtual interface created by the AP corre-
sponds to the AP OpenFlow instance, such that
when the wireless virtual interface of the AP
changes, itis not needed to re-configure the AP
OpenFlow instance.

6. The method of claim 5, wherein the method further
comprises:

receiving an upstream flow entry sent by an ac-
cess controller AC in a case where the AP sup-
ports local forwarding; wherein, the upstream
flow entry is used by the AP to locally forward
upstream data messages; the upstream flow en-
try comprises an identifier of a wireless virtual
interface; the wireless virtual interface is used
by a terminal to access the AP; and

when an upstream data message sent by the
terminal is received, and a wireless virtual inter-
face via which the AP receives the upstream da-
ta message is a wireless virtual interface corre-
sponding to the identifier comprised in the up-
stream flow entry, forwarding the upstream data
message to the AC based on the upstream flow
entry;

or,

wherein the method further comprises:

receiving a downstream flow entry sent by
the AC in a case where the AP supports
local forwarding; wherein, the downstream
flow entry is used by the AP to locally for-
ward downstream data messages; the
downstream flow entry comprises a desti-
nation media access control, MAC, ad-
dress; and

when a downstream data message sent by
the AC is received, and a destination MAC
address comprised in the downstream data
message is the destination MAC address in
the downstream flow entry, forwarding the
downstream data message to a terminal
based on the downstream flow entry.

7. A system comprising an access controller AC and
at least one access point AP, wherein the AC com-
prises a processor and a machine readable storage
medium; the machine readable storage medium
stores machine executable instructions executable
by the processor, and the machine executable in-
structions cause the processor to:
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obtain (501) configuration information of a global
OpenFlow instance and configuration informa-
tion of an AP OpenFlow instance corresponding
to each AP;

send (502) the configuration information of a cor-
responding AP OpenFlow instance to each AP
respectively, wherein each AP is configured to
create an AP OpenFlow based on received con-
figuration information of the AP OpenFlow in-
stance, and to bind an AP identifier to the created
AP OpenFlow instance, wherein a wireless vir-
tual interface created by the AP corresponds to
the AP OPenFlow instance, such that when the
wireless interface of the AP changes, it is not
needed to re-configure the AP OpenFlow in-
stance;

create (503) the global OpenFlow instance
based on the configuration information of the
global OpenFlow instance; and

bind (504) an AC identifier and an AP identifier
of each AP to the global OpenFlow instance.

8. The system of claim 7, wherein, the machine exe-
cutable instructions further cause the processor to:

receive a first upstream flow entry sent by a soft-
ware defined network, SDN, controller; wherein,
the first upstream flow entry is used by the AC
to perform centralized forwarding on upstream
data messages; the first upstream flow entry
comprises a destination Internet protocol, IP,
address, a virtual local area network, VLAN, val-
ue, adestination media access control, MAC ad-
dress and an identifier of a wireless virtual inter-
face via which a terminal accesses an AP;
when an upstream data message forwarded by
a first AP is received, and a destination IP ad-
dress, a VLAN value and a destination MAC ad-
dress comprised in the upstream data message
match respectively with the destination IP ad-
dress, the VLAN value and the destination MAC
address comprised in the first upstream flow en-
try, determine whether a wireless virtual inter-
face via which the first AP receives the upstream
data message is a wireless virtual interface cor-
responding to the identifier comprised in the first
upstream flow entry; and

if the wireless virtual interface via which the first
AP receives the upstream data message is the
wireless virtual interface corresponding to the
identifier comprised in the firstupstream flow en-
try, forward the upstream data message to the
destination IP address based on the first up-
stream flow entry;

or,

wherein the machine executable instructions
further cause the processor to:
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receive a first downstream flow entry sent
by the SDN controller; wherein, the first
downstream flow entry is used by the AC to
perform centralized forwarding on down-
stream data messages; the first down-
stream flow entry comprises a destination
IP address, a VLAN value, a destination
MAC address and an AP identifier;

when a downstream data message is re-
ceived, and a destination IP address, a
VLAN value and a destination MAC address
comprised in the downstream data mes-
sage match respectively with the destina-
tion IP address, the VLAN value and the
destination MAC address comprised in the
first downstream flow entry, determine
whether the first AP for forwarding the
downstream data message is an AP corre-
sponding to the AP identifier in the first
downstream flow entry; and

if the first AP for forwarding the downstream
data message is the AP corresponding to
the AP identifier in the first downstream flow
entry, send the downstream data message
to the first AP via a wireless interface con-
nected to the first AP based on the first
downstream flow entry.

9. The system of claim 7, wherein, the machine exe-
cutable instructions further cause the processor to:

receive a second upstream flow entry sent by a
SDN controller; wherein, the second upstream
flow entry is used by the AC to locally forward
upstream data messages; the second upstream
flow entry comprises a source IP address, a
VLAN value, a source MAC address and an AP
identifier;

when an upstream data message sent by a sec-
ond AP is received, and a source |IP address, a
VLAN value and a source MAC address com-
prised in the upstream data message match re-
spectively with the source IP address, the VLAN
value and the source MAC address comprised
in the second upstream flow entry, determine
whether the second AP is an AP corresponding
to the AP identifier in the second upstream flow
entry; and

if the second AP is the AP corresponding to the
AP identifier in the second upstream flow entry,
forward the upstream data message based on
the second upstream flow entry;

or,

wherein the machine executable instructions
further cause the processor to:

receive a second downstream flow entry
sent by the SDN controller; wherein, the
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second downstream flow entry is used by
the AC to locally forward downstream data
messages; the second downstream flow
entry comprises a destination IP address, a

messages; the third downstream flow entry
comprises a destination MAC address; and
send the third downstream flow entry to the
second AP, so that, when the second AP

21

receives a downstream data message sent
by the AC, and a destination MAC address
comprised in the downstream data mes-
sage is the destination MAC address com-

VLAN value, a destination MAC address 5 prised in the third downstream flow entry,
and an AP identifier; the second AP forwards the downstream
when a downstream data message is re- data message to a terminal based on the
ceived, and a destination IP address, a third downstream flow entry.
VLAN value and a destination MAC address
comprised in the downstream data mes- 70 11. An access point, AP, comprising a processor and a
sage match respectively with the destina- machine readable storage medium; wherein, the
tion IP address, the VLAN value and the machine readable storage medium stores machine
destination MAC address comprised in the executable instructions executable by the processor,
second downstream flow entry, determine and the machine executable instructions cause the
whether the second AP for forwarding the 75 processor to:
downstream data message is an AP corre-
sponding to the AP identifier in the second obtain (601) configuration information of an AP
downstream flow entry; and OpenFlow instance from an access controller;
if the second AP for forwarding the down- create (602) the AP OpenFlow instance based
stream data messageis the AP correspond- 20 on the configuration information of the AP Open-
ing to the AP identifier in the second down- Flow instance; and
stream flow entry, send the downstream da- bind (603) an AP identifier of the AP to the cre-
ta message to the second AP based on the ated AP OpenFlow instance, wherein a wireless
second downstream flow entry. virtual interface created by the AP corresponds
25 to the AP OpenFlow instance, such that when
10. The system of claim 7 or 9, wherein, the machine the wireless virtual interface of the AP changes,
executable instructions further cause the processor itis not needed to re-configure the AP OpenFlow
to: instance.
receive a third upstream flow entry sent by a 30 12. The AP ofclaim 11, wherein, the machine executable
SDN controller; wherein, the third upstream flow instructions cause the processor to:
entry is used by a second AP to locally forward
upstream data messages; the third upstream receive an upstream flow entry sent by an ac-
flow entry comprises an identifier of a wireless cess controller AC in a case where the AP sup-
virtual interface; the wireless virtual interface is 35 ports local forwarding; wherein, the upstream
used by a terminal to access the second AP; and flow entry is used by the AP to locally forward
send the third upstream flow entry to the second upstream data messages; the upstream flow en-
AP, so that, when the second AP receives an try comprises an identifier of a wireless virtual
upstream data message sent by the terminal, interface; the wireless virtual interface is used
and a wireless virtual interface via which the sec- 40 by a terminal to access the AP; and
ond AP receives the upstream data message is when an upstream data message sent by the
a wireless virtual interface corresponding to the terminal is received, and a wireless virtual inter-
identifier comprised in the third upstream flow face via which the AP receives the upstream da-
entry, the second AP forwards the upstream da- ta message is a wireless virtual interface corre-
ta message to the AC based on the third up- 45 sponding to the identifier comprised in the up-
stream flow entry; stream flow entry, forward the upstream data
or, message to the AC based on the upstream flow
wherein the machine executable instructions entry;
further cause the processor to: or,
50 wherein the machine executable instructions
receive a third downstream flow entry sent cause the processor to:
by the SDN controller; wherein, the third
downstream flow entry is used by the sec- receive a downstream flow entry sent by the
ond AP to locally forward downstream data AC in a case where the AP supports local
55

forwarding; wherein, the downstream flow
entry is used by the AP to locally forward
downstream data messages; the down-
stream flow entry comprises a destination
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media access control, MAC, address; and
when a downstream data message sent by
the AC is received, and a destination MAC
address comprised in the downstream data
message is the destination MAC address in
the downstream flow entry, forward the
downstream data message to a terminal
based on the downstream flow entry.

13. A machine readable storage medium storing ma-

chine executable instructions; wherein, the machine
executable instructions, when being invoked and ex-
ecuted by a processor of an access controller, and
by a processor of an access point, cause the proc-
essors to implement the respective steps of the
method of any one of claims 1-4.

14. A machine readable storage medium storing ma-

chine executable instructions; wherein, the machine
executable instructions, when being invoked and ex-
ecuted by a processor of an access point, cause the
processor to implement the method of any one of
claims 5-6.

Patentanspriiche

1.

Verfahren zum Konfigurieren einer OpenFlow-In-
stanz, das auf ein System anwendbar ist, das eine
Zugangssteuerung AC und mindestens einen Zu-
gangspunkt AP umfasst, der auf die AC zugreift, wo-
bei das Verfahren die folgenden Schritte umfasst:

durch die AC Erhalten (501) von Konfigurations-
informationen einer globalen OpenFlow-Instanz
und von Konfigurationsinformationen einer AP-
OpenFlow-Instanz zu jedem AP;

durch die AC Senden (502) der Konfigurations-
informationen einer entsprechenden AP-Open-
Flow-Instanz jeweils an jeden AP, wobei jeder
AP einen AP-OpenFlow auf der Grundlage der
empfangenen Konfigurationsinformationen der
AP-OpenFlow-Instanz erzeugt und eine AP-
Kennung an die erzeugte AP-OpenFlow-In-
stanz bindet, wobei eine von dem AP erzeugte
drahtlose virtuelle Schnittstelle der AP-Open-
Flow-Instanz entspricht, so dass, wenn sich die
drahtlose Schnittstelle des AP andert, es nicht
erforderlich ist, die AP-OpenFlow-Instanz neu
zu konfigurieren;

Erzeugen (503), durch die AC, der globalen
OpenFlow-Instanz auf der Grundlage der Kon-
figurationsinformationen der globalen Open-
Flow-Instanz- und

durch die AC Binden (504) einer AC-Kennung
und der AP-Kennung jedes AP an die globale
OpenFlow-Instanz.
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2. Verfahren nach Anspruch 1, wobei das Verfahren

ferner die folgenden Schritte umfasst:

durch die AC Empfangen eines ersten
Upstream-Flow-Eintrags, der von einer Softwa-
re-Defined-Network- (SDN-) Steuerung gesen-
det wird, wobei der erste Upstream-Flow-Ein-
trag von der AC verwendet wird, um ein zentra-
lisiertes Weiterleiten von Upstream-Datennach-
richten durchzufihren, wobei der erste
Upstream-Flow-Eintrag eine Internet-Protocol,
|P,-Zieladresse, einen Virtual-Local-Area-Net-
work, einen VLAN,-Wert, eine Media-Access-
Control, eine MAC-Zieladresse und eine Ken-
nung einer drahtlosen virtuellen Schnittstelle
aufweist, Uber die ein Endgerat auf einen AP
zugreift;

wenn eine von einem ersten AP weitergeleitete
Upstream-Datennachricht empfangen wird und
eine IP-Zieladresse, ein VLAN-Wert und eine
MAC-Zieladresse, die in der Upstream-Daten-
nachricht enthalten sind, jeweils mit der IP-Ziel-
adresse, dem VLAN-Wert und der MAC-Ziel-
adresse, die in dem ersten Upstream-Flow-Ein-
trag enthalten sind, tGbereinstimmen, durch die
AC Bestimmen ob eine drahtlose virtuelle
Schnittstelle, Uber die der erste AP die
Upstream-Datennachricht  empfangt, eine
drahtlose virtuelle Schnittstelle ist, die der in
demersten Upstream-Flow-Eintrag enthaltenen
Kennung entspricht; und

wenn die drahtlose virtuelle Schnittstelle, tGber
die der erste AP die Upstream-Datennachricht
empfangt, die drahtlose virtuelle Schnittstelle
ist, die der im ersten Upstream-Flow-Eintrag
enthaltenen Kennung entspricht, Weiterleiten,
durch die AC, der Upstream-Datennachricht an
die IP-Zieladresse aufder Grundlage des ersten
Upstream-Flow-Eintrags;

oder,

wobei das Verfahren ferner die folgenden
Schritte umfasst:

durch die AC Empfangen eines ersten
Downstream-Flow-Eintrags, der von der
SDN-Steuerung gesendet wird, wobei der
erste Downstream-Flow-Eintrag von der
AC verwendet wird, um ein zentralisiertes
Weiterleiten von Downstream-Datennach-
richten durchzufiihren, wobei der erste
Downstream-Flow-Eintrag eine |IP-Ziel-
adresse, einen VLAN-Wert, eine MAC-Ziel-
adresse und eine AP-Kennung aufweist;

wenn eine Downstream-Datennachricht
empfangen wird und eine IP-Zieladresse,
ein VLAN-Wert und eine MAC-Zieladresse,
die in der Downstream-Datennachricht ent-
halten sind, jeweils mit der IP-Zieladresse,
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dem VLAN-Wert und der MAC-Zieladresse
Ubereinstimmen, die in dem ersten
Downstream-Flow-Eintrag enthalten sind,
durch die AC Bestimmen ob der erste AP
zum Weiterleiten der Downstream-Daten-
nachricht ein AP ist, der der AP-Kennung
im ersten Downstream-Flow-Eintrag ent-
spricht; und

wenn der erste AP zum Weiterleiten der
Downstream-Datennachrichtder AP ist, der
der AP-Kennung in dem ersten
Downstream-Flow-Eintrag entspricht,
Durch die AC Senden der Downstream-Da-
tennachricht an den ersten AP (ber eine
drahtlose Schnittstelle, die mit dem ersten
AP verbunden ist, auf der Grundlage des
ersten Downstream-Flow-Eintrags.

3. Verfahren nach Anspruch 1, wobei das Verfahren
ferner die folgenden Schritte umfasst:

durch die AC Empfangen eines zweiten
Upstream-Flow-Eintrags, der von einer SDN-
Steuerung gesendet wird, wobei der zweite
Upstream-Flow-Eintrag von der AC verwendet
wird, um Upstream-Datennachrichten lokal wei-
terzuleiten, wobei der zweite Upstream-Flow-
Eintrag eine IP-Quelladresse, einen VLAN-
Wert, eine MAC-Quelladresse und eine AP-
Kennung aufweist;

wenn eine von einem zweiten AP gesendete
Upstream-Datennachricht empfangen wird und
eine IP-Quelladresse, ein VLAN-Wert und eine
MAC-Quelladresse, die in der Upstream-Daten-
nachricht enthalten sind, jeweils mit der IP-
Quelladresse, dem VLAN-Wert und der MAC-
Quelladresse Ubereinstimmen, die in dem zwei-
ten Upstream-Flow-Eintrag enthalten sind,
durch die AC Bestimmen, ob der zweite AP ein
AP ist, der der AP-Kennung in dem zweiten
Upstream-Flow-Eintrag entspricht; und

wenn der zweite AP der AP ist, der der AP-Ken-
nung in dem zweiten Upstream-Flow-Eintrag
entspricht, Weiterleiten, durch die AC, der
Upstream-Datennachricht auf der Grundlage
des zweiten Upstream-Flow-Eintrags;

oder,

wobei das Verfahren ferner die folgenden
Schritte umfasst:

durch die AC Empfangen eines zweiten
Downstream-Flow-Eintrags, der von der
SDN-Steuerung gesendet wird, wobei der
zweite Downstream-Flow-Eintrag von der
AC verwendet wird, um Downstream-Da-
tennachrichten lokal weiterzuleiten, wobei
der zweite Downstream-Flow-Eintrag eine
|P-Zieladresse, einen VLAN-Wert, eine
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44

MAC-Zieladresse und eine AP-Kennung
aufweist;

wenn eine Downstream-Datennachricht
empfangen wird und eine IP-Zieladresse,
ein VLAN-Wert und eine MAC-Zieladresse,
die in der Downstream-Datennachricht ent-
halten sind, jeweils mit der IP-Zieladresse,
dem VLAN-Wertund der MAC-Zieladresse,
die in dem zweiten Downstream-Flow-Ein-
trag enthalten sind, Uberstimmen, durch die
AC Bestimmen, ob der zweite AP zum Wei-
terleiten der Downstream-Datennachricht
ein AP ist, der der AP-Kennungin dem zwei-
ten Downstream-Flow-Eintrag entspricht;
und

wenn der zweite AP zum Weiterleiten der
Downstream-Datennachrichtder AP ist, der
der AP-Kennung in dem zweiten
Downstream-Flow-Eintrag entspricht,
durch die AC Senden der Downstream-Da-
tennachricht an den zweiten AP auf der
Grundlage des zweiten Downstream-Flow-
Eintrags.

4. Verfahren nach Anspruch 1 oder 3, wobei das Ver-
fahren ferner umfasst:

durch die AC Empfangen eines dritten
Upstream-Flow-Eintrags, der von einer SDN-
Steuerung gesendet wird, wobei der dritte
Upstream-Flow-Eintrag von einem zweiten AP
verwendet wird, um Upstream-Datennachrich-
ten lokal weiterzuleiten, wobei der dritte
Upstream-Flow-Eintrag eine Kennung einer
drahtlosen virtuellen Schnittstelle aufweist, wo-
bei die drahtlose virtuelle Schnittstelle von ei-
nem Endgerat verwendet wird, um auf den zwei-
ten AP zuzugreifen; und

durch die AC Senden des dritten Upstream-
Flow-Eintrags an den zweiten AP, so dass,
wenn der zweite AP eine von dem Endgerat ge-
sendete Upstream-Datennachricht empfangt
und eine drahtlose virtuelle Schnittstelle, Gber
die der zweite AP die Upstream-Datennachricht
empfangt, eine drahtlose virtuelle Schnittstelle
ist, die der in dem dritten Upstream-Flow-Ein-
trag enthaltenen Kennung entspricht, der zweite
AP die Upstream-Datennachrichtan die AC wei-
terleitet auf der Grundlage des dritten
Upstream-Flow-Eintrags;

oder,

wobei das Verfahren ferner die folgenden
Schritte umfasst:

durch die AC Empfangen eines dritten
Downstream-Flow-Eintrags, der von der
SDN-Steuerung gesendet wird, wobei der
dritte Downstream-Flow-Eintrag von dem



45 EP 3 833 084 B1 46

zweiten AP  verwendet wird, um
Downstream-Datennachrichten lokal wei-
terzuleiten, wobei der dritte Downstream-
Flow-Eintrag eine MAC-Zieladresse auf-
weist, und

durch die AC Senden des dritten
Downstream-Flow-Eintrags an den zweiten
AP, so dass, wenn der zweite AP eine von
der AC gesendete Downstream-Daten-
nachricht empfangt und eine in der
Downstream-Datennachricht  enthaltene
MAC-Zieladresse die in dem dritten
Downstream-Flow-Eintrag enthaltene
MAC-Zieladresse ist, der zweite AP die
Downstream-Datennachrichtan ein Endge-
ratweiterleitet auf der Grundlage des dritten
Downstream-Flow-Eintrags.

5. Verfahren zum Konfigurieren einer OpenFlow-In-
stanz, die auf einen Zugangspunkt AP anwendbar
ist, wobei das Verfahren die folgenden Schritte um-
fasst:

Erhalten (601) von Konfigurationsinformationen
einer AP-OpenFlow-Instanz von einer Zugangs-
steuerung;

Erzeugen (602) der AP-OpenFlow-Instanz auf
der Grundlage der Konfigurationsinformationen
der AP-OpenFlow-Instanz; und

Binden (603) einer AP-Kennung des AP an die
erzeugte AP-OpenFlow-Instanz, wobeieine von
dem AP erzeugte drahtlose virtuelle Schnittstel-
le der AP-OpenFlow-Instanz entspricht, so
dass, wenn sich die drahtlose virtuelle Schnitt-
stelle des AP andert, es nicht erforderlich ist, die
AP-OpenFlow-Instanz neu zu konfigurieren.

6. Verfahren nach Anspruch 5, wobei das Verfahren
ferner umfasst:

Empfangen eines Upstream-Flow-Eintrags, der
von einer Zugangssteuerung AC in einem Fall
gesendet wird, in dem der AP lokales Weiterlei-
ten unterstiitzt, wobei der Upstream-Flow-Ein-
trag von dem AP verwendet wird, um Upstream-
Datennachrichten lokal weiterzuleiten, wobei
der Upstream-Flow-Eintrag eine Kennung einer
drahtlosen virtuellen Schnittstelle aufweist, wo-
bei die drahtlose virtuelle Schnittstelle von ei-
nem Endgerat verwendet wird, um auf den AP
zuzugreifen; und

wenn eine von dem Endgerdt gesendete
Upstream-Datennachricht empfangen wird und
eine drahtlose virtuelle Schnittstelle, Gber die
der AP die Upstream-Datennachricht empfangt,
eine drahtlose virtuelle Schnittstelle ist, die der
in dem Upstream-Flow-Eintrag enthaltenen
Kennung entspricht, Weiterleiten der Upstream-
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7.

Datennachrichtan die AC auf der Grundlage des
Upstream-Flow-Eintrags;

oder,

wobei das Verfahren ferner umfasst:

Empfangen eines Downstream-Flow-Ein-
trags, dervonder ACineinemFall gesendet
wird, in dem der AP lokales Weiterleiten un-
terstitzt, wobei der Downstream-Flow-Ein-
trag von dem AP verwendet wird, um
Downstream-Datennachrichten lokal wei-
terzuleiten, wobei der Downstream-Flow-
Eintrag eine Media-Access-Control, MAC,
-Zieladresse aufweist; und

wenn eine von der AC gesendete
Downstream-Datennachricht empfangen
wird und eine in der Downstream-Daten-
nachricht enthaltene MAC-Zieladresse die

MAC-Zieladresse in dem Downstream-
Flow-Eintrag ist, Weiterleiten der
Downstream-Datennachrichtan ein Endge-
rat auf der Grundlage des Downstream-

Flow-Eintrags.

System, das eine Zugangssteuerung AC und min-
destens einen Zugangspunkt AP umfasst, wobei die
AC einen Prozessor und ein maschinenlesbares
Speichermedium aufweist, wobei das maschinen-
lesbare Speichermedium maschinenausfiihrbare
Anweisungen speichert, die von dem Prozessor aus-
gefuhrt werden kdnnen, und die maschinenausfiihr-
baren Anweisungen den Prozessor veranlassen
zum:

Erhalten (501) von Konfigurationsinformationen
einer globalen OpenFlow-Instanz und von Kon-
figurationsinformationen einer AP-OpenFlow-
Instanz zu jedem AP;

Senden (502) der Konfigurationsinformationen
einer entsprechenden AP-OpenFlow-Instanz
an jeden AP, wobeijeder AP eingerichtetistzum
Erzeugen eines AP-OpenFlow auf der Grundla-
ge der empfangenen Konfigurationsinformatio-
nen der AP-OpenFlow-Instanz, und zum Binden
einer AP-Kennung an die erzeugte AP-Open-
Flow-Instanz, wobei eine von dem AP erzeugte
drahtlose virtuelle Schnittstelle der AP-Open-
Flow-Instanz entspricht, so dass, wenn sich die
drahtlose Schnittstelle des AP andert, es nicht
erforderlich ist, die AP-OpenFlow-Instanz neu
zu konfigurieren;

Erzeugen (503) der globalen OpenFlow-Instanz
auf der Grundlage der Konfigurationsinformati-
onen der globalen OpenFlow-Instanz; und
Binden (504) einer AC-Kennung und einer AP-
Kennung jedes AP an die globale OpenFlow-
Instanz.
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ten der Downstream-Datennachrichtein AP
ist, der der AP-Kennung im ersten
Downstream-Flow-Eintrag entspricht; und
wenn der erste AP zum Weiterleiten der

8. System nach Anspruch 7, wobei die maschinenaus-
fuhrbaren Anweisungen den Prozessor ferner ver-
anlassen zum:

Empfangen eines ersten Upstream-Flow-Ein- 5 Downstream-Datennachrichtder AP ist, der
trags, der von einer Software-Defined-Network- der AP-Kennung in dem ersten
(SDN-) Steuerung gesendet wird, wobeider ers- Downstream-Flow-Eintrag entspricht, Sen-
te Upstream-Flow-Eintrag eine Internet-Proto- den der Downstream-Datennachricht an
col, IP, -Zieladresse, einen Virtual-Local-Area- den ersten AP Uber eine drahtlose Schnitt-
Network-(VLAN-) Wert, eine Media-Access- 10 stelle, die mit dem ersten AP verbunden ist,

Control- (MAC-) Zieladresse und eine Kennung
einer drahtlosen virtuellen Schnittstelle auf-
weist, Uiber die ein Endgerat auf einen AP zu-

aufder Grundlage des ersten Downstream-
Flow-Eintrags.

greift; 9. System nach Anspruch 7, wobei die maschinenaus-
wenn eine von einem ersten AP weitergeleitete 75 fuhrbaren Anweisungen den Prozessor ferner ver-

Upstream-Datennachricht empfangen wird und anlassen zum:
eine |P-Zieladresse, ein VLAN-Wert und eine
MAC-Zieladresse, die in der Upstream-Daten-
nachricht enthalten sind, jeweils mit der IP-Ziel-

Empfangen eines zweiten Upstream-Flow-Ein-
trags, der von einer SDN-Steuerung gesendet

adresse, dem VLAN-Wert und der MAC-Ziel- 20 wird, wobei der zweite Upstream-Flow-Eintrag
adresse, die in dem ersten Upstream-Flow-Ein- von der AC verwendet wird, um Upstream-Da-
trag enthalten sind, Ubereinstimmen, Bestim- tennachrichten lokal weiterzuleiten, wobei der
men, ob eine drahtlose virtuelle Schnittstelle, zweite Upstream-Flow-Eintrag eine IP-Quell-
Uber die der erste AP die Upstream-Datennach- adresse, einen VLAN-Wert, eine MAC-Quell-
richt empfangt, eine drahtlose virtuelle Schnitt- 25 adresse und eine AP-Kennung aufweist;
stelle ist, die der in dem ersten Upstream-Flow- wenn eine von einem zweiten AP gesendete
Eintrag enthaltenen Kennung entspricht; und Upstream-Datennachricht empfangen wird und
wenn die drahtlose virtuelle Schnittstelle, tGber eine IP-Quelladresse, ein VLAN-Wert und eine
die der erste AP die Upstream-Datennachricht MAC-Quelladresse, die in der Upstream-Daten-
empfangt, die drahtlose virtuelle Schnittstelle 30 nachricht enthalten sind, jeweils mit der IP-
ist, die der im ersten Upstream-Flow-Eintrag Quelladresse, dem VLAN-Wert und der MAC-
enthaltenen Kennung entspricht, Weiterleiten Quelladresse Ubereinstimmen, die in dem zwei-
der Upstream-Datennachricht an die IP-Ziel- ten Upstream-Flow-Eintrag enthalten sind, Be-
adresse auf der Grundlage des ersten stimmen, ob der zweite AP ein AP ist, der der
Upstream-Flow-Eintrags; 35 AP-Kennung in dem zweiten Upstream-Flow-
oder, Eintrag entspricht; und
wobei die maschinenausfliihrbaren Anweisun- wenn der zweite AP der AP ist, der der AP-Ken-
gen den Prozessor ferner veranlassen zum: nung in dem zweiten Upstream-Flow-Eintrag
entspricht, Weiterleiten der Upstream-Daten-
Empfangen eines ersten Downstream- 40 nachricht auf der Grundlage des zweiten
Flow-Eintrags, der von der SDN-Steuerung Upstream-Flow-Eintrags;
gesendet wird, wobei der erste oder,
Downstream-Flow-Eintrag verwendet wird, wobei die maschinenausfilhrbaren Anweisun-
um ein zentralisiertes Weiterleiten von gen den Prozessor ferner veranlassen zum:
Downstream-Datennachrichten durchzu- 45
flihren, wobei der erste Downstream-Flow- Empfangen eines zweiten Downstream-
Eintrag eine IP-Zieladresse, einen VLAN- Flow-Eintrags, der von der SDN-Steuerung
Wert, eine MAC-Zieladresse und eine AP- gesendet wird, wobei der zweiten
Kennung aufweist; Downstream-Flow-Eintrag von der AC ver-
wenn eine Downstream-Datennachricht 50 wendet wird, um Downstream-Datennach-
empfangen wird und eine IP-Zieladresse, richten lokal weiterzuleiten, wobei der zwei-
ein VLAN-Wert und eine MAC-Zieladresse, te Downstream-Flow-Eintrag eine IP-Ziel-
die in der Downstream-Datennachricht ent- adresse, einen VLAN-Wert, eine MAC-Ziel-
halten sind, jeweils mit der IP-Zieladresse, adresse und eine AP-Kennung aufweist;
dem VLAN-Wert und der MAC-Zieladresse 55 wenn eine Downstream-Datennachricht

Ubereinstimmen, die in dem ersten
Downstream-Flow-Eintrag enthalten sind,
Bestimmen, ob der erste AP zum Weiterlei-

25

empfangen wird und eine IP-Zieladresse,
ein VLAN-Wert und eine MAC-Zieladresse,
die in der Downstream-Datennachricht ent-
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halten sind, jeweils mit der IP-Zieladresse,
dem VLAN-Wertund der MAC-Zieladresse,
die in dem zweiten Downstream-Flow-Ein-
trag enthalten sind, Gbereinstimmen, Be-

trags an den zweiten AP, so dass, wenn der
zweite AP eine von der AC gesendete
Downstream-Datennachricht empfangt

26

und eine in der Downstream-Datennach-
richt enthaltene MAC-Zieladresse die in
dem dritten Downstream-Flow-Eintrag ent-
haltene MAC-Zieladresse ist, der zweite AP

stimmen, ob der zweite AP zum Weiterlei- 5 die Downstream-Datennachricht an ein
ten der Downstream-Datennachrichtein AP Endgeratweiterleitet aufder Grundlage des
ist, der der AP-Kennung in dem zweiten dritten Downstream-Flow-Eintrags.
Downstream-Flow-Eintrag entspricht; und

wenn der zweite AP zum Weiterleiten der 11. Zugangspunkt, AP, der einen Prozessor und ein ma-
Downstream-Datennachrichtder AP ist,der 70 schinenlesbares Speichermedium aufweist, wobei
der AP-Kennung in dem zweiten das maschinenlesbare Speichermedium maschi-
Downstream-Flow-Eintrag entspricht, Sen- nenausfihrbare Anweisungen speichert, die von
den der Downstream-Datennachricht an dem Prozessor ausgefiihrt werden kénnen, und die
den zweiten AP auf der Grundlage des maschinenausfiihrbaren Anweisungen den Prozes-
zweiten Downstream-Flow-Eintrags. 15 sor veranlassen zum:

10. System nach Anspruch 7 oder 9, wobei die maschi- Erhalten (601) von Konfigurationsinformationen
nenausfihrbaren Anweisungen den Prozessor fer- einer AP-OpenFlow-Instanz von einer Zugangs-
ner veranlassen zum: steuerung;

20 Erzeugen (602) der AP-OpenFlow-Instanz auf
Empfangen eines dritten Upstream-Flow-Ein- der Grundlage der Konfigurationsinformationen
trags, der von einer SDN-Steuerung gesendet der AP-OpenFlow-Instanz; und
wird, wobei der dritte Upstream-Flow-Eintrag Binden (603) einer AP-Kennung des AP an die
von einem zweiten AP verwendet wird, um erzeugte AP-OpenFlow-Instanz, wobei eine von
Upstream-Datennachrichten lokal weiterzulei- 25 dem AP erzeugte drahtlose virtuelle Schnittstel-
ten, wobei der dritte Upstream-Flow-Eintrag ei- le der AP-OpenFlow-Instanz entspricht, so
ne Kennung einer drahtlosen virtuellen Schnitt- dass, wenn sich die drahtlose virtuelle Schnitt-
stelle aufweist, wobei die drahtlose virtuelle stelle des AP andert, es nicht erforderlich ist, die
Schnittstelle von einem Endgerat verwendet AP-OpenFlow-Instanz neu zu konfigurieren.
wird, um auf den zweiten AP zuzugreifen; und 30
Senden des dritten Upstream-Flow-Eintrags an 12. AP nach Anspruch 11, wobeidie maschinenausfiihr-
den zweiten AP, so dass, wenn der zweite AP baren Anweisungen den Prozessor veranlassen
eine von dem Endgerat gesendete Upstream- zum:
Datennachrichtempfangtund eine drahtlose vir-
tuelle Schnittstelle, Gber die der zweite AP die 35 Empfangen eines Upstream-Flow-Eintrags, der
Upstream-Datennachricht empfangt, eine von einer Zugangssteuerung AC in einem Fall
drahtlose virtuelle Schnittstelle ist, die der in gesendet wird, in dem der AP lokales Weiterlei-
dem dritten Upstream-Flow-Eintrag enthaltenen ten unterstitzt, wobei der Upstream-Flow-Ein-
Kennung entspricht, der zweite AP die trag von dem AP verwendet wird, um Upstream-
Upstream-Datennachricht an die AC weiterleitet 40 Datennachrichten lokal weiterzuleiten, wobei
auf Grundlage des dritten Upstream-Flow-Ein- der Upstream-Flow-Eintrag eine Kennung einer
trags; drahtlosen virtuellen Schnittstelle aufweist, wo-
oder, bei die drahtlose virtuelle Schnittstelle von ei-
wobei die maschinenausfliihrbaren Anweisun- nem Endgerat verwendet wird, um auf den AP
gen ferner den Prozessor veranlassen zum: 45 zuzugreifen; und
wenn eine von dem Endgerdt gesendete
Empfangen eines dritten Downstream- Upstream-Datennachricht empfangen wird und
Flow-Eintrags, der von der SDN-Steuerung eine drahtlose virtuelle Schnittstelle, tber die
gesendet wird, wobei der dritte der AP die Upstream-Datennachricht empfangt,
Downstream-Flow-Eintrag von dem zwei- 50 eine drahtlose virtuelle Schnittstelle ist, die der
ten AP verwendet wird, um Downstream- in dem Upstream-Flow-Eintrag enthaltenen
Datennachrichten lokal weiterzuleiten, wo- Kennung entspricht, Weiterleiten der Upstream-
bei der dritte Downstream-Flow-Eintrag ei- Datennachrichtan die AC auf der Grundlage des
ne MAC-Zieladresse aufweist; und Upstream-Flow-Eintrags;
Senden des dritten Downstream-Flow-Ein- 55 oder,

wobei die maschinenausfiihrbaren Anweisun-
gen den Prozessor veranlassen zum:



13.

14.
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Empfangen eines Downstream-Flow-Ein-
trags, dervonder AC ineinem Fallgesendet
wird, in dem der AP lokales Weiterleiten un-
terstlitzt, wobei der Downstream-Flow-Ein-
trag von dem AP verwendet wird, um
Downstream-Datennachrichten lokal wei-
terzuleiten, wobei der Downstream-Flow-
Eintrag eine Media-Access-Control, MAC,
-Zieladresse aufweist; und

wenn eine von der AC gesendete
Downstream-Datennachricht empfangen
wird und eine in der Downstream-Daten-
nachricht enthaltene MAC-Zieladresse die
MAC-Zieladresse in dem Downstream-
Flow-Eintrag ist, Weiterleiten der
Downstream-Datennachrichtan ein Endge-
rat auf der Grundlage des Downstream-
Flow-Eintrags.

Maschinenlesbares Speichermedium, das maschi-
nenausfiihrbare Anweisungen speichert, wobei die
maschinenausfiihrbaren Anweisungen, wenn sie
von einem Prozessor einer Zugangssteuerung und
von einem Prozessor eines Zugangspunkts aufge-
rufen und ausgefiihrt werden, die Prozessoren ver-
anlassen, die jeweiligen Schritte des Verfahrens
nach einem der Anspriiche 1 bis 4 zu implementie-
ren.

Maschinenlesbares Speichermedium, das maschi-
nenausfiihrbare Anweisungen speichert, wobei die
maschinenausfiihrbaren Anweisungen, wenn sie
von einem Prozessor eines Zugangspunkts aufge-
rufen und ausgefiihrt werden, den Prozessor veran-
lassen, das Verfahren nach einem der Anspriiche 5
bis 6 zu implementieren.

Revendications

Procédé de configuration d’'une instance OpenFlow,
qui est applicable a un systéeme comprenant un con-
troleur d’acces CA et au moins un point d’acces PA
quiaccede au CA, dans lequel le procédé comprend
les étapes consistant a :

obtenir (501), a partir du CA, une information
sur la configuration d’'une instance OpenFlow
globale et une information sur la configuration
d’'une instance OpenFlow de PA correspondant
a chaque PA ;

émettre (502), a partir du CA, l'information sur
la configuration d’'une instance OpenFlow de PA
correspondante a chaque PA respectivement,
dans lequel chaque PA crée un OpenFlow de
PA en fonction de I'information regue sur la con-
figuration de I'instance OpenFlow de PA, et lie
un identificateur de PA a l'instance OpenFlow
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de PA créée, dans lequel une interface virtuelle
sans fil créée par le PA correspond a l'instance
OpenFlow de PA, de sorte que, lorsque l'inter-
face sans fil du PA change, il ne soit pas néces-
saire de reconfigurer I'instance OpenFlow de
PA ;

créer (503), a partir du CA, l'instance OpenFlow
globale en fonction de I'information sur la confi-
guration de I'instance OpenFlow globale ; et
lier (504), a partir du CA, un identificateur de CA
et I'identificateur de PA de chaque PA al'instan-
ce OpenFlow globale.

2. Procédé selonlarevendication 1, dans lequel le pro-

cédé comprend en outre les étapes consistant a :

recevoir, a partirdu CA, une premiére entrée de
flux en amont émise par un contréleur de réseau
défini par logiciel, SDN ; dans lequel la premiéere
entrée de flux en amont est utilisée par le CA
pour effectuer une transmission centralisée des
messages de données en amont ; la premiéere
entrée de flux en amont comprend une adresse
de protocole Internet, IP, de destination, une va-
leur de réseau local virtuel, VLAN, une adresse
de contréle d’accés aux supports, MAC, de des-
tination, et un identificateur d’'une interface vir-
tuelle sans fil a travers laquelle un terminal peut
accéder a un PA ;

lors de la réception d’'un message de données
en amont transmis par un premier PA, et qu’'une
adresse IP de destination, une valeur VLAN et
une adresse MAC de destination comprises
dans le message de données en amont corres-
pondent respectivement a I'adresse IP de des-
tination, a la valeur VLAN et a I'adresse MAC
de destination comprises dans la premiere en-
trée de flux en amont, déterminer, a partir du
CA, si une interface virtuelle sans fil a travers
laquelle le premier PA recoit le message de don-
nées en amont est une interface virtuelle sans
fil correspondant a l'identificateur compris dans
la premiére entrée de flux en amont ; et

si I'interface virtuelle sans fil, a travers laquelle
le premier PA recoit le message de données en
amont est l'interface virtuelle sans fil correspon-
dant a l'identificateur compris dans la premiére
entrée de flux en amont, transmettre, a partir du
CA, le message de données enamont a 'adres-
se IP de destination en fonction de la premiére
entrée de flux en amont ;

ou,

dans lequel le procédé comprend en outre les
étapes consistant a :

recevoir, a partir du CA, une premiére en-
trée de flux en aval émise par le contréleur
SDN ; danslequellapremiére entrée de flux
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en aval est utilisée par le CA pour effectuer
une transmission centralisée des messa-
gesdedonnées enaval ;la premiére entrée
de flux en aval comprend une adresse IP

de flux en amont émise par le contréleur SDN ;
dans lequelladeuxieme entrée de flux en amont

54

deuxiéme entrée de flux en amont ;

ou,

dans lequel le procédé comprend en outre les
étapes consistant a :

de destination, une valeur VLAN, une 5
adresse MAC de destination et un identifi- recevoir, a partir du CA, une deuxiéme en-
cateur de PA ; trée de flux en aval émise par le contréleur
lors de la réception d’'un message de don- SDN ; dans lequel la deuxieme entrée de
nées en aval, et qu'une adresse IP de des- flux en aval est utilisée par le CA pour loca-
tination, une valeur VLAN et une adresse 170 lement transmettre des messages de don-
MAC de destination comprises dans le mes- nées en aval ; la deuxiéme entrée de flux
sage de données en aval correspondent en aval comprend une adresse IP de des-
respectivement a I'adresse IP de destina- tination, une valeur VLAN, une adresse
tion, a la valeur VLAN et a I'adresse MAC MAC de destination et un identificateur de
de destination comprises dans la premiére 15 PA ;
entrée de flux en aval, déterminer, a partir lors de la réception d’'un message de don-
du CA, si le premier PA utilisé pour trans- nées en aval, et qu'une adresse IP de des-
mettre le message de données en aval est tination, une valeur VLAN et une adresse
le PA correspondant a l'identificateur de PA MAC de destination comprises dans le mes-
compris dans la premiére entrée de fluxen 20 sage de données en aval correspondent
aval ; et respectivement a 'adresse IP de destina-
si le premier PA utilisé pour transmettre le tion, a la valeur VLAN et a 'adresse MAC
message de données en aval estle PA cor- de destination comprises dans la deuxieme
respondant a l'identificateur de PA dans la entrée de flux en aval, déterminer, a partir
premiére entrée de flux en aval, transmet- 25 du CA, si le second PA utilisé pour trans-
tre, a partir du CA, le message de données mettre le message de données en aval est
en aval au premier PA par l'intermédiaire un PA correspondant a l'identificateur de
d’'une interface sans fil reliée au premier PA PA compris dans la deuxiéme entrée de flux
en fonction de la premiére entrée de flux en en aval ; et
aval. 30 si le second PA utilisé pour transmettre le
message de données en aval est le PA cor-
3. Procédé selon larevendication 1, dans lequel le pro- respondant a l'identificateur de PA dans la
cédé comprend en outre les étapes consistant a : deuxiéme entrée de flux en aval, transmet-
tre, a partir du CA, le message de données
recevoir, a partir du CA, une deuxieme entrée 35 en aval au second PA en fonction de la

deuxiéme entrée de flux en aval.

est utilisée par un CA pour localement transmet- 4. Procédé selon la revendication 1 ou 3, dans lequel
tre des messages de données en amont ; la le procédé comprend en outre les étapes consistant

deuxiéme entrée de flux en amont comprend 40 a:

une adresse |IP source, une valeur VLAN, une
adresse MAC source et un identificateur de PA ;
lors de la réception d’'un message de données
en amont émis par un second PA, et qu'une
adresse IP source, une valeur VLAN et une
adresse MAC source comprises dans le mes-
sage de données en amont correspondent res-
pectivement a I'adresse IP source, a la valeur
VLAN et a l'adresse MAC source comprises
dans la deuxiéme entrée de flux en amont, dé-
terminer, a partir du CA, si le second PA est un
PA correspondant a l'identificateur de PA com-
pris dans la deuxieme entrée de flux en amont ;
et

sile second PA estle PA correspondanta l'iden-
tificateur de PA dans la deuxiéme entrée de flux
en amont, transmettre, a partir du CA, le mes-
sage de données en amont en fonction de la
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recevoir, a partir du CA, une troisiéme entrée de
flux en amont émise par un contrdéleur SDN ;
dans lequel la troisieme entrée de flux en amont
est utilisée par un second PA pour localement
transmettre des messages de données en
amont ; la troisieme entrée de flux en amont
comprend un identificateur d’'une interface vir-
tuelle sansfil ; I'interface virtuelle sans fil est uti-
lisée par un terminal pour accéder au second
PA ; et

émettre, a partir du CA, la troisiéme entrée de
flux en amont au second PA, de sorte que, lors-
que le second PA regoit un message de don-
nées en amont émis par le terminal, et qu'une
interface virtuelle sans fil a travers laquelle le
second PA recoit le message de données en
amont est une interface virtuelle sans fil corres-
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pondant a l'identificateur compris dans la troi-
siéme entrée de flux en amont, le second PA
transmet le message de données en amont au
CA en fonction de la troisieme entrée de flux en

ges de données en amont ; I'entrée de flux en
amont comprend un identificateur d’une interfa-
ce virtuelle sans fil ; I'interface virtuelle sans fil

29

est utilisée par un terminal pour accéder au PA ;
et

lors de la réception d’'un message de données
en amont émis par le terminal, et qu’une inter-

amont ; 5 face virtuelle sans fil a travers laquelle le PA
ou, recoit le message de données en amont estune
dans lequel le procédé comprend en outre les interface virtuelle sansfil correspondant a I'iden-
étapes consistant a : tificateur compris dans I'entrée de flux en amont,
transmettre le message de données en amont
recevoir, a partir du CA, une troisieme en- 10 au CA en fonction de I'entrée de flux en amont ;
trée de flux en aval émise par le contréleur ou,
SDN ; dans lequel la troisieme entrée de dans lequel le procédé comprend en outre les
flux en aval est utilisée par le second PA étapes consistant a :
pour localement transmettre des messages
de données en aval ; la troisieme entrée de 75 recevoir une entrée de flux en aval émise
flux en aval comprend une adresse MAC de par le CA dans une situation ou le PA sup-
destination ; et porte une transmission locale ; dans lequel
émettre, a partir du CA, la troisieme entrée I'entrée de flux en aval est utilisée par le PA
de flux en aval au second PA, de sorte que, pour localement transmettre des messages
lorsque le second PA regoit un message de 20 dedonnées enaval ;I'entrée de fluxen aval
données en aval émis par le CA, et qu’'une comprend une adresse de contrble d’acces
adresse MAC de destination comprise dans aux supports, MAC, de destination; et
le message de données en aval est I'adres- lors de la réception d’'un message de don-
se MAC de destination comprise dans la nées en aval émis par le CA, et qu’une
troisieme entrée de flux en aval, le second 25 adresse MAC de destination comprise dans
PA transmet le message de données en le message de données en aval est I'adres-
avalaunterminalenfonction delatroisieme se MAC de destination dans I'entrée de flux
entrée de flux en aval. en aval, transmettre le message de don-
nées en aval a un terminal en fonction de
5. Procédé de configuration d’'une instance OpenFlow, 30 I'entrée de flux en aval.
qui est applicable a un point d’acces PA, le procédé
comprenant les étapes consistant a : 7. Systéme comprenant un contréleur d’acces CA et
au moins un point d’acces PA, dans lequel le CA
obtenir (601), a partir d’'un contréleur d’acces, comprend un processeur et un support de stockage
une information sur la configuration d’'une ins- 35 lisible par machine ; le support de stockage lisible
tance OpenFlow de PA ; par machine stocke des instructions exécutables par
créer (602) I'instance OpenFlow de PA sur la machine qu’exécute le processeur, et les instruc-
base de linformation sur la configuration de tions exécutables par machine induisent le proces-
linstance OpenFlow de PA ; et seura:
lier (603) un identificateur de PA du PA a l'ins- 40
tance OpenFlow de PA créée, dans lequel une obtenir (501) une information sur la configura-
interface virtuelle sans fil créée par le PA cor- tion d’'une instance OpenFlow globale et une in-
respond a l'instance OpenFlow de PA, de sorte formation sur la configuration d’'une instance
que, lorsque l'interface virtuelle sans fil du PA OpenFlow de PA correspondant a chaque PA ;
change, il ne soit pas nécessaire de reconfigurer 45 émettre (502) I'information sur la configuration
linstance OpenFlow de PA. d’'une instance OpenFlow de PA correspondan-
te a chaque PA respectivement, dans lequel
Procédé selon la revendication 5, dans lequel le pro- chaque PA est configuré pour créer un Open-
cédé comprend en outre les étapes consistant a : Flow de PA en fonction de l'information regue
50 sur la configuration de l'instance OpenFlow de
recevoir une entrée de flux en amont émise par PA, et lier un identificateur de PA a l'instance
un contréleur d’accés CA dans une situation ou OpenFlow de PA créée, dans lequel une inter-
le PA supporte une transmission locale ; dans face virtuelle sans fil créée par le PA correspond
lequel I'entrée de flux en amont est utilisée par alinstance OpenFlow de PA, de sorte que, lors-
le AP pour localement transmettre des messa- 55 que l'interface sans fil du PA change, il ne soit

pas nécessaire de reconfigurer I'instance Open-
Flow de PA ;
créer (503) linstance OpenFlow globale en
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fonction de I'information sur la configuration de
l'instance OpenFlow globale ; et

lier (504) un identificateur de CA et un identifi-
cateur de PA de chaque PA a l'instance Open-

comprend une adresse IP de destination,
unevaleur VLAN, une adresse MAC de des-
tination et un identificateur de PA ;
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lors de la réception d’'un message de don-
nées en aval, et qu'une adresse IP de des-
tination, une valeur VLAN et une adresse
MAC de destination comprises dans le mes-

Flow globale. 5 sage de données en aval correspondent
respectivement a 'adresse IP de destina-
8. Systéme selon la revendication 7, dans lequel les tion, a la valeur VLAN et a 'adresse MAC
instructions exécutables par machine induisent en de destination comprises dans la premiére
outre le processeur a : entrée de flux en aval, déterminer si le pre-
10 mier PA utilisé pour transmettre le message
recevoir une premiére entrée de flux en amont de données en aval est un PA correspon-
émise par un contréleur de réseau défini par lo- dant a l'identificateur de PA dans la premié-
giciel, SDN ; dans lequel la premiére entrée de re entrée de flux en aval ; et
fluxenamont est utilisée par le CA pour effectuer si le premier PA utilisé pour transmettre le
une transmission centralisée de messages de 15 message de données en aval est le PA cor-
données en amont ; la premiere entrée de flux respondant a l'identificateur de PA dans la
en amont comprend une adresse de protocole premiére entrée de flux en aval, transmettre
Internet, IP, de destination, une valeur réseau le message de données en aval au premier
local virtuel, VLAN, une adresse de controle PA par l'intermédiaire d’'une interface sans
d’acces aux supports, MAC, de destination, et 20 fil reliée au premier PA en fonction de la
un identificateur d’'une interface virtuelle sans fil premiére entrée de flux en aval.
atravers laquelle un terminal peut accéder a un
PA ; 9. Systeme selon la revendication 7, dans lequel les
lors de la réception d’'un message de données instructions exécutables par machine induisent en
en amonttransmis par un premier PA, etqu’'une 25 outre le processeur a :
adresse |IP de destination, une valeur VLAN et
une adresse MAC de destination comprises recevoir une deuxieme entrée de flux en amont
dans le message de données en amont corres- émise par un contréleur SDN ; dans lequel la
pondent respectivement a I'adresse IP de des- deuxieéme entrée de flux en amont est utilisée
tination, a la valeur VLAN et a 'adresse MAC 30 parle CA pour localement transmettre des mes-
de destination comprises dans la premiere en- sages de données en amont ; la deuxiéme en-
trée de flux en amont, déterminer si une interfa- trée de flux en amont comprend une adresse IP
ce virtuelle sans fil a travers laquelle le premier source, une valeur VLAN, une adresse MAC
PA recoit le message de données en amont est source et un identificateur de PA ;
une interface virtuelle sans fil correspondant a 35 lors de la réception d’'un message de données
l'identificateur compris dans la premiere entrée en amont émis par un second PA, et qu'une
de flux en amont ; et adresse |IP source, une valeur VLAN et une
si 'interface virtuelle sans fil, a travers laquelle adresse MAC source comprises dans le mes-
le premier PA recoit le message de données en sage de données en amont correspondent res-
amont est 'interface virtuelle sans fil correspon- 40 pectivement a I'adresse IP source, a la valeur
dant a l'identificateur compris dans la premiére VLAN et a l'adresse MAC source comprises
entrée de fluxen amont, transmettre le message dans la deuxiéme entrée de flux en amont, dé-
de données en amont a I'adresse IP de desti- terminer si le second PA est un PA correspon-
nation en fonction de la premiére entrée de flux dant a lidentificateur de PA dans la deuxiéme
en amont ; 45 entrée de flux en amont ; et
ou, sile second PA estle PA correspondant al'iden-
dans lequel les instructions exécutables par ma- tificateur de PA dans la deuxieéme entrée de flux
chine induisent en outre le processeur a : en amont, transmettre le message de données
en amont en fonction de la deuxiéme entrée de
recevoir une premiére entrée de fluxenaval 50 flux en amont ;
émise par le contréleur SDN ; dans lequel ou,
lapremiére entrée de fluxen aval est utilisée dans lequel les instructions exécutables par ma-
par le CA pour effectuer une transmission chine induisent en outre le processeur a :
centralisée de messages de données en
aval ; la premiére entrée de flux en aval 55 recevoir une seconde entrée de flux en aval

émise par le controleur SDN ; dans lequel
la seconde entrée de flux en aval est utilisée
par le CA pour localement transmettre des
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messages de données en aval ; la seconde
entrée de flux en aval comprend une adres-
se IP de destination, une valeur VLAN, une
adresse MAC de destination et un identifi-

émise par le contréleur SDN ; dans lequel
la troisieme entrée de flux en aval est utili-
sée parle second PA pourlocalement trans-

31

mettre des messages de données en aval ;
latroisiéeme entrée de fluxen aval comprend
une adresse MAC de destination ; et

émettre la troisieme entrée de flux en aval

cateur de PA ; 5 au second PA, de sorte que, lorsque le se-
lors de la réception d’'un message de don- cond PA recoit un message de données en
nées en aval, et qu'une adresse IP de des- aval émis parle CA, etqu’'une adresse MAC
tination, une valeur VLAN et une adresse de destination comprise dans le message
MAC de destination comprises dans le mes- de données en aval est 'adresse MAC de
sage de données en aval correspondent 170 destination comprise dans la troisieme en-
respectivement a I'adresse IP de destina- trée de flux en aval, le second PA transmet
tion, a la valeur VLAN et a I'adresse MAC le message de données en aval a un termi-
de destination comprises dans la deuxieme nal en fonction de la troisieme entrée de flux
entrée de flux en aval, déterminer si le se- en aval.
cond PA utilisé pour transmettre le messa- 75
ge de données en aval est un PA corres- 11. Point d’accés, PA, comprenant un processeur et un
pondant a l'identificateur de PA dans la support de stockage lisible par machine, dans lequel
deuxiéme entrée de flux en aval ; et le support de stockage lisible par machine stocke
si le second PA utilisé pour transmettre le des instructions exécutables par machine qu’exécu-
message de données en aval estle PAcor- 20 te le processeur, et les instructions exécutables par
respondant a l'identificateur de PA dans la machine induisent le processeur a :
deuxiéme entrée de flux en aval, transmet-
tre le message de données en aval au se- obtenir (601), a partir d’'un contréleur d’acces,
cond PA en fonction de la deuxiéme entrée une information sur la configuration d’une ins-
de flux en aval. 25 tance OpenFlow de PA ;
créer (602) I'instance OpenFlow de PA en fonc-
10. Systeme selon la revendication 7 ou 9, dans lequel tion de I'information sur la configuration de l'ins-
les instructions exécutables par machine induisent tance OpenFlow de PA ; et
en outre le processeur a : lier (603) un identificateur de PA du PA a Iins-
30 tance OpenFlow de PA créée, dans lequel une
recevoir une troisieme entrée de flux en amont interface virtuelle sans fil créée par le PA cor-
émise par un contréleur SDN ; dans lequel la respond a l'instance OpenFlow de PA, de sorte
troisieme entrée de flux en amont est utilisée que lorsque linterface virtuelle sans fil du PA
par un second PA pour localement transmettre change, il ne soit pas nécessaire de reconfigurer
des messages de données en amont ; la troisie- 35 I'instance OpenFlow de PA.
me entrée de flux en amont comprend un iden-
tificateur d’'une interface virtuelle sans fil ; I'in- 12. PA selon la revendication 11, dans lequel les ins-
terface virtuelle sans fil est utilisée par un termi- tructions exécutables par machine induisent le pro-
nal pour accéder au second PA ; et cesseur a:
émettre la troisieme entrée de flux en amontau 40
second PA, de sorte que, lorsque le second PA recevoir une entrée de flux en amont émise par
recoit un message de données en amont émis un contréleur d’acces CA dans une situation ou
par le terminal, et qu’une interface virtuelle sans le PA supporte une transmission locale ; dans
fil a travers laquelle le second PA regoit le mes- lequel I'entrée de flux en amont est utilisée par
sage de données en amont est une interface 45 le PA pour localement transmettre des messa-
virtuelle sans fil correspondant a l'identificateur ges de données en amont ; I'entrée de flux en
compris dans la troisieme entrée de flux en amont comprend un identificateur d’'une interfa-
amont, le second PA transmet le message de ce virtuelle sans fil ; 'interface virtuelle sans fil
données en amont au CA en fonction de la troi- est utilisée par un terminal pour accéder au PA ;
siéme entrée de flux en amont ; 50 et
ou, lors de la réception d’'un message de données
dans lequel les instructions exécutables par ma- en amont émis par le terminal, et qu’une inter-
chine induisent en outre le processeur a : face virtuelle sans fil a travers laquelle le PA
recoit le message de données en amontestune
recevoirunetroisieme entrée de fluxenaval 55 interface virtuelle sansfil correspondant a I'iden-

tificateur compris dans I'entrée de flux enamont,
transmettre le message de données en amont
au CA en fonction de I'entrée de flux en amont ;
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ou
dans lequel les instructions exécutables par ma-
chine induisent le processeur a :

recevoir une entrée de flux en aval émise
par le CA dans une situation ou le PA sup-
porte une transmission locale ; dans lequel
'entrée de flux en aval est utilisée par le PA
pour localement transmettre des messages
de données en aval ; I'entrée de flux en aval
comprend une adresse de contrble d’acces
aux supports, MAC, de destination ; et
lors de la réception d’'un message de don-
nées en aval émis par le CA, et qu’une
adresse MAC de destination comprise dans
le message de données en aval est I'adres-
se MAC de destination dans I'entrée de flux
en aval, transmettre le message de don-
nées en aval a un terminal en fonction de
I'entrée de flux en aval.

Support de stockage lisible par machine stockant
des instructions exécutables par machine ; dans le-
quel les instructions exécutables par machine, lors-
que sollicitées et exécutées par un processeur d’'un
contréleur d’acces, et par un processeur d’un point
d’acces, induisent les processeurs a mettre en
oeuvre les étapes respectives du procédé selon
'une quelconque des revendications 1 a 4.

Support de stockage lisible par machine stockant
des instructions exécutables par machine ; dans le-
quel les instructions exécutables par machine, lors-
que sollicitées et exécutées par un processeur d’'un
point d’acces, induisent le processeur a mettre en
oeuvre le procédé selon l'une quelconque des re-
vendications 5 a 6.
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the AC obtains configuration information of a global
instance and configuration information of an AP
instance corresponding to each AP

the AC sends the configuration information of a
corresponding AP instance to each AP respectively, so
that each AP creates an AP instance based on the
received configuration information of the AP instance,
and binds an AP identifier to the created AP instance

the AC creates the global instance based on the
configuration information of the global instance

the AC binds an AC identifier and an AP identifier of
each AP to the global instance

FIG. 5

the AP obtains configuration information of
an AP instance

the AP creates the AP instance based on the
configuration information of the AP instance

the AP binds an AP identifier of the AP to
the created AP instance

FIG. 6
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