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(57) Abstract: Systems and methods for system event searching based on
heterogeneous logs are provided. A system can include a processor device
operatively coupled to a memory device wherein the processor device is con-
figured to mine a variety of log patterns from various of heterogeneous logs
to obtain known-event log patterns and unknown-event log patterns, as well
as to build a weighted vector representation of the log patterns. The proces-
sor device is also configured to evaluate a similarity between the vector rep-
resentation of the unknown-event and known-event log patterns, identify a
known event that is most similar to an unknown event to troubleshoot system
faults based on past actions for similar events to improve an operation of a
computer system.
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SYSTEM EVENT SEARCH BASED ON HETEROGENEOUS LOGS

RELATED APPLICATION INFORMATION

[0001] This application claims priority to U.S. Provisional Patent Application No.
62/594,243, filed on December 4, 2017, U.S. Provisional Patent Application No.
62/608,631, filed on December 21, 2017 and U.S. Utility Application No. 16/203,008

filed November 28, 2018, both incorporated herein by reference herein their entirety.

BACKGROUND
Technical Field
[0002] The present invention relates to systems and methods for event searching and

more particularly for searching system events based on heterogeneous logs.

Description of the Related Art

[0003] Logs are useful sources of information that can describe system events, such as
system faults, failures, crashes, recoveries, infiltrations, and so on. When a system event
occurs, a set of logs can be generated to indicate what happens before, during, and/or
after the event.

[0004] However, conventional methods of system maintenance and troubleshooting
require system administrators to investigate related logs and to figure out solutions to the
events that damage the underlying system. These investigation tasks can be tedious and
time-consuming for system for system administrators as they manually and repeatedly

sift through the logs even if similar system events have occurred before.
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SUMMARY

[0005] According to one embodiment of the present invention, a system is provided for
searching system events based on heterogeneous logs, the system including a processor
device operatively coupled to a memory device wherein the processor device is
configured to mine a plurality of log patterns from a first plurality of heterogeneous logs
and a second plurality of heterogeneous logs to obtain a set of known-event log patterns
for each known event and a set of unknown-event log patterns for each unknown event,
as well as to build a weighted vector representation of each set of known-event log
patterns and of each set of unknown-event log patterns. The processor device is further
configured to evaluate a similarity of the vector representation of each set of unknown-
event log patterns to the vector representation of each set of known-event log patterns,
identify a known event that is most similar to an unknown event based on the evaluated
similarity to troubleshoot system faults based on past actions for similar events to
improve an operation of a computer system.

[0006] According to another embodiment of the present invention, a computer program
product for searching system events based on heterogeneous logs is provided. The
computer program product includes a non-transitory computer readable storage medium
having program instructions which when executed by a computing device cause the
computing device to perform a method for system event searching based on
heterogeneous logs. The method includes mining, by the processor device based on
instructions stored on a storage device coupled to the processor device, a plurality of log
patterns from a first plurality of heterogeneous logs and a second plurality of

heterogeneous logs to obtain a set of known-event log patterns for each known event and
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a set of unknown-event log patterns for each unknown event. The method also includes
building, by the processor device, a weighted vector representation of each set of known-
event log patterns and of each set of unknown-event log patterns, as well as evaluating,
by the processor device, a similarity of the vector representation of each set of unknown-
event log patterns to the vector representation of each set of known-event log patterns.
The method further includes identifying, by the processor device, a known event that is
most similar to an unknown event based on the evaluated similarity to troubleshoot
system faults based on past actions for similar events to improve an operation of a
computer system.

[0007] These and other features and advantages will become apparent from the
following detailed description of illustrative embodiments thereof, which is to be read in

connection with the accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0008] The disclosure will provide details in the following description of preferred
embodiments with reference to the following figures wherein:

[0009] FIG. 1 is a schematic and block diagram illustrating a high-level system for
searching system events based on heterogeneous logs in accordance with an embodiment
of the present invention;

[0010] FIG. 2 is a block diagram illustrating a system for searching system events

based on heterogeneous logs in accordance with an embodiment of the present invention;
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[0011] FIG. 3A is a block/flow diagram illustrating a system/method for searching
system events based on heterogeneous logs accordance with an embodiment the present
invention;

[0012] FIG. 3B is a block/flow diagram illustrating a system/method for searching
system events based on heterogeneous logs in accordance with an embodiment the
present invention;

[0013] FIG. 4A is a block/flow diagram illustrating log pattern mining for known
events in accordance with an embodiment the present invention;

[0014] FIG. 4B is a block/flow diagram illustrating log pattern mining via Next
Generation Log Analytics (NGLA) for known events in accordance with an embodiment
the present invention;

[0015] FIG. 5A is a block/flow diagram illustrating vector representation for known
events in accordance with an embodiment the present invention

[0016] FIG. 5B is a block/flow diagram illustrating NGLA output to a System Event
Search (SES) tool input translation for known events in accordance with an embodiment
the present invention;

[0017] FIG. 5C is a block/flow diagram illustrating an example NGLA output having
been translated into an example SES input for known events in accordance with an
embodiment the present invention;

[0018] FIG. 6 is a block/flow diagram illustrating term frequency—inverse document
frequency (TF-IDF) weighting and normalization for known events in accordance with an

embodiment the present invention;
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[0019] FIG 7 is a block/flow diagram illustrating signature database management for
known events in accordance with an embodiment the present invention;

[0020] FIG 8A is a block/flow diagram illustrating log pattern mining for unknown
events in accordance with an embodiment the present invention;

[0021] FIG 8B is a block/flow diagram illustrating log pattern mining via NGLA for
unknown events in accordance with an embodiment the present invention;

[0022] FIG. 9A is a block/flow diagram illustrating vector representation for known
events in accordance with an embodiment the present invention;

[0023] FIG. 9B is a block/flow diagram illustrating NGLA output to SES tool input
translation for unknown events in accordance with an embodiment the present invention;
[0024] FIG. 10 is a block/flow diagram illustrating TF-IDF weighting and
normalization for unknown events in accordance with an embodiment the present
invention;

[0025] FIG. 11 is a block/flow diagram illustrating a similarity search in accordance
with an embodiment the present invention; and

[0026] FIG. 12 is a block/flow diagram illustrating matched result management in

accordance with an embodiment the present invention

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0027] In accordance with the embodiments of present invention, systems and methods
are provided for searching system events based on heterogeneous logs. The various
embodiments described herein provide an efficient way for users or administrators of a

system to search for and find known system events similar to unknown system events to
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facilitate tasks including, but not limited to, fault diagnosis, fault prevention, and
troubleshooting.

[0028] Referring now to FIG. 1, an exemplary computer system (e.g., a server or a
network device) for searching system events based on heterogeneous logs 100 is shown
in accordance with an embodiment of the present invention. The computer system 100
includes at least one processing device (CPU) 105 operatively coupled to other
components via a system bus 102. A cache 106, a Read Only Memory (ROM) 108, a
Random-Access Memory (RAM) 110, an input/output (I/O) adapter 120, a network
adapter 190, a user interface adapter 150, a Next Generation Log (NGL) Analyzer 170
and a display adapter 160, can be operatively coupled to the system bus 102.

[0029] A first storage device 122 and a second storage device 129 can be operatively
coupled to system bus 102 by the I/O adapter 120. The storage devices 122 and 129 can
be any of a disk storage device (e.g., a magnetic or optical disk storage device), a solid
state magnetic device, and so forth. The storage devices 122 and 129 can be the same
type of storage device or different types of storage devices. Either or both of the storage
devices 122 and 129 can be configured to operate as a data store or database to store
various logs of system events (e.g., heterogeneous logs). The NGL Analyzer 170 can
include software and/or hardware and can be configured to mine or extract log patterns
from sets of heterogeneous logs.

[0030] A transceiver 195 can be operatively coupled to system bus 102 by network
adapter 190. A display device 162 is operatively coupled to system bus 102 by display
adapter 660. A System Event Search (SES) tool 190 can be operatively coupled to system

bus 102 directly or indirectly, for example via Next-Generation-Analytics-to-System-
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Event-Search (NGLA2SES) adapter 180 and NGL Analyzer 170. The system event
search tool can be configured to receive event log patterns translated by the NGLA2SES
adapter 180 from output log patterns mined by NGL Analyzer 170. The system event
search tool can further be configured store representations of system events on a storage
device such as storage devices 122 and 129. Display device 162 (e.g., a screen or
monitor) can be configured to display troubleshooting options to a user/administrator of
the system.

[0031] A first user input device 152 and a second user input device 159 can be
operatively coupled to system bus 102 by user interface adapter 150. The user input
devices 152 and 159 can be any of a sensor, a keyboard, a mouse, a keypad, a joystick, an
image capture device, a motion sensing device, a power measurement device, a
microphone, a device incorporating the functionality of at least two of the preceding
devices, and so forth. Of course, other types of input devices can also be used, while
maintaining the spirit of the present invention. The user input devices 152 and 159 can be
the same type of user input device or different types of user input devices. The user input
devices 152 and 159 can be used to input and output information to and from system 100.
[0032] Other embodiments of the present invention can optionally include further
processing units including a graphics processing unit (“GPU”), a mother board, or
alternatively/additionally another storage medium, an operating system, one or more
application software, as well as including one or more communication interfaces (e.g.,
RS232, Ethernet, Wifi, Bluetooth, USB). Useful examples of computing devices
optionally included in or integrable with embodiments of the present invention include,

but are not limited to, personal computers, smart phones, laptops, mobile computing
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devices, tablet PCs, and servers. In accordance with embodiments of the present
invention, an event record log source can be a computer storage medium.

[0033] Of course, the computer system 100 can also include other elements (not
shown), as readily contemplated by one of skill in the art, as well as omit certain
elements. For example, various other input devices and/or output devices can be included
in computer system 100, depending upon the particular implementation of the same, as
readily understood by one of ordinary skill in the art. For example, various types of
wireless and/or wired input and/or output devices can be used. Moreover, additional
processors, controllers, memories, and so forth, in various configurations can also be
utilized as readily appreciated by one of ordinary skill in the art. These and other
variations of the computer system 100 are readily contemplated by one of ordinary skill
in the art given the teachings of the present invention provided herein.

[0034] It should be understood that multiple computing devices can be operably
linked to form a computer network in a manner as to distribute and share one or more
resources, such as clustered computing devices and server banks/farms. In embodiments
of the present invention each of the aforementioned elements (e.g., device, medium,
source, or module) can be directly or indirectly communicably connected (e.g., via a
wireless a wired electronic connection) to at least one other element of the system. As
described in more detail below, some embodiments of the present invention can be
wholly contained within a single computing device. Other embodiments however, can
encompass a plurality of interconnected or networked devices and resources.

[0035] Referring now to FIG. 2, a schematic overview of a system 200 for searching

system events based on heterogeneous logs is illustratively depicted in accordance with
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an embodiment of the present invention. The system 200 can include one or more
application servers 203 for electronically storing information used by the system.
Applications in the server 203 can retrieve and manipulate information in storage devices
and exchange information through a network 201 (e.g., a local area network (LAN), a
Wide Area Network (WAN), one or more interconnected local area networks, one or
more interconnected metropolitan area networks, the Internet, etc.) Applications in server
203 can also be used to manipulate information stored remotely and process and analyze
data stored remotely across a network 201.

[0036] According to an exemplary embodiment, as shown in FIG. 2, exchange of
information through network 201 or another network can occur through one or more high
speed connections. In some cases, high speed connections can be over-the-air, passed
through networked systems, directly connected to one or more networks 201, or directed
through one or more routers 202. Router(s) 202 are optional and other embodiments in
accordance with the present disclosure can employ no routers 202, one router 202, or a
plurality of routers 202. One of ordinary skill in the art would appreciate that there are
numerous ways server 203 can connect to network 201 for the exchange of information,
and embodiments of the present disclosure are contemplated for use with any method for
connecting to networks for the purpose of exchanging information. Further, while this
application refers to high speed connections, embodiments of the present invention can
be employed with connections of any speed.

[0037] In the various embodiments, components or modules of the system can connect
to server 203 via network 201 or other network in numerous ways. For example, a

component or module can connect to the system 200 through a computing device 212
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directly connected to the network 201, through a computing device 205, 206 connected to
the network 201 through a routing device 204, through a computing device 208, 209, 210
connected to a wireless access point 207, through a computing device 211 via a wireless
connection (e.g., CDMA, GMS, 3G, 4G) to the network 201, etc. One of ordinary skill in
the art will appreciate that there are numerous ways that a component or module can
connect to server 203 via network 201 or other network, and embodiments of the present
disclosure are contemplated for use with any method for connecting to server 203 via
network 201 or other network.

[0038] Furthermore, server 203 could be a personal computing device, such as a
smartphone 211, acting as a host for other computing devices to connect to. In
accordance with some embodiments of the present invention an event log source can be a
networked device, including, but not limited to, server 203 or computing device 208,
which includes a memory device.

[0039] For example, a server 203 can include a processor device coupled to a memory
device configured to record and serve event logs. In some exemplary embodiments of the
system 200, server 203 can include a data store/database 214 which can be configured to
store system event logs. In other embodiments, computing device 212 can include a NGL
Analyzer 270 configured to receive event logs from database 214 via server 203 through
network 201 and to mine log patterns form the event logs. Computing device 206 can
include an NGLA2SES adapter 280 and a System Event Search (SES) tool 290
configured compare and search vector representations of system events. The SES tool can
also be configured to receive log patterns mined by the Next Generation Log Analyzer

270 via network 201 and NGLA2SES adapter 280. In some embodiments, the

10
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NGLA2SES adapter 280 can be configured to translate log pattern outputs from Next
Generation Log Analyzer 270 into inputs suitable for SES. Computing device 210 can
include a display device (e.g., a screen) that can be configured to display troubleshooting
options 216 to a user/administrator 218 of the system 200 to identify system operation
issues, expedite fault diagnosis and improve fault tracking, and provide system operation
guidance. Alternatively, in other embodiments, such as the ones described in more detail
below, the abovementioned elements can all be included together entirely within one of
such exemplary computing devices. It should be understood by those skilled in the art
that the aforementioned elements can be distributed in various combinations among the
devices and components depicted in FIG. 2 and that all such combinations are
contemplated hereby without departing from the scope of the disclosure of the present
invention.

[0040] Referring now to FIG. 3 A, a system/method for searching system events based
on heterogeneous logs is illustratively depicted in accordance with an embodiment of the
present invention. This embodiment employs a System Event Search (SES) tool to find
known system events that are similar to unknown system events. In block 302a, multiple
sets of logs can be obtained for known events where each set of logs represent detailed
system-level information for a specific known event. In this embodiment, logs can be
heterogeneous and can include both text-based logs and time-series-based logs. In block
304a log analytical techniques can be employed to discover a variety of log patterns. The
variety of log patterns can include different categories of log patterns including, but not
limited to, schema/template patterns, field patterns, sequential patterns, periodic patterns,

and correlation patterns. In block 306, a uniform vector representation of system events is

11
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built wherein each vector can represent a system event. Each event’s vector
representation can include multiple dimensions where each dimension denotes a specific
pattern discovered in block 304a. According to this embodiment, the value of the vector
in each dimension can be the number of times the specific pattern (denoted by that
dimension) occurs within the set of logs pertaining to the event represented by the vector.
Once the vector dimensions are obtained, a term frequency—inverse document frequency
(TF-IDF) algorithm can be employed in block 308 to weigh and normalize each
dimension so that discriminative dimensions are weighed more heavily

[0041] According to this embodiment, the above-described process can be repeated for
unknown events. In block 312a, multiple sets of logs can be obtained for unknown events
where each set of logs represent detailed system-level information for an unknown event.
These logs can likewise be heterogeneous and can include both text-based logs and time-
series-based logs. In block 314a log analytical techniques can be employed in a manner
analogous to block 304a to discover a variety of log patterns for unknown events. This
variety of log patterns can similarly include different categories of log patterns including,
but not limited to, schema/template patterns, field patterns, sequential patterns, periodic
patterns, and correlation patterns. It should be understood that the log patterns discovered
for the unknown events can be the same as those discovered for the known events or
different therefrom. In block 316, a uniform vector representation of system events is
built wherein each vector can represent an unknown system event that is analogous to the
representation built in block 306. Accordingly, each unknown event’s vector
representation can include multiple dimensions where each dimension denotes a specific

pattern discovered in block 314a, and the value of the vector in each dimension can be
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the number of times the specific pattern (denoted by that dimension) occurs within the set
of logs pertaining to the event represented by the vector. Once the vector dimensions are
obtained for the vector representations of the unknown events, a term frequency—inverse
document frequency (TF-IDF) algorithm can be employed in block 318 to weigh and
normalize each dimension so that discriminative dimensions are weighed more heavily.
[0042] In accordance with an embodiment of the present invention, in block 320a, the
similarity between known events and unknown events is evaluated by calculating a
similarity between their respective vector representations (e.g., a cosine similarity). Thus,
in accordance with this embodiment, the known event with the highest cosine similarity
can be identified as the most similar known event for a given unknown event. In block
330a, a variety of options of steps or actions are presented that a user/administrator can
take to troubleshoot the system or to expedite fault diagnosis and improve fault tracking.
[0043] Referring now to FIG. 3B, an alternative embodiment of system/method for
searching system events based on heterogeneous logs is illustratively depicted. This
embodiment employs a Next Generation Log Analytics (NGLA) system together with an
SES to provide a user-friendly system/method.

[0044] In block 302b, multiple sets of logs can be obtained for known events where
each set of logs represent detailed system-level information for a specific known event. In
this embodiment, logs can be heterogeneous and can include both text-based logs and
time-series-based logs. In block 304b a training request can be submitted by the user of
the system, and the system can then call components of the NGLA system to mine and
discover a variety of log patterns. The variety of log patterns can include different

categories of log patterns including, but not limited to sequential patterns, periodic
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patterns, and correlation patterns. In block 326, an NGLA2SES adapter can translate the
output log patterns from NGLA obtained in block 324 into an acceptable input for SES
by decoupling the pattern mining logic in NGLA from that of the event search algorithm
in SES. In block 328 of this embodiment, the translated output of NGLA can be
employed by SES to generate vector representations for the known events whereby a
vector representation of an event can denote that event’s signature. In accordance with an
embodiment of the present invention, in block 329, the generated signatures can be stored
in a database. These stored signatures can be managed and used for subsequent event
search tasks.

[0045] According to an embodiment, the above-described process can be repeated for
unknown events as well. In block 312b, multiple sets of logs can be obtained for
unknown events where each set of logs represent detailed system-level information for an
unknown event. In this embodiment, logs can likewise be heterogeneous and can include
both text-based logs and time-series-based logs. In block 314b a testing request can be
submitted by the user of the system, and the system can then call components of the
NGLA system to mine and discover a variety of relevant log patterns. The variety of log
patterns can include different categories of log patterns including, but not limited to
sequential patterns, periodic patterns, and correlation patterns. Analogous to the
previously described embodiments, the log patterns discovered for the unknown events
can be the same as those discovered for the known events or different therefrom. In block
336, an NGLA2SES adapter can translate the output log patterns from NGLA obtained in
block 334 into an acceptable input for SES by decoupling the pattern mining logic in

NGLA from that of the event search algorithm in SES.
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[0046] Referring now to FIG. 3B with continued reference to FIG. 3A, in block 338, a
signature matching component of SES can be called to evaluate the similarity between
known events and a given unknown event in a manner analogous to the evaluation of
block 320a. In block 320b, the results of block 338 including matched known and
unknown events can be saved in accordance with a file format (e.g., a JAVASCRIPT™
Object Notation (JSON)) schema and managed to enable the results to be visualized by or
displayed to a user/administrator of the system. In block 330b, based on the results saved
and managed in block 320b, a variety of options of steps or actions are presented that a
user/administrator can take to troubleshoot the system or to expedite fault diagnosis and
improve fault tracking.

[0047] Referring now to FIG. 4A, a detailed depiction of a log pattern mining 304a for
known events in accordance with an embodiment of the present invention is provided.
Having obtained logs of known events in block 302a, both text and time-series based log
patterns can be mined in blocks 402 and 404 respectively. The text based log patterns can
be mined in block 402 using analytical techniques to discover a variety of text based
patterns including schema patterns, sequential patterns, periodic patterns, and the like.
Time-series based log patterns can be mined in block 404 likewise using analytical
techniques to discover time-series based patterns such as correlation patterns, burst
patterns, and the like. Thus, a set of log patterns of log patterns with a variety of pattern
identifiers (IDs) appearing in the known events as well as the occurrence frequency of the
patterns in the known events can be obtained as a result of blocks 402 and 404 and can be

then provided as an input for block 306.
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[0048] Referring now to FIG. 4B, a detailed depiction of log pattern mining for known
events via NGLA 304b in accordance with an alternative embodiment of the present
invention is shown. In this embodiment, users can control the functionality of the system
by using requests described in files. In block 406, to generate event signatures, users can
submit training requests in JSON format including instructions regarding how input logs
for known events can be accessed, details of a signature database, the types/categories of
log patterns to extract, and the type of request. By reading the training requests of block
406, the relevant components of NGLA are called in block 408 to perform log pattern
mining on the input logs.

[0049] Referring now to FIG. 5A, a detailed depiction of vector representation of
known events 306 in accordance with an embodiment of the present invention is
provided. In block 506, the number of occurrences of each specific pattern
discovered/obtained in block 304a for each individual known event. In block 508, the
per-pattern counts are concatenated into a multi-dimensional vector, wherein each
dimension denotes a specific pattern discovered/obtained in block 304a and the value of
the vector in a given dimension is the count calculated in block 506. Thus, because each
dimension of the vector representation denotes a specific log pattern, the number of
dimensions a vector representation has is the number of log patterns within the set of log
patterns represented by the vector.

[0050]  Referring now to FIGS. 5B-5C, a detailed depiction of NGLA output to SES
input translation 326 for known events is provided in accordance with an embodiment of
the present invention. In particular, FIG. 5C shows a translation by an NGLA2SES

adapter 526 of an exemplary JSON object 527 that was output by NGLA, into a different
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exemplary JSON object 529 output by the NGLA2SES adapter 526 in block 528, suitable
as an input for SES. In block 516, an NGLA2SES adapter 526 can collect the relevant
output from NGLA for the log pattern types that are enabled in the training request of
block 406. The output of NGLA can include multiple JSON objects, where each JSON
object indicates the occurrence of a specific log pattern. For example, as can be seen in
FIG. 5C, a JSON object 527 generated by NGLA can include an indication of an
occurrence of a “Type 1”7 log pattern (which can have been previously defined or selected
in block 406). In block 518, information that can be used for event searching via SES
including, but not limited to, log pattern type, pattern id, and pattern-type-specific
information is extracted by the NGLA2SES adapter from JSON object 527 and included
in JSON object 529. The employment of the NGLA2SES adapter 526 can enable easy
system maintenance because the NGLA2SES adapter 526 can decouple the logic used by
NGLA from the logic used by SES. Because both NGLA and SES are fast evolving
systems, and their internal logic could be changed or enhanced for better performance,
the use of the NGLA2SES adapter 526 can avoid having to modify either of NGLA and
SES by allowing the modification of the NGLA2SES adapter 526 to be sufficient for the
continued interoperability of NGLA with SES despite the continued evolution of both
NGLA and SES.

[0051] Referring now to FIG. 6, a detailed depiction of TF-IDF weighing and
normalization 308 for known events in accordance with an embodiment of the present
invention is provided. In block 606, the per-pattern counts for patterns obtained from
block 304a that belong to the same category/type (e.g. schema pattern) can be normalized

by the total number of counts for that pattern category. For example, if four schema
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patterns P1, P2, P3, and P4 are obtained and there is a system event whose schema
pattern counts for P1, P2, P3, and P4 are 1, 2, 3, and 4, respectively, then, the vector
representation of this event can be (1, 2, 3, 4). Consequently, after this term-frequency
(TF) normalization in block 606, the vector representation can be transformed into (0.1,
0.2, 0.3, 0.4). In block 608, inverse-document-frequency (IDF) weights can be calculated
based on the vector representation of all the known events. According to an embodiment
of the present invention: letting N denote the number of known events, x; denote the
vector representation of a system event, and x(j) denote the value of x; in its j-th

dimension, the IDF weight of the j-th dimension idf{j) can be calculated by idf(j) =

N ) ) ) )
Tm S0 Having obtained the IDF weights, the vector representation of each event can
t

be further updated to: weighted x;(j) = x;(j) X idf(j). Consequently, this TF-IDF
weighted vector representation of each known event can be stored and can be be used for
system event search queries/tasks for an arbitrary number of unknown system events.

[0052] Referring now to FIG. 7, a detailed depiction of signature management 329
according to an embodiment of the present invention is provided. In block 716 a multi-
dimensional vector, analogous to the vector representation of block 508 can denote the
signature of each event obtained from the information in block 518. In this embodiment,
the vector representation of each event can also be formatted as a JSON object where
keys in the object can include pattern identifiers (IDs) and the values in the object can
include signature values. In block 402, event signatures encoded as JSON objects can be
stored in a data store or database (e.g., an Elasticsearch-based database). Event signatures
can also be indexed in the database to enable high efficiency for a subsequent event

search for unknown events. Thus, a signature base can be built based on input logs for
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known events from block 302a and managed to provide high efficiency and fault
tolerance.

[0053] Referring now to FIG. 8A, a detailed depiction of log pattern mining 314a for
unknown events in accordance with an embodiment of the present invention is provided.
Having obtained logs of known events in block 312a, both text and time-series based log
patterns can be mined in blocks 802 and 804 respectively. The text based log patterns can
be mined in block 802 using analytical techniques to discover a variety of text based
patterns including schema patterns, sequential patterns, periodic patterns, and the like.
Time-series based log patterns can be mined in block 804 likewise using analytical
techniques to discover time-series based patterns such as correlation patterns, burst
patterns, and the like. It should be understood that, in this embodiment, the pattern
identifiers (IDs) for the unknown events from blocks 802 and 804 can be the aligned
with, analogous to, or the same as the embodiment the pattern identifiers (IDs) for the
known events from blocks 402 and 404.

[0054] Referring now to FIG. 8B, a detailed depiction of log pattern mining for
unknown events via NGLA 314b in accordance with an alternative embodiment of the
present invention is depicted. In this embodiment, users can control the functionality of
the system by using requests described in files. In block 806, to generate event signatures,
users can submit testing requests in JSON format including instructions regarding how
input logs for unknown events can be accessed, details of a signature database, the
types/categories of log patterns to extract, and the type of request. By reading the testing
requests of block 806, the relevant components of NGLA are called in block 808 to

perform log pattern mining on the input logs.
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[0055] Referring now to FIG. 9A, a detailed depiction of vector representation of
unknown events 316 in accordance with an embodiment of the present invention is
provided. In block 902, the number of occurrences of each specific pattern
discovered/obtained in block 314a for each individual unknown event. In block 904, the
per-pattern counts are concatenated into a multi-dimensional vector, wherein each
dimension denotes a specific pattern discovered/obtained in block 314a and the value of
the vector in a given dimension is the count calculated in block 902. Thus, because each
dimension of the vector representation denotes a specific log pattern, the number of
dimensions a vector representation has is the number of log patterns within the set of log
patterns represented by the vector. It should be understood that, in this embodiment, the
vector representations in block 904 can be aligned with the vector representations in
block 508.

[0056] Referring now to FIG. 9B, a detailed depiction of NGLA output to SES input
translation 336 for unknown events is provided in accordance with an embodiment of the
present invention. In block 906 an NGLA2SES adapter can collect the relevant output
from NGLA for the log pattern types that are enabled in the testing request of block 806.
The output of NGLA can include multiple JSON objects, where each JSON object
indicates the occurrence of a specific log pattern. In block 908, information that can be
used for unknown event searching via SES including, but not limited to, log pattern type,
pattern id, and pattern-type-specific information is extracted by the NGLA2SES adapter.
Consequently, in block 338, the signature matching component can be called in SES to
use the extracted information to evaluate the similarity between known events and a

given unknown event.
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[0057] Referring now to FIG. 10, a detailed depiction of TF-IDF weighing and
normalization 318 for unknown events in accordance with an embodiment of the present
invention is provided. In block 1002, the per-pattern counts for patterns obtained from
block 314a that belong to the same category/type (e.g. schema pattern) can be normalized
by the total number of counts for that pattern category. In block 1004, inverse-document-
frequency (IDF) weights can be calculated based on the vector representation of all the
known events and the calculated IDF weights can be used to further weigh the vector
representations. It should be understood that, in this embodiment, the TF-IDF weighted
vector representations of unknown events are comparable with the TF-IDF weighted
vector representations for the known events from block 308.

[0058] Referring now to FIG. 11, a detailed depiction of a similarity search 320a in
accordance with an embodiment of the present invention is provided. In block 1102 a
similarity between known and unknown events can be evaluated. In one exemplary
embodiment, the similarity can be evaluated via a cosine similarity calculation as
follows: letting x; be a vector representation of a known event /i and y; be a vector
representation of an unknown event &, the similarity of known event i and unknown event

Xi'Vk

k can be calculated by: similarity(x;, y,) = T In block 1104, after evaluating the

similarity of unknown event k against all the known events, all of the similarity scores are
then ranked in order from highest to lowest. Accordingly, the known event with the
highest similarity score can be understood to be the most similar known event to
unknown event k.

[0059] Referring now to FIG. 11, a detailed depiction of match result management for

unknown events 320b according to an embodiment of the present invention is provided.
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In block 1202 a matched result for each unknown event can be encoded as a JSON object
that can have various fields including a “Relevance” field and a “datalLabel” field among
others. In block 1204, all the matched results (e.g., JSON objects) can be stored in a data
store, server, or database (e.g., Elasticsearch database) so that users can have the
flexibility of ranking, filtering, and manipulating the results as well as visualizing and
displaying the matched results (e.g., via a screen or display). Based on the matched
results, according to an embodiment of the present invention, troubleshooting options can
be provided (e.g, via a display) to a user/administrator of a system to facilitate
identification of system operation issues, expedite fault diagnosis and improve fault
tracking.

[0060] Embodiments described herein can be entirely hardware, entirely software or
including both hardware and software elements. In a preferred embodiment, the present
invention is implemented in software, which includes but is not limited to firmware,
resident software, microcode, etc.

[0061] Embodiments can include a computer program product accessible from a
computer-usable or computer-readable medium providing program code for use by or in
connection with a computer or any instruction execution system. A computer-usable or
computer readable medium can include any apparatus that stores, communicates,
propagates, or transports the program for use by or in connection with the instruction
execution system, apparatus, or device. The medium can be magnetic, optical, electronic,
electromagnetic, infrared, or semiconductor system (or apparatus or device) or a
propagation medium. The medium can include a computer-readable storage medium

such as a semiconductor or solid state memory, magnetic tape, a removable computer
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diskette, a random access memory (RAM), a read-only memory (ROM), a rigid magnetic
disk and an optical disk, etc.

[0062] Each computer program can be tangibly stored in a machine-readable storage
media or device (e.g., program memory or magnetic disk) readable by a general or
special purpose programmable computer, for configuring and controlling operation of a
computer when the storage media or device is read by the computer to perform the
procedures described herein. The embodiments of the present inventive system can also
be considered to be embodied in a computer-readable storage medium, configured with a
computer program, where the storage medium so configured causes a computing device
(e.g., computer) to operate in a specific and predefined manner to perform the functions
described herein.

[0063] A data processing system suitable for storing and/or executing program code
can include at least one processor coupled directly or indirectly to memory elements
through a system bus. The memory elements can include local memory employed during
actual execution of the program code, bulk storage, and cache memories which provide
temporary storage of at least some program code to reduce the number of times code is
retrieved from bulk storage during execution. Input/output or I/O devices (including but
not limited to keyboards, displays, pointing devices, etc.) can be coupled to the system
either directly or through intervening I/O controllers.

[0064] Network adapters can also be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote printers

or storage devices through intervening private or public networks. Modems, cable
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modem and Ethernet cards are just a few of the currently available types of network
adapters.

[0065] The foregoing is to be understood as being in every respect illustrative and
exemplary, but not restrictive, and the scope of the invention disclosed herein is not to be
determined from the Detailed Description, but rather from the claims as interpreted
according to the full breadth permitted by the patent laws. It is to be understood that the
embodiments shown and described herein are only illustrative of the present invention
and that those skilled in the art may implement various modifications without departing
from the scope and spirit of the invention. Those skilled in the art could implement
various other feature combinations without departing from the scope and spirit of the
invention. Having thus described aspects of the invention, with the details and
particularity required by the patent laws, what is claimed and desired protected by Letters

Patent is set forth in the appended claims.
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WHAT IS CLAIMED IS:

1. A method for system event searching based on heterogeneous logs, the
method comprising:

mining, by the processor device based on instructions stored on a storage
device coupled to the processor device, a plurality of log patterns from a first
plurality of heterogeneous logs and a second plurality of heterogeneous logs to
obtain a set of known-event log patterns for each known event and a set of
unknown-event log patterns for each unknown event;

building, by the processor device, a weighted vector representation of each
set of known-event log patterns and of each set of unknown-event log patterns;

evaluating, by the processor device, a similarity of the vector
representation of each set of unknown-event log patterns to the vector
representation of each set of known-event log patterns; and

identifying, by the processor device, a known event that is most similar to
an unknown event based on the evaluated similarity to troubleshoot system faults
based on past actions for similar events to improve an operation of a computer

system.

2. The method as recited in claim 1, wherein mining each of the plurality of

heterogeneous logs of known events and the plurality of heterogeneous logs of unknown

events includes mining at least one of text-based logs and time-series-based logs.
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3. The method as recited in claim 1, wherein the plurality of log patterns

includes different categories of patterns.

4. The method as recited in claim 1, wherein building the weighted vector
representation includes denoting a specific log pattern for each dimension of the vector
representation and setting the vector representation’s dimensionality being defined by a

number of log patterns within the set of log patterns the vector representation represents.

5. The method as recited in claim 1, wherein building the weighted vector
representation includes a value of the vector representation in each dimension being
defined by the number of times a specific log pattern appears within the set of log

patterns the vector representation represents.

6. The method as recited in claim 1, wherein mining is performed via Next

Generation Log Analytics (NGLA).

7. The method as recited in claim 6, wherein building a vector representation
includes translating an obtained set of log patterns into a different format that is feasible
to be input into a System Event Search (SES) tool by decoupling NGLA pattern mining

logic from the logic of the SES searching algorithm.
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8. The method as recited in claim 6, wherein building a vector representation
includes generating a vector representation from a translated set of log patterns whereby a

vector representation denotes an event’s signature.

9. The method as recited in claim 6, further including storing event

signatures in a signature database.

10. The method as recited in claim 6, wherein evaluating the similarity

includes matching signatures of unknown events to signatures of unknown events.

11. The method as recited in claim 6, further including saving matched events
according to a file format schema and displaying troubleshooting options via a display

device.

12. A computer system for searching system events based on heterogeneous
logs, comprising:
a processor device operatively coupled to a memory device, the processor
device being configured to:
mine a plurality of log patterns from a first plurality of
heterogeneous logs and a second plurality of heterogeneous logs to obtain
a set of known-event log patterns for each known event and a set of

unknown-event log patterns for each unknown event;
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build a weighted vector representation of each set of known-event
log patterns and of each set of unknown-event log patterns;

evaluate a similarity of the vector representation of each set of
unknown-event log patterns to the vector representation of each set of
known-event log patterns; and

identify a known event that is most similar to an unknown event
based on the evaluated similarity to troubleshoot system faults based on
past actions for similar events to improve an operation of a computer

system.

13.  The system as recited in claim 12, wherein each of the plurality of
heterogeneous logs of known events and the plurality of heterogeneous logs of unknown

events include at least one of text-based logs and time-series-based logs.

14. The system as recited in claim 12, wherein the plurality of log patterns

includes different categories of patterns.

15.  The system as recited in claim 12, wherein each dimension of the vector
representation denotes a specific log pattern and wherein the vector representation’s
dimensionality is defined by a number of log patterns within the set of log patterns the

vector representation represents.

28



WO 2019/112867 PCT/US2018/062991

16. The system as recited in claim 12, wherein a value of the vector
representation in each dimension is defined by the number of times a specific log pattern

appears within the set of log patterns the vector representation represents.

17. A computer program product for searching system events based on
heterogeneous logs, the computer program product comprising a non-transitory computer
readable storage medium having program instructions embodied therewith, the program
instructions executable by a computing device to cause the computing device to perform
the method comprising:

mining, by the processor device based on instructions stored on a storage
device coupled to the processor device, a plurality of log patterns from a first
plurality of heterogeneous logs and a second plurality of heterogeneous logs to
obtain a set of known-event log patterns for each known event and a set of
unknown-event log patterns for each unknown event;

building, by the processor device, a weighted vector representation of each
set of known-event log patterns and of each set of unknown-event log patterns;

evaluating, by the processor device, a similarity of the vector
representation of each set of unknown-event log patterns to the vector
representation of each set of known-event log patterns; and

identifying, by the processor device, a known event that is most similar to
an unknown event based on the evaluated similarity to troubleshoot system faults
based on past actions for similar events to improve an operation of a computer

system.
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18. The product as recited in claim 17, wherein mining is performed via Next

Generation Log Analytics (NGLA).

19. The product as recited in claim 17, wherein building a vector
representation includes translating an obtained set of log patterns into a different format
that is feasible to be input into a System Event Search (SES) tool by decoupling NGLA

pattern mining logic from the logic of the SES searching algorithm.

20. The product as recited in claim 17, wherein building a vector

representation includes generating a vector representation from a translated set of log

patterns whereby a vector representation denotes an event’s signature.
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