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ONLINE SERVICE ACCESS CONTROLS
USING SCALE OUT DIRECTORY FEATURES
BACKGROUND
[0001] One common practice of providing a company-wide collaboration environment
requires the purchase of a tangible software product for local installation and deployment
within a user or company network. For example, a company can deploy a company-wide
network architecture to control file and resource access by users, relying in part on
company firewall resources and a local directory application to maintain access
permissions for the architecture. The directory can be used to contain a centralized list of
users for the system. For example, a directory can be used to create a private workspace
(My Site) for each user 1n the directory. As the number of users and network components
increase, the task of maintaining security and access permissions can be time consuming
and costly to the bottom line of a business that relies on the installed product.
[0002] As a natural evolution from the old paradigm, online application services are
used more and more as businesses gravitate away from the often inefficient and tedious
installation and management of applications and/or users within a defined network.
Leaving the heavy lifting of maintenance, updates, and security to a separate entity 1s an
attractive option. Ultimately, there has to be some mechanism 1n place to ensure that
access to customer data 1s limited to authorized users. For example, hosted application
services need to consider quality of service, site density, security, and/or other service
1ssues. Complexities associated with controlling access to hosted application services by
current and future customers compound with scale and become more difficult to maintain.
SUMMARY
[0003] This summary 1s provided to introduce a selection of concepts 1n a simplified
form that are further described below 1n the Detailed Description. This summary 1s not
intended to 1dentify key features or essential features of the claimed subject matter, nor 1s
it intended as an aid 1n determining the scope of the claimed subject matter.
[0004] Embodiments provide application and/or resource access control features of an
online computing environment, but are not so limited. In an embodiment, a computer-
implemented method provides access control features for an online application
environment based in part on the use of a number of directory service instances 1solated
from direct customer access and deployed 1n a defined datacenter architecture. In one
embodiment, a computing environment uses web-based access control features and a

number of directory service instances having organizational units and corresponding
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mappings to maintain a support infrastructure as part of providing features of online

application services to customers. Other embodiments are included and available.

[0004a] According to one aspect of the present invention, there 1s provided a method
comprising: using a grid network architecture that includes a plurality of serving computers
including using a grid manager to maintain global mappings associated with tenants and a
plurality of directory service instances, wherein the grid manager operates in part to monitor a
deployment status of the plurality of directory service instances and make one or more new
directory service instances available to the tenants when called, wherein the grid manager
provides global mapping information for synchronizing directory service instance updates;
using the plurality of directory service instances in part to define access privileges for groups
of customers requesting services of the serving computers, each directory service instance
being independent of other directory service instances and including one or more
organizational units, wherein each organizational unit is associated with a distinct customer
and includes authorized users and one or more authorized foreign principle objects (FPOs);
populating each organizational unit with customer data used to control access to services of
the serving computers; and storing the directory service instances in computer readable

storage.

[0004b] According to another aspect of the present invention, there 1s provided a system
comprising: server resources including processing and memory components to support one or
more server farms as part of providing an online application service; a synchronization
component to synchronize online customer data with the online application service using a
number of directory service instance (DSI) data structures that include customer and partner
information, wherein each DSI data structure includes one or more organizational units,
wherein each organizational unit is associated with a distinct customer and includes
authorized users and one or more authorized FPOs; a grid manager to maintain global
mappings associated with tenants and the number of DSI data structures, wherein the grid
manager operates in part to monitor a deployment status of the number of DSI data structures
and make one or more new DSI data structures available to the tenants when called, wherein

the grid manager provides global mapping information for synchronizing DSI data structure
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updates; storage to store the DSI data structures; and a claim provider component to query a
domain controller associated with a DSI data structure stored in the storage to control access

to the server resources.

[0004¢] According to still another aspect of the present invention, there is provided a
computer readable storage device having stored thereon computer-executable instructions that
when executed are used 1n part to provide online services comprising: maintaining global
mappings associated with tenants and a plurality of directory service instances; monitoring a
deployment status of the plurality of directory service instances; making one or more new
directory service instances available to the tenants when called and providing global mapping
information for Synchroﬁizing directory service instance updates; receiving a request for an
online resource of a data grid network; obtaining access information from the request;
1dentifying a directory service instance associated with the access information, wherein each
directory service instance includes one or more organizational units, wherein each
organizational unit 1s assoctated with a distinct customer and includes authorized users and
one or more authorized FPOs; and examining the directory service instance to determine if the

request 1ssued from an authorized user and an access level of the authorized user.

[000S] These and other features and advantages will be apparent from a reading of the

following detailed description and a review of the associated drawings. It 1s to be understood
that both the foregoing general description and the following detailed description are

explanatory only and are not restrictive of the invention as claimed.
BRIEF DESCRIPTION OF THE DRAWINGS
[0006] FIGURE 1 is a block diagram of an exemplary computing environment.

[0007] FIGURE 2 is a flow diagram illustrating aspects of an exemplary online application

service.

[0008] FIGURE 3 1s a flow diagram illustrating an exemplary process of controlling access to

online application services and/or resources.

[0009] FIGURE 4 is a block diagram of an exemplary grid network environment.
2a
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[0010] FIGURE 5 is a block diagram depicting a number of exemplary organizational units

of an online service application environment.

[0011] FIGURE 6 is a block diagram illustrating an exemplary computing environment for

implementation of various embodiments described herein.

DETAILED DESCRIPTION

[0012] FIGURE 1 is a block diagram of an exemplary computing environment 100 that
includes functionality to provide online application services and/or resources to permitted
users of the environment 100. In an embodiment, the environment 100 includes the use of a
number of directory service instances 102(1)-102(n) to manage and control aspects of online
application services and/or resources delivered to subscribing customers and other authorized
users, but is not so limited. As discussed below, subscribing customers can access and use
online application services and/or resources of the environment 100, including online service
networks based in part on a number of directory service instance parameters. Exemplary
online service networks can include public and private networks communicating over some
communication channel, such as web-based networks (e.g., the Internet). Customers can
subscribe to use certain online services and/or resources which may encompass mulitiple hosts,

partners, and site collections for example.

[0013] As shown in FIGURE 1 and described in detail further below, the environment 100

includes a claim provider component or claim provider 104, a synchronizer component or
synchronizer 106, a grid manager component or grid manager 108 associated with an online

service architecture 110 that provides services and/or resources

2b
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to a number of entities that include customer systems 112(1)-112(n). In one embodiment,
the claim provider 104, synchronizer 106, and grid manager 108 are included as part of a
centralized resource center, available to components of a defined grid network. The online
service architecture 110 of an embodiment includes online application resources 114,
online application services 116, and other resources/applications 118 including processing,
networking, and/or memory resources. It will be appreciated that the environment 100 can
include additional components and configurations. For example, cach grid network can
include different server and/or component topologies configured to service different types
of customers.

|0014] In various embodiments, all or select portions of the architecture 110 can be
accessed and used by customers and/or other users of the environment 100 based 1n part
on distinct customer and other information contained m the directory service instances
102(1)-102(n). As described below, the directory service instances 102(1)-102(n) can be
used by components of the environment 100 as part of maintamning and providing online
services and/or resources to each customer, including any permitted employees, partners,
and/or other subscribers or users. For example, each directory service instance can be
used to control access to services and/or resources based 1n part on user 1dentity, security
permissions, support roles, and/or associated groups of each subscribing customer.

[0015] The environment 100 of an embodiment includes the use of a number of domain
controllers to control access to and manage directory service istances as part of providing
the online services and/or resources. Domain controllers, dispersed throughout the
environment 100, can be used to provide a robust, fail-over online service and resource
architecture. In one embodiment, the environment 100 uses multiple domain controllers
deployed with each directory service instance as part of servicing various customers
and/or regions, but 1s not so limited. For example, multiple domain controllers can be
deployed 1n remote datacenters (e.g., physical hosting locations) as part of facilitating
synchronization and other services with customer accounts using one or more of the
directory service instances 102(1)-102(n). Additional domain controllers can be deployed
for cach directory service instance as part of improving performance of authorization
queriecs and/or other operations.

[0016] According to an embodiment, the claim provider 104, synchronizer 106, and grid
manager 108 can include functionality to provide user authorization and access, resource
management, partner and/or other access and usage features using one or more directory

service mstance (DSI) data structures to provide online services to subscribing customers.
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In one embodiment, the claim provider 104 1s included as part of a web server role and
operates to query a domain controller associated with a DSI data structure as part of
controlling access to services of a grid network. The environment 100 of an embodiment
includes a plurality of domain controllers (e.g., two, four, six, etc.) associated with each
DSI data structure. In one embodiment, the number of domain controllers and DSI data
structures can be streamlined based 1n part on examination of a number of performance
metrics that track performance features of an online service. For example, a performance
metric can track operation of a particular query based 1n part on a function of the number
of objects contained 1n a DSI data structure. The performance metrics can be used as part
of deploying additional DSI data structures and/or other components.

[0017] The synchronizer 106 of an embodiment can be used 1n part to populate and
maintain each DSI data structure with customer information of many different customers.
Such population operations of one embodiment depend 1n part on the allocated number of
objects to contain with each DSI data structure. In one embodiment, the synchronizer 106
can use a schema and number of web service calls to populate and manage each DSI data
structure. The synchronizer 106 of one embodiment uses a synchronization daemon,
described below, to examine data objects (e.g., new, update, deleted, etc.) for a given
customer, but 1s not so limited. For example the synchronization daemon can i1ssuc a
query to an available web service component to locate a particular DSI data structure
whenever a customer change 1s detected or realized (e.g., company information has
changed, list of users has changed, groups have changed, subscription and license changes,
etc.). The queried web service can operate to provide a name of an associated DSI data
structure to the synchronization daemon and used by the synchronizer 106 as part of a
synchronization operation. In one embodiment, a unique GUID can be used by the
synchronizer 106 as an identifier for each customer and contained 1n an associated DSI
data structure to 1dentify an associated organizational unit data structure.

|0018] The synchronizer 106 can use a plurality of organizational units 120(1)-120(n) of
various DSI data structures to maintain integrity of the online services, such as keeping
online service accounts up to date for example, wherein each organizational unit can be
populated with information of a distinct online service customer, partner, affiliate, and/or
other user. For example, each organizational unit can be used to represent customer
subscription details for a given customer, including permitted customer users, access

and/or security groups by service and/or resource, extranet users, and/or foreign principle

objects (FPOs).
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[0019] In an embodiment, a FPO can be used to represent a non-employee user or
permission group of some customer. In one embodiment, onc or more FPOs can be
contained 1n an organizational unit of a first company, wherein FPO mapping parameters
point to another user object, group, and/or directory service instance of one or more
different organizational units that may or may not be included in the same grid network.
For example, a FPO can be instantiated in the organizational unit of the first company as a
virtual representation of an administrator agent group contained within a second
customer’s organizational unit data structure. Correspondingly, permissions can be
defined for non-employee and non-extranet users of a customer organizational unit 1n a
similar fashion as giving permissions to groups of the customer organizational unit. For
example, users associated with a group FPO obtain access to an owner’s site collection
since the FPO objects are included as members of an authorized security group that has
access to the site collection (e.g., administrator group, special access group, etc.)

[0020] With continuing reference to FIGURE 1, the grid manager 108 of an
embodiment operates as a central control center or governing component of a grid network
of the environment 100. The grid manager 108 of one embodiment acts as a web service
host of an associated grid network or networks. For example, the grid manager 108 hosts
a number of web services that function to locate servers, create new customer objects,
locate directory service instances, and/or provide other services or functions. The grid
manager 108 can preserve locations and/or mappings to particular DSI data structures for
subscribing customers owning some site collection or collection of site collections.

[0021] DSI data structures of one embodiment can be added by the grid manager 108 to
the environment 100 for various reasons. In some cases, a customer request for additional
services based on the addition of new employees or groups may require addition of a new
DSI data structure to act as a container for the customer request since an existing DSI data
structure does not have the capacity to contain a given amount of customer information.
The grid manager 108 may also manage aspects of the grid network once some container
threshold, query lag, or other 1ssue adversely affects performance. The grid manager 108
of one embodiment explicitly tracks (e.g., using mappings) locations of each DSI data
structure, including new and relocated DSI data structures.

[0022] The claim provider 104 can use information provided by the grid manager 108 to
query a corresponding DSI data structure for each new request. For example, as part of
responding to a request, the claim provider 104 can use metadata associated with a site

collection to 1dentify a name of the DSI data structure for an owner of the requested
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collection to query based 1n part on an 1dentified name. In one embodiment, each DSI
data structure can be used to include customer information of multiple subscribing
customers, including competitor companies, partners, trusted and/or non-trusted affiliates,
which can be used to provide certain online services and/or resources for a given user. In
onc embodiment, DSI data structures are populated with support groups that identify
support partners (e.g., FPO(s)) that can be called on to solve any service 1ssues.

[0023] As one example of providing an online service feature, a DSI data structure can
be used by the claim provider 104 to determine whether some requesting user 1s a member
of a customer who subscribes to a particular application service or resource. The claim
provider 104 can base access or denial of access 1n part by determining if the request was
1ssued by a permitted member of the customer using a corresponding DSI data structure.
For example, a DSI data structure can be referred to and used by the claim provider 104 to
deny access to users who may have been recently demoted or terminated from a respective
company or partner company. In such an example scenario, the DSI data structure can be
used to disconnect or disassociate internal company access control lists linked to customer
resources that may still contain “allow” permissions for the disconnected or recently
unauthorized user. Accordingly, DSI data structures enable explicit control over which
users can or cannot access resources of an online service site collection, independently of
whether the underlying customer system has ““allow” permissions for the user.

[0024] In an embodiment, components of the environment 100 can also use one or more
DSI data structures as part of providing a resource management model for an online
datacenter. The DSI data structure of one embodiment can be used as part of
communicating and/or storing data using online storage resources allocated to each
respective subscribing customer. Customers may elect to instantiate additional assets
throughout the lifetime of any particular access and use subscription for an online service
or resource. In one embodiment, any maximum quantity of assets that can be created
and/or used by a customer 1s based 1n part on specific subscription and/or use types.

[0025] The claim provider 104 of one embodiment can use a DSI data structure to
determine 1f a customer has any remaining storage of a total storage allowed when using
the grid manager component 108 to add new customer assets to an existing DSI data
structure. For example, based 1n part on a subscription type, when the customer attempts
to create new assets, the DSI data structure can be checked by the claim provider 104 to
determine an amount of remaining capacity and the current usage before allowing or

preventing the creation of additional assets by subscribing customers.
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[0026] Components of the environment 100 can also be used to enable customers to
build a business model around “supporting” other customers. For example, a first
customer can be given administrative permissions to assets (€.g., online site collections for
providing certain services and/or resources) owned by a different customer having no
defined relationship outside a partnership defined by parameters of a DSI data structure.
In one embodiment, a first organizational unit 120(1) associated with a first customer can
include pointers or mappings to users and groups of users of a second organizational unit
120(n) associated with a second customer. Correspondingly, a DSI data structure can be
used to determine 1f a particular user of one customer 1s an authorized user or supporter of
another customer or customer partner.

[0027] In one exemplary environment 100, components can be configured to operate to
provide online services and/or resources to customers, support partners, and/or other
trusted users using one or more DSI data structures to control access to various online
resources, including using computing resources distributed throughout a grid network.
Customer permission data and other information can be used to populate organizational
units with information corresponding to customers of one or more DSI data structures.
Each organizational unit of an embodiment can be populated with user lists, group lists,
distribution lists, extranet users, FPOs, subscriptions, and/or other customer imformation.
[0028] In one embodiment, organizational unit and/or directory service instance
mappings can be used to discover and locate permissions associated with user access
requests as part of implementing access control features to subscribing users of the
environment 100. Original, new, and/or modified customer information can be
communicated and used to populate each organizational unit of one or more DSI data
structures as part of controlling access to resources and/or services to thereby maintain
access control with the addition or departure of employees, partners, and/or other
authorized or unauthorized associates. For example, an organizational unit of a DSI data
structure for a large enterprise can be populated with permitted users and types of access.
For such an example, permissions can be based 1n part on a subscription type and/or
security type or group using a dedicated grid network of server farms as part of providing
virtual application resources to enterprise employees, support providers, and/other defined
users.

[0029] Components of the environment 100 can use DSI data structures as part of
providing secure access to geographically dispersed data centers, including handling

service outages, resource allotments, and/or select customers; use of required compliance
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policies and antivirus signatures, along with high-level configuration settings and required
security updates; asset allocation and availability based on a subscription and/or service
level agreement; web site availability for administers and other allowed users to manage
select online services; and synchronization of a customer on-premises (e.g., local)
directory service application with an online services directory using the synchronizer 106
and a defined level of trust.

|0030] The synchronizer 106 of one embodiment operates to synchronize information of
onc or more of the customer systems 112(1) - 112(n) with an online services directory
component as part of populating DSI data structures with customer data and access
privileges. In one embodiment, cach DSI data structure can be populated with customer
information including authorized users, access levels, subscription parameters, service
agreement access limitations, etc. The DSI data structures can be physically and/or
logically 1solated or communicatively decoupled from one another and the customer
systems as part of independently controlling access to online services and/or resources.
While a certain number and types of components are described above, it will be
appreciated that other numbers and/or types can be included according to various
embodiments. Accordingly, component functionality can be further divided and/or
combined with other component functionalities according to desired implementations.
[0031] FIGURE 2 1s a flow diagram illustrating an exemplary process 200 that can be
used to provide online application services and/or resources, including access control and
subscription maintenance services, but 1s not so limited. While a certain number and order
of operations 1s described for the exemplary flow of FIGURE 2, 1t will be appreciated that
other numbers and/or orders can be used according to desired implementations. At 202,
the process 200 of an embodiment can be used to deploy serving and networking
architectures as part of providing an online datacenter by creating one or more DSI data
structures that include organizational unit and other data structures used 1n part to
delineate different subscribing customers. In one embodiment, the process 200 at 202
includes the deployment and/or use of server farms and other components that support
online application services and resources during the creation of each DSI data structure.
[0032] The process 200 of one embodiment employs the use of a deployment script that
includes application code to automatically create new DSI data structures including
ensuring that servers are configured properly, permissions are set, and the DSI data
structures are ready for use. For example, process 200 can be used to deploy separate grid

networks located 1n separate continents that employ the use of distinct directory service
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instances corresponding to online site collections that are used 1n part to provide online
services and/or resources to corresponding subscribers, such as large, medium, and small
businesses, along with individual users, as examples. In some embodiments, components
of a site collection (e.g., server farm) can be shared or distributedly used by servicing and
other components of a grid network.

[0033] In onc embodiment, the process 200 includes a subscribing phase where
customers subscribe to some desirable online feature or features, including defining select
support and other partners that can be called upon as part of maintaining delivery of
services and/or resources to requesting users. A subscribing customer can define
information such as access privileges for each employee, security group(s), support
entitics, partner(s), FPOs, distribution lists, and other permitted users for population 1n
respective organizational unit data structures during and after the subscription phase. In
an embodiment, a FPO can be configured as a special type of tenant object that maps to
another tenant which provides support services for other customers. Different levels of
permission can be controlled for each user or group based in part on the topology of an
associated DSI data structure.

[0034] As an example, once created, DSI data structures can be used to control access to
a server farm of a grid network configured as a set of virtual machines that form a logical
farm of servers, including various server roles (e.g., web front end, back end, content,
communication, application, etc.) as part of providing online services and/or resources to
different customers having different subscription types. It will be appreciated that each
orid network can mclude multiple server farms depending 1n part on the scale of the online
service network and associated customers. Customers can create customized online
service topologies, including creating extranet site collections and designating associated
users from different namespaces as extranet users.

[0035] At 204, cach organizational unit of a corresponding DSI data structure 1s
populated with 1nformation that corresponds with each subscriber’s subscription
definitions. For example, cach organizational unit can be populated with customer
1identification information, employee data, groups, and/or FPOs. In one embodiment, the
definitions can be based 1n part on a subscription type, a level of service or license
agreement, and a current allocation threshold associated with each customer. During an
exemplary synchronization operation, the process 200 can operate to pull customer data
(c.g., user names, email addresses, contact information, groups, subscription(s)

information, license information, etc.) from a partner system, pushing the extracted data to
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computing systems associated with each DSI data structure (e.g., dedicated serving
platforms). Extranet users can also be populated as part of a DSI data structure according
to user preferences and/or definitions.

[0036] At 206, the process 200 receives an update or modification request that may
atfect accessibility of subscriber services and/or resource. For example, a synchronization
daemon can be used to populate directory service mstances with original, new, modified,
and/or other customer information 1f the customer allotment has not reached some defined
threshold based in part on a subscription or license type. It will be appreciated that
updates to any particular grid network can include the sometimes continual changes made
to each customer’s business model and/or infrastructure, potentially affecting an
associated directory service instance. For example, company changes can affect
employee, partner, and extranet access privileges, such as new employee privileges,
revoking partner privileges, terminating a license agreement, etc.

[0037] At 208, the process 200 of one embodiment can operate to create one or more
new DSI data structures 1f a DSI data structure associated with the request 1s nearing some
capacity or other threshold. For example, technological scale limitations and other factors
may limit the number of objects that can be effectively contained by each data source
instance. In one embodiment, the number of objects available to a customer can be based
In part on an appropriate extension subscription or license. If the customer does not have
the appropriate extension subscription or license, at 210 the process 200 can operate to
deny the request. In one embodiment, the denial of service can include a request to
upgrade to a different subscription type or license.

|0038] As an 1illustrative example, the process 200 can be used to synchronize
information of a new customer or tenant subscribing to select online application and/or
support services. For example, a new customer can be added to a customer pool contained
In a service instance based in part on a service location and/or type of a subscription
agreement that 1dentifies levels of service and access as defined and/or customized by each
customer. Depending in part on a service instance state of a targeted service instance (e.g.,
stalled state, nearing capacity, % full, 'z full, etc.), the process 200 can create a new tenant
In an existing service instance or create a new service instance for containing additional
tenant objects. In one embodiment, a synchronization daemon for the service instance
collects the new tenant information and queries a grid manager to assign a directory
service 1nstance or instance collection to a tenant, including storing mapping parameters

for future reference and use. The synchronization daemon can use a grid manager
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response to create the tenant and write the tenant objects to the associated directory service
instance.

[0039] As another illustrative example, the process 200 can be used to synchronize
updates for an existing tenant consuming resources of an online service. For example, a
tenant company having access to an online site collection may hire new employees having
different trust levels, fire employees, or acquire other companies. For this example, as
part of an update operation, a synchronization dacmon fetches all updates for tenants for a
particular service instance (e.g., Virginia datacenter as compared to a London datacenter).
For each tenant, the synchronization daecmon queries the grid manager to identify the
directory service instance or collection where the tenant information 1s maintained. In one
embodiment, the grid manager maintains global mappings between tenants and directory
service instances. The synchronization daemon can use the global mapping information
provided by the grid manager to synchronization any updates to the correct directory
service 1nstance.

[0040] As yet another illustrative example, the process 200 can be used as part of
discovering a directory service instance topology during synchronization daemon
initialization. For example, the synchronization daecmon can, during mitialization for
example, discover a list of directory service instances that exist in a given grid network,
identifying names of domain controllers dedicated to synchronization operations for the
respective directory service instances. In one embodiment, the synchronization daemon
can clect a first domain controller as a “write-to” domain controller and a second domain
control as a “read-from” domain controller. Other embodiments are available.

[0041] FIGURE 3 1s a flow diagram 1llustrating an exemplary process 300 of controlling
access to online application services and/or resources. For example, the process 300 can
use a number of directory service instances as part of controlling access to online site
collections. While a certain number and order of operations 1s described for the exemplary
flow of FIGURE 3, 1t will be appreciated that other numbers and/or orders can be used
according to desired implementations. At 302, an access request 1s received requesting
access to an online service and/or resource. For example, a user may be using a smart
phone 1n attempts to access an online company resource managed by a third party as part
of an online application service.

[0042] In one embodiment, one or more web front end components process an iIncoming
request as part of controlling access to subscribed to online services and/or resources. The

process 300 of one embodiment can ope<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>