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(57) ABSTRACT 
Methods, systems, and apparatus, including computer pro 
grams encoded on computer storage media, for unmanned 
aerial vehicle authorization and geofence envelope determi 
nation. One of the methods includes determining, by an 
electronic system in an Unmanned Aerial Vehicle (UAV), an 
estimated fuel remaining in the UAV. An estimated fuel 
consumption of the UAV is determined. Estimated informa 
tion associated with wind affecting the UAV is determined 
using information obtained from sensors included in the 
UAV. Estimated flights times remaining for a current path, 
and one or more alternative flight paths, are determined 
using the determined estimated fuel remaining, determined 
estimated fuel consumption, determined information asso 
ciated wind, and information describing each flight path. In 
response to the electronic system determining that the esti 
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mated fuel remaining, after completion of the current flight 
path, would be below a first threshold, an alternative flight 
path is selected. 
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UNMANNED AERAL VEHICLE 
AUTHORIZATION AND GEOFENCE 

ENVELOPE DETERMINATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

Any and all applications for which a foreign or domestic 
priority claim is identified in the Application Data Sheet as 
filed with the present application are hereby incorporated by 
reference in their entirety under 37 CFR 1.57. 

BACKGROUND 

The regulatory hurdles that an organization (e.g., govern 
mental organization, or company) need to overcome to 
obtain authorization to fly unmanned aerial vehicles (UAV) 
can be great. An organization intending to fly a UAV over 
populated regions typically has to show that their UAV and 
flight operation are airworthy and safe. 

SUMMARY 

In general, one innovative aspect of the Subject matter 
described in this specification can be embodied in methods 
that include the actions of a method implemented by an 
Unmanned Aerial Vehicle (UAV) in flight, the UAV com 
prising an electronic system comprising hardware, the 
method comprising: determining, by the UAV electronic 
system, an estimated fuel remaining in the UAV; determin 
ing, by the UAV electronic system, an estimated fuel con 
sumption of the UAV; determining by the UAV electronic 
system, using information obtained from sensors included in 
the UAV, estimated information associated with wind affect 
ing the UAV; determining estimated flight times remaining 
for a current flight path, and one or more alternative flight 
paths, wherein determining an estimated flight time, for each 
of the current and alternative flight paths, uses: the deter 
mined estimated fuel remaining, the determined estimated 
fuel consumption, the information associated with wind, and 
information describing the current and alternative flight 
paths; and in response to determining that the estimated fuel 
remaining, after completion of the current flight path, would 
be below a first threshold, selecting an alternative flight path 
based at least in part on the determined estimated fuel 
remaining, the determined estimated fuel consumption, and 
the information associated with wind. 

Particular embodiments of the subject matter described 
can be implemented so as to realize one or more of the 
following advantages. A system can automatically gather 
information associated with one or more unmanned air 
vehicles (UAVs), and generate, optionally without user 
interaction, a flight authorization request to provide to a 
regulatory agency, e.g., the Federal Aviation Administration 
(FAA). The system can store information describing UAVs, 
particular components included in each UAV (e.g., electrical 
components, static mechanical components, actuators, 
engines, props, sensors, batteries, parachutes, landing gear, 
antennas, etc.), and/or UAV operators, and determine risk 
information. For instance, the system can rapidly determine 
that a particular component has experienced errors in the 
past (e.g., where the number and/or type of errors exceed a 
threshold), and based at least in part on Such determination, 
should not be included in a flight operation due to the 
increased possibility of a potential failure. Additionally, a 
cloud system can store locations of flying UAVs and deter 
mine geofence envelopes, and flight paths, to allocate to 
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2 
flying UAVs in a quick, accurate, and efficient manner. 
Therefore, if a UAV experiences a flight critical error (e.g., 
a one that may impact safety issues), the cloud system can 
determine an updated geofence envelope, or flight path, to 
provide to the UAV. 
The details of one or more embodiments of the subject 

matter of this specification are set forth in the accompanying 
drawings and the description below. Other features, aspects, 
and advantages of the Subject matter will become apparent 
from the description, the drawings, and the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a block diagram of an example 
Unmanned Aerial Vehicle (UAV) processing system. 

FIG. 2 illustrates a user interface that includes an example 
report identifying flight information. 

FIG. 3 illustrates a flowchart of an example process for 
generating a risk assessment report. 

FIG. 4 illustrates an example process for generating an 
authorization request report. 

FIG. 5 illustrates a block diagram of an example cloud 
system. 

FIG. 6 is a flowchart of an example process for managing 
geofence envelopes allocated to UAVs. 

FIG. 7 illustrates an example process for contingency 
prediction by a UAV. 

FIG. 8 is an illustration of a user interface identifying a 
determined contingency prediction and an updated flight 
path. 

Like reference numbers and designations in the various 
drawings indicate like elements. 

DETAILED DESCRIPTION 

Among other features, this specification describes a sys 
tem to automatically determine risks associated with an 
unmanned vehicle's flight operation (e.g., pilot information, 
flight pattern, contingency plans, flight worthiness of the 
vehicle), and generate an authorization request to provide to 
an organization, e.g., a regulatory agency such as the Federal 
Aviation Administration, for approval of the flight operation. 
Contingency plans can be pre-programmed flight plans or 
behaviors that the UAV can execute autonomously in the 
event of an off-nominal detected contingency condition, e.g., 
flight error or failure. The unmanned vehicles may include 
unmanned aerial vehicles (UAVs), Such as drones, unpiloted 
aerial vehicles, remotely piloted aircraft, unmanned aircraft 
systems, any aircraft covered under Circular 328 AN/190 
classified by the International Civil Aviation Organization, 
and so on. UAV will be used throughout this specification, 
however it should be understood that UAV means any 
unmanned vehicle as defined above and elsewhere in this 
specification, unless the context indicates otherwise. 

Specifically, the system can obtain, and store, operator 
data (e.g., pilot information Such as hours flown, trainings 
completed and licenses obtained), UAV configuration infor 
mation for particular UAVs (e.g., information identifying 
components of each UAV. Such as specific components, 
associated Software versions, and/or weights of the compo 
nents, optionally along with flight information, Such as 
contingency plans), operational information (e.g., informa 
tion gleaned or collected after respective flights or mainte 
nances of particular UAVs), and/or mission information 
(e.g., information generated by flight critical systems or 
payload systems included in the UAV. Such as video, images, 
signals intelligence, and so on). 
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The system can determine performance characteristics of 
the above information, which can include any information 
that can inform, or affect, a safe, or functional, UAV flight 
operation. Using some or all of the determined performance 
characteristics, the system can determine degradation or 
potential degradation of components in a UAV (e.g., since a 
last maintenance), flight totals and mean (or other central 
tendency) flight time of pilots, and so on. The system utilizes 
these performance characteristics to determine risk assess 
ments of particular UAVs, components included in UAVs 
(e.g., to identify a faulty type of component before flight 
failure can occur), and/or particular operators (e.g., pilots). 
The system can receive, or generate, flight operation 

information identifying a requested UAV operation (e.g., 
flight path, type of UAV, components included in the UAV. 
and/or operators piloting the UAV), and generate an autho 
rization request to provide to an organization, e.g., a regu 
latory agency. Such as the FAA. The above can be accom 
plished quickly and accurately, increasing the ability of an 
organization to quickly plan and Submit planned flight 
operations for authorization. Additionally, the approving 
agency can have greater faith that the Submitted information 
is accurate and includes no errors, since it is based on 
empirical historical information. 

FIG. 1 illustrates a block diagram of an example 
Unmanned Aerial Vehicle (UAV) processing system 100. 
The UAV processing system 100 can be a system of one or 
more computers, or software executing on a system of one 
or more computers, which is in communication with, or 
maintains, one or more databases, e.g., databases 102-108, 
storing information describing UAV flight operations and 
components. The UAV processing system 100 can analyze 
performance characteristics of information stored in the 
databases, and determine risk assessment information for 
use in generating authorization requests for desired flight 
operations. 
The example UAV processing system 100 includes an 

analysis engine 110 that determines performance character 
istics of information included in one or more databases, e.g., 
databases 102-108. As described above, performance char 
acters can include any information that can inform, or affect, 
a safe, or functional, UAV flight operation. Optionally, the 
information stored in the databases 102-108 can be associ 
ated with metadata describing a context of the stored infor 
mation, e.g., a database storing information identifying a 
particular component (e.g., a unique serial number) can be 
associated with metadata describing UAVs it was included 
in (e.g., unique UAV serial numbers), and so on. 
The analysis engine 110 is in communication with an 

operator database 102. The operator database 102 can store 
pilot information describing one or more UAV pilots. The 
pilot information can include a name and/or other identifier 
of each pilot, along with associated companies (e.g., a 
company that hired the pilot for a flight operation). Addi 
tionally, the operator database 102 can store a number of 
hours flown by each pilot (e.g., in a selectable period of time, 
or across his/her entire career), trainings completed and 
credentials or licenses obtained (e.g., an instrument rating 
under the Instrument Flight Rules, particular class of airman 
medical certificate, pilot proficiency events, an FAA UAV 
operator certificate, and so on), simulation flight time of the 
pilot, and etc. 

Along with information identifying pilots, the operator 
database 102 can map each pilot to specific UAVs, models 
of UAVs, or types of UAVs (e.g., propeller, rotor, jet, small, 
medium, large, military, civilian, reconnaissance, delivery, 
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4 
etc.) they have flown, or participated in a flight operation in 
a different capacity, e.g., as an observer. 
The analysis engine 110 is in communication with an 

operational database 104. The operational database 104 can 
store flight information, and maintenance information, gen 
erated by particular UAVs during use, or manually 
described/entered by maintenance personnel. Flight and 
maintenance information can be obtained from one or more 
flight logs generated by UAVs (e.g., logs that identify 
continuously updating information including UAV location, 
and particular events including errors generated during 
flight). Flight logs can include error logs, logs describing 
flight actions, sensor reading logs, autopilot logs, and so on. 

For instance, operational information can include infor 
mation associated with an inertial measurement unit (e.g., 
acceleration, gyration, magnetic readings, and vibration 
analysis). Operational information can include attitude and/ 
or altitude (e.g., determined from barometric readings, 
ground distance sensors, global positioning systems, etc.). 
Operational information can include velocity of the UAV. 
battery health tracking (e.g., voltage, current, temperature), 
and/or flight path (e.g., position, altitude, airspeed Velocity, 
ground Velocity, orientation). Operational information can 
include identifications of warnings and errors, configuration 
changes made in-flight to UAV components, execution of 
particular contingency plans, UAV state changes (e.g., on 
ground, in-flight, landing), controller modes, and/or flight 
time. The operational information can include communica 
tion information (e.g., strength of signals received from 
outside communication systems including ground datalinks, 
data packet loss, transmission rates), thermal measurements 
(e.g., history of thermal cycles encountered, exceedance of 
thermal limits), and so on. 

Optionally, the UAV processing system 100 can connect 
to a UAV, obtain operational information from the UAV, and 
store the information in the operational database 104, e.g., 
with associated metadata identifying the UAV. Optionally, 
the analysis engine 110 can obtain operational information 
inputted, e.g., into a system in communication with the UAV 
processing system 100, by maintenance personnel. The 
operational information can include written information 
describing the UAV, which the analysis engine 110 can 
obtain and parse to identify UAV operational information. 
The analysis engine 110 is in communication with a UAV 

configuration database 106. The UAV configuration data 
base 106 Stores information describing components (e.g., 
hardware and software) included in particular UAVs, and 
actions that users (e.g., pilots) took while operating the 
particular UAVs. 

For instance, the UAV configuration database 106 can 
store information identifying specific hardware in use (e.g., 
serial numbers, types of hardware, physical configuration of 
the hardware, flight hours which can be similar to a HOBBS 
meter, and batteries used including the number of charge? 
discharge cycles undergone). The UAV configuration data 
base 106 can store one or more versions of software included 
in the UAV, including any issuer-recoverable methods to 
sign safety-critical hardware and Software (e.g., identifying 
the hardware or software as Certified, Trusted, or neither). 
The UAV configuration database 106 can store standard 
operation procedures of the UAV, total system weight or 
weight of particular hardware, and/or Software configuration 
information (e.g., calibration data, configuration settings 
Such as modes of operation). 
The analysis engine 110 is in communication with a UAV 

mission information database 108. The UAV mission infor 
mation database 108 stores information generated during 
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missions of particular UAVs, including data generated by 
flight critical modules (e.g., datalink information, global 
positioning system information), payload modules included 
in the UAVs (e.g., cameras, sensors), and/or modules 
included outside of the UAV (e.g., ground sensors). 
The UAV mission information database 108 can store 

Video, still images, signals intelligence, range measure 
ments, electromagnetic measurements, determined atmo 
spheric pressure, gravitational measurements, radar mea 
surements, data transmitted to or from the UAV, radio 
frequency identification (RFID) readings, atmospheric com 
position, gas type readings, meteorological measurements, 
Sunlight radiance, data on physical Substances (e.g., trans 
ported, received, captured, dropped), data on physical pack 
ages (e.g., transported, received, captured, dropped), and so 
on. The UAV mission information database 108 can asso 
ciate the stored information with metadata, including tags, 
notes, geotags, aircraft state information, and/or sensor 
States. 

The analysis engine 110 can obtain information from the 
databases 102-108, and generate performance characteris 
tics related to operation of the UAV. The databases 102-108 
can optionally be associated with each other, to link infor 
mation from one database to a different database. In this 
way, the analysis engine 110 can obtain, for example, each 
component that was ever included in a particular UAV, or 
each component that experienced an error that was ever 
included in a particular UAV. Optionally, the databases 
102-108 may be combined into fewer databases or config 
ured as a larger number of databases. 
By way of illustrative example, the analysis engine 110 

can determine the battery health of batteries included in a 
particular UAV. The analysis engine 110 can obtain voltage, 
current draw, and temperature information, of batteries 
included in the particular UAV over a period of time (e.g., 
a most recent flight operation, or flight operations of a 
selectable period of time). The analysis engine 110 can then 
determine an estimate of the health of the batteries, which 
the analysis engine 110 can utilize to inform a determination 
regarding maximum UAV flight power (e.g., maximum 
power that can be extracted from the batteries), endurance 
(e.g., longevity of the batteries), and probability of failure 
(e.g., likelihood that the batteries will fail). The analysis 
engine 110 can effect these determinations with information 
identifying average estimated charge/recycle cycles avail 
able to the battery, and so on. 
The analysis engine 110 can perform a vehicle vibration 

analysis, to determine whether issues with the UAV airframe 
exist. The non-exhaustive example list of issues includes, 
unbalanced propellers or rotors spinning, structural modes 
of the UAV aircraft, loose structural elements, controller 
induced modes (e.g., control Surfaces moving in Such a way 
as to cause vibrations in the UAV aircraft as a result of 
following instructors from the controller), issues with the 
inertial measurement sensors, and so on. The analysis engine 
110 may identify additional, fewer, or different UAV air 
frame issues. 
The analysis engine 110 can then generate a vibration 

profile of specific UAVs (e.g., the analysis engine 110 can 
run simulations using the UAV aircraft or airframe type or 
the specific UAV model, and sensor information including 
acceleration, gyration, magnetometer, and other sensor 
data). The analysis engine 110 can track particular UAVs 
over a period of time, to identify any changes in vibration 
profiles. The analysis engine 110 can utilize the changes to 
determine possible causal factors. For example, if the vibra 
tion profiles shows an increase in vibrations above a certain 
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6 
airspeed, the analysis engine 110 can determine that there is 
a probability that the aircraft is exciting a structural mode. 
Optionally, the analysis engine 110 can associate a particular 
UAV with UAVs that include similar components and/or are 
of a similar UAV airframe or model type. In this way, the 
analysis engine 110 can determine that a particular UAV 
might exhibit vibration characteristics similar to other 
UAVS. 
The analysis engine 110 can determine whether breach of 

flight authorizations occurred. A flight authorization can 
identify specific flight paths, airspaces, speed, weight, 
maneuvers, and/or flight duration at a given location, of a 
UAV. Thus, the analysis engine 110 can determine violations 
of constraints and restrictions identified in a flight authori 
zation for a particular UAV, e.g., from locations of the UAV. 
operator actions, airspeeds of the UAV, weights of compo 
nents included in the UAV, and so on. Additionally, the 
analysis engine 110 can determine whether operator actions 
caused a breach of a flight authorization, and use this 
determination to inform a risk assessment of the operator, 
e.g., described below. 

Furthermore, the analysis engine 110 can aggregate per 
formance characteristics, to identify performance character 
istics associated with specific components, or types of 
components, included in multiple UAVs, performance char 
acteristics of specific operators, classes of UAVs, models of 
UAVs, types of UAV airframes, and operating environments 
(e.g., temperature, humidity, wind Velocity, or other weather 
related parameters) experienced by UAVs. As an example of 
operating environments, the analysis engine 110 can deter 
mine that particular components are degraded (e.g., cor 
roded) after being in heavy rain or operating above a certain 
air temperature for more than a certain threshold of time. To 
effect this determination, the analysis engine 110 can obtain 
maintenance information after UAV flights, and determine 
that the weather is associated with the damage. 

In addition to the above, the analysis engine 110 can 
determine Summarizing performance characteristics, includ 
ing flight totals and flight times of specific UAVs, specific 
components, and/or operators. The analysis engine 110 can 
determine a measure of central tendency (e.g., mean, 
median, mode, geometric mean, harmonic mean, weighted 
mean, truncated mean, midrange mean, trimean, winsorized 
mean, etc.) between failures of UAVs, specific components, 
and operators. As described above, the analysis engine 110 
can determine performance degradation of specific compo 
nents, e.g., batteries, and of a UAV (e.g., from performance 
degradation of components included in the UAV, and per 
formance degradation of the UAV airframe). 
The UAV processing system 100 includes a report gen 

eration engine 120 that can generate reports 122 using 
information determined by the analysis engine 110. A user 
can provide a request to the UAV processing system 100, or 
to a system in communication with the UAV processing 
system 100, specifying information he/she is interested in. 
For instance, the user can specify that he/she is interested in 
performance degradation information of a particular UAV. 
Additionally, the user can specify that he/she is interested in 
a number of flights that one or more UAVs have taken. The 
request for information can be limited to a specific time 
period (e.g., obtained for flights that have occurred in the last 
12 months or between 1-3 years ago). The UAV processing 
system 100 can then obtain and process the information, and 
generate a report 122, e.g., a user interface, identifying the 
information. Optionally, the report generation engine 120 
can apply privacy restrictions to information determined by 
the analysis engine 120 (e.g., only users associated with a 
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company that performed a specific flight, or that uses a 
specific UAV, can obtain information related to the specific 
flight or specific UAV). Access to the report generation 
engine 120 can be provided through one or more application 
programming interface (API) functional calls, optionally 
with each functional call incurring a particular cost to be 
paid by a user. 

For instance, FIG. 2 illustrates a user interface 200 that 
includes an example report identifying example flight infor 
mation. In the user interface 200, a user has selected an 
option to display information associated with “Vehicles' 
202. The user interface 202 therefore includes information 
related to UAV flights, e.g., “Vehicle Flight Totals' 204. The 
information includes names associated with various UAVs 
206, e.g., “F-450”, “MK-Okto’, and so on. Optionally, 
unique serial numbers or other identifier types may be 
provided for each of the listed UAVs. The information 
further includes associated flight totals and flight times 210 
of the UAVs, e.g., “F-450” had “13 flights with a total flight 
time of “79 hours. 

The report generation engine 120 can generate risk assess 
ments reports 122 regarding particular aspects of a flight 
operation, e.g., in response to receiving a request identifying 
the particular aspects. A risk assessment report 122 can 
include determinations of values of risk, e.g., qualitative or 
quantitative values (e.g., a risk rating on a numerical scale 
(e.g., 1-10), a risk grade (e.g., on a scale of A-F, where A is 
the safest and F is the riskiest), a probability of a safety 
related error occurring, a probability of a non-safety, mission 
related error occurring, a textual description of the cause of 
the risk and the possible outcomes, etc.). For instance, a risk 
assessment report 122 can include an assessment of the risk 
of flying a particular UAV, using a particular component, 
using a particular operator, using a particular operator to fly 
a particular UAV, and so on. Additionally, a risk assessment 
report 122 can identify an overall risk assessment of an 
entire flight operation, e.g., a particular UAV, particular 
components or class of components to include in the par 
ticular UAV, particular operators to implement the flight 
operation, and so on. 

To generate a risk assessment report 122 regarding one or 
more aspects of a flight operation, the report generation 
engine 120 can obtain information, e.g., from the databases 
102-108, and determined performance characteristics, 
related to the aspects. For example, if a user identifies that 
he/she wants a risk assessment report 122 regarding a 
particular component, the report generation engine 120 can 
identify performance characteristics of the particular com 
ponent across different flight operations that have used the 
particular component. 
The report generation engine 120 can determine an over 

all risk assessment indicator of the requested aspects. The 
indicator can include a value, e.g., within a particular value 
range, a letter, e.g., within a particular range of letters, and/or 
a percentage, e.g., a percentage within a particular percent 
age range. To determine the overall risk assessment indica 
tor, the report generation engine 120 can determine perfor 
mance characteristics of the aspects identified in a request, 
and determine a risk assessment score of the performance 
characteristics. The report generation engine 120 can then 
combine/aggregate the risk assessment scores according to 
one or more methods. For instance, the report generation 
engine 120 can obtain information identifying weights to 
apply to each risk assessment score, and compute a sum of 
the weighted risk assessment scores. The weights can be 
based on, for instance, an importance of the aspect to a safe 
flight operation. Additionally, the report generation engine 
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8 
120 can combine the risk assessment scores utilizing a 
machine-learning model, which can be trained on informa 
tion describing UAV flight operations with associated flight 
errors, and failures, of flight operations. 
The overall risk assessment indicator can indicate the 

likelihood of risk to a flight operation, e.g., likelihood of 
success of the operation, or the likelihood of risk of utilizing 
particular components, or operators, identified in the 
request. For instance, in a risk assessment report 122 regard 
ing an entire flight operation, the report generation engine 
120 can determine a likelihood of the flight operation being 
successfully completed without error or incident. For 
example, to determine a likelihood of Success, the report 
generation engine 120 can obtain a vibration analysis of a 
UAV to be used in the flight operation, and determine 
whether the vibration analysis indicates a high likelihood of 
UAV failure. In another example, the report generation 
engine 120 can obtain information identifying contingency 
plans of the UAV, and determine whether the UAV has 
contingency plans appropriate for the particular flight path 
identified in the flight operation. For instance, if the UAV 
will be traveling over water, the report generation engine 
120 can determine whether the UAV stores a contingency 
plan associated with failure over water. 
The report generation engine 120 can generate authori 

zation request reports 122 to be provided to a recipient 140, 
Such as an authorizing agency, e.g., a governmental agency, 
which includes information relevant to obtaining authoriza 
tion for a flight operation. The report generation engine 120 
can receive, e.g., from a user request, an identification of an 
authorization report 122 to generate that is associated with 
a particular authorizing agency. For instance, the report 
generation engine 120 can generate an authorization request 
report 122 with information for an FAA Certificate of 
Authorization. The report generation engine 122 can obtain 
information identifying types of information to include in 
the requested report 122, and generate the report 122 by 
filling in the respective types of information. 

For instance, the report generation engine 120 can receive 
information identifying a flight operation, e.g., specific UAV. 
specific operators, specific components, flight path including 
whether the flight will occur over populated areas, and so on. 
The report generation engine 120 can then obtain risk 
assessment information associated with the flight operation, 
e.g., as described above, and include the risk assessment in 
the authorization request report 122. For instance, if the 
authorization request report 122 includes information iden 
tifying operators, the report generation engine 120 can 
include risk assessment information identifying each pilot’s 
license information, number of UAV flights in a particular 
time period, whether they previously breached flight autho 
rization, their record performing contingency plans, and so 
O. 

Alternatively, or in addition, the report generation engine 
120 can receive information identifying a flight operation 
(e.g., specific UAV, specific operators, specific components, 
flight path), and obtain performance characteristics associ 
ated with the flight operation. In this way, the report gen 
eration engine 120 can provide less analysis of the infor 
mation included in the generated authorization request 
report. For instance, performance characteristics can iden 
tify licenses and/or certificates obtained by an operator, 
number of flights flown, but not provide risk assessment 
information including flight errors or failures that can be 
attributed to the operator. 
The generated authorization request report 122 can then 

be provided to a recipient 140, such as an authorization 
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agency, for approval of the flight operation. Optionally, the 
report generation engine 120 can access a system controlled 
by, or in communication with, the recipient 140, and directly 
provide the authorization request report 122 to the recipient 
140 (e.g., over a network to the recipient system). 
The UAV processing system 100 optionally includes a 

permission control engine 130, which can receive an autho 
rization for a flight operation granted by an authorization 
agency, and generate flight constraint information 132 based 
off the granted authorization, to be provided to a UAV 134 
associated with the flight operation. The permission control 
engine 130 can receive information identifying the flight 
operation, and generate constraints associated with the flight 
operation. For instance, the flight operation can identify that 
the UAV is to be limited to a particular two-dimension or 
three-dimensional geofence envelope, e.g., a virtual perim 
eter for a real world geographic area. The permission control 
engine 130 can generate instructions to be provided to the 
UAV 134, e.g., to the UAV autopilot, identifying the 
geofence envelope. Providing a geofence envelope to a UAV 
134, is described below, with reference to FIG. 6. Additional 
constraints can include airspeed limits, altitude limits, 
weather limits, time of day limits, number of operator hour 
limits, and other general configuration constraints of the 
UAV 134, e.g., specific payload modules can be only be 
activated at particular times or in particular areas. 

FIG. 3 illustrates a flowchart of an example process 300 
for generating a risk assessment report. For convenience, the 
process 300 will be described as being performed by a 
system of one or more computers, e.g., the UAV processing 
system 100. 
The system receives a request to generate a risk assess 

ment report (block 302). The request can be received from 
a user device, and identify particular aspects of a flight 
operation (such as one or more flight operation aspects 
discussed herein) that the user desires to obtain risk valua 
tions about. For instance, the user can identify that he/she 
wishes to obtain risk assessment information regarding a 
particular operator, e.g., pilot. 
The system obtains performance characteristics associ 

ated with the request (block 304). As described above, with 
reference to FIG. 1, the example system can determine 
performance characteristics associated with some or all 
aspects of a flight operation, including operators, compo 
nents included in a UAV, a particular UAV or type of UAV. 
and so on. 
The system obtains performance characteristics that are 

associated with the aspects identified in the received request. 
For example, the request can identify a particular model of 
a payload module, e.g., a particular model of an infra-red 
camera. The system can obtain information identifying 
performance characteristics of the model included across 
some or all UAV flight operations. In this way, the system 
can determine whether the infra-red camera is prone to 
particular errors or failures, e.g., communication failures, 
failures with regards to weather patterns, and so on. Option 
ally, the request and/or obtained information can be limited 
to a particular version of a model and/or to a specific time 
period (e.g., information obtained from flights which 
occurred in the last 3 years or other time period or time 
range). 

In another example, the request can identify a particular 
type of UAV airframe, and payload modules to be included 
in the UAV. The system can obtain performance character 
istics of the particular type of UAV airframe (e.g., vibration 
analyses of the airframe in all flight operations), and per 
formance characteristics of the payload modules. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
After obtaining performance characteristics associated 

with the request, the system determines an overall risk 
assessment score (block 306). The system determines an 
overall risk assessment score from the risk of each obtained 
performance characteristic associated with the request. 
The system, optionally, can determine a risk assessment 

score for each aspect identified in the request, and then 
determine an overall risk assessment score based on the 
individual risk assessment scores. For example, if the 
request identifies a particular operator, the system can deter 
mine a flight operation failure rate, e.g., a percentage of total 
UAV flights that resulted in failure that can be attributed to 
the operator. The flight operation failure rate can be deter 
mined by obtaining information identifying a total number 
of UAV flight operations that resulted in failure when the 
operator was flying the UAV, and modifying the total num 
ber to remove flight operation failures attributed to UAV 
component failures (e.g., flight critical module failures), 
weather information (e.g., heavy rains, lightning strikes), 
and so on. The system can then obtain information identi 
fying an average flight operation failure rate, and compare 
the operator's failure rate against the average to determine a 
risk assessment score. The failures may optionally be cat 
egorized by the system as mission failures or as safety 
related failures. 

In another example, if the request identified a particular 
UAV, the system can obtain information describing the UAV 
(e.g., components included in the UAV, airframe type). The 
system can then obtain flight operation failures that included 
the particular UAV, along with risk information associated 
with the UAV, e.g., vibration analysis, battery health, risk 
assessments of components, and so on. The system can then 
determine a risk assessment score based on the obtained 
information. For instance, the system can determine whether 
the UAV had contingency plans associated with the flight 
operation failures, e.g., whether the autopilot controlling the 
UAV could have avoided failure if it had a contingency plan. 
If the UAV did not have contingency plans associated with 
the flight operation failure, the system can assign a higher 
risk assessment score, since the UAV could have avoided 
failure upon a software update, e.g., to its autopilot. Simi 
larly, the system can assign a high risk assessment score if 
the battery health is nearing end of life, and/or if the 
vibration analysis of the UAV indicates there are structural 
problems, and/or if the UAV is associated with flight opera 
tion failures. In some implementations, the system can 
modify the flight operation failure information by determin 
ing whether the flight operation failures were attributed to 
operator error, e.g., due to breach of flight authorization by 
the operator, and so on. If the system determines that the 
failures can be attributed to operator error, the system can 
ignore the failures for the purposes of determining a risk 
assessment score. The system can also determine whether 
the operator associated with the operator error has a low risk 
assessment score, e.g., whether the operator is generally a 
safe pilot. Upon a positive determination, the system can 
rate the UAV risk assessment score higher by assuming that 
the UAV is difficult to control, or is associated with other 
errors not easily captured, e.g., in error logs, flight logs, and 
SO. O. 

Thus, the system can determine a risk assessment score 
for each aspect identified in the request using information 
even tangentially related to the particular aspect. In this way, 
the system can determine a reliable risk assessment of each 
aspect. 
The system then combines the risk assessment scores to 

determine a total risk assessment score. As described above, 



US 9,607,522 B2 
11 

with reference to FIG. 1, the system can obtain weights 
associated with each aspect, and combine the weighted 
aspects. For instance, the system can obtain information 
identifying that a payload module is associated with a low 
weight, since the payload module will likely not affect flight 5 
critical systems. Similarly, the system can obtain informa 
tion identifying that an operator is associated with a higher 
weight, since an operator controls the UAV and components 
in the UAV. The system can then combine the weighted risk 
assessment scores to arrive at an overall risk assessment 
SCO. 

Optionally, the system can receive a flight authorization 
level from the user identifying a relative difficulty, or 
relative riskiness, of a flight operation. For instance, the user 
can identify that the UAV will be operating over populated 
areas. The system can determine that operating over popu 
lated areas or with a population density above a specified 
threshold is associated with a high risk. 

The system can modify the risk assessment score depend- 20 
ing on the optionally received flight authorization level. For 
instance, if a flight operation is associated with a low risk, 
the system can increase the decrease the overall risk assess 
ment score (where the higher the risk the higher the risk 
assessment score). However, if a flight operation is associ- 25 
ated with a high risk, e.g., operation over populated areas, 
the system can increase the overall risk assessment score. 
The system can increase the risk assessment score by 
increasing weights associated with flight failures that result 
in a UAV landing unintentionally in the populated areas. For 30 
instance, if the system determines that a UAV includes a 
particular component, e.g., a motor, that is known to fail in 
1% of flight operations, the system can increase the weight 
associated with the motor risk assessment score. 
The system generates a risk assessment report to provide 35 

to the user (block 308). The system generates a document, 
e.g., a web page, file, or text document, that includes the 
determined overall risk assessment score. The report can 
include risk assessment scores of each aspect identified in 
the request, and specific information relevant to the report. 40 

For instance, if the system determines that a particular 
UAV was involved in a higher than average percentage of 
flight operations that resulted in an operational error, the 
system can identify the specific percentage. The system can 
also identify whether the operational error resulted from 45 
operator error, from a particular component malfunctioning, 
and so on. 
The risk assessment score can be received by an insurance 

company, and used to insure a particular UAV, particular 
operator, or entire flight operation. 50 

FIG. 4 illustrates an example process 400 for generating 
an authorization request report. The example process 400 
will be described as being performed by a system of one or 
more computers, e.g., the UAV processing system 100. 
The system receives a request to generate an authorization 55 

request report (block 402). A user can provide a request 
identifying a flight operation, e.g., a particular UAV includ 
ing configuration information of components in the particu 
lar UAV, particular operators, contingency behaviors, a 
particular flight path Such as over-flight areas, and so on. 60 
Additionally, the request can include an identification of the 
particular authorization request type the user wants to gen 
erate. For example, the user can indicate that he/she wishes 
to generate a Certificate of Authorization from the FAA. 

The system obtains performance characteristics and/or 65 
risk assessment information associated with the request 
(block 404). 
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The system can obtain performance characteristics (e.g., 

one or more of the performance characteristics described 
herein), or more complicated risk assessment information, to 
include in the authorization request report. That is, the 
system can optionally include more fundamental informa 
tion on, for example, an operator (e.g., instrument rating 
obtained by the operator, number of flights flown, certifi 
cates obtained, etc.), or determine more complicated infor 
mation to include, e.g., number of flight operations that 
resulted in an error or failure which can be attributed to the 
operator. The user can select whether he/she wants the 
authorization request report to include the performance 
characteristics, or a more detailed risk assessment report. 
For example, to obtain an authorization request report for a 
flight operation over private unpopulated land, the user 
might select only performance characteristics to preserve the 
privacy of the operator. However, for flight operations over 
populated areas, the user can include risk assessment infor 
mation. 
The system generates a flight authorization request report 

(block 406). The system generates a report, e.g., a document 
that includes types of information associated with a type of 
authorization request identified in the request. The system 
provides performance characteristics and/or risk assessment 
information associated a given type of information in the 
report, optionally in easy to understand human readable 
formats. For example, the authorization request report can 
include the following types of requested information, UAV 
flight performance, e.g., over a period of time, UAV flight 
heritage, contingency behaviors, UAV flight termination 
systems, and UAV airspace deconfliction abilities, types of 
components to be used in the flight operation, and so on. 
The system can store information identifying text or 

phrases to utilize when generating the flight authorization 
request report. For instance, the system can obtain informa 
tion identifying that for an operator, the system is to include 
risk assessment information in a particular text, e.g., “The 
operator has obtained the following licenses:’. The system 
can then include the performance characteristics and/or risk 
assessment information in the text. 
The system can optionally include an overall risk assess 

ment score for the flight operation, and risk assessment 
scores for each aspect of the flight operation. 
Cloud System 

During flight operations of several UAVs, risks associated 
with UAVs entering the same airspace can be encountered 
absent a system that can coordinate and have knowledge of 
each UAVs flight operation or present location. A cloud 
system, e.g., a system of one or more computers, in com 
munication with multiple UAVs over a wireless channel 
and/or with associated ground stations, can receive requests, 
from UAVs (and/or associated ground stations) for specific 
geofences, e.g., two-dimensional or three-dimensional 
geofences, and approve or deny the requests based on 
previously allocated geofences. As described above, a 
geofence envelope is a virtual perimeter for a real-world 
geographic area. After the cloud system provides approval 
for a specific geofence envelope, the cloud system can 
allocate the geofence envelope to the UAV. The UAV can 
then receive information identifying the approval, and limit 
its location movements to the specifically approved 
geofence envelope. In some implementations, if a UAV 
operator moves the UAV outside of the geofence envelope, 
the UAV can override control and automatically move the 
UAV back into compliance. Furthermore, optionally the 
cloud system can receive a flight path associated with a 
UAV, and upon determining that the flight path would 
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violate previously allocated geofences, determine an 
updated recommended flight path that would not violate 
allocated geofences. The updated recommended flight path 
can include the same waypoints identified in the original 
flight path, or one or more of the waypoints. 
As an example, a UAV can request an updated geofence 

envelope as the result of a flight operational contingency due 
to one or more flight operation errors or failures. 

FIG. 5 illustrates a block diagram of an example cloud 
system 500. The cloud system 500 is in communication with 
UAVs, e.g., UAVA-N 502A-502N, and one or more regu 
latory authorities 520, e.g., the Federal Aviation Adminis 
tration. Optionally, the cloud system 500 is in communica 
tion with one or more ground stations associated with one or 
more of the UAVs and can receive instructions or informa 
tion and provide instructions and information from Such 
ground stations. The ground stations may include operator 
(e.g., pilot) terminals via which the operator and cloud 
system may interact. For example, the operator terminals 
may present on terminal displays user interfaces configured 
to provide information and instructions to the operator 
and/or to receive information and instructions from the 
operator. 
The cloud system 500 stores, and maintains, flight opera 

tion information associated with the UAVs 502A-N. Flight 
operation information includes configuration information of 
each UAV, flight mission and planned flight path, operator 
information (e.g., obtained licenses), its precise three-di 
mensional location in space, Velocity information, UAV 
status (e.g., health of components included in the UAV), 
contingency plans, and so on. 

Prior to a particular UAV flying, the cloud system 500 can 
obtain information identifying the particular UAV's flight 
operation, including an intended geofence envelope. A 
geofence envelope engine 510, included in the cloud system 
500, can approve or deny the intended geofence envelope, 
based on prior allocated geofence envelopes that will be 
used by UAVs during a flight time of the particular UAV. 

Furthermore, the geofence envelope engine 510 can rap 
idly approve a new geofence envelope for a UAV already in 
flight, and provide approval upon determining that the new 
geofence envelope has not been allocated. A UAV can 
request a new geofence envelope upon determining that one 
or more contingency situations have occurred. For instance, 
the UAV can determine that another UAV is violating its 
airspace or geofence envelope. In another example, the UAV 
can determine that it lacks sufficient fuel to complete its 
mission, and needs to immediately take a different path to 
return to base, e.g., a location configured to accept a landing 
UAV. Such as the UAV's point of takeoff. Examples of 
predicting a contingency are described below, with reference 
to FIG. 7. 
A particular UAV 502A can attempt to provide a request 

to the cloud system 500, but be unable to communicate with 
the cloud system 500, e.g., due to interference, failure of a 
particular datalink, and so on. The particular UAV 502A, can 
optionally communicate with another UAV 502N that can 
relay the request to the cloud system 500. 

Optionally, the cloud system 500 can provide requests 522 
identifying geofence envelopes, determined by the geofence 
envelope engine 510, for approval by a regulatory authority 
520, and obtain a response 524. The request 522 can further 
identify contingencies experienced by a UAV, and potential 
risks associated with a flight operation failure, e.g., 
described above with reference to FIGS. 1 and 3. 

FIG. 6 is a flowchart of an example process 600 for 
managing geofence envelopes allocated to UAVs. For con 
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venience, the process 600 will be described as being per 
formed by a system of one or more computers, e.g., the 
cloud system 500. 
The system receives a request for approval of a geofence 

envelope from a UAV (block 602) or associated ground 
station. A UAV, e.g., a presently flying UAV, or a UAV not 
yet in flight, can request approval of its flight path by 
identifying a specific geofence envelope that comports with 
the flight path. The UAV (or associated ground station) can 
identify that it includes hardware, or software, to enforce an 
approved geofence envelope, e.g., through use of an auto 
pilot. The request can further identify one or more way 
points, e.g., locations in space, that the UAV wishes to pass 
through. 
As will be described below, with reference to FIG. 7, a 

UAV in flight (or associated ground Station) can determine 
that it has to execute a contingency plan, e.g., due to an error 
with the UAV. The UAV (or associated ground station) can 
then provide a request to the system identifying an updated 
geofence envelope, and optionally information identifying 
the particular cause of the contingency plan. 
The system determines whether the geofence envelope 

has been allocated, or interferes with another geofence 
envelope (block 604). As described above, with reference to 
FIG. 5, the system stores information describing UAVs in 
flight, including geofence envelopes that have been previ 
ously approved and allocated by the system, or an outside 
system in communication with the system. 
The system determines whether the requested geofence 

envelope interferes with any previously allocated geofence 
envelope. The system can effect this determination by com 
paring the space identified by the allocated geofence enve 
lopes to the space identified by the requested geofence 
envelope. Upon a positive determination that the requested 
geofence envelope interferes with an allocated geofence 
envelope, the system can deny the request. Upon a negative 
determination, the system can approve the request, or 
optionally provide the request for approval by a regulatory 
authority, e.g., the Federal Aviation Administration. 
The system provides a response identifying approval or 

denial of the request (block 606). As described above, the 
system can determine whether to approve or deny allocation 
of the requested geofence envelope. If the system denies the 
requested geofence envelope, the system can optionally 
determine and provide an updated geofence envelope that 
includes Zero or more of the waypoints the requesting UAV 
wishes to pass through. 

If the system provides approval of the request to the 
requesting UAV (or associated ground station), the request 
ing UAV can ensure that the UAV stays within the approved 
envelope. For instance, the UAV can restrict the allowable 
flight maneuvers, and can lock out control of the UAV, e.g., 
by an operator, and return the UAV to within the geofence 
envelope, if the UAV violates the geofence envelope. 

FIG. 7 illustrates an example process 700 for contingency 
prediction by a UAV. For convenience, the process 700 will 
be described as being performed by a UAV that includes one 
or more processors. 
The UAV determines an estimate of onboard fuel (block 

702). The UAV can determine an estimate at particular 
predetermined or dynamically determined sampling rates, 
e.g., every 10 minutes, every 15 minutes, or upon an 
occurrence of a particular event or combination of events, 
e.g., after operating for a particular period of time, detecting 
a strong head-wind, any updates to the UAVs flight path, 
and so on. 
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If the UAV uses batteries for power, the UAV can perform 
methods including coulomb-counting, and estimating 
remaining charge from a currently measured battery cell 
Voltage. 

If the UAV uses fuel for power, the UAV can perform 
methods including measuring the mass or Volume of fuel 
liquid remaining, e.g., through use of a sensor in a container 
that holds the fuel. 

The UAV determines an estimate of fuel consumption 
(block 704). The UAV determines an estimate of fuel 
consumption, e.g., during a nominal cruising speed and 
UAV climb rate. To determine the estimate, the UAV can 
perform an online machine-learning algorithm that learns 
the rate of fuel consumption as the UAV is flying. 

Example online machine-learning algorithms can create a 
functional mapping from the cruise flight state, e.g., cruising 
flight speed and climb rate, of the UAV, to the rate of fuel 
consumed, e.g., current draw at a particular voltage, or flow 
rate of liquid fuel to the UAV's engine. Examples can 
include, least squares, neural networks, and so on. Addition 
ally, the rate of fuel consumption can be estimated prior to 
flight of the UAV, e.g., from simulations or through fuel rate 
consumption of similar aircrafts. 
The UAV determines an estimate of prevailing wind speed 

and direction (block 706). The UAV can determine estimates 
of wind speed and direction through use of an online 
estimator. 
An example online estimator obtains measurements of the 

freestream speed and direction vector using, for example, a 
pitot-static airspeed probe. The online estimator further 
obtains the ground track speed and direction vector using 
location and navigation systems, e.g., global position system 
(GPS), and so on. 
The example online estimator computes a difference 

between the two obtained vectors, and obtains the prevailing 
wind speed and direction as the difference. 

Optionally, the UAV can communicate with an outside 
system, e.g., a ground or satellite datalink, or a weather 
center, and obtains information identifying real-time wind 
conditions. 
The UAV obtains topological terrain data for the current 

flight path, and also for alternative flight paths (block 708). 
Terrain data can include elevation data, and can be stored by 
the UAV prior to takeoff, or received in response to the UAV 
providing a request to an outside system, e.g., a ground 
datalink. Alternative flight paths can include, for instance, a 
flight path to return to a point of takeoff, a flight path that 
excludes one or more waypoints, and so on. Optionally, The 
UAV can determine to exclude one or more waypoints based 
on prevailing wind speed and direction. For instance, if one 
or more waypoints are in a direction against the prevailing 
wind, the UAV can determine to exclude those waypoints, 
and determine flight paths to waypoints that are parallel, or 
in the direction of the wind direction. 
The UAV determines a minimum safe flight altitude for 

the current flight path. The UAV can effect this determina 
tion by computing a sum of the elevation data with a 
particular constant identifying a safe distance above the 
elevation data. The constant can optionally vary according to 
elevation data. For instance, a higher elevation, e.g., a 
mountain, can include particular weather affects associated 
with the mountain. The UAV can therefore determine that 
the minimum safe flight altitude is greater at the higher 
elevation. 

Similarly, the UAV determines a minimum safe flight 
altitude for the alternative flight paths. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

16 
The UAV determines an amount of flight time remaining 

for the current path, and for each alternative flight path 
(block 710). The UAV determines the amount of flight time 
using the prevailing wind speed and direction, along with the 
topological terrain data to determine an amount of time 
remaining for each of the flight paths. Since the UAV can 
compute a total estimated distance the UAV has to travel for 
each flight path, e.g., a total two-dimensional distance and a 
total ascent/descent for each flight path, the UAV can 
estimate a time remaining given a particular airspeed of the 
UAV, e.g., a nominal airspeed. 
The UAV selects a flight path based on the determined 

time remaining for each flight path (block 712). 
The UAV computes a multiplication of the time remaining 

for each flight path with the estimated rate of fuel consump 
tion, e.g., described in step 704, to obtain an estimated 
amount of fuel required to complete each flight path. The 
UAV then subtracts the resulting computation from the 
estimated fuel remaining in the UAV, e.g., described in step 
702, to obtain an estimated amount of fuel remaining after 
the flight path. 

If the UAV determines that the estimated amount of fuel 
remaining after the flight path is below a threshold, e.g., 
below zero, or below a safe threshold amount of fuel, the 
UAV can determine whether an alternative flight path would 
be greater than the threshold. 
The UAV can select an alternative flight path by deter 

mining all of the alternative flight paths that would allow the 
UAV to complete the flight path with fuel greater than the 
threshold. The UAV can then select the alternative plan that 
includes most of the waypoints. Optionally, the UAV can 
select the alternative plan that includes the most important 
waypoints, e.g., from information identifying a hierarchy of 
waypoints. 

If the UAV determines that the estimated amount of fuel 
remaining after each alternative flight path is below the 
threshold, the UAV can determine an updated landing loca 
tion. For instance, the UAV can obtain information identi 
fying safe landing locations, e.g., from stored information, 
from a cloud system, e.g., cloud system 500, or from a 
regulatory authority, e.g., the Federal Aviation Administra 
tion. 
The UAV can provide a request to the cloud system 

identifying an updated flight path (e.g., selected from an 
alternative flight path, or a flight path to a safe landing 
location), along with an updated geofence envelope for the 
updated flight path, and upon approval of the flight path, 
travel to the landing location within the bounds of the 
updated geofence envelope. The UAV can also receive a 
recommended flight path from the cloud system, e.g., as 
described above with reference to FIG. 6. 
The UAV can optionally provide information to an opera 

tor via an operator terminal, e.g., to a pilot, identifying the 
determined contingency prediction and the updated flight 
path. The operator can then implement the updated flight 
path, or the UAV can enforce the updated flight path, e.g., 
updated geofence envelope. 

FIG. 8 is an illustration of a user interface 800 identifying 
a determined contingency prediction and an updated flight 
path. In the illustration, a UAV has determined that it is 
unable to complete the flight path 802, e.g., original flight 
path, and identifies information associated with the deter 
mination, e.g., headwind too strong for battery state. The 
UAV provides information to an operator via an operator 
terminal identifying an alternative flight path 804, e.g., 
“Recommend skipping hover point P1. As described above, 
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with reference to FIG. 7, the UAV can also enforce the 
alternative flight path, e.g., after receiving approval from a 
cloud system 500. 

While, for illustrative purposes, the foregoing description 
and figures may refer to a UAV, techniques, systems, and 
processes disclosed herein may be applied to other vehicles, 
including other aerial vehicles and to manned or unmanned 
land or sea vehicles. While certain computing and commu 
nication functions may be described as being performed by 
a UAV. Such computing and communication functions may 
be performed by other systems (e.g., a ground station or 
another aerial platform in communication with the UAV). 

For more details, see U.S. patent application Ser. No. 
14/709,263, entitled “DISTRIBUTED UNMANNED 
AERIAL VEHICLE ARCHITECTURE, filed on May 11, 
2015; U.S. patent application Ser. No. 14/709.287, entitled 
DISTRIBUTED UNMANNED AERIAL VEHICLE 
ARCHITECTURE, filed on May 11, 2015; U.S. patent 
application Ser. No. 14/709,360, entitled “UNMANNED 
AERIAL VEHICLE AUTHORIZATION AND 
GEOFENCE ENVELOPE DETERMINATION, filed on 
May 11, 2015; U.S. patent application Ser. No. 14/709,364, 
entitled “UNMANNED AERIAL VEHICLE AUTHORI 
ZATION AND GEOFENCE ENVELOPE DETERMINA 
TION,” filed on May 11, 2015, each of which is incorporated 
by reference herein in its entirety. 

Each of the processes, methods, and algorithms described 
in the preceding sections may be embodied in, and fully or 
partially automated by, code modules executed by one or 
more computer systems or computer processors comprising 
computer hardware. The code modules (or “engines') may 
be stored on any type of non-transitory computer-readable 
medium or computer storage device. Such as hard drives, 
Solid state memory, optical disc, and/or the like. The systems 
and modules may also be transmitted as generated data 
signals (for example, as part of a carrier wave or other 
analog or digital propagated signal) on a variety of com 
puter-readable transmission mediums, including wireless 
based and wired/cable-based mediums, and may take a 
variety of forms (for example, as part of a single or multi 
plexed analog signal, or as multiple discrete digital packets 
or frames). The processes and algorithms may be imple 
mented partially or wholly in application-specific circuitry. 
The results of the disclosed processes and process steps may 
be stored, persistently or otherwise, in any type of non 
transitory computer storage such as, for example, Volatile or 
non-volatile storage. 

In general, the terms "engine' and “module', as used 
herein, refer to logic embodied in hardware or firmware, or 
to a collection of Software instructions, possibly having 
entry and exit points, written in a programming language, 
Such as, for example, Java, Lua, C or C++. A Software 
module may be compiled and linked into an executable 
program, installed in a dynamic link library, or may be 
written in an interpreted programming language such as, for 
example, BASIC, Perl, or Python. It will be appreciated that 
software modules may be callable from other modules or 
from themselves, and/or may be invoked in response to 
detected events or interrupts. Software modules configured 
for execution on computing devices may be provided on a 
computer readable medium, Such as a compact disc, digital 
video disc, flash drive, or any other tangible medium. Such 
Software code may be stored, partially or fully, on a memory 
device of the executing computing device, such as the risk 
assessment system 100, for execution by the computing 
device. Software instructions may be embedded in firmware, 
such as an EPROM. It will be further appreciated that 
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hardware modules may be comprised of connected logic 
units, such as gates and flip-flops, and/or may be comprised 
of programmable units, such as programmable gate arrays or 
processors. The modules described herein are preferably 
implemented as Software modules, but may be represented 
in hardware or firmware. Generally, the modules described 
herein refer to logical modules that may be combined with 
other modules or divided into sub-modules despite their 
physical organization or storage. 

User interfaces described herein are optionally presented 
(and user instructions may be received) via a user computing 
device using a browser, other network resource viewer, a 
dedicated application, or otherwise. Various features 
described or illustrated as being present in different embodi 
ments or user interfaces may be combined into the same 
embodiment or user interface. Commands and information 
received from the user may be stored and acted on by the 
various systems disclosed herein using the processes dis 
closed herein. While the disclosure may reference to a user 
hovering over, pointing at, or clicking on a particular item, 
other techniques may be used to detect an item of user 
interest. For example, the user may touch the item via a 
touch screen, or otherwise indicate an interest. The user 
interfaces described herein may be presented on a user 
terminal. Such as a laptop computer, desktop computer, 
tablet computer, Smart phone, virtual reality headset, aug 
mented reality headset, or other terminal type. The user 
terminals may be associated with user input devices, such as 
touch screens, microphones, touch pads, keyboards, mice, 
styluses, cameras, etc. While the foregoing discussion and 
figures may illustrate various types of menus, other types of 
menus may be used. For example, menus may be provided 
via a drop down menu, a tool bar, a pop up menu, interactive 
Voice response system, or otherwise. 
The various features and processes described above may 

be used independently of one another, or may be combined 
in various ways. All possible combinations and Subcombi 
nations are intended to fall within the scope of this disclo 
Sure. In addition, certain method or process blocks may be 
omitted in Some implementations. The methods and pro 
cesses described herein are also not limited to any particular 
sequence, and the blocks or states relating thereto can be 
performed in other sequences that are appropriate. For 
example, described blocks or states may be performed in an 
order other than that specifically disclosed, or multiple 
blocks or states may be combined in a single block or state. 
The example blocks or states may be performed in serial, in 
parallel, or in Some other manner. Blocks or states may be 
added to or removed from the disclosed example embodi 
ments. The example systems and components described 
herein may be configured differently than described. For 
example, elements may be added to, removed from, or 
rearranged compared to the disclosed example embodi 
mentS. 

Conditional language used herein, such as, among others, 
“can,” “could,” “might,” “may,” “for example, and the like, 
unless specifically stated otherwise, or otherwise understood 
within the context as used, is generally intended to convey 
that certain embodiments include, while other embodiments 
do not include, certain features, elements and/or steps. Thus, 
Such conditional language is not generally intended to imply 
that features, elements and/or steps are in any way required 
for one or more embodiments or that one or more embodi 
ments necessarily include logic for deciding, with or without 
author input or prompting, whether these features, elements 
and/or steps are included or are to be performed in any 

99 & particular embodiment. The terms “comprising,” “includ 
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ing.” “having,” and the like are synonymous and are used 
inclusively, in an open-ended fashion, and do not exclude 
additional elements, features, acts, operations, and so forth. 
Also, the term “or” is used in its inclusive sense (and not in 
its exclusive sense) so that when used, for example, to 
connect a list of elements, the term 'or' means one, some, 
or all of the elements in the list. Conjunctive language Such 
as the phrase “at least one of X, Y and Z.” unless specifically 
stated otherwise, is otherwise understood with the context as 
used in general to convey that an item, term, etc. may be 
either X, Y or Z. Thus, such conjunctive language is not 
generally intended to imply that certain embodiments 
require at least one of X, at least one of Y and at least one 
of Z to each be present. 

While certain example embodiments have been described, 
these embodiments have been presented by way of example 
only, and are not intended to limit the scope of the disclo 
Sure. Thus, nothing in the foregoing description is intended 
to imply that any particular element, feature, characteristic, 
step, module, or block is necessary or indispensable. Indeed, 
the novel methods and systems described herein may be 
embodied in a variety of other forms; furthermore, various 
omissions, Substitutions, and changes in the form of the 
methods and systems described herein may be made without 
departing from the spirit of the inventions disclosed herein. 
The accompanying claims and their equivalents are intended 
to cover such forms or modifications as would fall within the 
Scope and spirit of certain of the inventions disclosed herein. 
Any process descriptions, elements, or blocks in the flow 

diagrams described herein and/or depicted in the attached 
figures should be understood as potentially representing 
modules, segments, or portions of code which include one or 
more executable instructions for implementing specific logi 
cal functions or steps in the process. Alternate implementa 
tions are included within the scope of the embodiments 
described herein in which elements or functions may be 
deleted, executed out of order from that shown or discussed, 
including Substantially concurrently or in reverse order, 
depending on the functionality involved, as would be under 
stood by those skilled in the art. 

It should be emphasized that many variations and modi 
fications may be made to the above-described embodiments, 
the elements of which are to be understood as being among 
other acceptable examples. All Such modifications and varia 
tions are intended to be included herein within the scope of 
this disclosure. The foregoing description details certain 
embodiments of the invention. It will be appreciated, how 
ever, that no matter how detailed the foregoing appears in 
text, the invention can be practiced in many ways. As is also 
stated above, it should be noted that the use of particular 
terminology when describing certain features or aspects of 
the invention should not be taken to imply that the termi 
nology is being re-defined herein to be restricted to includ 
ing any specific characteristics of the features or aspects of 
the invention with which that terminology is associated. 

What is claimed is: 
1. A method comprising: 
maintaining, by a system, comprising one or more pro 

cessing devices comprising hardware, geofence enve 
lopes respectively allocated, using the system, for each 
UAV in a first plurality of UAVs, wherein each allo 
cated geofence envelope associated with a UAV rep 
resents a virtual static barrier for a real-world geo 
graphic area that limits allowable locations of travel of 
the UAV: 
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receiving information describing a first flight path of a 

first UAV, wherein the first flight path includes one or 
more waypoints the first UAV will pass through; 

determining that the first flight path of the first UAV 
would violate one or more geofence envelopes allo 
cated to one or more other UAVs in the first plurality of 
UAVs; and 

at least partly in response to the determination that the first 
flight path of the first UAV would violate the one or 
more geofence envelopes respectively allocated to the 
one or more other UAVs in the first plurality of UAVs, 
providing a response to the first UAV or to a ground 
station in communication with the first UAV 

wherein the response includes information indicating a 
recommended second flight path, wherein the second 
flight path includes one or more waypoints for the first 
UAV to pass through that would not violate the 
geofence envelopes respectively allocated to the UAVs 
in the first plurality of UAVs. 

2. The method of claim 1, further comprising: 
receiving, from the first UAV, information identifying that 

the first UAV is configured to enforce a geofence 
envelope of the first UAV. 

3. The method of claim 1, wherein the recommended 
second flight path comprises an alternative direction of 
travel than the first flight path. 

4. The method of claim 1, further comprising: 
receiving, from the first UAV, a request for allocation of 

a new geofence envelope; and 
allocating a new geofence envelope to the first UAV if the 
new geofence envelope has not been allocated. 

5. The method of claim 4, further comprising: 
determining whether the new geofence envelope for the 

first UAV is unallocated by comparing airspace for the 
allocated geofence envelopes to airspace of the new 
geofence envelope. 

6. The method of claim 5, further comprising: 
upon determination that the requested new geofence enve 

lope of the first UAV interferes with a previously 
allocated geofence envelope, generating a response 
indicating denial of the requested new geofence enve 
lope. 

7. The method of claim 4, further comprising: 
associating information identifying the first UAV with the 

requested new geofence envelope of the first UAV. 
8. The method of claim 1, further comprising: 
receiving information that the first UAV has incurred one 

or more contingency situations. 
9. The method of claim 1, further comprising: 
storing flight information comprising three-dimensional 

locations in space of each UAV of the first plurality of 
UAVS. 

10. The method of claim 1, wherein determining that the 
flight path of the first UAV would violate one or more 
geofence envelopes comprises determining that the flight 
path of the first UAV would violate one or more geofence 
envelopes during a flight time associated with the first UAV. 

11. A system comprising one or more processors com 
prising hardware, the one or more processors configured to 
at least: 

maintain, by the system, geofence envelopes respectively 
allocated, using the system, for each UAV in a first 
plurality of UAVs, wherein each allocated geofence 
envelope associated with a UAV represents a virtual 
static barrier for a real-world geographic area that 
limits allowable locations of travel of the UAV: 
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receive information describing a first flight path of a first 
UAV, wherein the first flight path includes one or more 
waypoints the first UAV will pass through; 

determine that the first flight path of the first UAV would 
violate one or more geofence envelopes allocated to 
one or more other UAVs in the first plurality of UAVs: 
and 

at least partly in response to the determination that the first 
flight path of the first UAV would violate the one or 
more geofence envelopes respectively allocated to the 
one or more other UAVs in the first plurality of UAVs, 
provide a response to the first UAV or to a ground 
station in communication with the first UAV 

wherein the response includes information indicating a 
recommended second flight path, wherein the second 
flight path includes one or more waypoints for the first 
UAV to pass through that would not violate the 
geofence envelopes respectively allocated to the UAVs 
in the first plurality of UAVs. 

12. The system of claim 11, wherein the processors are 
further configured to: 

receive, from the first UAV, information identifying that 
the first UAV is configured to enforce a geofence 
envelope of the first UAV. 

13. The system of claim 11, wherein the recommended 
second flight path comprises an alternative direction of 
travel than the first flight path. 

14. The system of claim 11, wherein the processors are 
further configured to: 

receive from the first UAV a request for allocation of a 
new geofence envelope; and 

allocate a new geofence envelope to the first UAV if the 
new geofence envelope has not been allocated. 

15. The system of claim 14, wherein the processors are 
further configured to: 

determine whether the new geofence envelope for the first 
UAV is unallocated by comparing airspace for the 
allocated geofence envelopes to airspace of the new 
geofence envelope. 

16. The system of claim 15, wherein the processors are 
further configured to: 

upon determination that the requested new geofence enve 
lope of the first UAV interferes with a previously 
allocated geofence envelope, generate a response indi 
cating denial of the requested new geofence envelope. 

17. The system of claim 14, wherein the processors are 
further configured to: 

associate information identifying the first UAV with the 
requested geofence envelope of the first UAV. 

18. The system of claim 11, wherein the processors are 
further configured to: 

receive information that the first UAV has incurred one or 
more contingency situations. 

19. The system of claim 11, wherein the processors are 
further configured to: 

store flight information comprising three-dimensional 
locations in space of each UAV of the first plurality of 
UAVS. 

20. The system of claim 11, wherein determining that the 
flight path of the first UAV would violate one or more 
geofence envelopes comprises determining that the flight 
path of the first UAV would violate one or more geofence 
envelopes during a flight time associated with the first UAV. 

21. A computer program product, encoded on one or more 
non-transitory computer storage media, comprising instruc 
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tions that when executed by a system, comprising one or 
more computers, cause the system to perform operations 
comprising: 

maintaining, by the system, geofence envelopes respec 
tively allocated, using the system, for each UAV in a 
first plurality of UAVs, wherein each allocated 
geofence envelope associated with a UAV represents a 
virtual static barrier for a real-world geographic area 
that limits allowable locations of travel of the UAV 

receiving information describing a first flight path of a 
first UAV, wherein the first flight path includes one or 
more waypoints the first UAV will pass through; 

determining that the first flight path of the first UAV 
would violate one or more geofence envelopes allo 
cated to one or more other UAVs in the first plurality of 
UAVs; and 

at least partly in response to the determination that the first 
flight path of the first UAV would violate the one or 
more geofence envelopes respectively allocated to the 
one or more other UAVs in the first plurality of UAVs, 
providing a response to the first UAV or to a ground 
station in communication with the first UAV 

wherein the response includes information indicating a 
recommended second flight path, wherein the second 
flight path includes one or more waypoints for the first 
UAV to pass through that would not violate the 
geofence envelopes respectively allocated to the UAVs 
in the first plurality of UAVs. 

22. The computer program product of claim 21, wherein 
the operations further comprise: 

receiving, from the first UAV, information identifying that 
the first UAV is configured to enforce a geofence 
envelope of the first UAV. 

23. The computer program product of claim 21, wherein 
the recommended second flight path comprises an alterna 
tive direction of travel than the first flight path. 

24. The computer program product of claim 21, wherein 
the operations further comprise: 

receiving from the first UAV a request for allocation of a 
new geofence envelope; and 

allocating a new geofence envelope to the first UAV if the 
new geofence envelope has not been allocated. 

25. The computer program product of claim 24, wherein 
the operations further comprise: 

determining whether the new geofence envelope for the 
first UAV is unallocated by comparing airspace for the 
allocated geofence envelopes to airspace of the new 
geofence envelope. 

26. The computer program product of claim 25, wherein 
the operations further comprise: 
upon determination that the requested new geofence enve 

lope of the first UAV interferes with a previously 
allocated geofence envelope, generating a response 
indicating denial of the requested new geofence enve 
lope. 

27. The computer program product of claim 24, wherein 
the operations further comprise: 

associating information identifying the first UAV with the 
requested geofence envelope of the first UAV. 

28. The computer program product of claim 21, wherein 
the operations further comprise: 

receiving information that the first UAV has incurred one 
or more contingency situations. 

29. The computer program product of claim 21, wherein 
the operations further comprise: 
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storing flight information comprising a three-dimensional 
location in space of each UAV of the first plurality of 
UAVS. 

30. The computer program product of claim 21, wherein 
determining that the flight path of the first UAV would 5 
violate one or more geofence envelopes comprises deter 
mining that the flight path of the first UAV would violate one 
or more geofence envelopes during a flight time associated 
with the first UAV. 
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