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(57) Abstract: Embodiments of the invention are directed to methods, apparatuses, and systems for processingtransactionsusinga 
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MASTER APPLET FOR SECURE REMOTE PAYMENT PROCESSING 

CROSS-REFERENCES TO RELATED APPLICATIONS 

[0001] This application claims the benefit of priority to U.S. Provisional Application 

No. 61/992,880, filed on May 13, 2014, which is hereby incorporated by reference in 

its entirety for all purposes.  

BACKGROUND 

[0002] Mobile payment environments (e.g., a mobile communication device) 

may have a number of different mobile wallets including a number of different 

payment methods and credentials. However, it may be difficult for a merchant to 

integrate multiple payment applications into a mobile application experience. For 

example, it may be difficult for a merchant to configure and design a mobile 

application to accept mobile payments from the variety of different digital wallets that 

are available to consumers because each digital wallet may have different security 

practices, communication protocols, and integration requirements. Furthermore, 

some mobile communication devices may have a designated wallet set as a default 

for payments, but this may not give users the flexibility and options they desire to 

select a particular payment application and experience for each transaction.  

Accordingly, there is a need for a single party and/or application interface to facilitate 

and control the various payment options that may be available in a mobile payment 

environment.  

[0003] For example, mobile devices can have many wallet applications 

installed, each of which may have its own specific requirements for integrating with 

mobile applications as well as processing transactions. It is unduly burdensome to 

require application developers to design interfaces for each and every possible 

wallet application that can be installed on a device. Further, using a patchwork of 

different wallet application payment processing methods may raise the chance of 

security lapses by one of the wallet applications.  

[0004] Embodiments of the present invention solve these problems and other 

problems, individually and collectively.
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[0004a] A reference herein to a patent document or any other matter identified 

as prior art, is not to be taken as an admission that the document or other matter 

was known or that the information it contains was part of the common general 

knowledge as at the priority date of any of the claims.  

SUMMARY 

[0005] According to an aspect of the present invention, there is provided a 

method comprising: associating a master applet with a master mobile application on 

a mobile device; determining, by the master applet associated with the master 

mobile application a plurality of available applications installed on a mobile device; 

displaying, by the master applet, the plurality of available applications to a user; 

receiving, by the master applet, a selection of one of the plurality of displayed 

available applications from the user; obtaining, by the master applet, encrypted 

credentials from the selected application; associating a master applet encryption key 

with the master applet; encrypting, by the master applet, a payload including the 

encrypted credentials from the selected application of the plurality of available 

applications installed on the mobile device and transaction data to generate an 

encrypted payload using the master applet encryption key associated with the 

master applet; and sending the encrypted payload to a processor computer, wherein 

the processor computer decrypts the encrypted payload using a master applet 

decryption key and decrypts the encrypted credentials using a decryption key of the 

selected application to obtain decrypted credentials, and wherein the processor 

computer uses the decrypted credentials and transaction data to initiate a 

transaction.  

[0006] According to another aspect of the present invention, there is provided 

a method comprising: receiving, by a computer, an encrypted payload from a master 

applet operating on a mobile device, wherein the master applet is associated with a 

master mobile application on the mobile device; the encrypted payload generated by 

encrypting a payload including encrypted credentials from the selected application of 

a plurality of available application installed on the mobile device and transaction 

data, wherein the encrypted credentials are associated with a selected application of 

a plurality of available applications installed on the mobile device; decrypting, by the 

computer, the encrypted payload using a decryption key associated with the master
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applet to obtain the encrypted credentials and transaction data; determining, by the 

computer, a decryption key of the selected application associated with the encrypted 

credentials; decrypting, by the computer, the encrypted credentials using the 

decryption key of the selected application; and initiating, by the computer, a 

transaction using the decrypted credentials and transaction data.  

[0007] According to yet another aspect of the present invention, there is 

provided a system comprising a mobile device including a master applet associated 

with a mobile application, the master applet being configured to; associate the 

master applet with a master mobile application on the mobile device; determine a 

plurality of available applications installed on the mobile device; display the plurality 

of available applications to a user; receive a selection of one of plurality of displayed 

available applications from the user; obtain encrypted credentials from the selected 

application; associate a master applet encryption key with the master applet; encrypt 

a payload including the encrypted credentials from the selected application of the 

plurality of available applications installed on the mobile device and transaction data 

to generate an encrypted payload using the master applet encryption key associated 

with the master applet; and send the encrypted payload to a computer, and the 

computer configured to receive the encrypted payload including the encrypted 

credentials and the transaction data, decrypt the encrypted payload using a 

decryption key associated with the master applet to obtain the encrypted credentials 

and transaction data, determine a decryption key associated with the encrypted 

credentials, decrypt the encrypted credentials using a decryption key of the selected 

application associated with the encrypted credentials, and initiate a transaction using 

the decrypted credentials and the transaction data.  

[0008] These and other embodiments are described in further detail below.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 shows a block diagram of a transaction processing system 

including a master applet, according to an exemplary embodiment of the present 

invention.  

[0010] FIG. 2 shows a block diagram of an exemplary merchant processor 

computer, according to an exemplary embodiment of the present invention.
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[0011] FIG. 3 shows a variety of graphical user interfaces of an exemplary 

mobile device during various steps of an application selection process performed by 

a user interacting with a master applet, according to an exemplary embodiment of 

the present invention.  

[0012] FIG. 4 shows an exemplary flow diagram for an exemplary payment 

processing transaction using the master applet transaction process, according to 

embodiments of the present invention.  

[0013] FIG. 5 illustrates a block diagram of a mobile device.  

[0014] FIG. 6 illustrates a block diagram of a portable consumer device.  

[0015] FIG. 7 illustrates a block diagram of a computer apparatus.  

TERMS 

[0016] Before discussing specific embodiments and examples, some 

descriptions of terms used herein are provided below.  

[0017] An "application" may include any software module configured to 

perform a specific function or functions when executed by a processor of a 

computer. For example, a "mobile application" may include a software module that 

is configured to be operated by a mobile device. Applications may be configured to
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perform many different functions. For instance, a "payment application" may include 

a software module that is configured to store and provide account credentials for a 

transaction. A "wallet application" may include a software module with similar 

functionality to a payment application that has multiple accounts provisioned or 

enrolled such that they are usable through the wallet application.  

[0018] A "payment application" or "wallet application" may store credentials 

(e.g., account identifier, expiration date, card verification value (CVV), etc.) for 

accounts provisioned onto the mobile device. The account credentials may be 

stored in general memory on the mobile device or on a secure trusted execution 

environment (e.g., a secure element) of the mobile device. Further, in some 

embodiments, the account credentials may be stored by a remote computer and the 

payment/wallet application may retrieve the credentials (or a portion thereof) from 

the remote computer before/during a transaction. Any number of different 

commands or communication protocols may be used to interface with the payment 

application and/or wallet application in order to obtain and use stored credentials 

associated with each application.  

[0019] The payment application or wallet application may be configured to 

provide credentials to an authorized software application or module on a mobile 

device. For example, a payment application may be configured to interface with a 

master applet in order to provide credentials to a mobile application for a transaction.  

For instance, the payment application may provide a software development kit (SDK) 

or application programming interface (API) that the master wallet applet may use to 

interface with the payment application and/or wallet application. The payment 

application and/or wallet application may be configured to provide the sensitive 

information in encrypted form using stored encryption keys. Thus, each payment 

application and/or wallet application may have different commands and/or 

instructions for accessing the associated credentials stored by the payment/wallet 

application. For instance, each payment application and/or wallet application 

may have a different application program interface (API) with different 

commands, data requirements, authentication processes, etc., for interacting with 

other applications operating on the mobile device. Accordingly, a master wallet 

applet may include a number of different APIs, one for each of the different
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payment applications and/or wallet applications that the master wallet applet is 

configured to interface with.  

[0020] "Credentials" may include any information that identifies and/or 

validates the authenticity of a particular entity, article, access right, and/or item. For 

example, "account credentials" may include any information that identifies an 

account and allows a processor to verify that a device, person, or entity has 

permission to access the account. For example, account credentials may include an 

account identifier (e.g., a PAN), a token (e.g., account identifier substitute), an 

expiration date, a cryptogram, a verification value (e.g., card verification value 

(CVV)), personal information associated with an account (e.g., address, etc.), an 

account alias, or any combination thereof. Account credentials may be static or 

dynamic such that they change over time. Further, in some embodiments, the 

account credentials may include information that is both static and dynamic. For 

example, an account identifier and expiration date may be static but a cryptogram 

may be dynamic and change for each transaction. Further, in some embodiments, 

some or all of the account credentials may be stored in a secure memory of a mobile 

device. The secure memory of the mobile device may be configured such that the 

data stored in the secure memory may not be directly accessible by outside 

applications and a payment application associated with the secure memory may be 

accessed to obtain the credentials stored on the secure memory. Accordingly, a 

mobile application may interface with a payment application in order to gain access 

to payment credentials stored on the secure memory.  

[0021] "Encrypted credentials" may include credentials which have been 

made unintelligible using a cryptographic key. In some embodiments, encrypted 

credentials may be generated by a payment application and/or wallet application of a 

mobile device using encryption keys (e.g., application public keys) that are used to 

encrypt stored or received credentials and/or other transaction information for a 

transaction. For example, a payment application may store a public encryption key 

(i.e., application public key) that may be paired with a private encryption key (i.e., 

application private key) that may be securely stored at a merchant processor 

computer or other secure transaction processor system configured to process a 

remote payment transaction. The application private key may be used to decrypt the
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encrypted credentials and process a transaction using the decrypted account 

credentials. Additionally, in some embodiments, the application encryption key may 

include a symmetric encryption key, and thus the keys are not limited to 

public/private key pairs.  

[0022] "Decrypted credentials" may include credentials that have been 

converted from an unintelligible state to an understandable state. For example, 

decrypted credentials may include the result of applying an application-specific 

decryption key to encrypted credentials received at a merchant processor computer 

to obtain the original comprehendible credentials in the clear. Thus, by storing and 

sending account credentials as encrypted credentials, and decrypting the account 

credentials at a merchant processor computer, the account credential are protected 

from interception by a malicious third party.  

[0023] A "merchant application" may include any application associated with a 

relying party to a transaction. For example, a merchant application may be 

associated with a particular merchant or may be associated with a number of 

different merchants and may be capable of identifying a particular merchant (or 

multiple merchants) which are a party to a transaction. For instance, the merchant 

application may store information identifying a particular merchant server computer 

that is configured to provide a sales environment in which the merchant server 

computer is capable of processing remote transactions initiated by the merchant 

application. Further, the merchant application may also include a general purpose 

browser or other software designed to interact with multiple merchant server 

computers as long as the browser is configured to identify the merchant server 

computer and process a remote transaction. The merchant application may be 

installed on general purpose memory of a mobile device and thus, may be 

susceptible to malicious attacks, cracks, etc. Accordingly, the merchant application 

may be treated as an untrusted or unknown application by some payment and/or 

wallet application within the mobile device.  

[0024] An "applet" may include any application that performs a small number 

of tasks within the scope of a larger program. For example, a mobile application 

may comprise a master applet which is configured to interface with multiple 

applications on a mobile device. Further, in some embodiments, the master applet
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may include a master wallet applet which is configured to interface with multiple 

wallet applications on a mobile device in order to process a transaction using one of 

the wallet applications.  

[0025] A "master applet" may include any application or applet that is 

configured to interface and obtain information from other applications. For example, 

a "master wallet applet" may be configured to interface with multiple payment/wallet 

applications to obtain credentials during a transaction. The master applet may be a 

part of a larger mobile application or merchant application that is configured to 

perform a remote transaction through a mobile device. For instance, the master 

applet may include a software development kit (SDK) or application program 

interface (API) that can be easily incorporated into mobile applications being 

developed for a mobile device.  

[0026] A "payload" may include a portion of a data transmission that includes 

the "cargo" or the data that is intended to be sent for the transmission. For instance, 

a data transmission may include information to facilitate transmission of a message 

(e.g., headers, metadata, other overhead data, etc.) and the message itself (i.e., the 

payload). In some embodiments, information that may be used to identify the type of 

payload, the content of the payload, and/or an encryption/decryption key associated 

with the payload may be included in a header or in other metadata associated with 

the message.  

[0027] Further, in some embodiments, a payload may be encrypted by one 

party using an encryption key, the encrypted payload may be transmitted to another 

party over a communication network, and the encrypted payload may be decrypted 

by the other party using registered decryption keys associated with the first party.  

Thus, sensitive information within the payload may be protected from malicious third 

parties during transmission. As such, an "encrypted payload" may include a data 

transmission where the data message has been made unintelligible to unauthorized 

parties to prevent unauthorized access to information within the payload. For 

example, information within the encrypted payload may not be read by a recipient 

without access to a shared secret or access to a designated encryption/decryption 

key. As such, the encrypted payload may be made unintelligible through a process 

that is reversible and repeatable such that two entities can share information using a
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shared secret or encryption keys without unauthorized entities being able to 

understand or gain access to any sensitive information or sensitive credentials within 

the payload (unless they gain access to the shared secret or encryption keys).  

[0028] Additionally, in some embodiments, the encrypted payload may include 

any combination of encrypted sensitive information and unencrypted less sensitive or 

non-secure information. For example, in some embodiments, the encrypted payload 

may include encrypted account credentials (e.g., sensitive account identifiers and 

expiration date) and unencrypted transaction information (e.g., transaction amount, 

product identifiers, etc.) and/or transaction facilitation information (e.g., a master 

applet identifier included in the data transmission to indicate the type of transaction).  

In other embodiments, the encrypted payload may include all of the relevant 

transaction information encrypted. For instance, in some embodiments, the 

encrypted payload may include both encrypted account credentials and encrypted 

transaction information.  

[0029] A "decrypted payload" may include a data message of a data 

transmission that has been converted from an unintelligible state to an 

understandable state. For example, a decrypted payload may include the result of 

applying a decryption key to an encrypted payload to obtain the original 

comprehendible payload in the clear. For instance, a master applet private key may 

be applied to an encrypted payload that was encrypted with a master applet public 

key in order to decrypt the encrypted payload and obtain the underlying information 

within the payload. Further, where the encrypted payload includes both encrypted 

and unencrypted information, the decrypted payload may be obtained by decrypting 

the encrypted portions while not decrypting the unencrypted portions.  

[0030] As used herein, "transaction data" may include any information 

associated with an interaction between two or more parties. For example, 

transaction information may include a transaction amount, transaction time, 

transaction date, merchant information (e.g., a registered merchant identifier, 

merchant address, merchant computer network address, etc.), product information 

(e.g., serial numbers, product names or other identifiers, etc.). The transaction 

information may be provided to a mobile device by a merchant computer before or 

after the consumer initiates a remote transaction through a mobile application
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associated with the merchant computer. In some embodiments, the transaction 

information may be used to identify a specific merchant associated with a transaction 

using a merchant identifier or a mobile application identifier included in the 

transaction information.  

[0031] A "key" may include any information that determines the functional 

output of a cryptographic algorithm. For example, an "encryption key" specifies a 

particular transformation of plaintext into ciphertext (i.e., obfuscated or unintelligible 

data). Similarly, a "decryption key" specifies a particular transformation of ciphertext 

into plaintext. In some embodiments, the encryption key and decryption key may be 

the same key (i.e., in a symmetric key encryption scheme). Alternatively and/or 

additionally, an encryption key and decryption key may include a public/private key 

pair where the encryption key is a public key and the decryption key is a private key.  

[0032] A "public/private key pair" may include a pair of linked cryptographic 

keys generated by an entity. The public key may be used for public functions such 

as encrypting a message to send to the entity. The private key, on the other hand 

may be used for private functions such as decrypting a received message. The 

public key will usually be authorized by a body known as a certification authority (i.e., 

certificate authority) which stores the public key in a database and distributes it to 

any other entity which requests it. The private key will typically be kept in a secure 

storage medium and will usually only be known to the entity. However, the 

cryptographic systems described herein may feature key recovery mechanisms for 

recovering lost keys and avoiding data loss.  

[0033] A "public key" may include any encryption key that may be shared 

openly and publicly. The public key may be designed to be shared and may be 

configured such that any information encrypted with the public key may only be 

decrypted using a private key associated with the public key (i.e., a public/private key 

pair).  

[0034] A "private key" may include any encryption key that may be protected 

and secure. For example, the private key may be securely stored at an entity that 

generates a public/private key pair and may be used to decrypt any information that 

has been encrypted with the associated public key of the public/private key pair.
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[0018] The term "server computer" may include a powerful computer or cluster 

of computers. For example, the server computer can be a large mainframe, a 

minicomputer cluster, or a group of servers functioning as a unit. In one example, 

the server computer may be a database server coupled to a Web server. The server 

computer may be coupled to a database and may include any hardware, software, 

other logic, or combination of the preceding for servicing the requests from one or 

more client computers. The server computer may comprise one or more 

computational apparatuses and may use any of a variety of computing structures, 

arrangements, and compilations for servicing the requests from one or more client 

computers.  

[0035a] Where any or all of the terms "comprise", "comprises", "comprised" or 

''comprising" are used in this specification (including the claims) they are to be 

interpreted as specifying the presence of the stated features, integers, steps or 

components, but not precluding the presence of one or more other features, 

integers, steps or components.  

DETAILED DESCRIPTION 

[0019] Embodiments of the invention are directed to methods and systems for 

processing mobile payments using a master applet that interfaces with multiple 

payment applications and/or wallet applications installed on a mobile device to allow 

a consumer to choose between any number of different payment methods, accounts, 

and/or authentication processes while still providing a secure transaction 

environment.  

[0020] For example, embodiments are directed at a master wallet applet that 

allows merchant application developers to securely integrate any mobile 

wallets/payment applications available on a device using a single interface. The 

system passes encrypted payment credentials from a selected installed wallet 

application of a device through a merchant server computer to a single integration 

platform (e.g., a merchant processor computer), which uses pre-registered 

decryption keys associated with the selected wallet application to decrypt and 

process a transaction for any of the available wallets on a device.  

[0021] In some mobile payment ecosystems, users may initiate a remote 

payment transaction using mobile applications installed on their mobile devices (e.g.,
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mobile phones) that are configured to communicate with remote merchant server 

computers. Accordingly, a mobile application may obtain account credentials stored 

on their phone from a wallet or payment application that stores the credentials and 

controls access to the credentials on the phone. The mobile application may obtain
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the stored payment credentials by accessing the payment credentials from one of a 

variety of wallet applications installed on a device. Thereafter, the mobile application 

may initiate a payment processing request or authorization request that may be sent 

to the merchant web server for passing onto a payment processing network.  

[0039] However, users may have a number of different mobile wallets installed 

on their phones and current systems are not flexible enough to allow a consumer to 

choose from a number of different payment methods in order to process a 

transaction because each merchant requires integration with each particular wallet 

application in order to accept payment through that wallet application. Each wallet 

may have its own payment experience, accepted payment formats, encryption keys, 

on-boarding processes, communication protocols, and security procedures that may 

change drastically between wallet applications.  

[0040] Further, each wallet or payment application may have different 

instructions, commands, requirements, authentication processes, etc., for interfacing 

with the various wallet applications on the mobile device that make integrating with 

multiple different wallets difficult for mobile application developers. As such, phones 

may only allow the selection of a single "default" wallet to be used in a transaction 

and may not allow for selection from a variety of wallet applications installed on the 

device. For example, some current mobile phone systems require a user to 

preselect a default wallet for their device to be used for any given transaction and 

may not allow for multiple different payment options to be presented to a user during 

a transaction.  

[0041] Accordingly, embodiments of the present invention may be directed at 

a master wallet applet that allows a mobile application developer to easily and 

efficiently provide consumers a number of different payment processing options and 

securely process transactions initiated through a variety of different payment 

applications. Further, embodiments of the present invention provide an easy to 

implement master wallet applet software development kit (SDK) or application 

programming interface (API) that can easily be incorporated into a mobile application 

to easily and efficiently provide a variety of payment application options to a 

consumer, without requiring extensive development by an application developer.
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[0042] Further, the master wallet applet interface may be provided by a 

merchant processor or other third party server that is already established within a 

payment processing eco-system. Thus, the master wallet applet may easily be 

incorporated into existing payment flows by building on existing functionality already 

provided during payment transaction processing. For example, the master wallet 

applet may be developed and associated with a merchant processor which may 

include an entity that is already associated with a merchant's e-commerce 

transaction processing system. The merchant processor (e.g., CyberSource T M)may 

sit between a merchant and an acquirer in a transaction processing system and may 

perform fraud checks and other transaction processing services before transactions 

are passed onto acquirers, payment processing networks, issuers, etc. Accordingly, 

by leveraging existing e-commerce transaction processing infrastructure, a master 

wallet applet may minimize technical integration complexities and streamline 

integration of a master wallet applet for processing secure remote transactions for a 

variety of different wallet applications.  

I. Transaction Processing Systems Using a Master Applet 

[0043] FIG. 1 shows a block diagram of an exemplary system 100 for 

performing a remote transaction using a master wallet applet associated with a 

mobile application 111 of a mobile device 110, according to some embodiments of 

the invention. The system 100 comprises a user (e.g., consumer) (not shown), a 

mobile device 110 including a mobile application 111, a master wallet applet 112 and 

payment/wallet applications associated with account credentials 113, a merchant 

computer 120, a merchant processor computer 130, an acquirer computer 140, a 

payment processing network 150, and an issuer computer 160. The various entities 

may be configured to communicate with one another over any suitable wireless or 

wired communication network and using any suitable communications protocol, 

including open or proprietary communications protocols. Before addressing the 

specifics of the remote transaction processing system using a master wallet applet, a 

traditional card present transaction processing system may be helpful.
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A. Card Present Transaction Processing 

[0044] In some card present (CP), face-to-face, or in-store payment 

transactions, the user purchases a good or service at a merchant location using a 

mobile device 110. For example, the user's mobile device 110 can interact with an 

access device (e.g., merchant point-of-sale device) (not shown)) at a merchant 

location (not shown). For instance, the user may tap the mobile device 110 against 

an near-field communication (NFC) reader of the access device. Alternately, in a 

remote or "card not present" (CNP) transaction, the user may indicate payment 

details to a merchant computer 120 electronically, such as in an online or "e

commerce" transaction.  

[0045] In such transactions, an authorization request message may be 

generated by the mobile device 110 or the merchant computer 120 and then 

forwarded to the acquirer computer 140. After receiving the authorization request 

message, the authorization request message is then sent to the payment processing 

network 150. The payment processing network 150 then forwards the authorization 

request message to the corresponding issuer computer 160 associated with an 

issuer associated with the user.  

[0046] An "authorization request message" may be an electronic message 

that is sent to a payment processing network 150 and/or an issuer of a payment card 

to request authorization for a transaction. An authorization request message 

according to some embodiments may comply with ISO 8583, which is a standard for 

systems that exchange electronic transaction information associated with a payment 

made by a user using a payment device or payment account. The authorization 

request message may include an issuer account identifier that may be associated 

with a payment device or payment account. An authorization request message may 

also comprise additional data elements corresponding to "identification information" 

including, by way of example only: a service code, a CVV (card verification value), a 

dCVV (dynamic card verification value), an expiration date, etc. An authorization 

request message may also comprise "transaction information," such as any 

information associated with a current transaction, such as the transaction amount, 

merchant identifier, merchant location, etc., as well as any other information that may 

be utilized in determining whether to identify and/or authorize a transaction. The
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authorization request message may also include other information such as 

information that identifies the access device that generated the authorization request 

message, information about the location of the access device, etc.  

[0047] After the issuer computer 160 receives the authorization request 

message, the issuer computer 160 sends an authorization response message back 

to the payment processing network 150 to indicate whether the current transaction is 

authorized (or not authorized). The payment processing network 150 then forwards 

the authorization response message back to the acquirer computer 140. In some 

embodiments, payment processing network 150 may decline the transaction even if 

issuer computer 160 has authorized the transaction, for example depending on a 

value of the fraud risk score. The acquirer computer 140 then sends the response 

message back to the merchant computer 120.  

[0048] An "authorization response message" may be an electronic message 

reply to an authorization request message generated by an issuing financial 

institution 170 or a payment processing network 150. The authorization response 

message may include, by way of example only, one or more of the following status 

indicators: Approval -- transaction was approved; Decline -- transaction was not 

approved; or Call Center -- response pending more information, merchant must call 

the toll-free authorization phone number. The authorization response message may 

also include an authorization code, which may be a code that a credit card issuing 

bank returns in response to an authorization request message in an electronic 

message (either directly or through the payment processing network 150) to the 

merchant computer 120 that indicates approval of the transaction. The code may 

serve as proof of authorization. As noted above, in some embodiments, a payment 

processing network 150 may generate or forward the authorization response 

message to the merchant.  

[0049] After the merchant computer 120 receives the authorization response 

message, the merchant computer 120 may then provide the authorization response 

message to the user. The response message may be displayed by the mobile 

device 110 or may be printed out on a physical receipt. Alternately, if the transaction 

is an online transaction, the merchant may provide a web page or other indication of
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the authorization response message as a virtual receipt. The receipts may include 

transaction data for the transaction.  

[0050] At the end of the day, a normal clearing and settlement process can be 

conducted by the payment processing network 150. A clearing process is a process 

of exchanging financial details between an acquirer and an issuer to facilitate posting 

to a customer's payment account and reconciliation of the user's settlement position.  

[0051] As used herein, an "issuer" may typically refer to a business entity 

(e.g., a bank) that maintains financial accounts for a user and often issues a portable 

consumer device such as a credit or debit card to the user. The issuer may also 

issue or provisioning account information to a mobile device 110 to allow for mobile 

payments initiated by a mobile device. A "merchant" is typically an entity that 

engages in transactions and can sell goods or services. An "acquirer" is typically a 

business entity (e.g., a commercial bank) that has a business relationship with a 

particular merchant or other entity. Some entities can perform both issuer and 

acquirer functions. Some embodiments may encompass such single entity issuer

acquirers. Each of the entities may comprise one or more computer apparatuses 

(e.g., merchant computer 120, acquirer computer 140, payment processing network 

150, and issuer computer 160) to enable communications, or to perform one or more 

of the functions described herein.  

[0052] The payment processing network 150 may include data processing 

subsystems, networks, and operations used to support and deliver certificate 

authority services, authorization services, exception file services, transaction scoring 

services, and clearing and settlement services. An exemplary payment processing 

network 150 may include VisaNetTM. Payment processing networks such as 

VisaNetTM are able to process credit card transactions, debit card transactions, and 

other types of commercial transactions. VisaNet TM, in particular, includes a VIP 

system (Visa Integrated Payments system) which processes authorization requests 

and a Base II system which performs clearing and settlement services.  

[0053] The payment processing network 150 may include one or more server 

computers. A server computer is typically a powerful computer or cluster of 

computers. For example, the server computer can be a large mainframe, a
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minicomputer cluster, or a group of servers functioning as a unit. In one example, 

the server computer may be a database server coupled to a Web server. The 

payment processing network 150 may use any suitable wired or wireless network, 

including the Internet.  

B. Remote Transaction Processing System 

[0054] A "remote transaction" may include any transaction where one party to 

a transaction is separated by some distance and/or by a device from another party to 

a transaction. For example, a remote transaction may include a "card-not present," 

electronic commerce, or other online transaction performed through communication 

between two or more devices. For instance, remote transactions may include 

devices that are not present in the same location or multiple devices where the two 

parties (e.g., a merchant and a consumer) are not using the same device to 

complete the transaction. Additionally, a remote transaction may include an in-store 

transaction that is not completed using a merchant point-of-sale device (i.e., access 

device) and instead is completed by a consumer using their mobile device 110 to 

communicate with a remote (or local) merchant server computer configured to 

process the remote transactions.  

[0055] Traditionally, remote transactions have had a higher chance of fraud 

because remote transactions do not allow a payee (e.g., a merchant) the opportunity 

to identify the payer (e.g., consumer) or otherwise ensure that the payment they are 

receiving is legitimate, as the two parties are not present in the same location during 

the transaction (such as in a "card present" or in-store transaction). A local, card 

present, face-to-face, or in-store transaction may include a transaction where two or 

more parties to a transaction are present in the same location, use the same 

transaction device, or is performed through at least one present individual or entity to 

authenticate the identity of a payer and/or payee.  

[0056] In the remote transaction processing system of FIG. 1, the mobile 

device 110 is configured to initiate and process a remote transaction with a merchant 

computer 120 using a mobile application 111, a master applet 112, and one of a 

plurality of associated applications with account credentials 113. A merchant 

processor computer 130 may be configured to receive an encrypted payload for the
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transaction from the merchant computer 120, may decrypt the encrypted payload, 

and may facilitate secure remote transaction processing using the decrypted 

payload.  

[0057] A user (e.g., consumer 110) may operate a mobile device 110 to 

conduct remote payment transactions using a mobile application 111 that is 

configured to interact with a remote server computer associated with a merchant 

(i.e., a merchant computer 120). The merchant computer 120 may deliver available 

products and services to the mobile application 111 which the consumer 110 may 

use to initiate a remote transaction, whether located at a merchant location or remote 

from the merchant.  

[0058] A "mobile device" may include any electronic computing device. For 

example, a mobile device 110 may include a mobile phone, tablet, netbook, laptop, 

or any other suitable mobile computing device. The mobile device 110 may 

comprise a mobile application 111 and a variety of applications associated with 

credentials 113A-113N (also referred to as "payment applications" and/or "wallet 

applications"). In some embodiments, the applications associated with credentials 

may be installed and executed from a secure memory or trusted execution 

environment (e.g., a secure element) of the mobile device 110. In other 

embodiments, the payment applications and/or wallet applications may be stored 

and executed from a general memory of the mobile device 110.  

[0059] A mobile application 111 may include any software module including 

any executable code configured to allow a consumer to interact with a mobile 

application computer in order to initiate a remote transaction. In some embodiments, 

mobile application 111 may be a merchant-specific application that is developed by 

or on behalf of a particular merchant. In other embodiments, mobile application 111 

may be a general purpose application, such as a web browser that may interact with 

many different mobile application computers. In some embodiments, the mobile 

application computer may also be referred to as a "merchant computer" and the 

mobile application 111 may be referred to as a "merchant application." However, the 

mobile application 111 is not limited to such and instead, the mobile application 111 

may be associated with parties that are not merchants and instead process
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payments on behalf of merchants or other service providers (e.g., payment service 

providers, acquirers, etc.).  

[0060] The applications associated with account credentials 113A-113N may 

include two or more software applications or other executable code configured to 

retrieve credentials (and/or other transaction information) and interface with the 

master applet 112 to provide the credentials to the mobile application 111 for a 

transaction. In some embodiments, the applications 113A-113N maybe secured 

such that access to the applications is restricted to particular applications on the 

mobile device 110. Further, communications from the applications 113A-113N to 

any other applets or applications may be encrypted using an application-specific 

encryption key. For example, a wallet application 113A may be stored and executed 

by a secure element (not shown) or other trusted environment, as a kernel service, 

or at a higher permission level than mobile application 111 and an applet may be 

authenticated before allowing permission or access to the wallet application 113A.  

Thus, each of the two or more payment/wallet applications associated with account 

credentials 113A-113N may have access to a different encryption key to be used in 

encrypting information before being passed to other applications or applets. Further, 

note that there could be any number of applications 113A-113N installed or 

provisioned on the mobile device 110 and the element 113N indicates that there 

could be N different payment/wallet applications present on the mobile device 110.  

[0061] Each of the applications 113A-113N may include an encryption key 

that has been registered and/or issued by a computer associated with the master 

applet 112 that allows for decryption of any information encrypted by the applications 

113A-113N. For example, the applications may perform an encryption key 

registration process with a merchant processor computer 130 that is configured to 

facilitate transaction processing for transactions initiated using the master applet 

112.  

[0062] Additionally, in some embodiments, the applications 113A-113N may 

have access to a public key certificate associated with the merchant processor 

computer 130, which may be used to encrypt account credentials and other 

communications using a public key associated with the merchant processor
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computer 130 (which stores the associated private key for decrypting the encrypted 

account credentials).  

[0063] FIG. 2 shows a block diagram of an exemplary merchant processor 

computer 130, according to some embodiments of the invention. The merchant 

processor computer 130 may comprise a key registration module 133 and a 

transaction processing module 134 and may be electrically coupled to a master 

applet key database 131 and an registered application key database 132. The 

merchant processor server computer 130 may further comprise a processor (not 

shown) and a computer-readable medium (not shown) coupled to the processor, the 

computer-readable medium comprising code, executable by the processor, for 

performing methods described in embodiments herein.  

[0064] The key registration module 133 may include any software module that 

is configured to communicate with a payment application developer computer (not 

shown) and/or wallet application developer computer (not shown) to register a 

payment/wallet application for use with the master applet 112. The key registration 

module 133 may be configured to receive a registration request from a 

payment/wallet application developer computer and issue an application identifier to 

the application developer for a payment/wallet application that can be used to 

identify an appropriate encryption/decryption key for transactions initiated using the 

payment/wallet application moving forward. The key registration module 133 may 

further be configured to generate an encryption key and a decryption key associated 

with the application associated with the application developer, store the decryption 

key in a registered payment/wallet application key database 132 as being associated 

with the payment/wallet application identifier, and send a registration response 

including the encryption key to the application developer to be included in the 

payment/wallet application that is provisioned on a mobile device 110. Further, in 

some embodiments, the key registration module 133 may provide a master 

encryption key to the payment/wallet application developer which may then generate 

derived keys associated with the master key for each of the mobile devices. Thus, 

the registered application key database 132 may include a single key for each 

payment/wallet application developer, different keys for each payment/wallet
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application developer, or a single master key for each developer that can be used to 

generate a derived key for each transaction decryption request.  

[0065] The transaction processing module 134 may include any software 

module that is configured to process a payment request associated with a master 

applet 112 operating on a mobile device 110. The transaction processing module 

134 may receive a transaction request from a merchant computer 120 that is 

associated with the merchant processor. The transaction request may include an 

encrypted payload and the transaction processing module 134 may be configured to 

determine a decryption key associated with the master applet 112 to decrypt the 

encrypted payload, determine a decryption key associated with encrypted 

credentials contained within the decrypted payload, and process a transaction using 

the decrypted information contained within the payload and the decrypted 

credentials. The transaction processing module 134 may also provide fraud analysis 

and reporting functionality to the merchant for e-commerce transactions.  

[0066] The master applet key database 131 may comprise one or more 

decryption keys associated with one or more master applets. For example, in one 

embodiment, the master applet key database 131 may comprise one or more private 

keys associated with a registered private/public key pair. The private key may be 

generated through any suitable manner and may be stored securely such that 

unauthorized entities are not provided access to the private key. In some 

embodiments, the private key may be stored in a local memory or in a remote 

secured database. In some embodiments, the private key may be one of a 

private/public key pair associated with the merchant processor computer 130 and the 

public key may be provided to the master applet 112 for use in a remote transaction.  

Additionally, in some embodiments, the master applet key database 131 may include 

one or more symmetric encryption keys that may be used where data is encrypted 

using a symmetric encryption key instead of public/private encryption key pair. In 

some embodiments, the master applet key database 131 may store the master 

wallet decryption keys by a mobile application identifier that identifies the mobile 

application 111 associated with an encrypted message. Any other relevant 

information may be used to identify a relevant master wallet decryption key for a 

transaction.
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[0067] The registered application key database 132 may comprise one or 

more decryption keys associated with one or more applications registered with the 

merchant processor computer 130. For example, the registered application key 

database 132 may include decryption keys associated with payment applications 

and/or wallet applications that have performed an on-boarding or registration 

process with the merchant processor computer 130. Thus, the payment applications 

and/or wallet applications may have obtained one or more encryption keys that are 

configured to be used for transactions involving the master applet 112. Insome 

embodiments, the registered application key database 132 may store the application 

decryption keys by an application identifier that identifies the payment application or 

wallet application associated with an encrypted message. Any other relevant 

information that identifies a selected application may be used to identify a relevant 

application decryption key for a transaction.  

[0068] Accordingly, the merchant processor computer 130 may be configured 

to facilitate secure remote payment transactions using at least two different 

registered decryption keys. A first key associated with a master applet encryption 

key that is used to decrypt a message payload in order to obtain payment application 

and/or wallet application encrypted credentials and a second decryption key 

associated with the registered payment/wallet application that is used to decrypt the 

encrypted credentials. Thus, the merchant processor computer 130 provide a single 

integration point for mobile applications to quickly and easily integrate a variety of 

different payment processes, payment/wallet applications, and provide a variety of 

choices to consumers without requiring extensive development by the mobile 

application developer.  

II. Exemplary Methods For Processing Transactions Using A Master 
Applet 

[0069] FIGS. 3-4 show two viewpoints of exemplary methods for processing a 

secure remote transaction using a master applet 112, according to an embodiment 

of the present invention. In some embodiments, the master wallet may be referred 

to as a "master wallet applet" where the master applet 112 is interfacing with multiple 

payment applications and/or wallet applications. For example, FIG. 3 shows a 

variety of graphical user interfaces of an exemplary mobile device 110 during various
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steps of an application selection process performed by a user interacting with a 

master wallet applet. Further, FIG. 4 shows the application selection process as well 

as a remote transaction processing flow through an exemplary remote transaction 

processing system using a master wallet applet.  

A. Exemplary Method of Selecting an Application Using a Master 
Applet 

[0070] FIG. 3 shows a series of exemplary mobile device 110 graphical user 

interfaces showing the interaction of the mobile application 111 and the master 

applet 112 that allows for integration of multiple payment and/or wallet applications 

for processing a remote transaction using the mobile application 111. The various 

payment and/or wallet applications may have different consumer authentication 

processes, different credentials stored, may be processed by different payment 

networks, and may allow for flexibility by a mobile application 111 in providing a 

variety of payment options and experiences to mobile device users. Before the 

process shown in FIG. 3 begins, a user of the mobile device 110 may use a mobile 

application 111 installed on the mobile device 110 to shop for available products or 

services from a merchant. For example, the mobile application 111 may be a 

merchant application that is in communication with a merchant server computer that 

delivers products, prices, availability, etc. for consumer purchasing through the 

mobile device 110. Once the user determines the available products they would like 

to purchase, the consumer may be taken to a shopping cart or other transaction 

summary page that allows the transaction process to begin.  

[0071] At step 301, a mobile application 111 operating on the mobile device 

110 is displaying a checkout page with transaction information. If the user agrees to 

the terms of the transaction, the consumer may enter checkout or press the checkout 

button in order to initiate a transaction to purchase the products. Once the consumer 

enters the checkout button, the mobile application 111 may call a master applet 

(e.g., a master wallet applet) in order to obtain account credentials for the 

transaction. The master wallet applet may determine the available payment and/or 

wallet applications on the mobile device 110.  

[0072] The master wallet applet may have previously determined the available 

applets by performing a search for relevant payment and/or wallet applications
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installed on the mobile device 110 or may perform a search in response to the call 

from the mobile application 111. The master wallet applet may search for available 

wallet applets by searching a log of registered applications present on the mobile 

device 110 or through any other suitable manner. For example, the master wallet 

applet may have a list of application identifiers associated with payment applications 

and wallet applications that have registered with a provider of the master applet 

computer (e.g., a merchant processor). Thus, the master wallet may search for 

known application identifiers, file directories, and/or any other relevant information to 

determine which payment and/or wallet applications are present on the mobile 

device 110. The master wallet may search for registered payment and wallet 

applications because the master wallet may select those registered applications that 

are associated with previously registered decryption keys stored by a computer 

associated with the master wallet applet such that the account credentials may be 

decrypted and a transaction may be processed using the selected application.  

[0073] At step 302, the master wallet applet determines the available payment 

and/or wallet applications and displays the available applications 113A-113N to a 

user of the mobile device 110. The available payment and/or wallet applications 

113A-113N may include any number of different available registered applications 

113A-113N that may be presented for selection by a user. For example, the 

applications 113A-113N may be provided by different issuers, payment processing 

networks, digital wallet providers, merchants, and/or any other interested parties and 

may allow a consumer to add account credentials to the applications 113A-113N and 

use the account credentials to initiate transactions. The various applications may 

use different types of credentials, may obtain their credentials from different sources 

(e.g., a secure element, a remote server computer, a general purpose memory, etc.) 

and may have different user authentication/verification processes. Thus, each of the 

available applications may be associated with a different payment method including 

different user verification processes and different encrypted credentials. For 

example, each payment/wallet application may have a different password associated 

with the user. Further, each payment/wallet application may have a different method 

of verifying a user. For instance, one wallet application may use a biometric 

authentication procedure (e.g., fingerprint verification) while another wallet 

application may use a personal identification number (PIN). As shown in steps 303-
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305, each of the applications may have their own user experience, encrypted 

credentials, and verification processes for processing a transaction.  

[0074] At step 303, a user selects a presented available application and the 

master wallet applet determines the relevant commands for obtaining account 

credentials from the selected application. For example, as shown in FIG. 3, the 

master wallet applet may determine that there are three different available wallet 

applications available on the mobile device 110. For instance, the mobile device 110 

may include a secure element wallet application that may store credentials on a 

secure element of the mobile device 110, a cloud-based payment application that 

may obtain credentials from a remote server computer, and a master applet 

credential application that allows a user to obtain credentials from a user by entering 

the credentials into the master applet 112 in order to initiate a transaction.  

[0075] For example, in FIG. 3, there are three available payment methods 

presented to a user. The user may select any of the available methods (and 

associated applications) and the master applet 112 may determine the appropriate 

commands and/or APIs associated with the selected application. The master applet 

112 may then call the appropriate commands associated with the selected 

application in order to obtain payment credentials from the selected application. For 

instance, if the user selects the secure element application, the master applet 112 

may determine an appropriate command for obtaining credentials from the secure 

element application, determine an appropriate authentication token associated with 

the secure element application, and may make a "call" to obtain the credentials 

associated with the secure element application. The call or API command may 

include any information that the secure element application may use to authenticate 

the master applet 112 and provide the credentials. In some embodiments, the 

commands for obtaining credentials from different applications may be different and 

may be provided to the master applet 112 during registration of the application with 

the merchant processor computer 130.  

[0076] At step 304, the payment application may perform a traditional 

payment experience as designed by the application. For example, each payment 

application may have a different authentication and/or validation process for the 

user. Additionally, different application displays, steps, and experiences may be
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provided based on the application selected by the user. Accordingly, each payment 

application may provide a unique and customizable user interaction and user 

authentication process. For example, where the selected application is a wallet 

application, the wallet application may provide a user with the available account 

options for different accounts to use in processing the transaction.  

[0077] A user may perform any authentication and/or account selection 

processes through the selected application and the selected application may obtain 

the selected account credentials from the appropriate location. For example, using 

the example provided above, if the user selected the secure element application 

304A, the secure element application may determine the available account 

credentials based on stored account credentials provisioned or stored on the secure 

element of the mobile device 110 and may present the available account credentials 

for the user's selection. The secure element application may provide a particular 

user experience, consumer authentication process (e.g., ask for a particular 

password associated with the secure element payment application), and perform any 

other application-specific process to provide the traditional payment experience for 

the user associated with the secure element application. The user may complete 

these processes and the secure element credential application may obtain the 

selected credentials from the secure element if the user is authenticated.  

[0078] In some embodiments, the master applet 112 may provide an option 

for the consumer to enter account credentials into the master applet 112 and thus, 

the master applet 112 may act as a payment application. For example, a user may 

be provided with a credit card option that allows the user to enter account credentials 

into the master applet 112. The master applet 112 may then provide a user interface 

to accept account credentials from the user. Thus, in such embodiments, the master 

applet 112 may determine commands for the input of account credentials into the 

master applet interface and may not interface with a third party payment application 

or other third party API. Thus, the master applet 112 may also include payment 

application functionality as well as functionality for interfacing with other payment 

applications.  

[0079] At step 305, the master applet 112 obtains encrypted credentials from 

the selected application. The selected application may obtain the encrypted
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credentials through any suitable method depending on the type of payment 

application and how the payment application stores the credentials. For example, 

the secure element application may obtain the credentials from a secure memory.  

The credentials may be stored encrypted or the selected application may encrypt the 

credentials with an application encryption key when providing the credentials from 

the secure memory to the master applet 112. However, the cloud-based application 

may obtain the credentials from a remote server computer that stores the encrypted 

credentials and sends them in response to a request from the cloud-based 

application. Further, as described above, the master applet credential application 

may obtain the credentials from user input. The master applet credential application 

may encrypt the received credentials using an encryption key associated with the 

master applet 112 that has a registered decryption key stored at the merchant 

processor computer 130.  

[0080] Additionally, the credentials may include different types of information 

depending on the type of payment application. For example, the secure element 

application may store an account identifier (e.g., a PAN) because the secure element 

includes secure hardware while the cloud-based application may include a token or 

account substitute that may be exchanged for an account identifier during 

transaction processing. For example, a relationship between a token and an 

account identifier may be stored in a token vault at the payment processing network 

computer which exchanges the token for the associated account identifier before 

sending an authorization request message to an issuer for transaction authorization.  

[0081] Whether the selected application applies an encryption key to the 

credentials or the credentials are stored encrypted, the credentials may be returned 

to the master applet 112 as encrypted credentials. Transaction information such as 

shipping information, consumer information, product information, etc. may also be 

returned to the master applet 112 encrypted or in clear text. Accordingly, the master 

applet 112 may obtain payment data (with at least the credentials encrypted) from 

the selected applet.  

[0082] At step 306, the master applet 112 may encrypt the received consumer 

information, transaction information, and account credentials into a single transaction 

payload using a master applet encryption key. The encrypted payload may only be
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decrypted by a computer associated with the master applet 112 (e.g., a merchant 

processor computer 130). Accordingly, in some embodiments, the master applet 

112 may encrypt the payment data and transaction data into an encrypted payload 

using a merchant processor encryption key.  

[0083] At step 307, the master applet 112 returns the encrypted payload 

including the encrypted credentials and the transaction information to the mobile 

application 111. The mobile application 111 may be configured to communicate with 

a merchant computer 120 (e.g., merchant web server) associated with the mobile 

application 111 to process a transaction. Thus, the mobile application 111 may 

obtain the encrypted payload from the master applet 112 and may send the 

encrypted payload to a merchant computer 120 associated with the mobile 

application 111.  

[0084] The merchant web server 120 may then pass the encrypted payload to 

the merchant processor computer 130 associated with the master applet 112 for 

processing. The merchant processor computer 130 may use on-boarded or 

registered encryption keys associated with the master applet 112 to decrypt the 

encrypted payload. In some embodiments, the particular master applet decryption 

key used to decrypt the payload may be based on a merchant identifier and/or 

mobile application identifier associated with the master applet 112 and the mobile 

application 111 originating the transaction. Once the encrypted payload is 

decrypted, the merchant processor may use registered decryption keys associated 

with the selected application (e.g., a selected payment method or wallet), in order to 

decrypt the transaction payload and forward for processing to a payment network.  

Accordingly, the master wallet applet 112 may determine the payment applications 

that are available to a mobile application 111, provide a uniform display for a user to 

select which payment method they would like to use, and complete the payment 

process on behalf of the merchant.  

B. Exemplary Method of Processing a Transaction Using a Selected 
Application Through a Master Applet 

[0085] Fig. 4 shows a flow diagram for a method of processing a transaction 

using a selected application through a master applet 112 where the user selects a 

third party wallet application for the transaction. Before the flow diagram shown in
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FIG. 4 begins, a user may shop for products or services through a mobile application 

111 installed on their mobile device 110 which may communicate with the merchant 

computer 120 to obtain available products, prices, etc.  

[0086] At step 401, a mobile application 111 obtains transaction information 

from a merchant computer 120 associated with a mobile application 111 in response 

to a request to checkout or complete their transaction through the mobile application 

111. The transaction information may include a transaction amount, a shipping 

address, a merchant identifier associated with the merchant computer 120, and any 

other relevant information.  

[0087] At steps 402-412, the process proceeds through similar steps to those 

described above in steps 301-307 of FIG. 3. However, for the sake of clarity, these 

steps may be briefly described below. Additional details may be obtained from FIG.  

3 above.  

[0088] At step 402, the user selects checkout and the mobile application 111 

calls the master applet 112 functionality in order to obtain credentials for the 

transaction. The mobile application 111 may provide the transaction data and any 

mobile application restrictions to the master applet 112.  

[0089] At step 403, the master applet 112 may determine available payment 

methods for a mobile device 110 associated with the mobile application 111. For 

example, the master applet 112 may search the mobile device 110 for installed and 

available payment applications that have been registered with the master applet 112.  

If restrictions on the payment and/or wallet applications that can be selected by the 

user are provided by the mobile application 111, the master applet 112 may use the 

restrictions to limit the available applications allowed for the transaction. For 

example, if the mobile application 111 does not allow a particular wallet application 

to be used (e.g., an unsecure wallet application, an unauthorized wallet application, 

a competitor's wallet application, etc.) the master applet 112 may not provide the 

unauthorized application as an available application for the transaction.  

[0090] At step 404, the master applet 112 provides the available applications 

to the mobile application 111 for display to the user. The master applet 112 may 

provide a separate display overlaying the mobile application images or may pass the



WO 2015/175696 PCT/US2015/030623 
29 

information to the mobile application 111 to display through the mobile application 

interface. In some embodiments, the master applet 112 may not pass the available 

applets back to the mobile application 111 and instead, may provide the list of 

available applications to the user for selection.  

[0091] At step 405, the mobile application 111 displays the available 

applications and the user selects one of the available applications for payment.  

[0092] At step 406, the mobile application 111 provides the user selected 

application indication to the master applet 112. The mobile application 111 may 

identify the selected application to the master applet 112 through any suitable 

method.  

[0093] At step 407, the master applet 112 determines a set of commands 

associated with the selected application. For example, the master applet 112 may 

determine a set of API commands for the selected application and may determine an 

API command for obtaining credentials associated with the payment application. For 

example, the master applet 112 may determine a credential request command and 

any information requested by the mobile application 111 for the credential request.  

For instance, a mobile application 111 may request transaction information with the 

request so that a cryptogram and/or transaction dependent information may be 

generated for the transaction. As an example, a dynamic card verification value that 

is generated using the transaction amount may be generated for the transaction but 

the payment application may request the transaction amount in the credential 

request in order to generate the appropriate cryptogram.  

[0094] At step 408, the master applet 112 sends the credential request 

command associated with the selected application to the selected application. For 

example, the credential request may include a merchant identifier and transaction 

data to the selected application to allow the payment application to generate and/or 

obtain the account credentials.  

[0095] At step 409, the selected payment application may perform an account 

selection, user authentication, and credential retrieval process for the selected 

account. The selected payment application may perform any proprietary or 

application-specific processes associated with the application and the consumer may
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interact with the selected application to obtain the credentials. Further, in some 

embodiments, the selected payment application may interface with the consumer 

through the master applet 112 such that the interface is uniform with the consumer 

during the transaction process.  

[0096] At step 410, the master applet 112 receives a credential response 

associated with the selected application that includes the encrypted credentials. The 

payment application may encrypt the credentials using an application-specific 

encryption key and may provide the encrypted credentials to the master applet 112 

with an application identifier that may allow a processing computer to determine 

which payment application the encrypted credentials are associated with.  

[0097] At step 411, the master applet 112 receives the encrypted credentials 

and generates an encrypted payload for the transaction. The master applet 112 may 

generate the encrypted payload by using a master apple encryption key stored by 

the master wallet and using the encryption key to encrypt any sensitive information 

associated with the transaction. The encrypted payload may include the encrypted 

credentials, transaction information, the application identifier, and any other relevant 

information to the transaction.  

[0098] At step 412, the master applet 112 may send the encrypted payload to 

the mobile application 111 for delivery to a merchant computer 120 associated with 

the mobile application 111 for transaction processing. In some embodiments, the 

master applet 112 may include a master applet indicator with the encrypted payload 

to allow the mobile application 111 and the merchant computer 120 to determine that 

the payload is encrypted by the master applet 112 and that the transaction 

information should be directed to a computer configured to process master applet 

transactions. For example, the master applet indicator may include a flag, a master 

wallet identifier, and/or any other relevant information that identifies the type of 

transaction information being provided to the mobile application 111.  

[0099] At step 413, the mobile application 111 may pass the encrypted 

payload to a merchant computer 120 associated with the mobile application 111.  

The mobile application 111 may be configured to communicate with a single 

merchant computer 120 and/or numerous merchant computers. Thus, in some
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embodiments, the mobile application 111 may determine the appropriate merchant 

application based on the transaction information associated with the transaction.  

[0100] At step 414, the merchant computer 120 receives the transaction 

request including the encrypted payload and determines the type of transaction 

being received. For example, the merchant computer 120 may use the master 

applet indicator included in the transaction request to determine that the encrypted 

payload should be forwarded to a merchant processor computer 130 associated with 

the merchant application. In other embodiments, the merchant computer 120 may 

forward all transaction requests to the merchant processor as part of e-commerce 

transaction processing. Either way, the merchant computer 120 forwards the 

encrypted payload to the merchant processor computer 130.  

[0101] At step 415, the merchant computer 120 determines the appropriate 

merchant processor and passes the encrypted payload to the merchant processor 

for decryption and payment processing.  

[0102] At step 416, the merchant processor server computer receives the 

forwarded transaction request including the encrypted transaction payload and 

determines an appropriate decryption key associated with the transaction request.  

In some embodiments, the merchant processor computer 130 may use the master 

applet identifier, a mobile application identifier, a merchant computer identifier, or 

any other information associated with the transaction request to determine the 

appropriate decryption key associated with the master applet encryption key. For 

instance, in some embodiments, the master applet 112 may use different encryption 

keys for different mobile applications, merchant computers, and/or any other 

variables associated with the transaction. Accordingly, the merchant processor 

computer 130 may determine the associated master applet decryption key stored in 

a master applet key database 131 for the transaction payload. For instance, the 

merchant processor may search the master applet key database 131 for a master 

applet key associated with a merchant identifier or mobile application identifier in 

order to determine the appropriate decryption key for the transaction payload.  

[0103] Once the merchant processor computer 130 obtains the appropriate 

decryption key from the master applet key database 131, the merchant processor
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may decrypt the encrypted payload using the merchant processor encryption key.  

The merchant processor encryption key may be associated with the particular mobile 

application 111 being used or may be general key that is known only to the merchant 

processor. For example, the master wallet encryption key and the master wallet 

decryption key may be specific to the mobile application 111 in which the transaction 

is being initiated.  

[0104] Thus, the merchant processing computer may decrypt the encrypted 

payload to obtain the encrypted credentials and transaction data. Since the payload 

was encrypted during transmission from the mobile device 110 to the merchant 

computer 120 and subsequently to the merchant processor computer 130, the 

transaction information may be secured against malicious third parties intercepting 

the information included in the payload. However, the merchant processing 

computer may still not initiate a transaction because the account credentials are 

encrypted and thus, the merchant processing computer may not know which 

payment processing network 150 and/or issuer 160 is associated with the encrypted 

credentials.  

[0105] At step 417, the merchant processor computer 130 determines an 

encryption key associated with the encrypted credentials by parsing the application 

identifier from the decrypted payload, searching a registered application key 

database 132 for a decryption key associated with a selected application identifier 

associated with the selected payment application identifier, and obtaining the 

decryption key from the registered application key database 132. The selected 

application identifier may include any relevant information. For example, the 

selected application identifier may include a wallet identifier associated with a 

selected payment/wallet application used to encrypt the credentials. Further, in 

embodiments where the master applet 112 obtains credentials from a consumer 

through the master applet interface, the application identifier may include a master 

wallet identifier and the key may be the same as the previous master applet 

decryption key or may be a separate decryption key associated with the master 

applet 112.  

[0106] Thus, the encrypted account credentials obtained from the selected 

wallet application may be encrypted with an application-specific encryption key. As



WO 2015/175696 PCT/US2015/030623 
33 

such, the application provider and/or the merchant may register the application

specific key (and/or a corresponding decryption key) with the merchant processor in 

order for the account credentials to be decrypted once they are at the merchant 

processor server computer 130. Therefore, once the account credentials and 

transaction data is decrypted using the associated decryption key, the merchant 

processor computer 130 may have decrypted account credentials and transaction 

data from the mobile device 110 for the transaction.  

[0107] At step 418, the merchant processor computer 130 may initiate a 

transaction using the decrypted credentials and transaction data. The merchant 

processor computer 130 may initiate a transaction by generating an authorization 

request message including the decrypted credentials and the transaction data and 

sending the authorization request message for processing by a payment network.  

For example, the merchant processor computer 130 may send the authorization 

request message to an acquirer computer 140 associated with the merchant. The 

authorization request message may include the decrypted account credentials and 

the transaction data mapped to predetermined fields within the authorization request 

message in order to allow transaction entities within the transaction ecosystem to 

identify an account and process the transaction.  

[0108] At step 419, the acquirer computer 140 may receive the authorization 

request message and may route the authorization request message to a payment 

processing network computer 150 associated with an issuer identifier (e.g., a BIN) or 

account identifier (e.g., primary account identifier) provided in the authorization 

request message.  

[0109] At step 420, the payment processing network 150 receives the 

authorization request message, determines an account issuer associated with the 

account credentials included in the authorization request message, and forwards the 

authorization request message to the issuer computer 160.  

[0110] At step 421, the issuer computer 160 may perform a risk assessment 

and authorization decisioning process where the issuer computer 160 may parse the 

relevant information from the authorization request message including any validation 

information from the payment processing network 150 related to the transaction
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(e.g., a risk score, etc.) and may make a decision regarding whether the transaction 

is authorized.  

[0111] At steps 422-425, the issuer computer 160 may generate and return an 

authorization response message including an indication as to whether the 

transaction is authorized back through the payment network and ultimately to the 

merchant computer 120 and the consumer (through the mobile device 110) as to 

whether the transaction is authorized and is successfully completed. For example, 

the merchant processor computer 130 may receive the authorization response 

message from the acquirer computer 140 and may forward the authorization 

response message to the merchant computer 120. The merchant computer 120 

may then forward the authorization response message to the mobile application 111 

with receipt information and confirmation of the authorization decision. Thus, the 

transaction may be completed. Accordingly, the master applet 112 may integrate 

with any number of payment processing methods and may provide a more flexible 

payment experience while maintain security throughout the payment process.  

III. System Devices 

[0112] FIG. 5 is a functional block diagram illustrating a portable 

communication device 502 that may be used to perform mobile banking operations, 

such as initiating transactions and receiving and displaying transaction alerts, in 

accordance with some embodiments of the present invention. Portable 

communication device 502 may include circuitry that is used to enable certain device 

functions, such as telephony. The functional elements responsible for enabling 

those functions may include a processor 504 that is programmed to execute 

instructions that implement the functions and operations of the device. Processor 

504 may access data storage 512 (or another suitable memory region or element) to 

retrieve instructions or data used in executing the instructions. Data input/output 

elements 508 may be used to enable a user to input data (via a microphone or 

keyboard, for example) or receive output data (via a speaker, for example). Display 

506 may also be used to output data to a user. Communications element 510 may 

be used to enable data transfer between device 502 and a wireless network (via 

antenna 518, for example) to assist in enabling telephony and data transfer 

functions. Device 502 may also include contactless element interface 514 to enable
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data transfer between contactless element 516 and other elements of the device, 

where contactless element 516 may include a secure memory and a near field 

communications data transfer element (or another form of short range 

communications technology). As noted, a mobile phone or similar device is an 

example of a portable communication device that may be used to display alerts as 

described with reference to embodiments of the present invention. However, other 

forms or types of devices may be used without departing from the underlying 

concepts of the invention. Further, devices that are used to display alerts may not 

require the capability to communicate using a cellular network in order to be suitable 

for use with embodiments of the present invention.  

[0113] FIG. 6 is a diagram of a portable consumer device 600 in the form of a 

card that includes a contactless payment element 602, and that may be used to 

initiate a transaction, in accordance with some embodiments of the present 

invention. The payment device depicted in FIG. 6 may be a "smart card" or similar 

device, such as a credit or debit type card in which a chip is embedded. One form of 

such a device is known as an EMV (EuropayTM, MasterCardTM and VisaTM) card. In 

the context of the present invention, EMV refers to a standard for interoperation of IC 

cards ("chip cards") and integrated chip (IC) card capable point-of-sale (POS) 

terminals and ATMs, and is used for authenticating credit and debit card payments.  

The EMV standard defines the interactions at the physical, electrical, data and 

application levels between IC cards and IC card processing devices for use in 

financial transactions.  

[0114] FIG. 6 shows a substrate 604 that provides the form factor for device 

600. A contactless element 602 for interfacing with a data access or data transfer 

device may be present on, or embedded within, substrate 604. Contactless element 

602 may include a chip or other form of data storage element. Contactless element 

602 may include the capability to communicate and transfer data using a near field 

communications (NFC) technology or other short range communications technology.  

Consumer information 606 such as an account number, expiration date, and 

consumer name may be printed or embossed on the card. Although not necessary 

for operation as a contactless payment device, device 600 may include a magnetic 

stripe 608 on substrate 604, where magnetic stripe 608 permits access to
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contactless element 602. This may be used to provide access to data stored in, or 

the functions of, the chip that is part of the contactless element by a terminal using a 

magnetic stripe reader.  

[0115] The various participants and elements shown in FIGS. 1-4 may operate 

one or more computer apparatuses (e.g., a server computer) to facilitate the 

functions described herein. Any of the elements in FIGS. 1-4 may use any suitable 

number of subsystems to facilitate the functions described herein. Examples of such 

subsystems or components are shown in FIG. 7. The subsystems such as a printer 

704, keyboard 706, fixed disk 708 (or other memory comprising computer readable 

media), monitor 212, which is coupled to a display adapter 712, and others are 

shown. Peripherals and input/output (1/O) devices, which couple to 1/O controller 

714, can be connected to the computer system by any number of means known in 

the art, such as serial port 716. For example, serial port 716 or external interface 

718 can be used to connect the computer apparatus to a wide area network such as 

the Internet, a mouse input device, or a scanner. The interconnection via system 

bus allows the central processor 720 to communicate with each subsystem and to 

control the execution of instructions from system memory 722 or the fixed disk 708, 

as well as the exchange of information between subsystems.  

[0116] Specific details regarding some of the above-described aspects are 

provided below. The specific details of the specific aspects may be combined in any 

suitable manner without departing from the spirit and scope of embodiments of the 

invention.  

[0117] Storage media and computer readable media for containing code, or 

portions of code, may include any appropriate media known or used in the art, 

including storage media and communication media, such as but not limited to volatile 

and non-volatile, removable and non-removable media implemented in any method 

or technology for storage and/or transmission of information such as computer 

readable instructions, data structures, program modules, or other data, including 

RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital 

versatile disk (DVD) or other optical storage, magnetic cassettes, magnetic tape, 

magnetic disk storage or other magnetic storage devices, data signals, data 

transmissions, or any other medium which may be used to store or transmit the
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desired information and which may be accessed by the computer. Based on the 

disclosure and teachings provided herein, a person of ordinary skill in the art may 

appreciate other ways and/or methods to implement the various embodiments.  

[0118] It should be understood that the present invention as described above 

may be implemented in the form of control logic using computer software in a 

modular or integrated manner. Based on the disclosure and teachings provided 

herein, a person of ordinary skill in the art may know and appreciate other ways 

and/or methods to implement the present invention using hardware and a 

combination of hardware and software 

[0119] Any of the software components or functions described in this 

application, may be implemented as software code to be executed by a processor 

using any suitable computer language such as, for example, Java, C++ or Perl 

using, for example, conventional or object-oriented techniques. The software code 

may be stored as a series of instructions, or commands on a computer readable 

medium, such as a random access memory (RAM), a read only memory (ROM), a 

magnetic medium such as a hard-drive or a floppy disk, or an optical medium such 

as a CD-ROM. Any such computer readable medium may reside on or within a 

single computational apparatus, and may be present on or within different 

computational apparatuses within a system or network.  

[0120] The above description is illustrative and is not restrictive. Many 

variations of the invention may become apparent to those skilled in the art upon 

review of the disclosure. The scope of the invention should, therefore, be 

determined not with reference to the above description, but instead should be 

determined with reference to the pending claims along with their full scope or 

equivalents.  

[0121] One or more features from any embodiment may be combined with 

one or more features of any other embodiment without departing from the scope of 

the invention.  

[0122] A recitation of "a", "an" or "the" is intended to mean "one or more" 

unless specifically indicated to the contrary.
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The claims defining the invention are as follows: 

1. A method comprising: 

associating a master applet with a master mobile application on a 

mobile device; 

determining, by the master applet associated with the master mobile 

application, a plurality of available applications installed on the mobile device; 

displaying, by the master applet, the plurality of available applications 

to a user; 

receiving, by the master applet, a selection of one of the plurality of 

displayed available applications from the user; 

obtaining, by the master applet, encrypted credentials from the 

selected application; 

associating a master applet encryption key with the master applet; 

encrypting, by the master applet, a payload including the encrypted 

credentials from the selected application of the plurality of available applications 

installed on the mobile device and transaction data to generate an encrypted 

payload using the master applet encryption key associated with the master applet; 

and 

sending the encrypted payload to a processor computer, wherein the 

processor computer decrypts the encrypted payload using a master applet 

decryption key and decrypts the encrypted credentials using a decryption key of the 

selected application to obtain decrypted credentials, and wherein the processor 

computer uses the decrypted credentials and the transaction data to initiate a 

transaction.  

2. The method of claim 1, wherein each of the plurality of available 

applications is associated with a different payment method including different user 

verification processes and different encrypted credentials.  

3. The method of claim 1 or 2, wherein obtaining the encrypted 

credentials from the selected application comprises: 

determining, by the master applet, a plurality of commands associated 

with the selected application;
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sending, by the master applet, a credential request command from the 

plurality of commands associated with the selected application to the selected 

application; and 

receiving, by the master applet, a credential response associated with 

the selected application, the credential response including the encrypted credentials, 

wherein credentials of the encrypted credentials are encrypted by the selected 

application using an encryption key associated with the selected application.  

4. The method of any one of claims 1 to 3, wherein the master 

applet encryption key and the master applet decryption key are specific to the master 

mobile application and wherein the master applet encryption key and the master 

applet decryption key are determined using a mobile application identifier associated 

with the master mobile application.  

5. The method of any one of claims 1 to 4, wherein one of the 

plurality of available applications includes the master applet, and wherein the 

obtaining encrypted credentials from the selected application comprises: 

receiving, by the master applet, credentials from the user; and 

encrypting, by the master applet, the credentials using an encryption 

key associated with the master applet.  

6. The method of any one of claims 1 to 5, wherein the encrypted 

payload includes a selected application identifier and wherein the selected 

application decryption key is determined by the processor computer by searching a 

registered application key database for the selected application identifier.  

7. The method of any one of claims 1 to 6, wherein determining the 

plurality of available applications on the mobile device comprises: 

searching, by the master applet, for registered applications present on 

the mobile device, wherein the registered applications are associated with previously 

registered application decryption keys stored by the processor computer.  

8. The method of any one of claims 1 to 7, wherein the encrypted 

credentials are stored in a secure memory of the mobile device and the selected 

application obtains the encrypted credentials from the secure memory.
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9. The method of any one of claims 1 to 8, wherein the encrypted 

credentials are stored by a remote server computer and the selected application 

obtains the encrypted credentials from the remote server computer.  

10. The method of any one of claims 1 to 9, wherein sending the 

encrypted payload to the processor computer comprises: 

sending the encrypted payload and a master applet indicator to a 

remote computer associated with the master mobile application, wherein the remote 

computer uses the master applet indicator to determine that the encrypted payload 

should be forwarded to the processor computer, and wherein the remote computer 

forwards the encrypted payload to the processor computer.  

11. A method comprising: 

receiving, by a computer, an encrypted payload from a master applet 

operating on a mobile device, wherein the master applet is associated with a master 

mobile application on the mobile device, the encrypted payload generated by 

encrypting a payload including encrypted credentials from the selected application of 

a plurality of available applications installed on the mobile device and transaction 

data, wherein the encrypted credentials are associated with a selected application of 

a plurality of available applications installed on the mobile device; 

decrypting, by the computer, the encrypted payload using a decryption 

key associated with the master applet to obtain the encrypted credentials and the 

transaction data; 

determining, by the computer, a decryption key of the selected 

application associated with the encrypted credentials; 

decrypting, by the computer, the encrypted credentials using the 

decryption key of the selected application; and 

initiating, by the computer, a transaction using the decrypted 

credentials and transaction data.  

12. The method of claim 11, wherein the encrypted payload includes 

an application identifier associated with the selected application of the plurality of 

available applications installed on the mobile device, and wherein determining the 

decryption key associated with the encrypted credentials comprises:
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parsing, by the computer, the application identifier from the decrypted 

payload; 

searching, by the computer, a registered application key database for a 

decryption key associated with the application identifier; and 

obtaining, by the computer, the decryption key from a plurality of 

application decryption keys stored in the registered application key database.  

13. The method of claim 12, wherein the application identifier is 

associated with the master applet operating on the mobile device, and wherein the 

decryption key associated with the encrypted credentials is the decryption key 

associated with the master applet.  

14. The method of any one of claims 11 to 13, wherein the computer 

receives a mobile application identifier associated with the encrypted payload and 

wherein decrypting the encrypted payload using the decryption key associated with 

the master applet comprises: 

determining, by the computer, the mobile application identifier; 

searching, by the computer, a master applet key database for a 

decryption key associated with the mobile application identifier; 

obtaining, by the computer, the decryption key associated with the 

mobile application identifier from a plurality of decryption keys stored in the master 

applet key database; and 

decrypting, by the computer, the encrypted payload using the 

decryption key associated with the mobile application identifier.  

15. The method of claim 14, wherein the mobile application identifier 

is a merchant identifier that is associated with a merchant mobile application 

configured to perform e-commerce transactions for a merchant associated with the 

transaction.  

16. The method of any one of claims 12 to 15, further comprising: 

receiving, by the computer, a registration request from an application 

developer; 

issuing, by the computer, the application identifier associated with the 

selected application to the application developer;
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generating, by the computer, an encryption key and a decryption key 

associated with the selected application associated with the application developer; 

storing, by the computer, the decryption key in a registered application 

key database; and 

sending, by the computer, a registration response to the application 

developer, wherein the registration response includes the encryption key for use in 

the selected application.  

17. The method of any one of claims 11 to 16, wherein initiating the 

transaction using the decrypted credentials and transaction data comprises: 

generating, by the computer, an authorization request message 

including the decrypted credentials and the transaction data; and 

sending, by the computer, the authorization request message for 

processing by a payment network configured to process the authorization request 

message.  

18. The method of any one of claims 11 to 17, wherein before 

receiving the encrypted payload from the master applet, a remote computer 

associated with a mobile application operating on the mobile device receives the 

encrypted payload and a master applet indicator from the mobile device, wherein the 

remote computer uses the master applet indicator to determine that the encrypted 

payload should be forwarded to the computer, and wherein the remote computer 

forwards the encrypted payload and master applet indicator to the computer.  

19. A system comprising: 

a mobile device comprising a master applet associated with a mobile 

application, the master applet being configured to: 

associate the master applet with a master mobile application on 

the mobile device; 

determine a plurality of available applications installed on the mobile 

device; 

display the plurality of available applications to a user; 

receive a selection of one of the plurality of displayed available 

applications from the user; 

obtain encrypted credentials from the selected application; 

associate a master applet encryption key with the master applet;
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encrypt a payload including the encrypted credentials from the 

selected application of the plurality of available applications installed on the mobile 

device and transaction data to generate an encrypted payload using the master 

applet encryption key associated with the master applet; and 

send the encrypted payload to a computer; and 

the computer configured to: 

receive the encrypted payload including the encrypted 

credentials and the transaction data; 

decrypt the encrypted payload using a decryption key 

associated with the master applet to obtain the encrypted credentials and the 

transaction data; 

determine a decryption key associated with the encrypted 

credentials; 

decrypt the encrypted credentials using a decryption key of the 

selected application associated with the encrypted credentials; and 

initiate a transaction using the decrypted credentials and the 

transaction data.  

20. The system of claim 19, wherein the computer is a processor 

computer, and wherein the system further comprises: 

a mobile application computer associated with the mobile application 

operating on the mobile device, the mobile application computer being configured to: 

receive the encrypted payload and a master applet indicator 

from the mobile device; 

determine that the encrypted payload should be forwarded to 

the processor computer using the master applet indicator, and 

forward the encrypted payload and master applet indicator to the 

processor computer.
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