
Certain embodiments of the invention may include systems, methods, and apparatus for 

detecting theft and status of electrical power. According to an example embodiment of the 

invention, a method is provided for detecting theft and status of electrical power. The method 

can include monitoring switch state of a main circuit breaker (110), monitoring load-side voltage 

(111), monitoring load current (137), determining one or more conditions (301) associated with 

power usage based at least in part on one or more of the monitored switch state, the monitored 

load-side voltage (111), or the monitored load current (137) and transmitting information 

representing the one or more determined conditions (301). 



WE CLAIM: 

1. A method for detecting theft and status of electrical power, the method comprising: 

monitoring switch state of a main circuit breaker (110); 

monitoring load-side voltage (111); 

monitoring load current (137); and 

determining one or more conditions (301) associated with power usage based at least in 

part on one or more of the monitored switch state, the monitored load-side voltage (111), or the 

monitored load current (137); and 

transmitting information representing the one or more determined conditions (301). 

2. The method of claim 1, wherein determining the one or more conditions (301) comprises 

comparing the monitored load-side voltage (111) to a minimum threshold voltage value (215). 

3. The method of claim 1, wherein determining the one or more conditions (301) comprises 

comparing the monitored load current (137) to a minimum threshold current value (219). 

4. The method of claim 1, wherein determining the one or more conditions (301) comprises 

determining one or more of possible power theft (212); possible local energy source online 

(212); possible power outage (220); load disconnected (214); or normal operation (222). 

5. The method of claim 1, further comprising receiving line voltage (103) and line current 

(105) information fi-om one or more power meters (104). 

6. The method of claim 5, further comprising verifying the one or more conditions (301) 

associated with power usage based at least in part on the received line voltage (103) and line 

current (105) information. 

7. The method of claim 1, wherein monitoring the switch state of the main circuit breaker 

(110) comprises monitoring one or more position sensors (112,114). 
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8. A system for detecting theft and status of electrical power, the system comprising: 

a power meter (104); 

a main circuit breaker (110); 

one or more sensors (112, 114) for monitoring switch state of the main circuit breaker 

(110); 

a voltage monitoring circuit (142) for monitoring load-side voltage (111); 

a current monitoring circuit (136,140) for monitoring load current (137); and 

a controller (116) configured for determining one or more conditions (301) associated 

with power usage based at least in part on one or more of the monitored svwtch state, the 

monitored load-side voltage (111), or the monitored load current (137). 

9. The system of claim 8, further comprising a transceiver (144) in communication with the 

controller (116), wherein the transceiver (144) is operable to transmit information representing 

the one or more determined conditions (301). 

10. The system of claim 8, wherein the controller (116) is further configured for determining 

the one or more conditions (301) based at least in part on comparing the monitored load-side 

voltage (111) to a minimum threshold voltage value (215). 
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FIELD OF THE INVENTION 

This invention generally relates to smart circuit breakers, and in particular, to 

detection of theft and status of electrical power. 

BACKGROUND OF THE INVENTION 

Electrical power theft is becoming a common problem for electrical companies, 

resulting in a significant loss of revenue. Power can be stolen by accessing power lines and 

bypassing the electric meter. A need remains for improved systems, methods, and apparatus for 

detecting theft and status of electrical power. 

BRIEF SUMMARY OF THE INVENTION 

Some or all of the above needs may be addressed by certain embodiments of the 

invention. Certain embodiments of the invention may include systems, methods, and apparatus 

for detecting theft and status of electrical power. 

According to an example embodiment of the invention, a method is provided for 

detecting theft and status of electrical power. The method can include monitoring switch state of 

a main circuit breaker, monitoring load-side voltage, monitoring load current; determining one or 

more conditions associated m\h power usage based at least in part on one or more of the 

monitored svwtch state, the monitored load-side voltage, or the monitored load current; and 

transmitting information representing the one or more determined conditions. 

According to another example embodiment, a system is provided for detecting theft 

and status of electrical power. The system includes a power meter, a main circuit breaker, one or 

more sensors for monitoring svsdtch state of the main circuit breaker, a voltage monitoring circuit 

for monitoring load-side voltage, and a current monitoring circuit for monitoring load current. 

The system also includes a controller configured for determining one or more conditions 
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associated with power usage based at least in part on one or more of the monitored switch state, 

the monitored load-side voltage, or the monitored load current. 

According to another example embodiment, an apparatus is provided for detecting 

theft and status of electrical power. The apparatus includes a main circuit breaker, one or more 

sensors for monitoring switch state of the main circuit breaker, a voltage monitoring circuit for 

monitoring load-side voltage, and a current monitoring circuit for monitoring load current. The 

apparatus also includes a controller configured for determining one or more conditions 

associated with power usage based at least in part on one or more of the monitored switch state, 

the monitored load-side voltage, or the monitored load current. 

Other embodiments and aspects of the invention are described in detail herein and are 

considered a part of the claimed inventions. Other embodiments and aspects can be understood 

with reference to the following detailed description, accompanying dravsdngs, and claims. 

BRIEF DESCRIPTION OF THE FIGURES 

Reference will now be made to the accompanying drawings, tables, and flow 

diagrams, which are not necessarily drawn to scale, and wherein: 

FIG. 1 is a block diagram of an illustrative smart circuit breaker, according to an 

example embodiment of the invention. 

FIG. 2 is flow diagram of an illustrative detection and messaging method, according 

to an example embodiment of the invention. 

FIG. 3 is an example condition state table, according to an example embodiment of 

the invention. 

FIG. 4 is flow diagram of an illustrative method, according to an example 

embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Embodiments of the invention will be described more fully hereinafter with reference 
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to the accompanying drawings, in which embodiments of the invention are shown. This 

invention may, however, be embodied in many different forms and should not be construed as 

hmited to the embodiments set forth herein; rather, these embodiments are provided so that this 

disclosure will be thorough and complete, and will fully convey the scope of the invention to 

those skilled in the art. Like numbers refer to like elements throughout. 

Example embodiments of the invention include a smart circuit breaker for the 

detection of electrical power theft. Certain example embodiments of the smart circuit breaker 

may also facilitate the detection of other conditions associated with electrical power delivery 

including isolated loads, power outages, and/or normal operation. 

A person intending to steal electrical power may bypass a power meter in an attempt 

allow current to flow undetected into the house wiring. However, according to an example 

embodiment of the invention, power flow may be detected with the smart circuit breaker when 

the main circuit breaker circuit is opened or closed. According to an example embodiment, 

messages indicating one or more conditions associated with the power may be generated by 

embodiments of the invention based on measurements of current, voltage, and/or the state of the 

circuit breaker. In an example embodiment, when current is detected flowing into the house 

wiring while the circuit breaker is opened, a message may be generated indicating possible 

power theft. In an example embodiment, the smart circuit breaker may transmit or communicate 

messages to the smart meter or the power company by way of a bi-directional radio frequency 

transceiver or other communications channel. In an example embodiment, the smart circuit 

breaker may utilize a low power microcontroller for reading the main circuit breaker switch 

position. In an example embodiment, the microcontroller may also be utilized to read voltage 

and current on the load-side of the main circuit breaker, and to determine the appropriate 

message to generate. 

According to example embodiments of the invention, various hardware components 
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and firmware modules may be utilized for detecting power theft or other conditions associated 

with power delivery, and will now be described with reference to the accompanying figures. 

FIG. 1 is a block diagram of an illustrative smart circuit breaker 100, according to an 

example embodiment of the invention. 

According to example embodiments of the invention, a utility 102 may provide 

electrical power for use at a premise. In an example embodiment, a power meter 104 may 

measure the line voltage 103 and line current 105 associated with the phase 106 and neutral 108 

conductors to determine the power usage associated with the premise. In an example 

embodiment, the power meter 104 may include a transmitter 107 for communicating the power 

usage to the utility, or for communicating with other devices associated with the delivery of 

power. 

According to an example embodiment of the invention, a main circuit breaker 110 

may be utilized to control the connection from the utility to the premise. In certain example 

embodiments, the main circuit breaker may include circuit breaker position sensors 112 114 for 

detecting the position of the main circuit breaker 110 contacts (open or closed). In certain 

example embodiments, the position sensors 112,114 may be Hall sensors or other proximity 

sensors. According to another example embodiment, the electrical connection associated with 

the main circuit breaker 110 may be detected using resistor networks, for example. 

According to example embodiments of the invention, a controller 116 may be utilized 

in conjunction with the smart circuit breaker 100 to determine conditions associated with the 

delivery of power, and to provide ^propriate messaging. In an example embodiment, the 

controller 116 may include a memory 118, one or more processors 120, and one or more 

input/output interfaces 122. In an example embodiment, the memory 118 may include an 

operating system 124, data 126, a condition-sensing module 128, and an alerting module 130. In 

an example embodiment, the operating system 124, data 126, a condition-sensing module 128, 
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and an alerting module 130 may provide application-specific machine readable code for 

controlling the functions associated with the controller 116. 

According to an example embodiment of the invention, the input/output interfaces 

122 may accept measured input fi^om one or more devices associated with the measurement of 

current, voltage, and/or main breaker position. For example, the circuit breaker position sensors 

112,114 may provide a signal indicative of the sensed position of the main circuit breaker 110 

contacts. In an example embodiment, the load side voltage may be determined by a load-side 

voltage monitor 142. The load-side voltage monitor may couple with the load side via a 

transformer or other device for measuring the load side voltage 111. In an example embodiment, 

the load-side voltage monitor 142 may also include an alternating current-to-direct current 

converter for providing a direct current signal to the controller 116 proportional (or indicative) of 

the load-side alternating current (AC) voltage. 

According to example embodiments, a current sensor 136 may be placed in series 

with the house wiring or load 138 to detect load current 137. According to an example 

embodiment, the current sensor 136 may be a resistor with a very low resistance value (typically 

much less than about 1 ohm) to avoid unnecessary I2R heating and losses. In an example 

embodiment, an instrument amplifier 140 may be utilized to measure the voltage across the 

current sensor 136. In an example embodiment, the current to the house wiring or load 138 may 

be determined by the voltage across the current sensor 136 divided by the resistance of the 

current sensor 136. 

According to an example embodiment, the controller 116 may utilize the condition 

sensing 128 and alerting 130 blocks to generate appropriate messages based on the resultant 

measurements associated with the current, voltage, and/or main breaker position. In an example 

embodiment, the generated messages may be communicated to the power meter 104 or the utility 

102 via a communications channel. In an example embodiment, the smart circuit breaker 100 
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may include a wired or wireless transceiver 144 for communicating the messages, and/or 

receiving information. 

According to an example embodiment, the controller 116 and other devices 

associated with the smart circuit breaker may be powered by a power supply 132, which may 

receive power from the main power lines 106 108. In an example embodiment, the power supply 

132 may convert the line AC voltage 103 to one or more DC voltages that can be used for 

operating the controller, microprocessor, and other associated devices. According to an example 

embodiment, a super capacitor or battery backup 134 may be utilized for providing power to the 

circuitry, even when there is a power outage. 

FIG. 2 is flow diagram of an illustrative detection and messaging method 200, 

according to an example embodiment of the invention. In an example embodiment, a self-test 

202 may be performed to determine the status of the smart circuit breaker system (for example, 

100 as shovm in FIG. 1). According to an example embodiment, the self-test 200 may be 

utilized to check internal and external values, voltages, signal amplitudes, etc. to determine if 

there are any problems, or if the system is okay. In an example embodiment, analysis 206 of the 

results of the self-test 202 may be utilized to either transmit a failure message 206 (if a problem 

is detected), or to proceed with reading the position of one or more of the circuit breaker 

switches 208. According to an example embodiment, if the circuit breaker switch is determined 

to be in a closed position, the detection and messaging method 200 may read the line voltage 

216. 

In an example embodiment, if the line root mean squared (RMS) voltage is 

determined to be less than a predetermined value, then a message may be transmitted to indicate 

a possible power outage 220. On the other hand, if the line voltage is determined to be greater 

than a predetermined value, then the line current may be read 218. If the line current is greater 

than a predetermined minimum value 219, then a normal operation message may be transmitter 
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222. If, on the other hand, the hne current is less than a predetermined minimum value, then a 

message may be transmitted to indicate that the load may be disconnected 214. 

In accordance with an example embodiment of the invention, if the circuit breaker 

switch is read 208 and determined to be open, the line voltage may be read 210. If the line 

voltage is determined to be less than a predetermined minimum value 215, then a message may 

be transmitted that the load may be disconnected 214. On the other hand, if the circuit breaker 

switch is read 208 and determined to be open and the line voltage is determined to be greater 

than a predetermined minimum value, then a message may be transmitted that there is possible 

power theft, or that there is a local energy source online 212 that is providing power. 

FIG. 3 depicts an example condition state table 300 and a corresponding key table 

302 for determining the conditions associated with the smart circuit breaker. In an example 

embodiment, a condition 301 may be determined by the evaluation of the three measurements: 

(1) the circuit breaker position (open or closed); (2) the load current (above or below a 

predetermined threshold); and (3) the load voltage (above or below a predetermined threshold). 

For example, if the circuit breaker is open (0) and the load current is read to be less than a 

predetermined amount (0), but the load voltage is greater than a predetermined amount (1), then 

a likely condition detected by the smart circuit breaker is theft of renewable power (or that a 

local power of source is providing the measured load voltage). Other conditions 301 related to 

the use and/or status of the electrical power may be determined by the condition state table 300. 

An example method 400 for detecting theft and status of electrical power will now be 

described with reference to the flowchart of FIG. 4. The method 400 starts in block 402 and 

according to an example embodiment of the invention, includes monitoring the switch state of a 

main circuit breaker. In block 404, and according to an example embodiment, the method 400 

includes monitoring load-side voltage. In block 406, and according to an example embodiment, 

the method 400 includes monitoring load current. In block 408, and according to an example 
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embodiment, the method 400 includes determining one or more conditions associated with 

power usage based at least in part on one or more of the monitored switch state, the monitored 

load-side voltage, or the monitored load current. In block 410, and according to an example 

embodiment, the method 400 includes transmitting information representing the one or more 

determined conditions. The method ends after block 410. 

In accordance with certain example embodiments of the invention, determining one 

or more conditions associated with power usage may be based on a comparison of the monitored 

load-side voltage to a minimum threshold voltage value. In another example embodiment, 

determining the one or more conditions may be based on comparing the monitored load current 

to a minimum threshold current value. In an example embodiment, determining the one or more 

conditions may include determining one or more of possible power theft; possible local energy 

source online; possible power outage; load disconnected; or normal operation. 

In an example embodiment, detecting theft and status of electrical power may include 

receiving line voltage and line current information fi-om one or more power meters. According 

to an example embodiment, verifying the one or more conditions associated with power usage 

may be based at least in part on the received line voltage and line current information. 

According to an example embodiment, monitoring the switch state of the main circuit breaker 

may include monitoring one or more position sensors. 

According to example embodiments of the invention, a system of apparatus may be 

utilized for detecting theft and status of electrical power. In an example embodiment, the system 

or apparatus may include a power meter. In an example embodiment, the system or apparatus 

may include a main circuit breaker. In an example embodiment, the system or apparatus may 

include one or more sensors for monitoring switch state of the main circuit breaker. In an 

example embodiment, the system or apparatus may include a voltage monitoring circuit for 

monitoring load-side voltage. In an example embodiment, the system or apparatus may include a 
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current monitoring circuit for monitoring load current. In an example embodiment, the system or 

apparatus may include a controller configured for determining one or more conditions associated 

with power usage based at least in part on one or more of the monitored switch state, the 

monitored load-side voltage, or the monitored load current. 

In an example embodiment, the system or apparatus may include a transceiver in 

communication with the controller, wherein the transceiver is operable to transmit information 

representing the one or more determined conditions. In an example embodiment, the controller 

is fiirther configured for determining the one or more conditions based at least in part on 

comparing the monitored load-side voltage to a minimum threshold voltage value. In an 

example embodiment, the controller is further configured for determining the one or more 

conditions based at least in part on comparing the monitored load current to a minimum 

threshold current value. 

According to example embodiments, certain technical effects can be provided, such 

as creating certain systems, methods, and apparatus that allow detection of theft from a power 

utility. Example embodiments of the invention can provide the fiirther technical effects of 

providing systems, methods, and apparatus for determining one or more states associated with 

power usage, including possible power theft, a possible local energy source online, a possible 

power outage, a load disconnected, or normal operation. 

In example embodiments of the invention, the smart circuit breaker system 100 may 

include any number of hardware and/or software applications that are executed to facilitate any 

of the operations. 

In example embodiments, one or more I/O interfaces may facilitate communication 

between the smart circuit breaker system 100 and one or more input/output devices. For 

example, a universal serial bus port, a serial port, a disk drive, a CD-ROM drive, and/or one or 

more user interface devices, such as a display, keyboard, keypad, mouse, control panel, touch 
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screen display, microphone, etc., may facilitate user interaction with the smart circuit breaker 

system 100. The one or more I/O interfaces may be utilized to receive or collect data and/or user 

instructions from a wide variety of input devices. Received data may be processed by one or 

more computer processors as desired in various embodiments of the invention and/or stored in 

one or more memory devices. 

One or more network interfaces may facilitate connection of the smart circuit breaker 

system 100 inputs and outputs to one or more suitable networks and/or connections; for example, 

the connections that facilitate communication with any number of sensors associated with the 

system. The one or more network interfaces may fiirther facilitate connection to one or more 

suitable networks; for example, a local area network, a vwde area network, the Intemet, a cellular 

network, a radio frequency network, a Bluetooth™' (owned by Telefonaktiebolaget LM Ericsson) 

enabled network, a Wi-Fî M (owned by Wi-Fi Alliance) enabled network, a satellite-based 

network any wired network, any wireless network, etc., for communication with external devices 

and/or systems. 

As desired, embodiments of the invention may include the smart circuit breaker 

system 100 with more or less of the components illustrated in FIG. 1. 

Certain embodiments of the invention are described above with reference to block 

and flow diagrams of systems, methods, apparatuses, and/or computer program products 

according to example embodiments of the invention. It will be understood that one or more 

blocks of the block diagrams and flow diagrams, and combinations of blocks in the block 

diagrams and flow diagrams, respectively, can be implemented by computer-executable program 

instructions. Likewise, some blocks of the block diagrams and flow diagrams may not 

necessarily need to be performed in the order presented, or may not necessarily need to be 

performed at all, according to some embodiments of the invention. 

These computer-executable program instructions may be loaded onto a generalpurpose 
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computer, a special-purpose computer, a processor, or other programmable data 

processing apparatus to produce a particular machine, such that the instructions that execute on 

the computer, processor, or other programmable data processing apparatus create means for 

implementing one or more ftmctions specified in the flow diagram block or blocks. These 

computer program instructions may also be stored in a computer-readable memory that can 

direct a computer or other programmable data processing apparatus to function in a particular 

manner, such that the instructions stored in the computer-readable memory produce an article of 

manufacture including instruction means that implement one or more functions specified in the 

flow diagram block or blocks. As an example, embodiments of the invention may provide for a 

computer program product, comprising a computer-usable medium having a computer-readable 

program code or program instructions embodied therein, said computer-readable program code 

adapted to be executed to implement one or more functions specified in the flow diagram block 

or blocks. The computer program instructions may also be loaded onto a computer or other 

programmable data processing apparatus to cause a series of operational elements or steps to be 

performed on the computer or other programmable apparatus to produce a computerimplemented 

process such that the instructions that execute on the computer or other 

programmable apparatus provide elements or steps for implementing the functions specified in 

the flow diagram block or blocks. 

Accordingly, blocks of the block diagrams and flow diagrams support combinations 

of means for performing the specified functions, combinations of elements or steps for 

performing the specified functions and program instruction means for performing the specified 

functions. It will also be understood that each block of the block diagrams and flow diagrams, 

and combinations of blocks in the block diagrams and flow diagrams, can be implemented by 

special-purpose, hardware-based computer systems that perform the specified ftmctions, 

elements or steps, or combinations of special-purpose hardware and computer instructions. 
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While certain embodiments of the invention have been described in connection vŝ ith 

what is presently considered to be the most practical and various embodiments, it is to be 

understood that the invention is not to be limited to the disclosed embodiments, but on the 

contrary, is intended to cover various modifications and equivalent arrangements included within 

the scope of the appended claims. Although specific terms are employed herein, they are used in 

a generic and descriptive sense only and not for purposes of limitation. 

This written description uses examples to disclose certain embodiments of the 

invention, including the best mode, and also to enable any person skilled in the art to practice 

certain embodiments of the invention, including making and using any devices or systems and 

performing any incorporated methods. The patentable scope of certain embodiments of the 

invention is defined in the claims, and may include other examples that occur to those skilled in 

the art. Such other examples are intended to be within the scope of the claims if they have 

structural elements that do not differ from the literal language of the claims, or if they include 

equivalent structural elements with insubstantial differences from the literal language of the 

claims. 
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