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ENCAPSULATION SCHEME FOR USE WITH ACCESS POINTS IN
WIRELESS NETWORKS

Inventor: Ramesh Sekhar

Technical Field of the invention

[0001] This invention relates to wireless networking. More specifically, the
present invention relates to a wireless network that comprises a plurality of
wireless access ports and wireless switches.

Background of the Invention

[0002] In today's work environment, mobile connectivity is becoming
increasingly important. The ability to send and receive data anywhere within an
office, school, factory or other location is quickly becoming a necessity, and
wireless local area networks have been introduced to facilitate such mobile
connectivity. Generally, a wireless local area network access points (AP) are
directly connected to wired networks, such as an Ethernet network. In this
approach, the maintenance of configuration data, the client authentication, and
other tasks are conducted on the access point. However, this approach has
numerous deficiencies and drawbacks, among others elevated network

management and maintenance costs.

[0003] To alleviate some of these deficiencies and drawbacks, intelligent
wireless networks have been developed. In this type of wireless network, the
access ports are coupled to a wireless switch that contains the intelligence
elements to maintain configuration data, perform client authentication, and
perform other tasks while the access ports provide only wireless access. This
configuration presents numerous benefits, among others ease of management,
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and cost efficiency and flexibility.

[0004] Regardless of the wireless network configuration, adequate wireless
coverage tor a given area is typically confirmed during installation. The
confirmation of adequate coverage generally involves a survey of the area that

the wireless network is designed to support. However, these surveys can be

costly and time consuming. Additionally, the surveys can be inaccurate, leading
to areas of poor or no coverage.

[0005] Therefore, it is desirable to provide a wireless network system with
wireless access ports that substantially eliminate or totally eliminate the need for
a prior installation survey.  Furthermore, other desirable factors and
characteristics of the present invention will become apparent from the
subsequent detailed description and the appended claims, taken in conjunction

with the accompanying drawings and the for given technical field and
background.

Brief Description of the Drawings

[0006] The present invention will hereinafter be described in conjunction with
the following drawing figures, wherein like numerals denote like elements, and:

[0007] FIG. 1 illustrates an exemplary wireless network in accordance with an
exemplary embodiment of the present invention;

[0008] FIG. 2 illustrates a wireless access port implemented in accordance with
an exemplary embodiment of the present invention:

[0009] FIG. 3 illustrates a data packet transfer scenario in accordance with an
exemplary embodiment of the present invention:

[0010] FIG. 4 is a flowchart that illustrates 3 method in accordance with the
preset invention, and
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[0011] FIG. b is another flowchart that illustrates another method in accordance
with the preset invention.

Summary of the Invention

[0012] A communication system is provided in accordance with an exemplary
embodiment of the present invention. The communication system comprises a
wireless switch, a plurality of wired access ports and a plurality of wircless
access ports. The plurality of wired access ports are coupled to the wireless
switch via a wired connection and are configured to receive data over the wired
connection and over a wireless connection. The plurality of wireless access ports
are configured to receive data over the wireless connection from the wireless
access port and to send data over the wireless connection to the wired access
port. The wireless access ports are further configured to receive and
encapsulate first wireless data packets into first wired data packets based on a

wired transmission protocol and encapsulate the first wired data packets into

second wireless data packets based on a wireless transmission protocol.

[0013] In another exemplary embodiment, an access port for use in a wireless
local area network is disclosed. The access port includes an antenna coupled to
a wireless receiver and a wireless transmitter. The wireless receiver is configured
to receive data packets sent over a wireless link and the wireless transmitter is
configured to transmit data packets over the wireless connection. The access
port further comprises a processor coupled to the wireless receiver and wireless
transmitter, wherein the processor is configured to: encapsulate a first wireless
data packet received by the wireless receiver into a first wired data packet using

a wired data protocol, and encapsulate the first wireless data packet into a
second wireless data protocol for transmission over the wireless link.

[0014] In yet another exemplary embodiment of the present invention, a method
for transmitting wirelesly data packets to a wireless switch is disclosed. In a first
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step, a first wireless data packet is received. Then, a first wired data packet is
formed by encapsulating the first wireless data packet. Next, a second wireless
data packet is formed by encapsulating the first wired data packet. The second

wireless data packet is used for transmission between a wireless access port and
a wired access port.

[0015] In yet another exemplary embodiment of the present invention a time
slot reservation scheme is implemented across the wireless APs. A wireless
switch divides the time for each AP depending on the number of neighbors each
AP has. The time is divided in a. number of unequal slots, time slots being

allocated for broadcasts, for each wireless AP for inter AP communication, and
for local BSS traffic or per antenna setting.

Detailed Description of the Drawings

[0016] The following detailed description is merely exemplary in nature and is
not intended to limit the invention or the application and uses of the invention.
Furthermore, there is no intention to be bound by any expressed or implied

theory presented in the preceding technical field, background, brief summary or
the following detailed description.

[0017] FIG. 1 illustrates an exemplary wireless local area network 100
distributed in any facility or location. Non-limiting examples of locations are the
floor of an office building, hospital, retail center, etc. A wireless switch 104 Is
provided as part of the wireless local area network 100 and wired access ports
108 are coupled fo the wireless switch 104. FIG. 1 also illustrates wireless
access ports 110, which are configured to communicate with the wired access
ports 108 through wireless links 102 using known protocols such as 802.11 a/b/g
or 802.16. The network 100 includes mobile units 114 that can communicate

between each other as well as with other devices in the local area network 100
and with devices outside the local area network.
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[0018] Wireless switch 104 is configured to provide centralized management
and intelligence for the wireless local area network 100. The wireless switch 104
can not directly send or receive data packets from mobile units 114 or wireless
access ports 110; it can only receive data directly from the wired access ports

108. The wireless switch 104 can be configured to couple the wireless local area
network 100 to another network, such as the Internet.

[0019]° In addition to providing centralized management and intelligence for the
wireless local area network 100, the wireless switch 104 is also configured to
distribute software to the wired access ports 108. Additionally, any software
~ updates can be provided to the wireless switch 104. The wireless switch 104 can
then distribute the software updates to the wired access ports 108. As it wili be
discussed in greater detail further in this document, the wireless access ports 110

can receive initial software and updated software from one of the wired access
ports 108. |

[0020] The software distribution is preferably conducted upon initialization of the
wired access port .108. However, other events or combination of events for the
wired access ports 108 or other equipment can initiate the software distribution
by wireless switch 104. Additionally, software updates can be provided to
wireless switch 104 and the wireless switch 104 can distribute the software
updates to the wired access ports 108. The wired access ports 108 can provide

initial software and any updates from one of the wired access ports 108, as will
be discussed in greater detail below.

[0021] Wired access ports 108 connect to the wireless switch 104 via a wired
connection 105. In one exemplary embodiment, the wired connection 105 can
provide data transfer between the wired access ports 108 and the wireless switch

104 using an Ethernet protocol. Additionally, the wired connection 105 can also
supply power to the wired access ports 108.

[0022] Wired access port 108 can receive data packets from the mobile units
114 and send the data packets to the wireless switch 104 and vice versa. In one
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exemplary embodiment, the mobile units 114 send data packets using the 802.11
protocol. The wired access port 108 can receive the 802.11 data packets,
encapsulate the data packets to form new data packets based on a protocol
suitable for transfer over a wired connection (e.g. 802.3 data packets or

proprietary data packets) and send the data packets to the wireless switch 104
over the Ethernet connection.

[0023] Wireless access ports 110 are configured to communicate with mobile
units 114. Unlike the wired access ports 108, the wireless access ports 110 are
not connected to the wireless switch 104 via the wired connection 105. Instead,
the wireless access ports 110 are configured to send data to wired access ports
108 via a wireless link 107, and the wired access ports 108 send that data to the
wireless switch 104. [n one embodiment, wireless access ports 110 can be

placed anywhere that is near an accessible power supply, such as a power

outlet. Alternatively, wireless access port 110 can have an on board power
system(s).

[0024] An exemplary wireless access port 110 is illustrated in FIG. 2. Wireless
access port 110 comprises a processor 202 coupled to a memory 204. A
transmitter 208 and a receiver 206 are coupled to the processor 202 and an

antenna 210. Power to the components is supplied via a power supply 212.

[0023] Processor 202 is configured to execute the various programs needed for
the operation of the wireless access port 110. Processor 202 can store and
refrieve data from memory 204, including an initialization boot power program
that executes upon initial powering of the wireless access port 110. Also, an

Image file comprising software code downloaded from the wired access port 108
to the wireless access port 110 can be saved in the memory 204.

[0026] Receiver 206 is configured to receive transmissions from other wireless
access ports 110, wired access ports 108, and mobile units 114. Transmitter 208
transmits data packets to the mobile units 114, wired access ports 108 and other

wireless access ports 110. The wireless access ports 110 are directly connected
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to the wireless switch 104. Therefore, the transmitter 208 transmits data to one
of the wired access ports 108, which will then send the data to the wireless

switch 104. In one exemplary embodiment, receiver 206 and transmitter 208 can
be provided as a single unit.

[0027] Antenna 210 receives and transmits signals. In one exemplary
embodiment, antenna 210 is a single antenna coupled to both the receiver 206
and the transmitter 208. Alternatively, a separate antenna can be provided for the
receiver 206 and the transmitter 208 or the transmitting antenna can comprise

multiple directional antennas that are arranged to give an overall 360 degrees of
coverage if the antennas are used to transmit simultaneously.

[0028] Power supply 212 provides power for the wireless access port 110. In a
typical embodiment, power supply 212 can connect to a source of AC power,
such as an electrical outlet, to power wireless access port 110. Note that unlike
the wired access ports 108, the wireless access ports 110 are provided
preferably power via an Ethernet connection. While power supply 212 is
llustrated and discussed as a corded power supply, alternative sources of power,

such as batteries, can be utilized in accordance with the teachings of the present
invention.

[0029] After the wireless access ports 110 are installed and provided power,
wireless access ports 110 power on and atiempt to find a wired access port 108
to communicate with by monitoring transmissions of surrounding wired access
ports 108 and selecting, in an exemplary embodiment, the wired access port 108
with the strongest signal. This typically will be the closest wired access port 108.
Once the wireless access port 110 determines the best access port with which to
communicate, the wireless access port 110 can send a message fo the wired
access port 108 indicating that the wireless access port 110 is ready to Initiate
communication. The wired access port 108 that receives the message can then
adopt the wireless access port 110 and send the software Image needed for

operation to the wireless access port 110. The software image can then be



CA 02610040 2007-11-26
WO 2006/127164 PCT/US2006/013870

executed by the processor 202 of the wireless access port 110.

10030] After the wireless access port 110 is operational, it can send data
packets to the wired access port 108. The wired access port 108 can then send
the data packets to the wireless switch 104. Since the wireless switch 104
receives all of its data packets from a wired connection 105, the addition of the
wireless access ports 110 does not change the operation of the wireless switch
104. Wireless access port 110 can also be adopted by a wireless access port
110 both are part of the wireless local area network 100. For example, upon

initialization, one of the wireless access ports 110, the nearby access port that is
selected can be a previously installed wireless access port 110.

[0031] FIG. 3 illustrates a data packet transfer scenario, in accordance with an
exemplary embodiment.

[0032] In this one exemplary embodiment of the invention, the mobile unit 114
sends first data packets 302, comprising a first header 304 and a first payload
306 over a wireless link 107. The first data packets 302 preferably conform to a
wireless data packet protocol, such as an 802.11 protocol or other proprietary or
non-proprietary protocol. The wireless access port 110 encapsulates the first
data packets 302 to form second data packets 308 that preferably conform to a
wired data packet protocol, such as an 802.3 protocol or other proprietary or non-
proprietary protocol. The second data packets 308 can include a second header
310 containing information such as the identity of the first data packet 302 and
the final destination of the first data packet 302. The first data packets 302 are
placed in a second payload 312 of the second data packet 308. Since the
wireless access port 110 sends the data packets wirelessly to either another
wireless access port 110 or a wired access port 108, the second data packets
308 are further encapsulated to form third data packets 314 that preferably
conform to a wireless data packet protocol, such as an 802.3 protocol or other

proprietary or non-proprietary protocol. The third data packets 314 can include a
third header 316 with the wireless access port 110 listed as the source and a
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wired access port 108 listed as a destination. The third data packets 314 also
include a third payload 318 that can store the second data packet 308.

[0033] The wireless access port 110 sends the third data packets 314 over the
wireless link 107. The third data packets 314 can be received by wired access
port 108. The wired access port 108 first removes the second data packet 308
from third data packet 314. This leaves the first data packets 302 encapsulated in
the second data packets 308. Since the second data packet conforms to a wired

data packet protocol, second data packets 308 can be sent to the wireless switch
104 over the wired connection 105.

[0034] When received by the wireless switch 104, if the data in the first data
packet 302 is to be delivered outside of the wireless local area network 100, the
data in the first payload 306 of the first data packets 302 are removed from the
first data packets 302 and the second data packets 308. The data is repackaged
in a fourth payload 324 of fourth data packets 320, the fourth data packet 320
conforming io a wired data protocol. A fourth header 322 of the fourth data
packet 320 can include the original source of the first packet 302 and the original
destination of the first data packet 302. If the destination of the packet is to a
location within the wireless local area network 100, the first data packets 302 are
removed from the second data packets 308 and then encapsulated into fifth data
packets 330. The fifth data packets 330 conform to a wired data packet protocol

because the fifth data packets are sent from the wireless switch 104 to a wired
access port 108 via the wired connection 105.

[0035] FIG. 4 is a flowchart that illustrates a method in accordance with the
preset invention.

[0036] Method 400 illustrated in FIG. 4 is a method for transmitting wireless
data packets to a wireless switch. Method 400 comprises a plurality of steps,
such as step 402 of receiving a first wireless data packet, step 404 forming a first
wired data packet by encapsulating the first wireless data packet, and step 406

forming a second wireless data packet by encapsulating the first wired data
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packet, and the second wireless data packet for transmission between a wireless
access port and the wired access port. The method 400 further comprises
receiving a second wireless data packet at a wired switch, stripping the first wired

data packet from the second wireless data packet and sending the first wired
data packet from a wired access port to a wireless switch.

[0037] FIG. 5 is another flowchart that illustrates another method in accordance
with the preset invention. |

[0038] Method 500 illustrated in FIG. 5 is a method of reserving time slots
across access ports in a wireless network. The method 500 comprises a plurality
of steps, such as step 502 of dividing the total time available for a switch in a
plurality of time slots. The division renders at least one of the plurality of slots to
be allotted for broadcast; at least one of the plurality of slots to be allotted for
inter-AP communication; and at least one of the plurality of slots to be allotted for
local BSS ftraffic. Method 500 also comprises step 504 of establishing a first
duration of each of time slot depending on a relative load of each access port,
and step 506 of establishing a second duration of each time slot depending on
BSS loading. The switch controls the plurality of slots and the first and second

durations. The division is performed depending on a number of neighboring
access ports for the switch.

10039] While at least one exemplary embodiment has been presented in the foregoing
detailed description, it should be appreciated that a vast number of variations exist. It
should also be appreciated that the exemplary embodiment or exemplary embodiments
are only examples, and are not intended to limit the scope, applicabi}ity, or configuration
of the invention in any way. Rather, the foregoing detailed description will provide those
skilled in the art with a convenient road map for implementing the exemplary
embodiment or exemplary embodiments. It should be understood that various changes
can be made in the function and arrangement of elements without departing from the

scope of the invention as set forth in the appended claims and the legal equivalenis
thereof.

10
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What is claimed is:

1. A communication system, comprising:

a wireless switch;

a plurality of wired access ports coupled to said wireless switch via a wired
connection and configured to receive data over said wired connection
and over a wireless connection; and

a plurality of wireless access ports configured to receive data over said
wireless connection from the wired access port and to send data over
the wireless connection to the wired access port, the wireless access
'port further configured to receive and encapsulate first wireless data
packets in to first wired data packets based on a wired transmission
protocol and encapsulate said first wired data packets into second
wireless data packets based on a wireless transmission protocol.

2. The system of claim 1, wherein said wireless transmission protocol is an
802.11 protocol and said wired transmission protocol is an Ethernet protocol.

3. The system of claim 1, wherein said wired access ports are configured to
receive said second wireless data packets and remove said first wired data

packets for transmission over said wired connection.

q. The system of claim 3, wherein said wireless switch Is configured to receive
the first wired data packets, extract the first wireless data packets, and place a
payload of first data packets into second wired packets for transmission outside
the communication system.

5. The system of claim 4, wherein said wireless switch is configured to remove
the first wired data packets and encapsulate the first wired data packets into third

11
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wired data packets for transmission within the communication system, via said
plurality of wireless access ports.

6. The system of ciaim 1, wherein a mobile unit operating in the
communication system is configured to directly send data to either said plurality of
wireless access ports or said plurality of wired access ports.

7. The system of claim 1, wherein said plurality of wired access ports
download operational software upon boot-up from said wireless switch.

8. The system of claim 7, wherein said plurality of wireless access ports
download the operational software from said wired access ports.

0. The system of claim 8, wherein a new wireless access port downloads
operational software from one of said plurality of wireless access ports.

10. The system of claim 1, wherein said wired connection is made using an
Ethernet protocol.

11.  The system of claim 1, wherein a software update can be delivered to each

of the plurality of wired access ports and each of the plurality of wireless access
ports via the wireless switch.

12. The system of claim 1, wherein each of the plurality of wireless access

ports can be added to the communication system without performing a survey of
the site where the communication system is located.

13. The system of claim 1, wherein the wireless switch is a gateway to an
external computer network.

12



CA 02610040 2013-08-28

14.  An access port for use in a wireless local area network, comprising:
an antenna coupled to a wireless receiver;
the wireless receiver coupled to the antenna and configured to receive data
packets sent over a wireless link;
a wireless transmitter coupled to the antenna and configured to transmit
data packets over the wireless link; and

a processor coupled to the wireless receiver and wireless transmitter, the
processor configured to:
encapsulate a first wireless data packet received by the wireless

receiver into a first wired data packet using a wired data
protocol; and

encapsulate the first wired data packet into a second wireless
data packet for transmission over the wireless link.

15.  The access port of claim 14, wherein the processor is further configured to:
utilize the wireless receiver to recognize a second access port that is
already part of the network;
send an initialization message to the second access port; and
receive a software image to load into memory and execute using the
processor.

16. The access port of claim 14, wherein a wireless protocol being used is an
802.11 protocol.

17.  The access port of claim 14, wherein the wireless transmitter sends data to
a wireless switch via a wired access port connected to the wireless switch with a
wired connection.

13
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18. The access port of claim 14, wherein the antenna comprises a receiver
antenna coupled to the wireless receiver and a transmit antenna coupled to the
wireless transmitter.

19. A method for transmitting wireless data packets to a wireless switch
comprising:
receiving a first wireless data packet;
forming a first wired data packet by encapsulating the first wireless data
packet;
forming a second wireless data packet by encapsulating the first wired data
packet, the second wireless data packet for transmission between a
wireless access port and a wired access port.

20. The method of claim 19, further comprising receiving the second wireless
data packet at a wired switch, stripping the first wired data packet from the second
wireless data packet and sending the first wired data packet from a wired access
port to a wireless switch.

14
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FIG. 4

Dividing a total transmission/reception ~502
time available for a switch in a plurality
of time slots

Establishing a first duration for each time 504

slot depending on a relative load of each
access port

Establishing a second duration for each |_/~506
time slot depending on BSS loading
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