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REGIONAL BIG DATA IN PROCESS CONTROL SYSTEMS

[0001] This application 1s related to U.S. Application No. 62/060,408 (Attorney Docket
No. 06005/593085P), entitled “DATA PIPELINE FOR PROCESS CONTROL SYSTEM
ANALYTICS” and filed concurrently herewith, the entire disclosure of which 1s hercby
incorporated by reference herein. This application 1s also related to US2016/0098388 (U.S.
Application No. 14/506,863) (Attorney Docket No. 06005/593070), entitled “STREAMING
DATA FOR ANALYTICS IN PROCESS CONTROL SYSTEMS™ and filed concurrently
herewith, the entire disclosure of which 1s hereby incorporated by reference herein.
Additionally, this application 1s related to US2016/0098647 (U.S. Application No.
14/507,252) (Attomey Docket No. 06005/593086), entitled "AUTOMATIC SIGNAL
PROCESSING-BASED LEARNING IN A PROCESS PLANT” and filed concurrently

herewith, the entire disclosure of which 1s hereby incorporated by reference herein.

[0002] Further, the present disclosure 1s related to US2014/0250153 (U.S. Patent
Application No. 13/784,041), entitled "BIG DATA IN PROCESS CONTROL SYSTEMS”
and filed March 3, 2013; US2014/0280497 (U.S. Patent Application No. 14/028,783),
entitled “METHOD AND APPARATUS FOR CONTROLLING A PROCESS PLANT
WITH LOCATION AWARE MOBILE CONTROL DEVICES™ and filed September 17,
2013; US2014/0277656 (U.S. Patent Application No. 14/174,413), entitled “"COLLECTING
AND DELIVERING DATA TO A BIG DATA MACHINE IN A PROCESS CONTROL
SYSTEM™ and filed February 6, 2014; US2014-0277604 (U.S. Patent Application No.
14/212.,493), entitled “DISTRIBUTED BIG DATA IN A PROCESS CONTROL SYSTEM”
and filed March 14, 2014; and US 2015/0261215 (U.S. Patent Application No. 14/212.411),
entitled “DETERMINING ASSOCIATIONS AND ALIGNMENTS OF PROCESS
ELEMENTS AND MEASUREMENTS IN A PROCESS” and filed March 14, 2014, the

entire disclosures of each of which are hereby expressly incorporated by reterence.

[0003] The present disclosure relates generally to process plants and to process control
systems, and more particularly, to the use of regional big data in process plants and process

control systems.
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[0004] Daistributed process control systems, like those used in chemical, petroleum or other
process plants, typically include one or more process controllers communicatively coupled to
on¢ or more field devices via analog, digital or combined analog/digital buses, or via a
wireless communication link or network. The ficld devices, which may be, for example,
valves, valve positioners, switches and transmatters (€.g., temperature, pressure, level and
flow rate sensors), arc located within the process environment and generally perform physical
or process control functions such as opening or closing valves, measuring process parameters,
etc. to control one or more processes executing within the process plant or system and/or
being controlled by the process plant or system. The one or more processes may be at least 1n
part physical processes, €.2., manufacturing, refining, production, etc. Smart field devices,
such as the ficld devices conforming to the well-known Fieldbus protocol may also perform
control calculations, alarming functions, and other control functions commonly implemented
within the controller. The process controllers, which are also typically located within the
plant environment, receive signals indicative of process measurements made by the field
devices and/or other information pertaining to the field devices and execute a controller
application that runs, for example, different control modules which make process control
decisions, generate control signals based on the received information and coordinate with the
control modules or blocks being performed 1n the field devices, such as HART",
WirelessHARTY, and FOUNDATION® Fieldbus field devices. The control modules in the
controller send the control signals over the communication lines or links to the ficld devices

to thereby control the operation of at least a portion of the process plant or system.

[0005] Information from the field devices and the controller 1s usually made available over
a data highway to one or more other hardware devices, such as operator workstations,
personal computers or computing devices, data historians, report generators, centralized
databases, or other centralized administrative computing devices that are typically placed 1n
control rooms or other locations away from the harsher plant environment. Each of these
hardware devices typically 1s centralized across the process plant or across a portion of the
process plant. These hardware devices run applications that may, for example, enable an
operator to perform functions with respect to controlling a process and/or operating the
process plant, such as changing settings of the process control routine, modifying the
operation of the control modules within the controllers or the ficld devices, viewing the
current state of the process, viewing alarms generated by field devices and controllers,

simulating the operation of the process for the purpose of training personnel or testing the
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process control software, keeping and updating a configuration database, etc. The data
highway utilized by the hardware devices, controllers and field devices may include a wired
communication path, a wireless communication path, or a combination of wired and wireless

communication paths.

[0006] As an example, the DeltaV“control system, sold by Emerson Process Management,
includes multiple applications stored within and executed by difterent devices located at
diverse places within a process plant. A configuration application, which resides 1n one or
more workstations or computing devices, enables users to create or change process control
modules and download these process control modules via a data highway to dedicated
distributed controllers. Typically, these control modules are made up of communicatively
interconnected function blocks, which are objects 1n an object oriented programming protocol
that perform functions within the control scheme based on inputs thereto and that provide
outputs to other function blocks within the control scheme. The configuration application
may also allow a configuration designer to create or change operator interfaces which are
used by a viewing application to display data to an operator and to enable the operator to
change settings, such as setpoints, within the process control routines. Each dedicated
controller and, 1n some cases, one or more field devices, stores and executes a respective
controller application that runs the control modules assigned and downloaded thereto to
implement actual process control functionality. The viewing applications, which may be
executed on one or more operator workstations (or on one or more remote computing devices
in communicative connection with the operator workstations and the data highway), receive
data from the controller application via the data highway and display this data to process
control system designers, operators, or users using the user interfaces, and may provide any
of a number of different views, such as an operator’s view, an engineer’s view, a technician’s
view, etc. A data historian application 1s typically stored 1n and executed by a data historian
device that collects and stores some or all of the data provided across the data highway while
a configuration database application may run 1n a still further computer attached to the data
highway to store the current process control routine configuration and data associated
therewith. Alteratively, the configuration database may be located 1in the same workstation

as the configuration application.

[0007] The architecture of currently known process control plants and process control
systems 1s strongly influenced by limited controller and device memory, communications

bandwidth and controller and device processor capability. For example, in currently known
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process control system architectures, the use of dynamic and static non-volatile memory 1n
the controller 1s usually minimized or, at the least, managed carcfully. As a result, during
system configuration (¢.g., a priori), a user typically must choose which data in the controller
1s to be archived or saved, the frequency at which 1t will be saved, and whether or not
compression 1s used, and the controller 1s accordingly configured with this limited set of data
rules. Consequently, data which could be useful 1in troubleshooting and process analysis 1s
often not archived, and 1f 1t 1s collected, the usetul information may have been lost due to

data compression.

[0008] Additionally, to minimize controller memory usage 1n currently known process
control systems, selected data that 1s to be archived or saved (as indicated by the
configuration of the controller) 1s reported to the workstation or computing device for storage
at an appropriate data historian or data silo. The current techniques used to report the data
poorly utilizes communication resources and induces excessive controller loading.
Additionally, due to the time delays in communication and sampling at the historian or silo,

the data collection and time stamping 1s often out of sync with the actual process.

[0009] Smmilarly, 1n batch process control systems, to minimize controller memory usage,
batch recipes and snapshots of controller configuration typically remain stored at a
centralized administrative computing device or location (e.g., at a data silo or historian), and
arc only transferred to a controller when needed. Such a strategy introduces significant burst
loads 1n the controller and 1n communications between the workstation or centralized

administrative computing device and the controller.

[0010] Furthermore, the capability and performance limitations of relational databases of
currently known process control systems, combined with the previous high cost of disk
storage, play a large part 1n structuring data into independent entities or silos to meet the
objectives of specific applications. For example, within the DeltaV*® system, the archiving of
process models, continuous historical data, and batch and event data are saved 1n three
different application databases or silos of data. Each silo has a different mterface to access

the data stored therein.

[0011]  Structuring data in this manner creates a barrier 1in the way that historized data 1s
accessed and used. For example, the root cause of variations i product quality may be
associated with data in more than of these data silos. However, because of the difterent file

structures of the silos, 1t 1s not possible to provide tools that allow this data to be quickly and
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casily accessed for analysis. Further, audit or synchronizing functions must be performed to

ensure that data across different silos 1s consistent.

[0012] The limitations of currently known process plants and process control system
discussed above and other limitations may undesirably manifest themselves in the operation
and optimization of process plants or process control systems, for instance, during plant
operations, trouble shooting, and/or predictive modeling. For example, such limitations force
cumbersome and lengthy work flows that must be performed 1n order to obtain data for
troubleshooting and generating updated models. Additionally, the obtained data may be

inaccurate due to data compression, msufficient bandwidth, or shifted time stamps.

[0013] “Big data” generally refers to a collection of one or more data sets that are so large
or complex that traditional database management tools and/or data processing applications
(¢.g., relational databases and desktop statistic packages) are not able to manage the data sets
within a tolerable amount of time. Typically, applications that use big data are transactional
and end-user directed or focused. For example, web search engines, social media
applications, marketing applications and retail applications may use and manipulate big data.
Big data may be supported by a distributed database which allows the parallel processing

capability of modern multi-process, multi-core servers to be fully utilized.

SUMMARY

[0014] A described regional big data node for supporting big data 1in a process plant or
process control system that 1s controlling a process includes a network interface that
communicatively connects the regional big data node to one of a plurality of regions of the
process plant or process control system. The one of the plurality of regions comprises a
plurality of local big data nodes, cach of which transmits, i real-time, data generated from
the control of the process by the process plant or process control system as the process 1s
being controlled 1n real-time. The regional big data node also includes a big data storage arca
comprising on¢ or more tangible, non-transitory, computer-readable storage media
configured to store regional big data. Further, the regional big data node includes a big data
recerver configured to receive the data transmitted by the plurality of local big data nodes and
recerved at the regional big data node via the network interface, and store the received data in
the big data storage arca. Additionally, the regional big data node includes a big data

analyzer configured to perform a learning analysis on at least a portion of the regional big



29 12 20

data, generate learned knowledge based on a result of the learning analysis, and cause a
change 1 operations of at least a portion of the process plant or system based on the result of
the learning analysis including causing the Iearned knowledge to be transmitted to a recipient
big data node corresponding to the at least the portion of the process plant or process control

system.

[0015] A described method of utilizing regional big data to improve the operation of a
process plant or process control system that 1s controlling a process includes collecting data at
on¢ or more regional big data nodes of the process plant or system. Each of the one or more
regional big data nodes corresponds to a respective region included 1n a plurality of regions
of the process plant or system. The collected data includes data transmitted by a respective
plurality of local big data nodes of the respective region, and each local big data node
transmits, 1n real-time, respective data resulting from on-line operations of the respective
region of the each local big data node. The method also includes storing the collected data as
regional big data at the one or more regional big data nodes. Further, the method includes
performing, by the one or more regional big data nodes, one or more learning analyses on at
lcast a portion of the regional big data, and gencrating learmned knowledge based on results of
the one or more learning analyses. Additionally, the method includes causing a change m
operations of at least a portion of the process plant or process control system based on the
results of the one or more learning analysis including transmitting the learned knowledge to a

recipient big data node corresponding to the at Ieast the portion of the process plant system.

[0016] A described system for supporting regional big data in a process plant or process
control system includes one or more regional big data nodes, a plurality of local big data
nodes, and a communications network communicatively connecting the one or more regional
big data nodes and the plurality of local big data nodes. The plurality of local big data nodes
being arranged 1nto a plurality of regions, each of which 1s serviced by a respective regional
big data node included 1n the one or more regional big data nodes. The respective regional
big data node 1s configured to collect data generated 1n real-time by a set of local big data
nodes associated with the respective region serviced by the respective regional big data node,
where the data 1s generated 1n real-time by the set of local big data nodes due to real-time
control of a process 1n the process plant or process control system. The respective regional
big data node 1s also configured to store the collected data as respective regional big data at a
big data storage arca included m the respective regional big data node. Further, the

respective regional big data node 1s configured to perform, using a big data analyzer included
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in the respective regional big data node, a learning analysis on at least a portion of the stored
respective regional big data, and to generate learned knowledge based on the result of the
performed learning analysis. Still further, the regional big data node 1s configured to at least
on¢ of (1) store, at the big data storage arca. the learned knowledge as additional respective
regional big data, or (11) transmit the learned knowledge to a recipient big data node included

1in the process plant or process control system.

[0017] Knowledge discovery and big data techniques within a process control plant,
system, or environment are inherently different than traditional big data techniques.
Typically, traditional big data applications are singularly transactional, end-user directed, and
do not have strict time requirements or dependencies. For example, a web retailer collects
big data pertaining to browsed products, purchased products, and customer profiles, and uses
this collected data to tailor advertising and up-sell suggestions for individual customers as
they navigate the retailer’s web site. If a particular retail transaction (¢.g., a particular data
point) 1s inadvertently omitted from the retailer’s big data analysis, the effect of its omission
may be 1n most cases negligible, especially when the number of analyzed data points 1s very
large. In the worst case, an advertisement or up-sell suggestion may not be as closely tailored
to a particular customer as could have been 1f the omitted data point had been included 1n the

retaller’s big data analysis.

[0018] In process plants and process control environments, though, the dimension of time
and the presence or omission of particular data points 1s critical. For example, if a particular
data value 1s not delivered to a recipient component of the process plant within a certain time
interval, a process may become uncontrolled, which may result 1n a fire, explosion, loss of
equipment, and/or loss of human hife. Furthermore, multiple and/or complex time-based
relationships between different components, entities, and/or processes operating within the
process plant and/or external to the process plant may atfect operating efficiency, product
quality, and/or plant satety. The knowledge discovery provided by the process control
system big data techniques described herein may allow such time-based relationships to be
discovered and utilized, thus enabling a more etticient and safe process plant that may

produce a higher quality product.

[0019] A key feature of the process control regional big data techniques described herein 1s
scalability. Although much publicity has been made by describing massive computing
platforms capable of spreading computing across hundreds of servers, there has been a lack

of focus on smaller more realistic problems. There are many reasons for considering smaller,
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closer-to-the-source big data systems including case of use (¢.g., sitmpler to install, train, and
maintain), cost (¢.g., of computing, storage, and bandwidth resources), and availability of
experts. Accordingly, a smaller system with the ability for added-on configurable modules
will be easy to understand, engineer, and support by existing staff. By contrast, a large
cluster of computers or a massive cloud-based system requires significant expertise and
computing resources that may not available to all parties (e.g., other computing systems,
users, devices, etc.) all the time. Another key feature of the process control regional big data
techniques described heren 1s that the techniques can be implemented independently without
disruptions to existing process control plants or systems (€.g., control systems, asset
management systems, machine health systemes, etc.) that may be critical to the operation of a
plant, organization or company. For example, regional big data techniques may be applied to
only critical portions of a process plant or only to add-on, new sections of a process plant. In
another example, regional big data techniques may be overlaid over desired portions of a

process plant.

[0020] An aspect of the present invention provides a regional data node for supporting a
process plant controlling a process, the regional data node comprising: a network interface
that communicatively connects, via a first communications network, the regional data node
to one of a plurality of regions of the process plant, the one of the plurality of regions
comprising a plurality of local data nodes, each of which transmits, 1n real-time, via the first
communications network, data generated from the control of the process by the process plant
as the process 1s being controlled 1n real-time, the process plant including (1) a ficld device
performing a physical function to control at least a part of the process 1n real-time, (1) a
controller configured to receive a set of inputs, determine, based on the set of mputs, a value
of an output, and cause the output to be transmitted to the field device to control the field
device to perform the physical function, (111) an input/output (I/0) device communicatively
coupling the controller and the ficld device, and (1v) a second communications network via
which the controller exchanges signals with other controllers 1n real-time to thereby control
the process 1n real-time, the plurality of local data nodes of the one of the plurality of regions
of the process plant including at least one of the field device, the controller, or the 1/0 device;
and at least on¢ local data node of the one of the plurality of regions of the process plant 1s
included 1n another one of the plurality of regions of the process plant; a regional data storage
arca comprising onc¢ or more tangible, non-transitory, computer-readable storage media

configured to store data corresponding to the regional data node, the data stored 1n the
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regional data storage being regional data; a regional data receiver configured to recerve the
data transmitted by the plurality of local data nodes and received at the regional data node via
the network interface to the first communications network, and store the received data in the
regional data storage arca; and a regional data analyzer configured to: perform a learning
analysis on at least a portion of the regional data; generate learned knowledge based on a
result of the learning analysis; and cause a change 1 operations of at least a portion of the
process plant based on the result of the learning analysis, the change 1n the operations of the
at least the portion of the process plant including a modification, based on the learned
knowledge, to an operation being performed 1n the at least the portion of the process plant;
and cause the learned knowledge to be transmitted, via the first communications network, to

a recipient data node corresponding to the at least the portion of the process plant.

[0021] The one of the plurality of regions may be formed according to at least one of a

ocographical, physical, functional, or logical grouping.

[0022] The plurality of local data nodes of the one of the plurality of regions of the process
plant may further include at least one of: another process control device, a gateway device, an
access point, a routing device, a historian device, or a network management device included

in the process plant.

[0023] The regional data includes multiple types of data, and a sct of types of data may
include continuous data, event data, measurement data, batch data, calculated data, diagnostic
data, configuration data, data corresponding to the lecarned knowledge, and data

corresponding to other learned knowledge.

[0024] The learning analysis may include at least one of: a partial least square regression
analysis, a random forest, a pattern recognition, a predictive analysis, a correlation analysis, a
principle component analysis, data mining, data discovery, or other machine leaming

techniques mcluding heuristic learning.

[0025] The modification to the operation bemg performed 1n the at least the portion of the
process plant may include a modification to an operation being performed in the one of the
plurality of regions, and the regional data analyzer may be further configured to cause an
indication of the modification to the at least the portion of the process plant to be transmaitted

to the recipient data node in conjunction with the learned knowledge .

[0026] The lcarmned knowledge may be first learned knowledge, the learning analysis may

be a first learning analysis, and the one of the plurality of regions may be a first region; the

9
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regional data recerver may be further configured to receive second learned knowledge
generated by another data node of a second region of the plurality of regions; and the regional
data analyzer may be further configured to at least one of (1) cause a modification, based on
the received second learned knowledge, to an operation being performed 1n the first region, or
(1) perform a second leaming analysis on the received second learned knowledge and at least

some of the regional data.

[0027] The another data node of the second region may be a regional data node servicing

the second region.

[0028] The learned knowledge may include at least one of: additional data resulting from
control of the process that was previously unknown to the regional data node, an application,

a service, a routine, a function, or another learning analysis.

[0029] The regional data analyzer may be further configured to perform in-context

searching based on the learned knowledge.

[0030] The regional data analyzer may be further configured to provide recommendations

to users based on the leamed knowledge.

[0031] The network interface communicatively may connect the regional data node to a
user interface data node, the user intertace data node may include a user interface and one or
more respective analytics routines; the regional data recerver may be further contfigured to
rece1ve, using the network interface, data generated based on a result of the one or more
respective analytics routines may execute at the user intertace data node based on a user imnput
recerved via the user interface of the user interface data node, and store the data received
from the user interface data node 1n the regional data storage arca; and the regional data
analyzer may be further configured to perform the learning analysis or another Iearning
analysis on another portion of the regional data including the data received from the user

intertace data node.

[0032] The network interface communicatively may connect the regional data node to a
centralized data node; the centralized data node may include one or more respective analytics
routines; the regional data receiver of the regional data node may be further configured to
recerve, using the network interface, data generated based on a result of the one or more
analytics routines executing at the centralized data node, and store the data received from the
centralized data node 1n the regional data storage arca; and at least one of: the regional data

analyzer may be further configured to perform the learming analysis or another learning

10
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analysis on another portion of the regional data including the data received from the
centralized data node, or the regional data node may be configured to modify an operation

based on the data received from the centralized data node.

[0033] At least a portion of at least one of the regional data recerver or the regional data

analyzer may be included on one or more integrated circuit chips.

|0034] At least a portion of at least one of the regional data receiver or the regional data
analyzer may comprise computer-executable mstructions stored on a memory of the regional

data node and executable by a processor of the regional data node.

[0035] Another aspect provides a method of utilizing regional data to improve the
operation of a process plant controlling a process, the method comprising: collecting, via a
first communications network of the process plant, data at one or more regional data nodes of
the process plant, wheremn: each of the one or more regional data nodes corresponds to a
respective region included 1n a plurality of regions of the process plant, the collected data
includes data transmitted, via the first communications network, by a respective plurality of
local data nodes of the respective region; at least one local data node 1s included 1n both the
respective plurality of local data nodes of a first respective region and the respective plurality
of local data nodes of a second respective region; each local data node transmits, 1n real-time
via the first communications network, respective data resulting from on-line operations of the
respective region of the cach local data node; the process plant includes (1) a field device
performing a physical function to control the process 1n real-time, (11) a controller configured
to rece1ve a set of mputs, determine, based on the set of mputs, a value of an output, and
cause the output to be transmitted to the ficld device to control the field device to perform the
physical function, (111) an imput/output (I/0) device communicatively coupling the controller
and the field device, and (1v) a second communications network via which the controller
exchanges signals with other controllers 1n real-time to thereby control the process 1n real-
time: and each of one or more of the field device, the controller, or the I/0 device 1s a
respective local data node of one of the plurality of regions of the process plant; storing the
collected data as regional data at the one or more regional data nodes; performing, by the one
or more regional data nodes, one or more learning analyses on at least a portion of the
regional data; generating learned knowledge based on results of the one or more learning
analyses; causing a change 1n operations of at least a portion of the process plant based on the
results of the one or more learning analysis, the change 1n the operations of the at least the

portion of the process plant including a modification, corresponding to the learned

11
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knowledge, to an operation being performed 1n the at least the portion of the process plant:;
and transmitting the learned knowledge to a recipient data node corresponding to the at least

the portion of the process plant.

[0036] The method may be autonomously performed without using any real-time user

input.

|0037] Each of the one or more regional data nodes may be formed according to one of a

ocographical, physical, functional, or logical grouping.

[0038] Collecting the data at the one or more regional data nodes may comprise collecting
data transmitted by at least one of: a process control device, a gateway device, an access
point, a routing device, a historian device, a user intertace device, or a network management
device of the process plant; and the collected data includes at least one type of data included
1n a sct of data types comprising continuous data, event data, measurement data, batch data,
calculated data, diagnostic data, configuration data, and data corresponding to other learned

knowledge.

[0039] The learned knowledge may be first learned knowledge, and wherein collecting the
data at the one or more regional data nodes comprises collecting second learmed knowledge
ogenerated by the one or more regional data nodes or by another data node of the process

plant.

[0040] The method may further comprise at least one of: selecting a first at least one of the
on¢ or more learning analyses, or deriving a second at least one of the one or more learning

analyses.

[0041] Generating the learned knowledge may comprise generating at least one of:
additional data that was previously unknown to the one or more regional data nodes, a new or
modified application, a new or modified function, a new or modified routine, a new or

modified leaming analysis, or a new or modified service.

[0042] The at least the portion of the regional data may be a first at least a portion of the
regional data; and the method may further comprise performing the new or modified learning

analysis on a second at least a portion of the regional data.

[0043] Performing the one or more learning analyses may comprise performing at Icast one

of a machine learning analysis, a predictive analysis, data mining, or data discovery.
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[0044] Performing the one or more learning analyses by the one or more regional data
nodes may comprise performing the one or more learning analyses by more than one regional
data node; and generating the learned knowledge based on the results of the one or more
learning analyses comprises generating the learned knowledge based on results of the one or

mor¢ learning analyses performed by the more than one regional data node.

[0045] Another aspect provides a system for supporting regional data 1n a process plant,
the system comprising: one or more regional data nodes; a plurality of local data nodes; and a
first communications network communicatively connecting the one or more regional data
nodes and the plurality of local data nodes, the plurality of local data nodes being arranged
into a plurality of regions, each of which 1s serviced by a respective regional data node
included 1n the one or more regional data nodes, and at least one local data node 1s arranged
into both a first region and a second region; wherein the respective regional data node 1s
configured to: collect data generated 1n real-time by a set of local data nodes associated with
the respective region serviced by the respective regional data node, the data generated 1n real-
time by the set of local data nodes due to real-time control of a process 1n the process plant;
store the collected data as respective regional data at a regional data storage arca included 1n
the respective regional data node; and perform, using a data analyzer included 1n the
respective regional data node, a learning analysis on at least a portion of the stored respective
regional data, and generate learned knowledge based on the result of the performed learning
analysis; at least one of (1) store, at the regional data storage arca, the learned knowledge as
additional respective regional data, or (1) transmit the learned knowledge to a recipient data
node included 1n the process plant; and based on the learned knowledge, cause a modification
to an operation being performed 1n at least a portion of the process plant; wherein the process
plant includes: a field device performing a physical function to control the process 1n real-
time; a controller configured to receive a set of inputs, determine, based on the set of 1nputs, a
value of an output, and cause the output to be transmitted to the ficld device to control the
field device to perform the physical function; an input/output (I/0) device communicatively
connecting the field device and the controller; and a second communications network via
which the controller exchanges signals with other controllers to thereby control the process 1n
real-time; and wherein the plurality of local data nodes includes at least one of the field
device, the controller, or the I/0 device. The plurality of local data nodes may be arranged
into the plurality of regions according to at least one of a geographical, physical, functional,

or logical grouping.
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[0046] The learned knowledge may include at least one of: additional data resulting from
the real-time control of the process, an application, a function, a service, a routine, or another

lecarning analysis.

[0047] The result of the performed learning analysis may include a prediction based on

propertics of the at least the portion of the stored respective regional data.

|0048] 'The system may further comprise a user interface data node having a respective
learning analysis, and wherein: the collected data may be first collected data, and the
respective regional data node may be further configured to: collect second data generated by
a performance of the respective learning analysis at the user interface data node; store the
second collected data at the regional data storage arca included 1n the respective regional data
node; and at least one of: perform the learning analysis or another learning analysis on a set
of stored respective regional data including the second collected data, or cause the second

collected data to be transmitted to another data node.

[0049] The system may further comprise at least one of a centralized data node or another
type of data node, and wherem: the collected data may be first collected data; and the
respective regional data node may be further configured to: collect second data generated by
a performance of a learning analysis at the at least one of the centralized data node or the
another type of data node; store the second collected data at the regional data storage arca
included 1n the respective regional data node; and perform the learning analysis or another
learning analysis on a set of stored respective regional data including the second collected

data.

[0050] The data generated 1n real-time by the set of local data nodes may include data
oenerated 1n real-time by one or more of: the ficld device; the controller; the input/output
(I/0) device; another process control device; a gateway device; an access point; a routing

device; a historian device; or a network management device.

[0051] The learned knowledge may be transmitted to the recipient data node, and wherein
the recipient data node may cause at least one of (1) a modification, based on the recerved
lecarmed knowledge, to the recipient data node, or (1) a modification to a provider of data to

the recipient data node.

[0052] Embodiments of the present invention are described, by way of example only, with

reference to the accompanying drawings, 1n which:
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[0053] FIG. 1 1s a block diagram of an example big data network for a process plant or

process control system that supports regional big data;

[0054] FIG. 2 1s a block diagram of an example big data appliance that may be included 1n
the process control big data network of FIG. 1;

[0055] FIG. 3 1s a block diagram 1illustrating an example process plant or process control
system that includes example big data devices or nodes that support regional big data in the

process control big data network of FIG. 1; and

[0056] FIG. 4 1s a flow diagram of an example method of supporting regional big data in a

process control system or process plant.

[0057] FIG. 11s a simplified block diagram of an example big data network 100 for a
process plant or process control system 10 that controls one or more processes and that
supports process control big data, and 1n particular, supports regional process control big
data. The process control big data network 100 includes one or more process control big data
nodes 102-110, each of which collects, observes, generates, stores, analyzes, accesses,
transmits, receives, and/or operates on process control big data. The terms “process control
big data,” “process big data,” and “big data,” as used interchangeably herein, generally refer
to all (or almost all) data that 1s gencrated, received, and/or observed by devices included 1n
and associated with the process control system or plant 10. In an embodiment, all data that 1s
generated by, created by, recerved at, or otherwise observed by all devices included 1n and

associated with the process plant 10 1s collected and stored as big data within the process

control big data network 100.

[0058] The example process control big data network 100 includes one or more different
types of process control big data nodes or devices 102-110, each of which collects, observes,
generates, stores, analyzes, accesses, transmits, recerves, and/or operates on process control
big data generated from or based on the control of the one or more processes by the process
plant or process control system 10. Each process control big data node or device 102-110 1s
connected to a process control system big data network backbone (not shown), and may use
the backbone to communicate with one or more other process control big data nodes.
Accordingly, the process control big data network 100 comprises the process control system
big data network backbone and the process control big data nodes 102-110 that are

communicatively connected thereto. In an example, the process control big data network 100
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includes a plurality of networked computing devices or switches that are configured to route
packets to/from various other devices, switches or nodes of the network 100 via the

backbone.

[0059] The process control big data network backbone comprises any number of wired
communication links and any number of wireless communication links that support one or
more suitable routing protocols, ¢.g., protocols included in the Internet Protocol (IP) suite
(e.g., UPD (User Datagram Protocol), TCP (Transmission Control Protocol), Ethemet, etc.),
or other suitable routing protocols. In an embodiment, the backbone supports a streaming
protocol such as the Stream Control Transmission Protocol (SCTP) and/or another suitable
streaming protocol to stream (e.g., transport) data between process control big data nodes.
For example, aforementioned US2016/0098388 (U.S. Application No. 14/506,863) (Attorney
Docket No. 06005/593070) entitled “STREAMING DATA FOR ANALYTICS IN
PROCESS CONTROL SYSTEMS” describes examples of streaming protocols and
techniques for process control big data, any one or more of which may be utilized by the
process control big data network backbone 1n the network 100. Typically, each node
included 1n the process data big data network 100 may support at least an application layer
(and, for some nodes, additional layers) of the routing protocol(s) supported by the backbone.
In an embodiment, each process control big data node 102-110 1s uniquely 1dentified within

the process control system big data network 100, ¢.g., by a unique network address.

[0060] In an embodiment, at least a portion of the process control system big data network
100 1s an ad-hoc network. As such, at Icast some of the nodes 102-110 (and/or one or more
other nodes, such as a user interface device 130) may connect to the network backbone (or to

another node of the network 100) 1n an ad-hoc manner.

[0061] As FIG. 11s a ssmplified diagram that depicts communicative connections between
various big data nodes 102-110 1n the process control big data network 100, the process
control network backbone 1s not explicitly shown in FIG. 1. However, an example of such a

backbone which may be utilized with any or all of the techniques described herem 1s

described in US 2014/0250153 (U.S. Patent Application No. 13/784,041), entitled “BIG
DATA IN PROCESS CONTROL SYSTEMS™ and filed March 3, 2013, the entire disclosure
of which 1s incorporated by reference herein. Of course, any or all of the techniques
described herein are not limited to being utilized with the backbone described in US

2014/0250153 (U.S. Patent Application No. 13/784,041), but may be utilized with any

suitable communication network backbone.
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[0062] Tuming now to the different types of process control big data nodes or devices 102-
110, generally, a process control big data node of the network 100 may be a “big data

provider” and/or may include a “big data appliance,” as 1s discussed below.

[0063] The terms “big data provider,” “big data provider node,” or “provider node,” as
used interchangeably herein, generally refer to a process control big data node that collects,
generates, observes, and/or forwards process control related big data using the process control
big data network 100. The process control big data that 1s generated, collected, observed,
and/or forwarded by provider nodes may include data that has been directly utilized in or
oenerated from controlling a process within the plant 10, e¢.g., first-order real-time and
configuration data that 1s generated or used by process control devices such as controllers,
input/output (I/0) devices, and field devices. Additionally or alternatively, process control
big data provider nodes may generate, collect, observe, and/or forward data related to
delivering and routing such first-order process control data and other data within the process
plant 10, ¢.g., data related to network control of the big data network 100 and/or of other
communication networks 1n the plant 10, data mdicative of bandwidth, network access
attempts, diagnostic data, etc. Further, some process control big data provider nodes may
ogenerate, collect, observe, and/or forward data indicative of results, learning, and/or
information that has been learned within the process control big data network 100 by
analyzing process control big data that i1t has collected. Typically, such analytics results,
learning, and/or learned information are generated from automatic, autonomous analytics

performed by one or more process control big data nodes.

[0064] In most cases, a big data provider node mcludes multi-core hardware (¢.g., multi-
core processors) for transmitting and receiving big data in real-time (e.g., streamed) and, 1n
some¢ embodiments, for caching the real-time big data in preparation for streaming or other
delivery over the process control big data network 100. A big data provider node may, 1n
some embodiments, also include high-density memory for the caching of the real-time big
data. Examples of real-time data that may be transmitted, received, streamed, cached,
collected, and/or otherwise observed by big data provider nodes may include process control
data such as measurement data, configuration data, batch data, event data, and/or continuous
data. For instance, real-time data corresponding to configurations, batch recipes, setpoints,
outputs, rates, control actions, diagnostics, alarms, events and/or changes thereto may be
collected. Other examples of real-time data may include process models, statistics, status

data, and network and plant management data. In some embodiments, a big data provider

17



29 12 20

node does not cache at least some of the real-time big data that 1t observes, but instead
streams the un-cached data to one or more other big data nodes as the data 1s observed,
recerved, or generated. Examples of big data provider nodes which may be utilized with any
or all of the techniques described herein may be found 1n aforementioned US2014/02501353
(U.S. Patent Application No. 13/784,041); 1n US2014/0277656 (U.S. Patent Application No.
14/174,413) entitled “COLLECTING AND DELIVERING DATA TO A BIG DATA
MACHINE IN A PROCESS CONTROL SYSTEM™ and filed February 6, 2014; and 1n
US2014/0277604 (U.S. Patent Application No. 14/212.493) entitled “DISTRIBUTED BIG
DATA IN A PROCESS CONTROL SYSTEM™ and filed March 14, 2014, the entire
disclosures of which are hereby incorporated by reference. Of course, any or all of the

techniques described heremn may be alternatively or additionally utilized with big data
provider nodes other than those described 1n US2014/0250153, US2014/0277656, and
US2014/0277604 (U.S. Application Nos. 13/784,041, 14/174,413, and 14/212,493).

[0065] On the other hand, the terms ““big data applhiance,” “big data appliance node,” or
“appliance node,” as used interchangeably herein, generally refer to a process control big data
node that receives, stores, retrieves, and analyzes process control big data. As such, a process
control big data appliance (or “BDA”) genecrally operates on big data that has been generated
or provided by one or more process control big data provider nodes. In general, a BDA
supports large scale data mining and data analytics on multi-dimensional data including real-
time continuous values, event collection, batch data collection, operator rounds data, and/or
other data. Data that 1s collected and time-stamped at the source may be transferred or
strcamed to the BDA using a specialized history object communications protocol, such as
described 1n the aforementioned US2016/0098388 (U.S. Application No. 14/506,863)
(Attorney Docket No. 06005/593070) entitled “STREAMING DATA FOR ANALYTICS IN
PROCESS CONTROL SYSTEMS,” or another suitable communications protocol. The BDA
may nclude various tools that operate on structured as well as unstructured data (¢.g., R
scripts, Python® scripts, Matlab® scripts, Statgraphics, etc.), and perform learing algorithms
(e.g., partial least square regression, principle component analysis, etc.), classification
techniques (e.g., random forest, pattern recognition, etc.), and/or other data analytics in order
to generate useful mformation such as predicting product capabilitics, qualities, and/or other
desired characteristics. Further, some BDAs may include interfaces for configuration and
developing models, run-time engines for executing models, and dashboards for displaying

results at a user interface. For example, a BDA may be configured with analytics for run-
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time 1n a manner such as discussed 1n aforementioned U.S. Application No.

62/060,408(Attorney Docket No. 06005/593085P), entitled “DATA PIPELINE FOR
PROCESS CONTROL SYSTEM ANALYTICS.” Displayed results may include standard
descriptive statistics, histograms, correlation plots, and/or other data representations that can

identify implicit relationships within the various data sets.

[0066] In some cases, a big data appliance 1s included 1n a big data provider node, or 1s co-
resident with a big data provider within a same node or device. In such cases, the big data
appliance 1s referred to as an “embedded big data appliance,” as the appliance 1s embedded 1n
the provider node or device and operates on the big data that has been received, collected, or
ogenerated by the co-resident big data provider. In an example, an embedded big data
appliance analyzes big data that has been locally generated and/or provided by the big data
provider node on which the embedded big data appliance resides to discover or learn
knowledge. This learned knowledge may be stored at the embedded big data appliance,
operated on locally by the embedded big data appliance, and/or provided or transmitted as big
data to other big data nodes, ¢.g., recipient big data nodes. Descriptions of embedded big
data appliances which may be utilized with any or all of the techniques described herein may
be found, for example, 1n aforementioned US2014/0277604 (U.S. Patent Application No.
14/212,493), although other suitable embedded big data appliances may be utilized with any
or all of the techniques described herein. Further, 1t 1s noted that in embodiments 1n which a
big data provider node includes an embedded big data appliance, the cache of the big data
provider node may be reduced 1n size or omitted, as the embedded big data appliance

provides local data storage capabilities.

[0067] In some cases, a big data appliance may be a stand-alone big data node of the
process control big data network 100. That 1s, 1n these cases, a big data appliance 1s not
embedded 1n or co-resident with a big data provider node. Thus, a process control big data

node that includes a big data appliance may not necessarily 1tself be a provider of big data.

[0068] FIG. 2 provides a ssmplified block diagram of an example big data appliance 114,
instances of which may be included m the process control big data network 100 of FIG. 1.
Referring to FIG. 2, the example big data appliance 114 includes a big data storage arca 120
for historizing or storing received big data, one or more big data appliance receivers 122, and
on¢ or more big data appliance request servicers 124. Each of the big data appliance
recervers 122 1s configured to recerve, via one or more network interfaces (€.g., to a process

control big data network), big data packets (which may be streamed from another node and/or
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may be generated by a big data provider node on which the appliance 114 resides), process
the data packets to retrieve the substantive data and timestamp carried therein, and store the
substantive data and timestamp 1n the big data storage arca 120 of the apphiance 114, ¢.g., as
time-series data and optionally also as metadata. The big data storage arca 120 may comprise
multiple local and/or remote physical data drives or storage entities, such as RAID
(Redundant Array of Independent Disks) storage, solid-state storage, cloud storage, high-
density data storage, and/or any other suitable data storage technology that 1s suitable for data
bank or data center storage, and that has the appearance of a single or unitary logical data
storage area or entity to other nodes. Further, each of the big data appliance request servicers
124 1s configured to access time-series data and/or metadata stored 1n the big data appliance

storage arca 120, ¢.g., per the request of a requesting entity or application.

[0069] In some instances, a big data appliance 114 includes one or more big data analyzers
126 to perform respective data analytics and/or learning on at least parts of the stored big
data, typically in an automatic and/or autonomous manner without using any user input to
initiate and/or perform the learning analysis. For example, the data analytics and/or learning
may be performed 1in a manner such as previously discussed, 1n a manner such as discussed mn
aforementioned U.S. Application No. 62/060,408 (Attorney Docket No. 06005/593085P),
entitled “DATA PIPELINE FOR PROCESS CONTROL SYSTEM ANALYTICS,” or in
some other suitable manner. In an embodiment, the big data analyzers 126 mdividually or
collectively perform large scale data analysis on the stored data (¢.g., data mining, data
discovery, etc.) to discover, detect, or learn new information or knowledge. For example,
data mining gencrally involves the process of examining large quantitics of data to extract
new or previously unknown interesting data or patterns such as unusual records or multiple
groups of data records. The big data analyzers 126 may also perform large scale data
analysis on the stored data (e.g., machine learning analysis, data modeling, pattern
recognition, predictive analysis, correlation analysis, e¢tc.) to predict, calculate, or identify
implicit relationships or inferences within the stored data. In an embodiment, multiple big
data analyzers 126 (and/or multiple instances of at least one big data analyzer 126) may
operate 1n parallel and/or cooperatively to analyze the data stored i the big data storage arca
120 of the appliance 114. Further, the multiple big data analyzers 126 may share, exchange,
or transfer computed parameters and model information between one another as a type of
cooperative data analytics and learning. The multiple big data analyzers 126 may be co-

resident on a same big data node, or may be resident on different big data nodes. An example
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of cooperative data analytics which may be utilized with any or all of the techniques
described herein 1s found 1n aforementioned U.S. Application No. 62/060,408 (Attorney
Docket No. 06005/593085P), entitled “DATA PIPELINE FOR PROCESS CONTROL
SYSTEM ANALYTICS,” although any suitable cooperative data analytics technique or

techniques may be utilized with any or all aspects of the present disclosure.

[0070] In an embodiment, at least a portion of the big data receivers 122, the big data
appliance request servicers 124, and/or the big data analyzers 126 1s included or implemented
on on¢ or more integrated circuits, sesmiconductors, chips, or other suitable hardware. For
example, a big data analyzer 126 that performs spectral analysis may be implemented by an

integrated circuit chip included 1n a big data node, such as described 1n aforementioned

US2016/0098647 (U.S. Application 14/507,252) (Attorney Docket No. 06005/593086)
entitled AUTOMATIC SIGNAL PROCESSING-BASED LEARNING IN A PROCESS
PLANT.” In an embodiment, at lcast a portion of the big data receivers 122, the big data
appliance request servicers 124, and/or the big data analyzers 126 comprises computer-
executable instructions stored on a memory and executable by a process running on the big
data apphance 114. For example, at least some portions of the big data appliance recervers
122, the big data appliance request servicers 124, and/or the big data appliance analyzers 126
comprise respective computer-executable mstructions stored on one or more non-transitory,
tangible memories or data storage devices, and are executable by one or more processors to

perform one or more their respective big data functions.

[0071] In some embodiments, the big data analyzers 126 are not included 1n a big data
appliance 114, but instead are co-resident with the big data apphiance 114 on a same big data
node and 1n communicative connection with the big data apphiance 114. For example, the big
data appliance 114, including the storage area 120, receivers 122 and servicers 124 may be
implemented by a first set of computer-executable mstructions, and the big data analyzers

126 may be implemented by a semiconductor chip or by a second set of computer-executable
instructions, which may or may not be stored on the same non-transitory, tangible memories
or data storage devices as the first set of computer-executable mstructions. In some
embodiments, the big data analyzers 126 are not included 1n a big data appliance 114 and are
not co-resident with the big data appliance 114 on a same big data node, but nonetheless are
1n communicative connection with the big data appliance 114. Descriptions of various types
of example big data apphances and their components which may be utilized with any or all of

the techniques described herein may be found 1 aforementioned US 2014/0250153,
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US2014/0277656, and US 2014/0277604 (U.S. Patent Application Nos. 13/784,041,
14/174,413, and 14/212,493), although 1t 1s understood that any or all of the techniques

described herein may be utilized with other suitable big data appliances.

[0072] Returning again to FIG. 1, the process control big data network 100 may include
process control big data provider nodes 102-110 that operate at various levels, tiers, or orders
with respect to first-order or primary process related data that 1s directly generated, routed,
and/or used by process control devices such as controllers, 1/0 devices, field devices, etc. At
the lowest order, tier, or level, “local™ big data provider nodes or devices 102a-102n that
operate nearest to the process to collect, generate, observe, and/or forward primary process
big data related to the input, operation, and output of process devices and equipment 1n the
process plant 10. As such, “local big data provider nodes or devices™ 102a-102n typically are
nodes and/or devices that generate, route, and/or recerve primary process control data to
enable the one or more processes to be controlled 1n real-time 1 the process plant 10.
Examples of local big data provider nodes 102a-102n include devices whose primary
function 1s directed to generating and/or operating on process control data to control a
process, €.g., wired and wireless field devices, controllers, and 1/0 devices. These process
control devices may be communicatively connected to each other and/or to one or more
process control communications networks 1n a distributed manner. For mstance, one or more
ficld devices are communicatively connected to one or more 1/0 devices, which in turn are
communicatively connected to one or more controllers, which are 1n turn communicatively

: : ®
coupled to one or more process control communication networks (¢.g., HART ™,

WirelessHART®, process control big data, FOUNDATION® Fieldbus, etc.).

[0073] Other examples of local big data provider nodes 102a-102n include devices whose
primary function 1s to provide access to or routing of primary process data through one or
morc communications networks of the process control system 10 (which may include the
process control big data network 100 and/or other communication networks). Examples of
such types of local big data provider nodes 102a-102n include access points, routers,
interfaces to wired control busses, gateways to wireless communications networks, gateways
to external networks or systems, and other such routing and networking devices. Still other
examples of local big data provider nodes 102a-102n include devices, such as historian
devices, that are configured to temporarily store big data throughout the process control

system 10, €.g., as an overtlow cache, way-station, or routing quecuc.
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[0074] In some cases, a local big data provider node includes a respective local big data
appliance, as illustrated mm FIG. 1 by the nodes 102a, 102n that respectively include the
embedded big data applhiances 112a, 112n. Each local, embedded big data appliance 112a.,
112n recerves and stores respective local big data provided by its respective provider 102a,
102n. Further, in some local big data provider nodes, such as i the node 102a, one or more
analytics functions, routines, operations, or processes (represented by the encircled A1) may
be performed on at least some of the local big data stored 1n the appliance 112a. In an
embodiment, the analytics Ay are performed by one or more of the big data analyzers 126 of
FIG. 2. The learmed information, learnings, and/or the results of the one or more analytics A4
may also be stored 1n the local big data appliance 112a, and at least some of the learned
information or results may be provided to another big data node 106a. For example, a local
big data provider node that 1s included 1n or coupled to a controller performs a frequency
analysis or other signal-processing analysis on the output signal of the controller (such as
described 1n aforementioned US2016/0098647 (U.S. Application No. 14/507,252) (Attorney
Docket No. 06005/593086), entitled "AUTOMATIC SIGNAL PROCESSING-BASED
LEARNING IN A PROCESS PLANT"), and the local big data provider node transmits the

results of the analysis to another big data node.

[0075] Some local provider nodes, ¢.g., as illustrated by the node 102n, include a
respective local, embedded big data appliance 112n for local big data collection and
historization, however, the resident appliance 112n performs minimal or no analytics. As
such, the node 102n merely streams (or otherwise transmits, €.g., upon request or at suitable
times) locally stored big data to another node 106b, ¢.g. for analytical processing or for
further forwarding. Some local big data nodes, ¢.g., the node 102b, do not include any big
data appliance at all. Such nodes 102b may stream, 1 real-time or with the aid of a cache,

locally observed big data to one or more other big data nodes 102a, 106b.

[0076] Various types of real-time data, such as process-related data, plant-related data, and
other types of data, may be cached, collected, stored, transmitted, and/or streamed as big data
by the big data provider nodes or devices 102a-102n. Examples of process-related data
include continuous, batch, measurement, and event data that are generated while a process 1s
being controlled 1n the process plant 10 (and, 1n some cases, are indicative of an effect of a
real-time execution of the process). Further, process-related data may include process
definitions, arrangement or set-up data such as configuration data and/or batch recipe data,

data corresponding to the configuration, execution and results of process diagnostics, etc.
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[0077] Plant-related data, such as data related to the process plant 10 but that may not be
ogenerated by applications that directly configure, control, or diagnose a process 1n the process
plant 10, may also cached, collected, stored, transmitted, and/or streamed by the big data
provider nodes 102a-102n as big data. Examples of plant-related data include vibration data,
stcam trap data, data indicative of a value of a parameter corresponding to plant safety (¢.g.,
corrosion data, gas detection data, etc.), data indicative of an event corresponding to plant
safety, data corresponding to the health of machines, data corresponding to assets 1in the plant
such as plant equipment and/or devices, data corresponding to the configuration, execution
and results of equipment, machine, and/or device diagnostics, and data that 1s useful for

diagnostics and prognostics.

[0078] Further, other types of data including data highway tratfic and network
management data related to the process control big data network backbone and of various
communications networks of the process plant 10, user-related data such as data related to
user traffic, login attempts, queries and instructions, text data (¢.g., logs, operating
procedures, manuals, ¢tc.), spatial data (¢.g., location-based data), and multi-media data (e.g.,
closed circuit TV, video clips, etc.) may be cached, collected, stored, transmitted, and/or

strecamed by the big data provider nodes 102a-102n as big data.

[0079] In some embodiments, dynamic measurement and control data may be
automatically cached, collected, stored, transmitted, and/or streamed by the big data provider
nodes 102a-102n as big data. Examples of dynamic measurement and control data include
data specifying changes i a process operation, data specifying changes in operating
parameters such as setpoints, records of process and hardware alarms and events such as
downloads or communication failures, etc. In addition, static data such as controller
configurations, batch recipes, alarms and events may be automatically collected by default
when a change 1s detected or when a controller or other entity 1s initially added to the big data

network 100.

[0080] Moreover, in some scenarios, at least some static metadata that describes or
1dentifies dynamic control and measurement data 1s captured in the big data provider
nodes102a-102n when a change 1n the metadata 1s detected. For example, if a change 1s
made 1n the controller configuration that impacts the measurement and control data 1n
modules or units that must be sent by the controller, then an update of the associated
metadata 1s automatically captured by the big data provider nodes102a-102n. Additionally or

alternatively, parameters associated with the special modules used for buffering data from
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external systems or sources (€.g., weather forecasts, public events, company decisions, etc.),

surveillance data, and/or other types of monitoring data may be automatically captured by the

big data provider nodes 102a-102n.

[0081] In some situations, added parameters created by end users are automatically
captured 1n the big data provider nodes 102a-102n. For example, an end user may create a
special calculation 1n a module or may add a parameter to a unit that needs to be collected, or
the end user may want to collect a standard controller diagnostic parameter that 1s not
communicated by default. Parameters that the end user optionally configures may be

communicated 1n the same manner as the default parameters.

[0082] Referring agamn to FIG. 1, at one or more levels or tiers above the local big data
nodes 102a-102n, the process control big data network 100 may include one or more regional
big data nodes 106a-106m. To implement regional big data, the process plant or process
control system 10 may be viewed as having a plurality of different areas or regions which
may be delineated according to any desired manner and/or grouping, such as geographical,
physical, functional, logical, etc. In an illustrative but non-limiting example, a process plant
may have a first region that receives raw maternals and produces a first intermediate product,
a second region that receives other raw materials and produces a second intermediate product,
and a third region that receives the first and second intermediate products to produce an
output product. Each of these three different example regions may be serviced by a
respective “regional” big data node 106a, 106b, 106m to operate on big data produced by its
respective region. Accordingly, a “regional big data node™ provides big data support and
services for data that 1s generated and/or provided by a respective grouping or region of local
big data provider nodes 102 and, 1n some cases, by other big data provider nodes 104. Other
big data provider nodes 104 may include, for example, big data nodes that are external to the
region of the plant 10 (e.g., a portable diagnostics device or an off-line sitmulator), user
interface devices 130, or data sources that are external to the process plant 10 altogether (e.g.,

a computing device of a materials supplicr, a feed providing a weather forecast, etc.).

[0083] Asshown in FIG. 1, a respective grouping or region serviced by a regional big data
node 106a-106m may comprise one or more big data provider nodes 102a-102n and/or other
big data nodes 104 that are related according to some or at least one of a geographical.,
physical, functional, logical, or other desired manner. For example, the regional big data
node 106a services a region including the local big data provider nodes 102a and 102b, and

the regional big data node 106b services a region including the local big data nodes 102b and
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102n, as well as another big data node 104. The particular nodes 102, 104 included in a
particular region may stream or deliver data to their respective regional big data node 106 for
purposes of regional big data storage, access, and/or analysis. Further, any of the big data
provider nodes 102a-102n and/or the other big data nodes 104 may communicate with a
particular regional big data node 106a-106m to request regionally available services and/or to
access regional big data and metadata stored therein, whether such requesting nodes are

included 1n the particular region of the particular regional big data node 106a-106m or not.

[0084] Accordingly, each regional big data node 106a-106m includes a respective regional
big data appliance 116a-116m via which big data 1s recerved, stored as regional big data, and
accessed or requested. Further, each regional big data node 106a-106m typically includes
on¢ or more analytics functions, routines, operations, or processes (€.2., Ay — A,,) that may
individually and/or cooperatively operate on at least some of the regional big data. For
example, the regional big data appliance 116b may receive local big data from local provider
nodes 102b, 102n that are configured to cooperatively control the flow of a liquid through a
portion or region of the process plant 10, and the node 106b may perform an analytics
process Ay on at least some of the received data to determine an average transport delay of
the liquid within the portion or region of the process plant. The results of the analvtics Ay
may then be stored or historized as additional regional big data within the regional big data
appliance 116b. In an embodiment, each of the analytics A; — A,, are performed by one or

mor¢ big data analyzers 126 of FIG. 2 that arc resident on the respective big data node.

[0085] In some situations, the regional big data nodes or devices 106a-106m communicate
recerved or generated big data, learmned knowledge or information, and/or analytics results
with another regional big data node 106a-106m, ¢.g., as peers. To illustrate by continuing
with the above example, the regional big data node 116a recerves learmed information that
has been generated by the analytics analysis A4 performed by the regional big data node 106b.
Subsequently, the regional big data node 106a may then perform one or more respective
regional analytics A,, Az on at least part of the peer-provided learned information from the
node 106b 1 conjunction with the local big data received from the local big data nodes 102a,
102b within 1ts own region. The analytics A;, Az may, 1n turn, gencrate additional regional
big data for historization at the regional big data appliance 116a and/or for provision to other
big data nodes 106b, 106¢, 108. As such, as a regional big data node 106a-106m may

originate regional big data in some scenarios (€.g., based on the results or learning of any
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resident analytics that were performed thereby), a regional big data node 106a-106m may

also operate as a regional big data provider node.

[0086] Grouping of the big data provider nodes 102a-102n under respective regional big
data nodes may be carried out according to any desired manner such as geographical,
physical, functional, logical, etc. For example, 1 an illustrative but non-limiting scenario, a
process 1n the process plant 10 may produce a particular product based on two intermediate
products. As such, the local big data provider node 102a may represent a first control loop
that produces the first intermediate product, and the local big data provider node 102b may
represent a second control loop that produces the second intermediate product. Thus, all
process control data that 1s generated, collected, recerved or otherwise observed by the two
control loops 102a, 102b may be transmitted to the regional big data node 106a for

historization, storage and analysis.

[0087] In a stmilar manner, the regional big data node 106b may receive and analyze data
from 1ts respective group of big data provider nodes. For example, the regional big data node
106b may be responsible for analyzing the big data corresponding to the production of
another product that 1s based on intermediate products from each of the big data provider

nodes 102b, 102n in conjunction with big data provided by other sources 104.

[0088] At the regional big data node 106a, the received big data may be analyzed (e.g., by
using on¢ or more analytics functions or processes Az, Az) to create or generate learned
knowledge that describe meaningful relationships, patterns, correlations, trends, etc., across
time and/or across at least some of the various data sets. For example, a certain combination
of events 1n the two control loops 102a, 102b may lead to poor product quality when the
particular product 1s eventually produced. To determine the root causes of the poor product
quality, the regional big data node 106a analyzes data generated by the combination of events
at or shortly after their occurrence (e.g., when the data corresponding to the events’
occurrences 1S recerved at the regional big data node 106a). The regional big data node 106a
may generate learned knowledge that predicts the poor product quality based on the
occurrence of these events, and/or may automatically adjust or change one or more
parameters 1 real-time to mitigate the eftects of the combination of events 1f and when they
occur 1n the future. For instance, the regional big data node 106a may determine a revised

setpoint or revised parameter values to better regulate and manage the two control loops

102a, 102b.
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[0089] Generally, each regional big data node 106a-106m (or 1ts respective big data
appliance 116a-116m) analyzes data from 1ts respective group or region of big data provider
nodes to determine meaningful patterns, correlations, trends, etc. The learned patterns,
correlations, trends, etc. 1s then stored 1n the respective regional big data appliances 116a-
116m as leamed knowledge. As used herein, the term “learned knowledge™ or “learnings™
oenerally refers to data, services, functions, routines, and/or applications that are generated as
a result of one or more analyses being performed on big data. Further, each regional big data
node 106a-106m (or 1ts respective big data appliance 116a-116m) may determine or define a
new service, function, routine, or application (and/or modify an existing service, function,
routine, or application) based on the mitially learned knowledge, which, 1n turn, 1s stored as

further leamed knowledge.

[0090] Regional big data nodes 106a-106m may be utilized for layered or leveled learning.
For example, one or more regional big data nodes may transmit their learned knowledge
and/or stored data to an upstream big data node that oversees or services multiple regions. As
shown 1n FIG. 1, a regional big data node 106¢ recerves learned knowledge and/or data from
the regional big data nodes 106a and 106b, and the node 106¢ historizes the received big data
1n 1ts respective embedded appliance 116¢. The regional big data node 106¢ may perform
further analysis or learning on at least some of the received learned knowledge and/or data
(e.g., by using on¢ or more of the analytics functions Ag — A,,) to generate additional learned
knowledge (¢.g., data patterns, trends, correlations, etc., services, functions, routines, and/or
applications), which may be, 1n turn, stored as additional regional big data within the

embedded appliance 116¢ and/or provided to other big data nodes 106a, 106b, 108.

[0091] In an embodiment, layered or leveled learning 1s carried out on a bottom-up basis.
In an 1illustrative but non-limiting example, a regional big data node 106a analyzes data
recerved from 1ts respective group of local big data provider nodes 102a, 102b to determine 1f
1ts “region’’ 1s operating correctly. Knowledge that the regional big data node 106a learns
from 1ts analysis may result in the regional big data node 106a generating a new diagnostic
routine (¢.g., a learned routine). The regional big data node 106a may transmit the generated
diagnostic routine to an upstream big data node 106¢ for storage, usage, and/or access. The
regional big data node 106a may independently mitiate the sharing of the new diagnostic
routine with the upstream regional big data node 106¢ (¢.g., automatically as gencrated or on

a periodic basis), or the regional big data node 106a may cause the new diagnostic routine to
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be transmitted when the upstream regional big data node 106¢ requests the regional big data

node 106a to share one or more types of new learned knowledge.

[0092] In an embodiment, layered or leveled leaming 1s carried out on a top-down basis.
To 1llustrate by continuing with the above example, the upstream regional big data node 106¢
may analyze the received diagnostic routine and determine that the diagnostic routine 1s
useful or applicable to other regional big data nodes (¢.g., the regional big data node 106b).
Accordingly, the upstream regional big data node 106¢ may distribute the diagnostic routine
to the regional big data node 106b so that the regional big data node 106b and/or any of the
local provider nodes 102a, 102n, 104 1n 1ts region 1s able to utilize the diagnostic routine for
1ts respective diagnostic purposes. The upstream regional big data node 106¢ may
independently initiate the sharing of the new diagnostic routine with the regional big data
node 106b, or the upstream regional big data node 106¢ may cause the new diagnostic routine
to be transmitted upon a request made by the regional big data node 106b. Altematively or
additionally, the upstream regional big data node 106¢ may generate a general diagnostic
routine by aggregating and analyzing learned knowledge received from all regional big data
nodes that 1t 1s overseeing, servicing, and/or connected to. In this scenario, the upstream
regional big data node 106¢ distributes the general diagnostic routine to any or all of 1ts
regional big data nodes, ¢.g., automatically as generated or on a periodic basis, upon request
of a particular regional big data node, when the upstream regional big data node 106¢
receirves data from a regional big data node that indicates the general diagnostic may be of
use, or for some other reason. Subsequently, and 1n a similar manner, each regional big data
node downstream of the regional big data node 106¢ may distribute the general diagnostic

routine to any number of the local big data providers 1n 1ts respective region.

[0093] In some embodiments, regional big data nodes, ¢.g., the nodes 106a and 106b, may
share learned knowledge with each other, €.g., 1n a peer-to-peer manner. For example, the
regional big data node 106a transmits a new or leamed analytics routine directly to the
regional big data node 106b so that the regional big data node 106b may utilize the new

analytics routine for 1ts own purposes.

[0094] It 1s noted that in FIG. 1, only one upstream regional big data node 106¢ 1s
depicted. However, the techniques and concepts discussed with respect to FIG. 1 may be
applied to any number of upstream regional big data nodes supporting multiple layers or

levels of big data historization, storage and learning.
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[0095] Further, as both regional big data appliances and localized big data appliances
service different respective big data nodes and/or different respective groups or regions of the
process plant 10, but do not service the entire process plant 10 or more than one region
thereof, both regional big data appliances and localized big data apphances are generally and
categorically referred to herein as ““distributed big data apphiances.” Generally, distributed
big data appliances communicate big data with multiple other big data appliances. For
example, a local big data appliance included 1n a particular big data provider node may
communicate learned knowledge and/or big data to other localized big data appliances
included 1n other big data provider nodes, to one or more regional big data appliances, and/or
to a centralized big data apphiance (which 1s described 1n more detail below). Similarly, a
regional big data appliance may recerve big data from one or more localized big data
appliances and/or big data provider nodes. The regional big data appliance may
communicate learned knowledge and/or big data to other regional big data appliances, and/or

to a centralized big data appliance.

[0096] As mentioned above, 1n some configurations of the process control big data
network 100, at least some of the regional big data nodes or devices 106a-106m, local big
data nodes or devices 102a-102n, and/or other big data nodes or devices 104 communicate
respective big data, analytics results, and/or learned information to a centralized big data
node 108. A “centralized big data node,” as referred to herein, typically services multiple
regions of the process plant 10, and 1n some situations, services a majority or an entirety of
the process plant 10. As such, the centralized big data node 108 mncludes one or more
centralized, embedded big data appliances 118 to receive, store, and provide access to process
plant big data. For example, the centralized big data appliance 118 may provide
comprehensive, long-term historization of most or all of the big data generated by the process
plant 10, and/or the centralized big data appliance 118 may publish big data for process plant-
wide availability to other big data nodes, or even to computing devices within or external to

the process plant that are not process control big data nodes.

[0097] In some configurations, a single centralized big data node 108 or appliance 118
may not service an entire process control system or plant 10, but may service more than one
region of the process control system or plant 10. For example, different centralized big data
nodes 108 or appliances 118 may be used within a single plant or system 10 to partition
different types or areas of big data for security and access purposes. In some configurations,

a single centralized big data node 108 or appliance 118 services the entire process plant 10.
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[0098] In the process plant 10, one or more of the regional big data nodes 106a-106m may
cause some or all of 1its generated or received learned knowledge and/or data to be streamed
or otherwise delivered to the centralized big data node 108. For example, one or more of the
regional big data nodes 106a-106m transmits at least some of 1ts respectively stored learned
knowledge and/or data to the centralized big data node 108. In some embodiments, one or
more of the regional big data nodes 106a-106m pushes at least some of 1ts respectively stored
learned knowledge and/or data to the centralized big data node 108 at periodic intervals. In
some embodiments, one or more of the regional big data nodes 106a-106m provides at least a
portion of its respectively stored learned knowledge and/or data 1n response to a request from

the centralized big data node 108.

[0099] The centralized big data node 108 and/or 1ts embedded apphiance 118 may be
configured to further analyze any or all of the receirved leamed knowledge and/or data
received from the regional big data nodes 106a-106m, ¢.g., by utilizing one or more analytics
functions A, — A,. In an embodiment, each of the analytics A, — A, are performed by one or
more big data analyzers 126 of FIG. 2 that are resident on the respective big data node. The
one or more analytics functions A — A, may operate on the received learned knowledge
and/or data to generate additional knowledge and determine relationships between various
entitics and providers internal and external to the process plant 10. The additional knowledge
and determined relationships may be stored and otherwise utilized as additional centralized
big data at the embedded appliance 118, for example. In some cases, the centralized big data
node 108 or appliance 118 utilizes the gener