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(57) ABSTRACT 

The present invention provides a method in which the 
physical connection information and the logical network 
configuration information are kinked to the status of Span 
ning tree, and the status of spanning tree is displayed with 
the physical connection and the logical network configura 
tions. The method can provide the better recognition about 
not only intended the physical and logical configurations but 
the status of spanning tree to a network administrator. 
Therefore, the network administrator can integrally recog 
nize the status of the network and the failure in the network 
will be analyzed easily to recover the network to normal 
state in shorter time. 
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NETWORK MANAGEMENT METHOD 

BACKGROUND OF THE INVENTION 

0001 (1) Field of the Invention 
0002 The present invention relates to a method for 
managing a network comprising a plurality of equipments, 
more specifically the method manages the network with use 
of information in addition of the information of physical 
connection among the equipments and the logical network 
construction information. 
0003) (2) Related Art 
0004. A network managing method or system are dis 
closed in Japanese unexamined application 10–294731 and 
11-340980, in which a physical configuration of the network 
and logical configuration such as Virtual LAN (VLAN) are 
displayed in corresponding with each other. 
0005. In the systems as back ground, a control manager 
gathers information of network information, such as a 
method for identifying the physical connections, and corre 
sponds to the information to logical network configurations 
including a Virtual LAN. The correspondence between both 
sets of information is displayed on a monitor, or the like. 
0006 Further in Japanese unexamined application 2004 
326790, in which a physical a network system is capable of 
gathering, identifying, storing spanning tree information 
from equipments responsive to a packet internet groper and 
calculates to them for displaying the network topology as a 
physical connection configuration. 
0007. The many available network configurations include 
bypass roots for redundant paths. Therefore, the logical 
configuration of Layer 2 (VLAN) includes blocking points 
with cooperation of the spanning tree function to realize. 
construct, and maintain transmission paths. Further, each 
instrument learns and storages MAC addresses on the trans 
mission paths. 
0008. When to monitor the above networks, it is impor 
tant to find out the status of the real communicating paths, 
the status of learning MAC addresses. In case of finding the 
formation of the loop in network during changing the status 
of spanning tree, or during relearning the MAC addresses, 
an interruption temporarily occur by which the connection 
of the line between end-users can not be established. 
0009. The recognizing the status of the real paths and 
spanning trees are important to analyze accidents in the 
network. The techniques disclosed in the references 1 and 2 
can acquire the physical and logical configuration of the 
network at most. The techniques disclosed in the references, 
however, are difficult to the status of real paths on the logical 
configuration of the network and a status of the learning of 
MAC addresses. Therefore it will take a lot of time to find 
and analyze troubles on the network and recover the line, 
because the analysis on the troubles will be done manually 
to investigate the status of the real transmission paths or the 
learning of MAC addresses and will be estimated the 
probable trouble portion. 
0010 Furthermore, the network apparatus disclosed in 
the Reference 3(Japanese unexamined publication 2004 
326790 could not detect an operating status of a network, 
where a connection between ports of devices is not con 
nected by a cable defect or wrong wiring in practice in spite 
of the intention of a network manager that the connection is 
really connected and available on the design of the network. 
The reason why the apparatus could not detect these statuses 
is depend on calculating only the physical configuration 
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from the spanning tree which varies according to the status 
operating the network for obtaining the physical configura 
tion which should be the designed physical and logical 
designed-configuration. 

SUMMARY OF THE INVENTION 

I0011. It is an object of the present invention to provide 
the network managing method which the network manager 
can integrally grasp not only the physical and logical con 
figurations of the system but the status of the spanning tree 
corresponding to the transmission paths. 
I0012 Another object of the present invention is to pro 
vide a network managing method by which the network 
manager can grasp not only the physical and logical con 
figurations of the network but a status of spanning tree 
corresponding to the transmission paths and a status of 
learning MAC addresses. 
I0013 Further object of the present invention is to provide 
a method for managing network, the method is capable of 
detecting a status in which a available path is not previously 
assumed in a usual operating or a status of ordinal trans 
mission paths and capable of detecting a status of learning 
a previously invalid MAC address, such that the MAC 
address designates a previously not assumed port and forms 
a loop on the network. 
Note that the status includes probable failures in the net 
work. Therefore, the object is directed to make a time for 
calculating and repairing the failure remarkably shorten in 
addition of the detections described above. 
I0014) Furthermore the present invention is to provide a 
method for monitoring by which an administrator of the 
system can monitor reliably the network whether the system 
is operating in intended status of spanning tree, such as a 
status of transmission paths, and of learning MAC 
addresses. Accordingly there is provided the method by 
which the administrator easily estimate whether the system 
is operating satisfactorily or not. 
I0015 The present invention provides the configuration in 
which the statuses of spanning tree and learning MAC 
addresses in each logical configuration of VLAN are asso 
ciated and displayed with an object associating a physical 
configuration with a logical configuration. And the present 
invention includes the function for storing the history of the 
statuses and for comparing the difference between two 
histories of the statuses. 
10016 Furthermore, the present invention provides the 
configuration in which the physical configuration and the 
logical configuration are associated based on the setting 
information of devices designed by the network administra 
tor, and provides displaying the status of spanning trees and 
MAC address learning status on the configuration. 
I0017. By virtue of function of the present invention 
described above, the network administrator can integrally 
grasp not only the intended the physical and logical con 
figurations but the status of spanning tree which is non 
Visible transmission paths and the Mac address learning 
Status. 

As a result, the function contribute to easily analyze and 
recover the network when the transmission path accidents 
and the abnormal status of MAC address learning, therefore 
the recovery time will be shorten. 
I0018 (1) The method for managing a network provided 
by the present invention including a plurality of nodes can 
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display on a monitor an object in which the physical 
connection information and logical network configuration 
information are associated. And the method comprises; 
collecting status of spanning tree information operating on a 
logical network configuration from each of the network 
devices; storing the collected Status of spanning tree infor 
mation which is linked to physical connection information 
and logical network configuration information; displaying at 
every logical network configuration obtained on a monitor 
the status of spanning tree from the collected Status of 
spanning tree information, physical connection configura 
tion obtained from physical connection information, and 
logical network configuration obtained from logical network 
configuration information. 
0019. According to the present invention, the status of 
spanning tree at every logical network configuration is 
displayed on a monitor, where the status of spanning tree is 
stored in a form linked with physical connection information 
and logical network information. The network administrator, 
therefore, can grasp integrally not only intended physical 
and logical configurations but the status of spanning tree 
(STP). The interruption in the network can be easily ana 
lyzed and the recovery time to proper service in the network 
will be shortened. 
0020. The display provided by the present invention is 
shown in FIGS. 10 or 11 which is described in detail later. 
On the screen, a block diagram can be displayed comprising 
symbols representing the network devices, ports, the paths in 
the logical network configuration, the status of spanning 
tree. The logical network configuration information means 
the VLAN information which is shown in the embodiment 
later. Physical connection and logical network configuration 
information linked to status of spanning tree information are 
stored in the same manner as conventional one. 
0021 (2) Furthermore, the method for managing network 
provided by the present invention may include; collecting 
MAC address being learned by each of the network devices 
therefrom; storing the collected MAC address in a form in 
which the collected MAC address is linked to physical 
connection information, logical network configuration infor 
mation, and status of spanning tree information; displaying 
a list of the collected MAC address associated with the ports 
of the network device in which the MAC address is learned. 

0022. Thus, according to the present invention, the MAC 
addresses collected from each network device are linked 
with the physical connection information, logical network 
configuration information, and the spanning status informa 
tion and stored, and MAC addresses is displayed in a form 
of list with the ports of a network device learning the MAC 
address at every logical network configuration. Therefore, 
the network administrator can grasp the learning status of 
the MAC addresses of ports of each network device in 
addition of grasping the physical and logical configurations 
and the status of spanning tree. 
The detail explanation will be described later as an embodi 
ment, the list as an example of the embodiments described 
above can be shown in FIG. 13. On the list shown in FIG. 
13, where the stored MAC address is displayed with asso 
ciated ports of the network devices at every logical network 
configuration. Furthermore the sequence of learning of the 
MAC address can be displayed distinctively form other 
MAC address. For examples, the sequence of learning can 
be shown distinctively by use of arrows or the sequential 
numbers. 
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0023 (3) Furthermore the method for managing network 
provided by the present invention comprises; storing previ 
ously stored physical connection configuration information, 
logical network configuration information, status of Span 
ning tree information, and MAC address information into 
the storing means for storing history of collecting informa 
tion in which physical connection information, logical net 
work configuration information, status of spanning tree 
information, and MAC address information; displaying at 
least one of physical connection configuration, logical net 
work configuration, status of spanning tree information, or 
MAC address information when receiving a request for 
selecting previously stored histories. 
0024. As described above, the collected and stored vari 
ous pieces of information are stored as historical information 
and the various pieces of historical information can be 
displayed by the request from the network administrator. 
Then the network administrator can manage integrally the 
network in the present state, taking into the consideration the 
network in the previous state. 
0025. The present invention also improves the processing 
time for interruption analysis by the configuration for com 
paring the various kinds of information at a past time and 
other past time, or at a past time and the present time. For 
faster processing of interruption analysis, it is preferable to 
include configuration for detecting differences between the 
various kinds of information in two different times, where 
the past one of two different times is preferable to be a time 
closest to time before the interruption did not occur. 
0026 (4) Furthermore the method for managing network 
provided by the present invention comprises; estimating the 
abnormality in MAC address learning based on the relations 
between the status of spanning tree of the network devices 
and the ports where the MAC addresses are learned; at every 
logical network configuration, displaying an estimated result 
added on a list where the collected MAC address is asso 
ciated with the ports where the MAC address are learned. 
0027. As an effect provided by the present invention, it is 
easily able to analyze the interrupt in the network because 
the abnormality is estimated from the relationship between 
the status of spanning tree information and the ports of the 
network device in which MAC address is learned, and the 
resultant abnormality is displayed. The abnormality is 
shown as example in FIG. 15, and a detail explanation will 
be described in later embodiment. 

0028 (5) Furthermore the method for managing network 
provided by the present invention further comprises; receiv 
ing a parameter and displaying the list of only the MAC 
address related to the received parameter on the display 
screen at every logical network configuration in the step 
where the collected MAC addresses are displayed as a list in 
which the MAC addresses are related to the ports in the 
network devices where the MAC addresses are learned. 

0029. As an effect provided by the present invention, the 
network administrator can check only the necessary infor 
mation and analyze fast the interruption, because the list 
represents only the MAC addresses designated by the 
parameter and includes no MAC address not designated by 
the parameter. 
0030. For examples, parameters for selecting or filtering 
MAC addresses are: 

0031 (1) device as the parameter for all Mac addresses 
which are being learned a device, 
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0032 (2) device and the port as parameter for MAC 
address being learning by the device, 
0033 (3) MAC address as the parameter the MAC 
address 
0034. The present invention described above can applied 
to apparatus or program, in other word, to the apparatus for 
monitoring network or the program usable for monitoring 
network. 

0035. The network devices include routers, layer 3 
switch, switching HUB, Layer 2 switch. The logical network 
includes VLAN and VPN. The collection of the information 
can be started periodically or when the variation of the 
configuration or the status is detected and can be collected 
by the SNMP 
0036. The steps of the method provided by the present 
invention can be execute as an example by the monitoring 
terminal in a embodiment, or a computer, a designated 
apparatus and the like, or more particularly CPU. The main 
characteristics of the present invention are described above, 
and therefore the sub-combination of the characteristics of 
the present invention can be inventions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0037 FIG. 1 shows a schematic diagram of the present 
invention. 
0038 FIG. 2 shows a schematic figure of a collecting and 
storing part for various kind of information in an embodi 
ment of the present invention. 
0039 FIG.3 shows a schematic figure of a history storing 
and processing part for various kind of information in an 
embodiment of the present invention in an embodiment of 
the present invention. 
0040 FIG. 4 shows a schematic figure of each of dis 
playing and processing parts for a physical configuration 
diagram, a VLAN configuration diagram, and a STP status 
diagram in an embodiment of the present invention. 
0041 FIG. 5 shows an explanatory figure for of a dis 
playing part for MAC address learning status in an embodi 
ment of the present invention. 
0042 FIG. 6 shows a partially enlarged flow chart shown 
in FIG. 5. 
0043 FIG. 7 shows an explanatory figure of collected 
information data structure in an embodiment of the present 
invention. 
0044 FIG. 8 shows an explanatory figure of a physical 
configuration in an embodiment of the present invention. 
004.5 FIG. 9 shows an example of displaying of VLAN 
configuration in an embodiment of the present invention. 
0046 FIG. 10 shows an example of STP status diagram 
regarding VLAN1 in an embodiment of the present inven 
tion. 
0047 FIG. 11 shows an example of STP status diagram 
regarding VLAN2 in an embodiment of the present inven 
tion. 
0048 FIG. 12 shows an explanatory figure of a MAC 
address learning status in VLAN2 in a normal case of an 
embodiment of the present invention. 
0049 FIG. 13 shows an explanatory figure of MAC 
address learning status list shown 12. 
0050 FIG. 14 shows an explanatory figure of a MAC 
address learning status in VLAN2 in a failure case of an 
embodiment of the present invention. 
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0051 FIG. 15 shows an explanatory figure of MAC 
address learning status list shown 14. 

DESCRITION OF THE PREFERRED 
EMBODIMENT 

0.052 Referring to figures, the method for monitoring 
networks as an embodiment is explained. FIG. 1 shows a 
principal and Schematic diagram of the embodiment. 
0053. On the network shown in FIG. 1, there are provided 
a monitoring terminal including a part of the present inven 
tion, a plurality of L3 and L2 switches as objects to be 
monitored. 
0054 The monitoring terminal 1 shown in FIG. 1 
includes a simple network management protocol (SNMP) 
manager which uses a standard protocol “SNMP for col 
lecting necessary information from each of devices 200 to be 
monitored. Furthermore, the monitoring equipment 1 
includes processing part comprising; a physical connection 
information storing part 11 for collecting and storing physi 
cal connection information; a VLAN information storing 
part 12 for collecting and storing VLAN information; a 
spanning tree storing part 13 for collecting and storing status 
of spanning tree; a MAC address storing part 14 for col 
lecting and storing MAC addresses; a history storing part 21 
for Sorting history of information collecting; a physical 
configuration display part 31 for displaying the physical 
configuration and a history thereof; a VLAN configuration 
displaying part 32 for displaying the VLAN configuration 
and history thereof a STP status displaying part 33 for 
displaying the status of STP and the history thereof; a MAC 
address displaying part 34 for displaying information of 
MAC addresses, a history, and estimating and filtering a 
failure; a latest collecting information database 34 for stor 
ing the latest collected information; a plurality of collected 
information history database 42 for storing a history of 
collected information. The monitoring terminal 1 is often 
referred to as Network management station. 
0055. Now each part is described more detail. The physi 
cal connection information storing part 11 collects physical 
connection information of each device on the network via a 
SNMP manager, and links and stores the collected physical 
connection information to and in the latest information 
storing database 41. 
0056. The VLAN information storing part 12 collects via 
SNMP manager the logical configuration information or 
VLAN configuration information which is allocated to each 
device 200 on the network and links the information with the 
physical connection information and then store the logical 
configuration information or VLAN configuration informa 
tion in the latest information storing database 41. 
0057 The spanning tree storing part 13 collects via 
SNMP manager the information of STP status of each device 
200 which operates on the logical configuration or VLAN 
configuration, and links the STP status information with the 
previously collected the physical connection information 
and the logical configuration information or VLAN configu 
ration information which is allocated to each device 200 on 
the network. And then the spanning tree storing part 13 
stores the linked information of STP status in the latest 
information storing database 41. 
0058. The MAC address storing part 14 collects from the 
device 200 the physical configuration information, VLAN 
configuration information and the MAC address information 
learned on the status of SPT via SNMP manager 200. And 
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then the MAC address storing part 14 links the MAC address 
information to the previously collected physical connection 
information, the VLAN configuration information and the 
STP status information, and then stores the linked MAC 
address information in the latest information storing data 
base 41. 
0059. The history storing part 21 has a function for 
reading information in the latest information storing data 
base 41 and for storing the information into the collected 
information history database, where the information has 
been collected and stored in the latest information storing 
database 41. The physical configuration display part 31 has 
a function by which a physical block diagram based on the 
collected and stored physical connection information is 
displayed on the screen of monitoring terminal and the 
display part 31 further has a function for displaying the latest 
or a past history by specifying a database. 
0060. The VLAN configuration displaying part 32 has a 
function by which VLAN block diagram is displayed on the 
screen of monitoring terminal based on the collected and 
stored physical connection information and VLAN informa 
tion. The displaying part 32 also has a function for display 
ing the latest or a past history by specifying a database. 
0061 The STP status displaying part 33 has a function by 
which STP status diagram of every VLAN is displayed on 
the screen of monitoring terminal based on the collected and 
stored physical connection information and VLAN informa 
tion. The displaying part 32 also has a function for display 
ing the latest or a past history by specifying a database. 
0062 Based on the physical connection information, 
VLAN information and the STP status information which 
have been collected and stored, the MAC address displaying 
part 34 has a function by which MAC address information 
at every VLAN is arranged in a form of list associated with 
a port of device learned thereof, and the MAC address 
information is listed in a sequence of the distance from the 
device having the MAC address to a device and is displayed 
on the screen of monitoring terminal. 
0063. The MAC address displaying part 34 also has a 
function for displaying the latest history and the histories in 
past by specifying the database. Further the MAC address 
displaying part 34 has; a function which estimates trouble of 
the MAC address learning status by the calculation of 
association of the STP status and the port of the device 
which the MAC address has been learned and displays the 
list described above and the resultant estimation as a list; a 
filtering function for the list of MAC address associating 
with the specified parameter when the collected MAC 
address information is displayed at every VLAN. 
0064. The collection of each set of information can be 
started periodically or at the time when the variation of the 
configuration or the status is detected. And storing the 
history can be started also periodically or at the time when 
the variation of the configuration or the status is detected. 
0065. It is assumed that the devices 200 to be monitored 
shown in FIG. 1 are ordinarily used devices such as a L3 
switch(router) and L2 switch (switching HUB), in which 
SNMP agent commonly used as a standard managing pro 
tocol for example, is implemented. Further the devices 200 
have a management information base (MIB) for managing 
the physical connection information, VLAN information, 
STP status information, and MAC address information, and 
sends necessary information to monitoring terminal 1. As 
SNMP including SNMP agent, SNMP manager and MIB is 
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well known for the person in the technical field, the SNMP 
can be properly implemented and used, the detail thereof is 
abbreviated. 
0.066 Next, referring to FIG. 2, the processing to collect 
and store various sets of the information is explained. 
0067. In step 110, the monitoring terminal I starts pro 
cessing shown in FIG. 2 for collecting and storing informa 
tion periodically or when the change of the configuration or 
status is detected. And the processing is executed in the 
sequence of the physical connection information storing part 
11, the VLAN information storing part 12, the spanning tree 
storing part 13, and the MAC address storing part 14. 
0068. In the embodiment, the processes in the physical 
connection information storing part 11, the VLAN informa 
tion storing part 12, the spanning tree storing part 13, and the 
MAC address storing part 14 are executed for all of the 
devices 200 to be monitored, while these processes may be 
executed for every device 200 to be monitored. 
0069. The physical connection information storing part 
11 composes a SNMP-MIB acquisition sequence for col 
lecting physical connection information of all ports of the 
device 200, then starts the SNMP manager, and collects the 
physical connection information of all ports from the physi 
cal connection managing information base in the device 200. 
0070 Collective physical connection information is 
stored the physical connection information storing area in 
the latest collected information DB41, where each of the set 
of physical connection information is sequentially linked to 
correspond device and port. This processing is repeated for 
the all device to be monitored. When storing the physical 
connection information, the physical connection informa 
tion is overwritten as the information storing the area, if the 
same device and same port in the latest collected informa 
tion DB41. 
0071 Next, VLAN information collecting and storing 
part 12 composes a sequence for obtaining SNMP-MIB for 
which all VLAN information is collected all VLAN infor 
mation set on all ports of the device 200 to be monitored. 
Then SNMP manager starts, VLAN information collecting 
and storing part 12 VLAN information of all ports from 
VLAN information managing information of the object 
device. 
(0072 Collected VLAN information is linked to the pre 
viously collected physical connection and sequentially 
stored at every devices, ports, and VLANs in the VLAN 
information storing area of the latest collected information 
DB41. This process is repeated for all devices to be moni 
tored. When storing the collective VLAN information, the 
collective latest VLAN information is overwritten on the 
information storing the area, if the same device, same port, 
same VLAN information has been stored. 
0073. The STP status collecting and storing part 13 
showing in FIG. 13 composes SNMP-MIB acquiring 
sequence in order to collect all STP status information which 
operates on all of the Logical VLAL configuration. And then 
the SNMP manager is started, and STP status information 
operates on all ports and whole VLAN is collected from STP 
status managing information base. 
0074 The collected STP status information is stored in 
the STP status storing area in the latest collected information 
DB41, where the STP status information is linked to the 
collected physical connection information and VLAN con 
figuration information at every VLAN, every device or 
every port. The process is repeated for all devices to be 
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monitored. When collective STP status information is stor 
ing, if there is a STP status information for same VLAN, 
same device, or same port, the STP status information stored 
in the area is overwritten as the latest STP status informa 
tion. 
0075. The MAC address information collecting and stor 
ing part 14 shown in FIG. 2 composes SNMP-MIB acquir 
ing sequence in order to collect all MAC address informa 
tion which is learned on the device 200 to be monitor. And 
then the SNMP manager is started, and Mac address infor 
mation is collected from MAC address information manag 
ing information base, where the MAC address information 
has been learned on the all ports, all VLANs, and ALL STP 
Status. 

0076. The collected MAC address information is stored 
in the learned MAC address information storing area in the 
latest collected information DB41, where the MAC address 
information is linked to the collected physical connection 
information and VLAN configuration information at every 
VLAN, every learning MAC address, every learning device 
or every port. The process is repeated for all devices to be 
monitored. When collective STP status information is stor 
ing, if there is a STP status information for same VLAN, 
same device, or same port, the STP status information stored 
in the area is overwritten as the latest STP status informa 
tion. 
0077. Further, collecting and storing of the each set of 
information are shown in executing in a flow chart like one 
stream, while collecting and storing of the each set of 
information may be executed individually by the instruction 
of the user. For the collecting physical connection informa 
tion and VLAN information, it can perform to collect not 
through the SNMP but by manual editing and storing them 
into the latest collected information DB41. 
0078 Referring to FIG. 3, the flow chart is for explana 
tion of executing process of the storing processing part of the 
histories of various kind of information. In the monitoring 
terminal 1 shown in FIG. 3, the storing process part starts 
periodically or on the time of detecting the change of the 
configuration or the status. And a history storing and pro 
cessing part 21 for sorting history of collective information 
executes the following processes in sequence; storing col 
lective physical connection information history; storing col 
lective VLAN information history; storing STP status his 
tory; collective MAC address information history. 
0079. In each of the process for storing histories, the 
information stored in the latest collected information DB1 is 
copied and stored on the collective information history 
DB42 area differing form DB41 with the date of storing the 
history, where the link statuses at collecting the information 
are maintained. The collective information storing process 
may configure such that the process of the individual history 
is executed by the instruction of the user. 
0080 Referring to FIG. 4, the flow chart shown in FIG. 
4 is dedicated to explanation of execution of process for each 
display processing part physical configuration diagram, 
VLAN configuration diagram, and STP status diagram 
which are displayed based on collected various set of 
information. The monitor terminal 1 shown in FIG. 4, the 
physical configuration displaying processing part 31, VLAN 
configuration displaying processing part 32, and the STP 
status displaying processing part 33 are individually started. 
0081. The physical configuration displaying processing 
part 31 executes; retrieving assigned DB41 and DB42: 
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extracting physical connection information of all devices; 
editing icon of device, host name, port identifier, connecting 
line, and the like; and displaying physical configuration 
diagram on the screen of the monitoring terminal. It is also 
preferable to start the physical configuration displaying 
processing for renewing the image of physical configuration 
diagram displayed on the screen by when the data in DB41 
according to the physical configuration has changed. 
I0082. The VLAN configuration displaying and process 
ing part 32 shown in FIG. 4 executes; retrieving the assigned 
DB41 or DB42; extracting physical connection information 
and VLAN information; editing data to be displayed on a 
screen such as an icons of device, host name, port identifier, 
physical connection information with or without VLAN tag, 
and connection lines for every VLAN; and then displays 
VLAN configuration diagram on the screen of monitoring 
terminal. During displaying VLAN configuration diagram 
on the monitoring terminal, it is also preferable configura 
tion which starts the VLAN configuration displaying and 
processing part for renewing the image displayed on the 
screen when the physical configuration and VLAN configu 
ration has varied and the data in DB41 has changed. 
I0083. The STP status displaying and processing part 33 
shown in FIG. 4 executes; retrieving the assigned DB41 or 
DB42; extracting physical connection information, assigned 
VLAN information, STP status information of assigned 
VLAN; editing data to be displayed on a screen such as an 
icons of device, host name, port identifier, VLAN connec 
tion lines; and STP status indicating each port being root 
bridge, blocking port or the like; and then displays the STP 
status diagram on the screen of monitoring terminal. During 
displaying STP status diagram on the monitoring terminal it 
is also preferable configuration which starts again the VSTP 
status displaying and processing part 33 for renewing the 
image displayed on the screen when the physical configu 
ration, VLAN configuration has varied and the data in DB41 
has changed. 
I0084. The flow chart of execution of display processing 
part is explained referring to FIG. 5, where the displaying 
processing part is for displaying MAC address learning 
status list based on the collective MAC address information. 
The part in the flow chart in FIG. 5 is shown in FIG. 6 as an 
enlarged chart. The both flow charts are substantially same, 
while different in figures. The list as an example shown in 
upper right of FIG. 5 is correspondent to the list shown in 
FIG. 13, the list shown in lower right is one in FIG. 15. 
0085. User's instruction starts the MAC address infor 
mation displaying and processing part 31 in the monitoring 
terminal 1 shown in FIG. 5. Instead of the instruction, the 
part 31 can also be started periodically or when a variation 
of the configuration or state is detected. 
I0086. In step 101, DB41 or DB42 is retrieved for extract 
ing all MAC addresses which are learned on the assigned 
VLAN. In this execution, all MAC addresses information 
learned at the assigned devices or the port, or MAC 
addresses information related to assigned MAC address are 
extracted when filtering includes device, port, and MAC 
address. 
I0087. In step 111, a pair of device-port is extracted, 
where the device among the devices having learned the 
extracted MAC address has no port to be connected to the 
other port or the device has an adjacent port learning MAC 
address extracted from the other device to be connected the 
device. The device of the pair of device-port is the closest 
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device having the extracted MAC address. The pair of 
device-port extracted is added to the learning status list. 
In the case that the device in which the adjacent port is a port 
learning MAC address extracted from the destination device 
exists, the two fronts exist. So, the process about same MAC 
address is firstly processed one of two of combinations of 
“device-port' and completed, secondly other combination of 
“device-port is processed. And resultant lists are displayed 
upper and lower. As the case of the existence of the two 
fronts, for example, a PC connected to HUB capable of no 
learning function of MAC address is connected to two 
devices such as HUBs capable of learning of MAC 
addresses. In this case, the device having the same MAC 
address has the closest two devices. 
I0088 Next, in the device of the extracted “device-port,” 
the other ports, which is not learning the MAC address, or 
judge whether STP status of the port of the device adjacent 
to other ports is the broking port or not in step 121. When 
the port of STP status is the broking port, the process serves 
processing of other port. Both ports are not the broking 
ports, the device adjacent to the other port of the device 
through the physical connection information, and extract 
“device-port learning extracted MAC address in Step 131. 
At this step, 
0089. In Step 141, when there exist an adjacent device 
connected to other ports, and the extracted MAC address is 
learned, in step 151 it is judged whether the learning port of 
the adjacent device connected to other ports is directed to the 
specific device or in the adjacent relationship. When the 
learning port of the adjacent device connected to other ports 
is not directed to the specific device, the learning State is 
estimated as abnormal, and the extracted “adjacent device 
port” is in abnormal state with marking “X”, without con 
necting the marking “->'', and then added to the learning 
status list in step 152. When the learning port of the adjacent 
device connected to other ports is directed to the specific 
device, the learning state is estimated as normal, and the 
extracted “adjacent device-port' is in normal state with 
connecting by marking “->.” and then added to the learning 
status list in step 153. And then, the process is done for next 
port repeatedly. And in step 161, it is judged whether the 
process is done for all of the port or not. If unprocessed port 
is there, the process returns to step 121 for an unprocessed 
port. 
0090. In step 171, it is judged whether the processes for 

all the adjacent devices have been successfully executed or 
not when the processes for all the other ports has been done. 
If not, the process returns to step 121 to process the next 
extracted as an object to be processed. When processing for 
all the adjacent devices is executed, it is judged in step 181 
whether the processing for all the MAC addresses is com 
pleted or not. If the processing is not completed, the process 
is returned to step 101, in which the next object MAX 
address is extracted and, the process for adding (the MAX 
address) to the learning State list. 

When all the MAC addresses as objects are completed, in 
step 191 the MAC address learning status list is displayed on 
the screen of a monitor terminal. 

0091. Further, it is preferable to configure the information 
displayed on the screen so as to display resultant new 
information by executing again MAC address information 
display part when any of the physical configuration, the 
responsive VLAN configuration, the STP status, or MAC 
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address learning status is varied or the content of the latest 
collected information Data Base. 

0092. Further, it is also a preferable configuration (not 
shown) that the administrator can be notified the abnormal 
ity in MAC address learning status by the conventional 
alarming function provided in the existent network manage 
ment system when the abnormality can be estimated. The 
abnormality will be estimated when the execution of “the 
process for preparation of MAC address learning status' 
before displaying the MAC address learning status list, 
which is created in MAC address information display pro 
cessing part 34 and will be displayed on the screen of the 
monitor terminal. The execution is performed after the 
processing for MAC address information collecting and 
storing part 14. 
(0093 FIG. 7 shows the example of data structure in the 
collected information data base provided by the present 
embodiment. The data structure in FIG. 7 also shows the 
data in the latest collected information data base and the 
collected information history data base. The management 
information of the databases includes DB identifier and DB 
renewal date and time. 

0094. The area for physical connection information 
includes a structure for storing the host name information, 
the information of a plurality of ports for each device. For 
more detail, the information of port include the information 
concerning to the port identifier, port status, a host name of 
the device at connection destination, the port identifier the 
device at connection destination, the port status of the device 
at connection destination, and the linked destination of 
VLAN information. 

0095. The area for VLAN information, shown in FIG. 7, 
includes a structure for storing the information of host name 
and the information of a plurality of ports for each device 
and port. For more detail, the information of port includes 
the information concerning to the port identifier, the pres 
ence or absence of VLAN tag, a plurality of set of VLAN 
information. Further the plurality of set of VLAN informa 
tion includes information concerning to VLAN-IC, VLAN 
status, MAC address assigned to VLAN, and the linked 
destination of STP status port status. 
0096. The area of STP status shown in FIG. 7 includes a 
structure at each of VLAN-IDs for storing the information 
concerning to; rootbridge priority as the information of root 
bridges in the VLAN; address of the root bridge; and the 
host name of the rootbridge, and further includes a structure 
at each of devices and ports of the devices for storing the 
information concerning to; the host name; the root bridge 
priority; the bridge address; a plurality of set of port infor 
mation. The plurality of set of port information further 
includes information concerning to; the port identifier, kinds 
such as RP, DP, or BP; Status such as BLK, LSN, LRN, or 
FWD; path cost; and a destination linked to physical con 
nection information port. 
0097. The area of the learning MAC address information 
shown in FIG. 7 includes a structure at each of VLAN-IDs 
and each of MAC addresses learned in the VLAN for storing 
the information concerning to; the learned MAC address; the 
device learning the Mac address; a plurality of devices at 
each of the ports; and port information including host name, 
port identifier, the destination linked to STP status port. 
0098. Each of the area described above has the structure 
for storing the linked destination shown graphically by 
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arrow such as “->'' and the collected data are edited and are 
linked to associated information to stored in the each of 
collection and storing parts. 
0099 Next, the specific examples of the physical con 
figuration diagram, the VLAN configuration diagram, and 
STP status diagram are explained. FIG. 8 shows an example 
of the physical configuration of the present embodiment and 
L3 Switch is placed in right and L2 witch is placed in right 
of the L3 Switch. 
0100 For more reliable monitoring on network, L3 
Switch is located as a basic point and the L2 Switches are 
located lower to be connected the L3 Switch. The identifi 
cation of L3 switch is determined by the kind of device 
which is collected. The host name and the port identifier of 
each device are displayed. And the lines between each of 
devices are based on the information and displayed. 
0101 FIG. 9 shows an example of displaying VLAN 
configuration diagram of the embodiment, where VLAN1 
and VLAN2 are added to the physical configuration shown 
in FIG. 8. 
0102. In FIG. 9, positions, hostname and port identifiers 
of each device are according to the physical configuration 
diagram, and the connection lines between the devices are 
based on the presence or absence information of VLAN tag 
at each port. When there are VLAN tags at the ports of 
devices, the lines between the ports of devices are displayed 
with cylindrical lines for easier recognition of physical 
configuration as shown in FIG.9, while solid or dotted lines 
are used for displaying the physical connection between 
ports when the ports have not the VLAN tags. Further, in 
order to identify each of the VLANs between the ports 
having VLAN tag, the solid and dotted lines within the 
cylindrical line are used. 
0103) The ports having no VLAN tag are associated with 
a single VLAN, the solid or dotted lines are used and 
graphically show the physical connection. At the single or 
plural positions around each line, each VLAN-ID is dis 
played to identify the each line. 
0104 FIGS. 10 and 11 are STP status diagram examples 
of every VLAN of the present embodiment. FIG. 10 shows 
the example of STP status diagram regarding VLAN1, and 
FIG. 11 regarding VLAN2. 
0105. The positions, the host names and port identifiers 
of each device in FIGS. 10 and 11 are identical to those in 
the physical configuration and VLAN configuration dia 
grams. The connection lines between the devices in each of 
FIGS. 10 and 11 are identical to the solid or dotted lines 
which are shown in FIG. 9 and set in a corresponding 
VLAN. The way of these representations can show the ports 
associating with the STP operating on the corresponding 
VLAN. 

01.06 Further “RB shown under the host name of the 
device indicates the rootbridge. In FIG. 10, the rootbridge 
in the VLAN1 is L3 switch indicated as L3#1, and in FIG. 
11, the root bridge in the VLAN2 is similarly L2 switch 
indicated as SW4. 

0107 Further, in FIGS. 10 and 11, RP as a root port, DP 
as the representative port, and BP as blocking port are shown 
close to each port identifier of the device, where RP, DP and 
BP show the status of the STP. The blocking port is shown 
by the mark “X” near to the corresponding port. 
0108. The port P15 in SW2 as L2 switch in FIG. 10 is a 
blocking port in the VLAN1, and the port P16 in SW2 as L2 
in FIG. 11 is similarly a blocking port in VLAN2. 
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0109 Next, detailed examples of displayed MAC address 
learning status list are shown and explained in normal and 
failed cases. FIG. 12 shows MAC address learning status in 
VLAN2 in a normal case as the present embodiment. 
0110. In the example shown in FIG. 12, a personal 
computer (PC) having MAC-A as MAC address is con 
nected to P2 of SW3, and PC having MAC-B as MAC 
address is connected to P2 of SW6. FIG. 12 shows STP 
statuses of each device and learning statuses of both devices 
having MAC-A or MAC-B as MAC address. 
0111. The MAC address “MAC-A is learned at P2 of 
SW3 closest to PC having the MAC address “MAC-A', at 
P1 of SW1, at P1 of L3#1, at P16 of SW4, at P15 of SW2, 
and at P16 of SW6. 

0112. The MAC address “MAC-B is learned at P2 of 
SW3 closest to PC having the MAC address “MAC-B”, at 
P2 of SW2, at P15 of SW1, at P2 of L3 #1, at P16 of SW3, 
and at P16 of SW4. 
0113. In this state, when MAC address information dis 
playing processing part is activated, the learning status list 
shown in FIG. 5. Regarding MAC-A, SW3-P2 as a forehead 
and a closest to the PC having MAC-A as a MAC address 
is linked with the marks “->'to SW1-P1 of the device 
adjacent to the learning port of SW3 except P2. And then, 
the devices adjacent to the learning ports of SW1 except P1 
are L3#1, SW4, and SW2, and L3#1-P1, SW4-P16, and 
SW2-P15 are the learning port of each device, respectively, 
then the adjacent ports such as SW1-P16 and L3 it 1-P1 is 
linked with the mark"->”. Further, the devices adjacent to 
the learning port SW2 except P15 are L3#1 and SW6, but 
P16 of SW2 is blocking port, then L3#1 is not further linked 
as shown in FIG. 13, while SW6 is processed so as to be 
linked between SW2-p2 and SW6-P16. As a result, six ports 
in total are linked by the marks “->'' in order to the adjacent 
relation, and the ports with the marks are added the list as 
shown in FIG.13. 
0114 Regarding MAC-B, SW6-P2 as a forehead and a 
closest to the PC having MAC-B as a MAC address is linked 
with the marks “->” to SW2-P2 of the device adjacent to the 
learning port of SW6 except P2. And then, the devices 
adjacent to the learning ports of SW2 except P2 are L3#1, 
SW1. The port P16 of SW2 is the blocking port then the 
device L3#1 is not processed further, while SW1 is pro 
cessed further to link the port 15 of SW2 the port 15 of 
SW15. And the devices adjacent to the learning port except 
P15 of SW1 are L3#1, SW3, and SW4. The port L3#1-P1, 
SW-P16, and SW4-P16 are linked to the corresponding ports 
of SW1. As a result, six ports in total are linked by the marks 
“->'' in order to the adjacent relation, and the ports with the 
marks are added the list as shown in FIG.13. 
0115 FIG. 14 shows a diagram of a MAC address 
learning status in a failed case in VLAN of the present 
embodiment. In this case, the PC having MAC-A as MAC 
address is connected to the port P2 of SW3, and the PC 
having MAC-B as MAC address is connected to the port P2 
of SW6, where SW4 usually being rootbridge is failed. FIG. 
14 shows a STP status of each device in VLAN2, and the 
learning statuses of the devices having MAC address 
MAC-A and MAC address MAC-B. It is supposed that the 
learning status of SW1 concerning MAC-B is become into 
abnormality by the reason of some kind. 
0116 MAC-A is learning at the port P2 of SW3 closest to 
PC having MAV-A as MAC address, at the port P1 of SW1, 
at P1 of L3#1, P16 of SW2, P16 of SW6, respectively. 
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MAC-B is learning at the port P2 of SW6 closest to PC 
having MAV-B as MAC address, at the port P2 of SW2, at 
P1 of L3 #1, P15 of SW1, and P16 of SW3, respectively. The 
learning status of port P15 of SW1 is supposed as being 
failed. 
0117. In this state, when the PC having MAC-A is going 

to communicate with the PC having MAC-B, the packet to 
be relayed is cancelled because P15 in SW2 as a destined 
apparatus to carry out relay is blocking port. Therefore the 
failure in the communication between the two PCs will 
occurs. In this state, the learning status list shown in FIG. 15 
when the MAC address information display processing part 
shown in FIG. 5. 
0118 Regarding MAC-A, SW3-P2 as a forehead and a 
closest to the PC having MAC-A as a MAC address is linked 
with the marks “->” to SW2-P2 of the device adjacent to the 
learning port of SW3 except P2. And then, the devices 
adjacent to the learning ports of SW1 except P1 are L3#1, 
SW4, and SW2. However SW4 being in failure is not 
processed, and the port 15 of the adjacent SW2 is not 
processed also because the port 15 is a blocking port. While 
the L3#1 is processed, MAC address is learned at the port of 
L3#1-P1. The devices adjacent to SW2 except the learning 
port P16 are SW1 and SW6, where the port 15 is the 
blocking port and then the SW1 is not processed, while SW6 
is processed to learn the status of SW6-P16. Therefore. As 
a result, five ports in total are linked by the marks “->'' in 
order to the adjacent relation, and the ports with the marks 
are added the list as shown in FIG. 15. 
0119) And then, the devices adjacent to the learning ports 
of SW2 except P2 are L3#1 and SW1. However the P15 of 
SW2 is a blocking port, and the SW1 is not processed while 
only L3#1 is processed and the MCA-B is learned at 
L3#1-P2, further the device adjacent to L3#1 except the 
learning port P2 is SW1-P16, however, as the learning port 
P15 does not direct to L3#1, then the learning status in SW1 
is considered as abnormal and the mark “X” is attached to 
L3#1-P15 without using the mark “->” and added to the list. 
The three ports SW6-P2, SW2-P2, and L3H1-P2 are con 
nected with the marks “->'' in turn and add to the list. 

0120. After then, the process is started at SW1, the 
devices adjacent to except the learning port P15 in SW1 and 
the port 16 adjacent to L3#1 are SW3 and SW4. SW4 is not 
processed because of failure, while only the SW3 is pro 
cessed. SW1-P15 with the mark “X” shown the abnormality 
and SW3-P16 are linked with the mark “->'', and SW1-P15 
and SW3-P16 are added to the list. If the learning of MCA-B 
is normal, the displayed sequence is, for example, SW6 
P2-sSW2-P2-sL 3 H 1-P 2-sSW 1-P 1 6 -sSW3-P1 6. 

0121. As explained above, the present invention corre 
sponds the physical to the logical configurations (hereinafter 
referred as VLAN) based on the devices information set and 
designed by the network administrator, and the spanning 
trees status, and MAC address, and learning status are 
displayed in a form associated each other. And the history of 
these are stored, and then the configuration possible to 
compare the difference the statuses. By this configuration, 
the administrator can grasp integrally not only the intended 
the physical and logical configurations but the status of 
spanning tree, which is invisible the status of communica 
tion, and MAC address learning status. The present inven 
tion can provide the capability of detection of the state in 
which the communication paths out of the normal predeter 
mined operations are performed or the MAC address learn 
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ing status out of the predetermined status, that is the status 
in which the MAC address is learned by predetermined ports 
caused by the loop or is a state before the failure is occurred. 
Therefore the present invention can provide to easy analysis 
against the failure such as the difficulties of communication 
paths and the abnormality in the status of MAC address 
learning, which serves the shorten to recovery to normal 
status of the communication. 
0.122 Furthermore, the administrator can surely monitor 
the status of the spanning tree, which is the communication 
paths, and the status of learning MAC address, and the easily 
monitoring method by the administrator. 
I0123. The present invention is explained with the 
embodiment described above, but the scope of technical 
range of the present invention is not limited within the 
embodiment. It is possible to various modifications, 
changes, or improvements to the present invention. And the 
embodiments added these are included in the scope of the 
present invention, which are reasonably apparent by the 
claims and the means for Solving the problem. 
What is claimed is: 
1. A method of network management comprising: 
a step of collecting information including a status of 

spanning tree from a device included on a network; 
a step of linking the information including the status of 

spanning tree to both information of physical connec 
tion configuration and information of logical network 
configuration; 

a step of storing the information including the status of 
spanning tree linked to both the information of physical 
connection and the information of logical network 
configuration; and 

a step of displaying the status of spanning tree, the 
physical connection configuration, and the logical net 
work configuration at each the logical network con 
figuration. 

2. A method of network management according to claim 
1 further comprising: 

a step of collecting a MAC address at each of devices on 
the network, the each of devices being learning the 
MAC address; 

a step of linking information including the MAC address 
to information of the physical connection configura 
tion, the information of the logical network configura 
tion, and information of the status of spanning tree; 

a step of linking the MAC address to a port of the each of 
device, the MAC address being learned at the port; and 

a step of displaying a list including the MAC address and 
the port at each the logical network configuration. 

3. A method of network management according to claim 
1 further comprising: 

a step of storing histories of each of the information of the 
physical connection, the information of the logical 
network configuration, the information of the status of 
spanning tree, and the MAC address; and 

a step of selecting at least one of the information of the 
physical connection, the information of the logical 
network configuration, the information of the status of 
spanning tree, or the MAC address; and 

a step of displaying selected one of the information of the 
physical connection, the information of the logical 
network configuration, the information of the status of 
spanning tree, or the MAC address. 
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4. A method of network management according to claim 
2 further comprising: 

a step of estimating a failure of learning the MAC address 
by a relation of the status of spanning tree of each the 
network devices and the port in which the MAC 
address is learned; and 

a step of displaying the list and a resultant estimation of 
the failure at the each logical network configuration. 

5. A method of network management according to claim 
2 further comprising: 

the step of displaying further comprising a step of receiv 
ing a parameter indicating a specific MAC address of 
the MAC addresses and displaying a list of the specific 
MAC address. 

6. A method of network management comprising: 
a step of collecting information including status of Span 

ning tree from a device included on a network; 
a step of linking the information including the status of 

spanning tree to both information of physical connec 
tion configuration and information of logical network 
configuration; 

a step of storing the information including the status of 
spanning tree linked to both the information of the 
physical connection and the information of the logical 
network configuration; and 

a step of displaying the logical network configuration and 
at least one of a kind of port, a status, a root bridge of 
each the device at each of the logical network configu 
ration, the kind of port, the status, and the root bridge 
extracted from the status of spanning tree. 

7. An apparatus for managing a network comprising: 
means for collecting information including status of span 

ning tree from a device included on a network; 
means for linking the information including status of 

spanning tree to both information of physical connec 
tion configuration and information of logical network 
configuration; 
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means for of storing the information including status of 
spanning tree linked to both the information of physical 
connection and the information of logical network 
configuration; and 

means for displaying the status of spanning tree, the 
physical connection configuration, and the logical net 
work configuration at each the logical network con 
figuration. 

8. A medium including a program for executing steps 
compr1S1ng: 

a step of collecting information including status of span 
ning tree from a device included on a network; 

a step of linking the information including status of 
spanning tree to both information of physical connec 
tion configuration and information of logical network 
configuration; 

a step of storing the information including status of 
spanning tree linked to both the information of physical 
connection and the information of logical network 
configuration; and 

a step of displaying the status of spanning tree, the 
physical connection configuration, and the logical net 
work configuration at each the logical network con 
figuration. 

9. A method of network management according to claim 
2 further comprising: 

a step of storing histories of each of the information of the 
physical connection, the information of the logical 
network configuration, the information of the status of 
spanning tree, and the MAC address; and 

a step of selecting at least one of the information of the 
physical connection, the information of the logical 
network configuration, the information of the status of 
spanning tree, or the MAC address; and 

a step of displaying selected one of the information of the 
physical connection, the information of the logical 
network configuration, the information of the status of 
spanning tree, or the MAC address. 
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