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(57) Abstract: Example implementations relate to device policy enforcement. In some examples, a computing device may comprise
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device using proximity data received via a network relationship, and enforce a policy definition included in a computing device policy
definition received from an external computing device based on the location of the mobile device and the distance of the computing

device from the mobile device.
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DEVICE POLICY ENFORCEMENT

Background

10001} Computing devices may be used by multiple users in a closad
space. For example, computing devices may be shared between multiple users
in an office environment.

[0002] Computing devices may be consirained to the closed space for
use by multiple users. The computing devices may be kept in the closed space

for security reasons.

Brief Description of the Drawings

[0003] Figure 1 illustrates an example of a system layout consistent with
the disclosure.

[0004] Figure 2 is a block diagram of an exampie of a computing device
utilized in device policy enforcement consistent with the disclosure.

[0005] Figure 3 is a block diagram of an example of a system consistent
with the disclosure.

[0006] Figure 4 illustraies an exampie of a method consistent with the

disclosure.

Detailed Description

10007} A computing device may be consirained to a closed space for
security reasons. As used herein, the term "computing device” can, for
example, refer to a laptop computer, a desktop computer, or a mobile device
(2.q., a smart phone, tablet, personal digital assistant, smart glasses, a wrist-
worn device, etc.), among other types of computing devices.

[0008] For example, multiple users may use a laptop in an office
environment. The laptop may be constrained to a specified geospatial location,

such as the office environment.
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[0009] The computing device may be constrained {o a geospatial location
for security reasons utilizing gecfencing technigques. As used herein, the term
‘geofence” can, for example, refer {0 a virtual perimeter for a real-world
geographic area. For example, the geofence can be a virtual perimeter of a
real-world office environment, such as an office building. In some examples,
the geofence can be defined by global positioning system (GPS) coordinates.
10010} Utilizing geofencing, a computing device can be constrained to a
geospatial location. In some situations, computing devices may not include a
GPS system included with the computing device. For instance, some
computing devices may not include an integrated GPS system due to costs
associated with including an integrated GPS system. As a result, some
computing devices may not be able 1o be constrained {0 the geospatial location
via a geofence. As used herein, the term "GPS system” can, for example, refer
to a global navigation satellite system that can provide geolocation and time
information to a device that includes a GPS raceiver. As used herein, the term
“‘geolocation” can, for example, refer to a real-world geographic location of an
object, which can, in some exampiles, be defined by a set of geographic
coordinates such as latitude, longitude, and/or elevation.

(00111 Device policy enforcement, according to the disclosure, can allow
for computing devices without GP S or other location based systems to be
constrained to a particular geospatial location defined by a geofence. in some
examples, the geofence may be defined by GPS coordinates provided to the
computing device. A mobile device can be utilized {o determine whether the
computing device is within the geofence. As used herein, the term "mobile
device” can, for example, refer to a phone {e.g., a smart phone), a tablet, a
personal digital assistant (PDA), smart glasses, and/or a wrist-worn device {e.q.,
a smart watch), among other types of mobile devices. Based on the location of
the computing device, the computing device can allow and/or restrict certain
services {0 be run on the computing device utilizing the mobile device and
based on policy definitions.

100121 Figure 1 illustrates an exampie of g system layout 100 consistent

with the disclosure. As illustrated in Figure 1, the system layout 100 may
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include computing device 102, mobile device 104, geofence 106, and external
computing device 108.

[0013] Computing device 102 can determine when a location of mobile
device 104 is within geofence 106. For example, computing device 102 can
determine when mobile device 104 is within a virtual perimeter of a geographic
area, such as an office space, or area within an office space.

10014] Computing device 102 can determine when the location of mobile
device 104 is within geofence 106 using GPS coordinates. As used herein, the
term “GPS coordinates” can, for example, refer to geographic coordinates
including latitude, longitude, and/or elevation, as well as time information. For
example, mobile device 104 can transmit GPS coordinates corresponding to
mobile device 104’s location {o computing device 102, Computing device 102
can compare the GPS coordinates corresponding to mobile device 104’s
location to different GPS coordinates defining geofence 106,

[0018] Although geofence 106 is illustrated in Figure 1 as being circular,
examples of the disclosure are not so limited. For example, gecfence 106 can
be other shapes, such as an oval, square, rectangle, combinations thereof, or
any other shape.

[0016] The different GPS coordinates defining geofence 106 can be
included in a computing device policy definition received from exiernal
computing device 108, As used herein, the term “computing device policy
definition” can, for example, refer to a policy definition that can cause particular
application instructions to be executed and/or prevent particular application
instructions from being executed. As used herein, the term “application
instructions” can, for example, refer {0 machine readable instructions to cause a
processing resource {o perform an operation.

10017} For example, the computing device policy definition received from
external computing device 108 can include the different GPS coordinates
defining geofence 106 such that computing device 102 can determine whether
the location of mobile device 104 1s within geofence 106. The computing device

policy definition may also include a security policy definition and a threshold
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distance of computing device 102 from maobile device 104, as is further
described herein.

(0018} External computing device 108 can be a computing device that is
connected to computing device 102 and/or mobile device 104 via a network
relationship. External computing device 108 can, for exampie, be an external
server.

10019} Although the computing device policy definition is described above
as being received by computing device 102 from external computing device
108, examples of the disclosure are not so limited. For example, mobile device
104 can receive the computing device policy definition from exiernal computing
device 108, and transmit the computing device policy definition to computing
device 102, In other words, computing device 102 can receive the computing
device policy definition from mobile device 104,

10020] Based on the comparison of the GPS coordinates indicating the
location of mobile device 104 and the different GPS coordinates defining
geofence 106, computing device 102 can determine whether mobile device 104
is within geofence 106. For example, if the GPS coordinates corresponding to
the location of mobile device 104 indicate mobile device 104 is ouiside of the
different GPS coordinates defining geofence 108, computing device 102 can
determine mobile device 104 is ouiside geofence 108, Correspondingly, if the
GPS coordinates corresponding to the location of mobile device 104 indicate
mobile device 104 is inside of the different GPS coordinates defining geofence
106, computing device 102 can determine mobile device 104 is within geofence
1086.

10021} Computing device 102 can determine when a distance of
computing device 102 is within a threshold distance of mobile device 104 using
proximity data received from mobile device 104 via a network relationship. The
network relationship can be a wired or wireless naetwork. Examples of such a
network relationship can include a local area network (LAN), wide area network
(WAN), personal area network (PAN), a distributed computing environmaent

(e.g., a cloud computing environment), storage area network (SAN),
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Metropolitan area network (MAN), a cellular communications network,
Bluetooth, and/or the Internet, among other types of network relationships.
[0022] For example, computing device 102 and mobile device 104 can be
connected via a Bluetooth connection. Maobile device 104 can transmit
proximity data to computing device 102 via the Bluetooth connection. As used
herein, the term “proximity data” can, for exampile, refer to data indicating a
spatial proximity between computing device 102 and mobile device 104. The
proximity data can be received by computing device 102. Computing device
102 can determine a distance between computing device 102 and mobile
device 104 using the proximity data.

[0023] In some exampies, proximity data can include a received signal
strength indication (RSSI) value. For example, mobile device 104 can transmit
an R3S value to computing device 102. The RSS! value can correspond to a
distance between computing device 102 and mobile device 104. Based on the
value of the RSSI value, computing davice 102 can detarmine the distance
between computing device 102 and mobile device 104,

[0024] Computing device 102 can compare the distance betwean
computing device 102 and mobile device 104 to a threshold distance. Based on
the comparison, computing device 102 can determing whether computing
device 102 is within the threshold distance of mobile device 104, For example,
computing device 102 can determine the distance between computing device
102 and mobile device 104 is five meters. Computing device 102 can compare
the five meter distance between computing device 102 and mobile device 104
to a threshold distance of ten meters. Based on the comparison, computing
device 102 can determine computing device 102 is within the threshold distance
of mabile device 104,

10025] The threshold distance can be included in a computing device
policy definition received from external computing device 108. For example, the
computing device policy definition received from external computing device 108
can include the threshold distance such that computing device 102 can
determine whether computing device 102 is within the threshold distance of

mobile device 104,
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[0026] The computing device policy definition can include a security
policy definition. As used herein, the term “security policy definition” can, for
example, refer to a definition that can cause particular application instructions to
be executed andf/or prevent particular application instructions from being
egxecuted in order to prevent unauthorized use of computing device 102, For
example, a security policy definition can prevent particular application
instructions from being executed based on the location of computing device 102
and the distance of computing device 102 from maobile device 104 in order to
prevent unauthorized use of computing device 102, as is further described
herein.

[0027] The computing device policy definition can be a predefined policy
definition. For exampile, a user, such as an IT administrator, may define a set of
policies based on security policies.

10028] Computing device 102 can enforce a policy definition included in
the computing device policy definition received from external computing device
108. As used herein, the term “policy definition” can, for example, referto a
definition that can cause particular application instructions to be aexecuted
and/or prevent particular application instructions from being executed.
Computing device 102 can enforce the policy definition based on the location of
mobile device 104 relative to geofence 106 and/or the distance of computing
device 102 from mobile device 104. As an example, the computing device
policy definition can include different GPS coordinates defining geofence 106
such as a latitude (e.q., -30.05963), a longitude (e.q., -51.17052), and a radius
{e.q., 50 meters), a threshold distance {(e.g., 10 meters), and a security policy
definition {e.g., prevent a particular application from being executed).

[0029] In some exampies, computing device 102 can enforce the policy
definition in response to mobile device 104 being outside of geofence 106. For
instance, computing device 102 can compare the GPS coordinates indicating
the location of mobile device 104 and the different GPS coordinates defining
geofence 106, Computing device 102 can determine, based on the GPS
coordinates indicating the location of mobile device 104 as cutside of geofence

106, that mobile device 104 is located ouiside of geofence 106, Based on
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mohbile device 104 being cutside of gecfence 106, computing device 102 can
erforce a policy definition, such as preventing particular application instructions
from being executed (e.g., prevent C\Program Files\Gif\git-bash.exe from
TUNning).

[0030] In some examples, computing device 102 can enforce the policy
definition in response to computing device 102 being beyond the threshold
distance from mobile device 104. For instance, computing device 102 can
utilize proximity data received from maobile device 104 {o determine a distance
between computing device 102 and mobile device 104. Computing device 102
can compare the distance between computing device 102 and mobile device
104 to a threshold distance. Based on the comparison, computing device 102
can determine that computing device 102 is beyond the threshold distance from
mobile device 104, Based on computing device 102 being beyond the threshoid
distance from mobile device 104, computing device 102 can enforce a policy
definition, such as preventing particular application instructions from being
executed (e.g., prevent C:\Program Files\Gif\git-bash.exe from running).

[0031] In some exampies, computing device 102 can enforce the policy
definition in response to mobile device 104 being outside of geofence 106 and
computing device 102 being beyond the threshold distance from mobile device
104. For example, based on mobile device 104 being outside of geofence 106
and computing device 102 being bayond the thresholid distance from mobile
device 104, computing device 102 can enforce a policy definition, such as
preventing particular application instructions from being executed (e.g., prevent
CAProgram Files\Git\git-bash.exe from running).

10032} In some examples, computing device 102 can enforce the policy
definition in response to mobile device 104 being ocutside of geofence 106 for a
threshold amount of time, computing device 102 being beyond the threshold
distance from mobile device 104 for a threshold amount of time, and/or both
mobile device 104 being outside of geofence 106 and computing device 102
being beyond the threshold distance from mobile device 104 for a threshold
amount of time. The threshold amount of time can be included in the computing

device policy definition. For example, computing device 102 can enforce the
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policy definition in response to mobile device 104 being outside of geofence 106
for 120 seconds, computing device 102 being beyond the threshold distance
from mobile device 104 for 120 seconds, and/or both mohbile device 104 being
outside of geofence 106 and computing device 102 being beyond the threshold
distance from mobile device 104 for 120 seconds.

[0033] In some exampies, the threshold amounts of time can be different.
For example, computing device 102 can enforce the policy definition in
responsea to mobile device 104 being cutside of geofence 106 for a first
threshold amount of time. Computing device 102 can enforce the policy
definition in response to computing device 102 being beyond the threshold
distance from mobile device 104 for a second threshold amount of time.

[0034] Computing device 102 can transmit a notification to mobile device
104 and/or external computing device 108 in response {o preventing particular
application instructions from being executed. In other words, computing device
102 can transmit a notification to mobile device 104 and/or external computing
device 108 in response to computing device 102 enforcing a policy definition
included in the computing device policy definition.

10035] The notification can aliow a user of mobile device 104 and/or
external computing device 108 {o be notified that mobile device 104, and
correspondingly, computing device 102, may have been taken out of gecfence
106. The user may be notified and can take precautionary action, such as
notifying a user of maobile device 104 and/or computing device 102.

[0036] Computing device 102 can receive a revised computing device
policy definition from external computing device 108. For example, an T
administrator may decide to modify the different GPS coordinates defining
geofence 106, modify the threshold distance of computing device 102 from
mobile device 104, modify the threshold amount of time mobile device 104 is
outside of geofence 106 and/or the threshold amount of time computing device
102 is beyond the threshold distance from maobile device 104, among other
revisaed computing device policy definitions. The revised computing device

policy definitions can be fransmitied to computing device 102 directly from
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external computing device 108, or to computing device 102 via mobile device
104,

10037} Computing device 102 can reguest a revised computing device
policy definition at predetermined intervals from external computing device 108.
For example, computing device 102 can request the revised computing device
policy definition from external computing device 108 every 60 seconds, although
examples of the disclosure are not limited 10 60 seconds. For example,
computing device 102 can request the revised computing device policy
definition from external computing device 108 more or less frequently than
gvery 60 seconds.

[0038] Computing device 102 can receive the revised computing device
policy definition in response to the request for the revised computing device
policy definition from external computing device 108. The revised computing
device policy definition can be received by computing device 102 directly from
external computing device 108, or via mobile device 104,

10039} Device policy enforcement according to the disclosure can allow a
computing device to determine its location using GPS coordinates of a mobile
device. The computing device can enforce various policies based on the
location of the computing device relative to the mobile device. Device policy
enforcement can allow for location based security of a computing device without
the computing device including GPS functionality. This can allow for lower cost
location based security that can be compatible with existing infrastructure.
(00407 Figure 2 is a block diagram 210 of an exampie of a computing
device 202 utilized in device policy enforcement consistent with the disclosure.
As described herein, the computing device 202 {(e.g., computing device 102,
previously described n connection with Figure 1) may perform a function related
to device policy enforcement. Although not illustrated in Figure 2, the
computing device 202 may include a machine-readable storage medium.
Although the following descriptions refer to an individual processing resource
and an individual machine readable storage medium, the dascriptions may also
apply to a system with multiple processing resources and multiple machine

readable storage mediums. In such examples, the computing device 202 may
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be distributed across muttiple machine readable siorage mediums and the
computing device 202 may be distributed across multiple processing resources.
Put another way, the instructions executed by the computing device 202 may be
stored across multiple machine-readable storage mediums and executed across
multiple processing resources, such as in a distributed or virtual computing
environment.

10041} As Hllustrated in Figure 2, the computing device 202 may comprise
a processing resource 212, and a memory resource 214 storing machine
readable instructions o cause the processing resource 212 1o perform an
operation relating to device policy enforcement. That is, using the processing
resource 212 and the memory resource 214, the computing device 202 may
enforce a policy definition, among other operations. Processing resource 212
may be a central processing unit (CPU), microprocessor, and/or other hardware
device suitable for retrieval and execution of instructions stored in memory
resource 214,

10042} The computing device 202 may include instructions 216 stored in
the memaory resource 214 and executable by the processing resource 212 to
determine when a location of a mobiie device is within a geofence. For
example, computing device 202 may include instructions 216 stored in the
memory resource 214 and executable by the processing resource 212 to
determine when a location of a mobile device is within a geofence using GPS
coordinates received from the mobile device defining a location of the mobile
device. For example, the geofence can be defined by different GPS
coordinates, and the GPS coordinates of the mobile device can be compared to
the different GPS coordinates defining the gecfence. Based on the comparison,
computing device 202 can determine when the maobile device is within the
geofence or outside the geofence. Since the location of the mobile device can
correspond to the location of computing device 202, the computing device 202
may, correspondingly, determine the computing device 202 is within the
geofence or outside the gecfence.

[0043] The computing device 202 may include instructions 218 stored in

the memory resource 214 and executable by the processing resource 212 to

10
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determine when a distance of the computing device 202 from the mobile device
is withinn a threshold distance. For example, computing device 202 may include
instructions 218 stored in the memory resource 214 and executable by the
processing resource 212 to determine when a distance of the computing device
202 from the mobile device is within a threshold distance of the mobile device
using proximity data received by computing device 202 via a network
relationship. For example, computing device 202 can compare a distance
betwaen computing device 202 and the mobile device to a threshold distance.
Based on the comparison, computing device 202 can determine whether
computing device 202 is within the threshold distance of the mobile device.
[0044] The computing device 202 may include instructions 220 stored in
the memory resource 214 and executable by the processing resource 212 to
enforce a policy included in a computing device policy definition. For example,
computing device 202 may include instructions 220 stored in the memory
resource 214 and executable by the processing resource 212 to enforce a
policy definition included in a computing device policy definition received from
an external computing device based on the location of the computing device
202 and the distance of the computing device 202 from the mobile device. In
some exampies, computing device 202 can enforce the computing device policy
definition in response {o the location of the mobile device (and, correspondingly,
the location of the computing device) being cutside the geofence. In some
examples, computing device 202 can enforce the computing device policy
definition in response to computing device 202 being beyond the threshold
distance from the mobile device. In some examples, computing device 202 can
enforce the computing device policy in response to the location of the mobile
device {(and, correspondingly, the location of the computing device) being
outside the geofence and computing device 202 being beyond the threshold
distance from the mobile device.

10045} In this manner, the computing device 202 may determine when a
focation of a mobile device is within a geofence, determine when a distance of
computing device 202 from the mobile device is within a threshold distance, and

to enforce a policy included in a computing device policy definition.

11
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[0046] Figure 3 is a block diagram of an example of a system 322
consistent with the disclosure. In the example of Figure 3, system 322 includes
a processing resource 312 (e.q., processing resource 212, previously described
in connection with Figure 2) and a machine readable storage medium 324,
Although the following descriptions refer to an individual processing resource
and an individual machine-readable storage medium, the descriptions may also
apply to a system with multiple processing resources and multiple machine-
readable storage mediums. In such examples, the instructions may be
distributed across multiple machine-readable storage mediums and the
instructions may be distributed across multiple processing resources. Put
another way, the instructions may be stored across multiple machine-readable
storage mediums and executed across multiple processing resources, such as
in a distributed computing environment.

[0047] Processing resource 312 may be a central processing unit (CPU),
ricroprocessor, and/or other hardware device suitable for retrieval and
execution of instructions stored in machine readable storage medium 324, In
the particular example shown in Figure 3, processing resource 312 may receive,
determine, and send instructions 326, 328, and 330. As an altermative or in
addition to retrieving and exacuting instructions, processing resource 312 may
include an electronic circuit comprising an electronic component for performing
the operations of the instructions in machine readable storage medium 324,
With respect to the executable instruction representations or boxes described
and shown herein, it should be understood that part or all of the executable
instructions and/or electronic circuits included within one box may be included in
a different box shown in the figures or in a different box not shown.

[0048] Machine readable storage medium 324 may be any electronic,
magnetic, optical, or other physical storage device that stores executable
instructions. Thus, machine readable storage medium 324 may be, for
example, Random Access Memory (RAM), an Electrically-Erasable
Programmable Read-Only Memory (EEPROM), a storage drive, an optical disc,
and the like. The executable instructions may be “installed” on the system 322

Hlustrated in Figure 3. Machine readable storage medium 324 may be a

12
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portable, external or remote storage medium, for example, that allows the
system 322 to download the instructions from the poriable/externaliremote
storage medium. In this situation, the executable instructions may be part of an
“installation package”. As described herein, machine readable storage medium
324 may be encoded with executable instructions related to antenna
polarization patterns.

10049} Instructions 326 to determine when a location of a mobile device is
within a geofence, when exacuted by processing resource 312, may cause
system 322 to determing when a location of a mobile device is within a
geofence using GFS coordinates received from the mobile device that define a
location of the mobile device. The geofence can be defined by different GPS
coordinates. The GPS coordinates of the mobile device can be compared to
the different GPS coordinates defining the geofence and based on the
comparison, the system 322 can determine when the mobiie device is within the
geofence or outside the geofence.

10050} Instructions 328 to determine when a distance of a computing
device including the machine readable meadium is within a threshold distance
from the mobile device, when executed by processing resource 312, may cause
system 322 to determine when a distance of a computing device including the
machine readable medium 324 is within a threshold distance from the mobile
device using proximity data to the mobile device received from the mobile
device via a network relationship. For example, a distance between a
computing device including machine readable storage medium 324 and the
mobile device can be compared o a threshold distance. Based on the
comparison, system 322 can determine whether the computing device including
machine readable storage medium 324 is within the threshold distance of the
maobile device.

[0051] Instructions 330 to prevent the processing resource 312 from
executing particular application instructions, when executed by processing
resource 312, may cause system 322 to prevent, in response {o the mobile
device being outside of the gecfence and/or the computing device being beyond

the threshold distance, the processing resource 312 from executing particular

13
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application instructions included in a computing device policy definition received
from an external computing device. In some examples, system 322 can prevent
the processing resource 312 from executing particular application instructions in
response to the mobile device being outside of the geofence and/or the
computing device being beyond the threshold distance for a threshold period of
time.

10052] Figure 4 illustrates an exampie of a method 432 consistent with
the disclosure. Method 432 may be performed by a computing device (e.g.,
computing device 102, 202, described in connection with Figures 1 and 2,
respectively).

[0053] At 434, the method 432 may include receiving, by a computing
device, GPS coordinates from a mobile device, proximity data to the mobile
device, and a computing device policy definition from an external computing
device. The computing device policy definition can include, for example,
different GPS coordinates defining a gecfence, a security policy definition, a
threshold distance of the computing device from the mobile device, etlc.

[0054] At 438, the method 432 may include determining, by the
computing device, whether the location of the mobile device is within a
geofence. For example, the computing device can determine whether the
location of the mobile device is within a gecfence defined by the different GPS
coordinates included in the computing device policy definition. The computing
device can compare the GPS coordinates received from the mobile device with
the different GPS coordinates defining the geofence 1o determine whether the
mobile device is within the geofence.

[0055] AL 438, the method 432 may include determining, by the
computing device, whether a distance of the computing device from the mobile
device is within a threshold distance. For example, the computing device can
determine whether the distance of the computing device from the mobile device
is within a threshold distance from the mobile device. The threshold distance
can be included in the computing device policy definition. The distance of the
computing device from the mobile device can be determined using proximity

data received by the computing device from the mobile device.
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[0056] At 440, the method 432 can include preventing, by the computing
device, the computing device from executing predefined application instructions
in response to the mobile device being outside of the gecfence and the
computing device being beyond the threshold distance. The computing device
can prevent the predefined application instructions from being executed based
or the mobile device being outside the geofence and the computing device
being beyond the threshold distance from the mobile device for a threshold
armount of time.

10057] Method 432 may include requesting, by the computing device, a
revised computing device policy definition. The computing device can request a
revised computing device policy definition at predetermined intervals from an
aexternal computing device. For example, the computing device can request a
revised computing device policy definition every 120 seconds, more frequently
than every 120 seconds, or less frequently than every 120 seconds.

[0058] in the foregoing detailed description of the disclosure, reference is
made {o the accompanying drawings that form a part hereof, and in which is
shown by way of liustration how examples of the disclosure may be practiced.
These examples are described in sufficient detail to enable those of ordinary
skill in the art to practice the examples of this disclosure, and it is to be
understood that other examples may be utilized and that process, electrical,
and/or structural changes may be made without departing from the scope of the
disclosure.

[0059] The figures herein follow a numbering convention in which the first
digit corresponds o the drawing figure number and the remaining digits identify
an element or component in the drawing. Similar elements or components
betwaen different figures may be identified by the use of similar digits. For
example, 102 may reference element "027 in Figure 1, and a similar element
may be referenced as 202 in Figure 2. Elements shown in the various figures
herein can be added, exchanged, and/or eliminated s0 as o provide a plurality
of additional examples of the disclosure. In addition, the proportion and the
relative scale of the elements provided in the figures are intended to illustrate

the examples of the disclosure, and should not be taken in a limiling sense.
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Further, as used herein, "a plurality of” an element and/or feature can refer o

more than one of such elements and/or features.

16



WO 2019/078889 PCT/US2017/057652

What is claimed:

1. A computing device, comprising:
a processing resource; and
a memory resource storing machine readable instructions {o cause the
processing resource {o:
determine when a location of a mobile device is within a geofence
using global positioning system (GPS) coordinates received from the mobile
device defining a location of the mobile device,
determine when a distance of the computing device from the
mobile device is within a threshold distance of the mobile device using proximity
data received via a network relationship; and
enforce a policy definition included in a computing device policy
definition received from an external computing device based on the location of
the mobile device and the distance of the computing device from the mobile

device.

2. The computing device of claim 1, wherein the policy definition included in

the computing device policy definition is a security policy definition.

3. The computing device of claim 1, wherein the computing device policy

definition includes different GPS coordinates defining the gecofence.

4, The computing device of claim 3, wherein determining whether the
location of the computing device is within the geofence includes comparing the
GPS coordinates receivad from the mobile device with the different GPS

coordinates defining the geofence.

5. The computing device of claim 1, wherein the computing device policy

definition includes the threshold distance from the mobile device.
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6. The computing device of claim 1, wherein enforcing the policy definition
includes preventing the computing device from executing particular application

instructions in response to the mobile device being outside of the geofence.

7. The computing device of claim 1, wherein enforcing the policy definition
includes preventing the computing device from executing particular application
instructions in response to the computing device being beyond the threshold

distance.

8. A non-transitory machine readable medium having stored thereon
machine readable instructions {0 cause a processing resource {o:

determine when a location of a mobile device is within a geofence using
global positioning system (GPS) coordinates received from the mobile device
that define a location of the mobile device;

determine when a distance of a computing device including the machine
readable medium is within a threshold distance from the mobile device using
proximity data to the maobile device received from the maobile device via a
network relationship; and

prevent, in response to at least one of the mobile device being cutside of
the geofence and the computing device being beyond the threshold distance,
the processing resource from executing particular application instructions
included in a computing device policy definition received from an external

computing device.

8. The medium of claim 8, comprising instructions {o prevent the processing
resource from executing the particular application instructions in response to at
least one of the computing device being outside of the geofence and bevond the

threshold distance for a threshold amount of time.

10, The medium of claim 8, wherein the computing device policy definition is

a predefined policy definition.
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1. The medium of claim 8, comprising instructions to transmit a notification
to at least one of the mobile device and the external computing device in
response (o preventing the processing resource from executing the particular

application instructions.

12,  The medium of claim 8, comprising instructions to receive a revised

computing device policy definition from the external computing device.

13, A method, comprising:
raceiving, by a computing device:
global positioning coordinates (GPS) from a mobile device;
proximity data to the mobile device; and
a computing device policy definition from an external computing
device;
determining, by the computing device, wheather:
the location of the mobile device is within a geofence defined by
different GPS coordinates included in the computing device policy definition
using the GPS coordinates received from the mobile device; and
a distance of the computing device from the mobile device using
the proximity data is within a threshold distance from the mobile device included
in the computing device policy definition; and
preventing, by the computing device, the computing device from
executing predefined application instructions included in the computing device
policy definition In response to the mobile device being outside of the geofence

and the computing device being beyond the threshold distance.

14.  The method of claim 13, wherein the method includes reguesting, by the
computing device, a revised computing device policy definition at predetarmined

intervals from the external computing device.

15, The method of claim 14, wherein the method includes receiving the

revised computing device policy definition in response to the requesting, by the
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computing device, the revised computing device policy definition from the

external computing device.
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