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81 Sending service data comprising a unique identification code and a variable
identification code of a client to a server

52 Comparing whether the unique identification code and the variable identification
code which are acquired by means of parsing are completely the same as a recorded
unique identification code and variable identification code of the client

S4 When no copy attack is received, updating the variable identification code in local
secure storage

AA  Client

BB Server

CC If the comparison result is not the same, executing a pre-set response action;
otherwise, sending a new variable identification code

DD Executing a pre-set response action, or sending a new variable identification code

(57) Abstract: A processing method for presenting a copy attack, and a server and a client. The method comprises: a client sending
service data comprising a unique identification code and a variable identification code of the client to a server (S1); the server comparing
whether the unique identification code and the variable identification code which are acquired by means of parsing are completely
the same as a unique identification code and a variable identification code of the client which are recorded by the server (S2); if the
comparison result is not the same, then the server determining that local secure storage of the client is suffering from a copy attack and
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executing a pre-set response action; otherwise, the server sending a new variable identification code to the client (S3); and the client
updating the received new variable identification code to the local secure storage (S4). By means of the method, the difficulty in copy
attacks can be increased, and the harmfulness from the implementation of copy attacks can be reduced, thereby increasing the security
of application data storage in a terminal device, reducing the loss of the user property, and protecting the security of the user property.
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