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(57) Abstract: Disclosed in the present invention are a biometric characteristic-based security authentication method, device and elec-
tronic equipment, said method comprising: a terminal obtaining a first biometric characteristic according to a received biometric au-
thentication request; the terminal matching said first biometric characteristic to a pre-set second biometric characteristic, generating
a match result; the terminal using a private key of the security credentials of the terminal to encrypt the match result and obtain first
ciphertext data, said security credentials uniquely corresponding to said terminal; the terminal sending to an authenticator the first
ciphertext data and public key credentials of the security credentials, said authenticator being a server or the terminal. The present
invention is used to solve the problem of security risks in current identity authentication.
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