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Description

BACKGROUND

[0001] Users of electronic devices frequently need to access data storage systems (e.g., key-value stores) to obtain
various types of information and/or perform various operations. Many different techniques have been devised for con-
trolling storage and retrieval of data items in data storage systems. Integrity of data operations is an ongoing concern,
as owners of data may be unaware of tampering of their data stores or the functionality of operations on their data.
[0002] US 2010/212017 A1 provides a method and system for preserving trustworthiness of data, the method including
storing data on an untrusted system, and committing the data to a trusted computing base (TCB). The committing
includes upon an end of a predetermined time interval, transmitting a constant size authentication data from the untrusted
system to the TCB, and the TCB preserving trustworthiness of the authentication data based on performing a single
hash operation of a first root and a second root of a general hash tree representing authenticated data.
[0003] WO 2008/147400 A1 discloses an authentication system in which a client maintains a minimal cryptographic
state that consistently represents an outsourced file-system, against which file-system operations performed by the
untrusted server can be verified to determine if they have been executed correctly.
[0004] ROHIT JAIN ET AL: "Trustworthy data from untrusted databases" addresses the question of whether it is
necessary to trust a database server in order to trust the data retrieved from it, and aims to reduce the level of trust
necessary in order to establish the authenticity and integrity of data at the untrusted server. BLUM M ET AL: "Checking
the correctness of memories" aims to extend the notion of program checking to include programs which alter their
environment.

SUMMARY

[0005] The invention provides a method, a system, and a computer-readable medium, as defined by the appended
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006]

FIG. 1 is a block diagram of an example architecture for controlling security of data in an example data storage system.
FIG. 2 is a block diagram of an example untrusted module (UM) key-value database using an example index.
FIG. 3 illustrates example pseudocode for an example trusted module (TM) lookup operation.
FIG. 4 illustrates example pseudocode for an example TM insert operation.
FIG. 5 illustrates example pseudocode for an example TM delete operation.
FIG. 6 illustrates example pseudocode for an example read and write for a memory operation.
FIG. 7 illustrates example pseudocode for an example epoch transition.
FIG. 8 is a block diagram of example batches generated by an example UM for TM processing.
FIG. 9 is a block diagram of an example implementation of an example TM using a Field-programmable gate array
(FPGA).
FIG. 10 is a block diagram of an example client workflow illustrating example possible attacks.
FIG. 11 is a block diagram of an example architecture for an example system for controlling security in an encrypted
database management system.
FIG. 12 illustrates an example MERKLE tree implementation.
FIG. 13 illustrates example experimental results of throughput for workload A.
FIG. 14 illustrates example experimental results of throughput for workload B.
FIG. 15 illustrates example experimental results of throughput for workload C.
FIG. 16 illustrates example experimental results of throughput for workload D.
FIG. 17 illustrates example experimental results of throughput for workload C, varying a number of UM cores and
TM cores.
FIG. 18 illustrates example experimental results of PCIe utilization.
FIG. 19 illustrates example experimental results of latency.
FIG. 20 illustrates example experimental results of throughput with deferred verification.
FIGs. 21A-21C are a flowchart illustrating example operations of the system of FIG. 11.
FIGs. 22A-22E are a flowchart illustrating example operations of the system of FIG. 11.
FIGs. 23A-23C are a flowchart illustrating example operations of the system of FIG. 11.
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DETAILED DESCRIPTION

I. Introduction

[0007] Recent developments in hardware platforms have exploited various processors, and various storage devices,
in efforts to provide higher performance (e.g., speed, efficiency) and more secure processing of confidential data. Integrity
of data operations is an ongoing concern, as owners of data may be unaware of tampering of their data stores or the
functionality of operations on their data.
[0008] Example techniques discussed herein may provide a key-value store that provides strong integrity guarantees,
while advantageously maintaining high performance competitive with current systems that may not provide such guar-
antees. As used herein, "integrity guarantees" refer to guarantees such that that any tampering of the key-value store
(e.g., database) or its functionality may be provably detected. Example techniques discussed herein may be highly
parallel to handle concurrent operations efficiently and may use a small trusted computing base (e.g., a secure, trusted
computing base).
[0009] Example techniques discussed herein may provide a design of untrusted-trusted functionality to minimize the
trusted functionality footprint (e.g., trusted computing base).
[0010] Example techniques discussed herein may provide optimizations for implementing the untrusted functionality.
[0011] Further, example techniques discussed herein may provide optimizations for implementing the trusted func-
tionality.
[0012] Further, example techniques discussed herein may provide parallelization of the trusted functionality.
[0013] Example techniques discussed herein may include techniques for implementation of the trusted functionality
on a Field-programmable gate array (FPGA).
[0014] An example goal of designing tamper-proof database systems is to ensure, using cryptographic techniques,
that unauthorized and potentially malicious users cannot change the state of a database. Conventional approaches may
employ MERKLE trees; however, this technique may involve performance, at best, on the order of hundreds of operations
per second. Example techniques discussed herein, may provide tamper-proof systems that can handle millions of op-
erations per second. Such example approaches may be based on FPGA secure co-processors and a protocol that
periodically verifies the integrity of the database. Such example approaches may be highly parallelizable to handle
concurrent requests. Such example approaches may further advantageously involve a small, verifiable trusted code
base so that bugs may be less likely to compromise the security of the system.
[0015] Integrity is an example of a security guarantee that many cloud providers may desire to provide to their customers.
As discussed herein, a system that implements integrity detects if an unauthorized user makes changes to the state of
a service, such as a file system, database system, or key-value store. For example, integrity safeguards may detect if
an attacker who has acquired root access on a machine that runs such a service changes the salary of an employee in
an HR (human resources) database. For example, integrity may also provide help against "replay attacks" in which an
unauthorized user attempts to roll back the state of a service, thereby removing the effects of recent changes such as
an electronic payment.
[0016] Conventional techniques for implementing integrity may rely on cryptographic hashing and MERKLE trees. For
example, a cryptographic hash of the system state (data values) may be stored at a secure location, which may typically
be the client. The collision-free property of the hash implies that any unauthorized change to the data also changes its
hash and may thus be detected by comparing a newly computed hash with the hash stored in the secure location.
MERKLE trees are an example technique to make such cryptographic hashing incrementally updatable and locally
verifiable; thus, it is not necessary to scan the entire database to update or verify hashes. This approach may provide
integrity guarantees against substantially powerful attackers, such as system administrators and database administrators
who have root access to the service and the machines that run the service. In a cloud scenario, this means the cloud
provider is untrusted for the purposes of integrity verification. Assumptions underlying this approach include the collision-
free property of hashing and the security of the location storing the hash.
[0017] However, the MERKLE-tree-based approach may provide challenges in efforts to implement the approach in
a performant way. For example, a recent implementation based on MERKLE trees (see, e.g., Jain et al., "Trustworthy
Data from Untrusted Databases," In Proceedings of the 29th IEEE International Conference on Data Engineering (ICDE),
2013, pages 529-540) reports a throughput of a few hundred key-value operations per second. This performance may
be insufficient for many cloud services, so in practice integrity may only be implemented for a few high-security appli-
cations. One potential performance concern of the MERKLE-tree-based approach is that read and write operations may
involve logarithmic overhead to navigate and update the nodes of the MERKLE tree. Another potential concern is that
MERKLE trees may limit concurrency because every operation (including reads) may need to update the root of the
MERKLE tree. As a result, the root node may become a hot spot and all operations may need to be serialized in order
to update the root of the MERKLE tree in the correct order. This serialization may limit parallelism and, by extension,
potential throughput. Further, the conventional approach of using the client as the secure location to store the hashes
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may introduce performance overheads due to network latency.
[0018] There has been substantial work on providing integrity guarantees over outsourced databases (see, e.g., Jain
et al., supra; Devanbu et al., "Authentic Data Publication over the Internet," Journal of Computer Security, 11(3),2003,
pp. 291-314; Li et al., "Dynamic Authenticated Index Structures for Outsourced Databases," Proceedings of the ACM
SIGMOD International Conference on Management of Data, 2006, pages 121-132; Singh et al., "Ensuring Correctness
over Untrusted Private Database," Proceedings of the 11th International Conference on Extending Database Technology
(EDBT), 2008, pages 476-486). Much of the work relies on MERKLE tree (MHT) (see, e.g., R. C. Merkle, "A Digital
Signature Based on a Conventional Encryption Function," Proceedings of the 1987 Conference on the Theory and
Applications of Cryptographic Techniques (CRYPTO), 1987, pages 369-378) variants and stores the hash of the MERKLE
tree at the client. As shown in FIG. 12, MERKLE trees can be used to generate proofs of correctness and completeness
of data stored in the outsourced database. FIG. 12 shows one representative MHT variant; Li et al., supra, provides a
survey of other example variants. FIG. 12 illustrates a B-Tree based MHT 1202. As shown in FIG. 12, the proof for a
key 31 (1204) is the path that includes nodes P8, P2, and P0 (1206, 1208, 1210). A client 1212 who has a cryptographic
hash 1214 of PO 1210 is able to verify that key 31 (1204) is present in the database. The same proof also shows that
key 32 is not present.
[0019] In much of this work, MERKLE tree is constructed directly over data, meaning that the leaf nodes of the tree
comprise records in the database. This approach may not be update friendly: any changes to the database may induce
(non-commutative) structural changes to the MERKLE tree, which may involve exclusive access to the root, which may
limit concurrency. Accordingly, much of the conventional work focuses in a data publishing setting and assumes infrequent
changes. An exception is the work by Jain et al., supra, which presents an example protocol for ensuring transactional
integrity of updates from multiple clients. That example protocol works by having a special client (data owner) keep track
of MHT root hash changes over transactions. For a key-value workload they report numbers in the range of hundreds
of transactions per second. However, their solution is general.
[0020] An exception to the trend of using the client to store MHT hashes is discussed by Bajaj et al., "CorrectDB: SQL
Engine with Practical Query Authentication," Proc. of the VLDB Endowment, 6(7), 2013, pp. 529-540, which discusses
using server colocated secure hardware; however their work focuses on analytical, not transactional workloads. For
example, Goodrich et al. ("Super-efficient Verification of Dynamic Outsourced Databases," Proceedings of the 2008
Cryptographers’ Track at the RSA Conference (CTRSA), 2008, pages 407-424) present algorithmic ideas over MHTs
resulting in sub-logarithmic verification.
[0021] Some work on database integrity relies on public-key cryptography and digital signatures (see, e.g., Pang et
al., "Authenticating Query Results in Edge Computing," Proceedings of the 20th IEEE International Conference on Data
Engineering (ICDE), 2004, pages 560-571; Pang et al., "Verifying Completeness of Relational Query Results in Data
Publishing," Proceedings of the ACM SIGMOD International Conference on Management of Data, 2005, pages 407-418;
Mykletun et al., "Authentication and Integrity in Outsourced Databases," ACM Transactions on Storage (TOS), Vol. 2,
Issue 2, 2006, pp. 107-138). However, the performance of these systems may be less advantageous than those using
MERKLE trees since they rely on substantially slower public-key cryptography. Pang et al., "Verifying Completeness of
Relational Query Results in Data Publishing," supra, presents an example notion of signatures on pairs of adjacent keys.
[0022] Using example techniques discussed herein, it may be possible, at least, to implement integrity and sustain
throughput of millions of operations per second. One example design and implementation of a high-performance, highly
scalable key-value store may be referred to herein as a CVTREE, although the discussion herein is not intended to be
limited to this one example implementation. Although example results are demonstrated herein in the context of a key-
value store, one skilled in the art will appreciate that the example techniques discussed herein may also be applied more
broadly, for example in file systems and more general database systems.
[0023] An example implementation of integrity in CVTREE is different from conventional techniques in at least two
ways. First, CVTREE may use secure (e.g., cloud-based) hardware to store secrets and perform computations on those
secrets. Specifically, CVTREE may use secure (e.g., cloud-based) FPGAs (see, e.g., Eguro et al., "FPGAs for Trusted
Cloud Computing," International Conference on Field-Programmable Logic, Reconfigurable Computing, and Applica-
tions, 2012, pp. 63-70), where every server has an integrated FPGA, allowing integrity checks to be performed within
the server without incurring network latency. For example, the FPGAs may be designed in such a way that not even the
cloud provider who offers the CVTREE service can tamper with the FPGAs or violate integrity without users detecting
this violation.
[0024] Second, CVTREE may be based on a deferred verification model. Rather than verifying the integrity with every
read or write operation (which is the model typically implemented with MERKLE trees), CVTREE may, for example,
adapt an algorithm by Blum et al. (see, e.g., Blum et al., "Checking the Correctness of Memories," Algorithmica, Vol.
12, Issue 2-3, 1994, pp. 225-244). For example, the integrity of the entire key-value store may be periodically verified.
When a violation is detected, the application may roll back the key value store to the last verified state. As a result, an
example CVTREE implementation may be subject to a performance / usability tradeoff: the lower the frequency of
verifications, the higher performance, but the more work lost in the event of an integrity breach.
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[0025] Example techniques discussed herein may integrate integrity verification into a substantially high-performance
key-value store. For example, such an adaptation may include techniques for application to the specific model of a key-
value store and to achieve advantageous performance by making use of techniques such as batching. One example
advantageous benefit of this approach is that it may incur constant overhead per read and write operation (e.g., in
contrast with logarithmic overhead for approaches based on MERKLE trees).
[0026] Example techniques discussed herein may achieve substantially unlimited concurrency and parallelism. Con-
ventional approaches to implement integrity (including MERKLE-tree based approaches and the approach discussed
in Blum et al. (see, e.g., Blum et al., id) involve executing substantially all operations in a serial order. In contrast, the
CVTREE principles were designed to enable concurrent operation and maximize parallelism opportunities. In contrast,
in testing of example techniques discussed herein, the performance of the system has scaled well to at least 18 cores,
and potentially well beyond.
[0027] Example techniques discussed herein may leverage FPGAs in order to maintain and compute secrets which
may be advantageous to solutions of the integrity problem.
[0028] The end-to-end functionality of CVTREE is discussed below. An example CVTREE implementation may provide
key-value store functionality. An example data model is a key-value pair with keys drawn from an ordered domain and
values (which are uninterpreted) drawn from an arbitrary domain. Example supported operations include inserting a new
key-value pair, looking up or updating the value associated with an existing key, and deleting a stored key-value pair.
With modifications, an example CVTREE may be extended to support other common key-value store operations such
as upserts.
[0029] These four operations can be invoked concurrently by authorized clients and CVTREE may ensure that the
effect of concurrent operations is substantially equivalent to some serial execution of the operations. CVTREE may also
support range lookups but the result of range lookups may not be guaranteed to be serialized with respect to other
operations. Further, the result of any committed operation - an operation whose result has been communicated back to
the client - may be guaranteed to be durable. These example semantics for the operations are for the case of untampered
processing. Example guarantees and semantics when there is adversarial tampering is discussed below.
[0030] In examples discussed herein, CVTREE may be architected so that most of its processing and data storage
occurs in an untrusted environment (e.g., a commodity cloud infrastructure). Even if this example infrastructure is com-
promised, CVTREE may guarantee that any adversarial attempts to tamper with data or processing is provably detected.
An example implementation of CVTREE relies on a small trusted module (TM) running on secure hardware; the TM
along with the secure hardware forms the example trusted computing base (TCB) of CVTREE, and, for this example,
these are the only components that a client needs to trust for correct key-value store functionality.
[0031] To formalize the protection provided by the example CVTREE while relying on secure hardware, an example
malicious adversary, MALLORY, is introduced. As discussed herein, MALLORY may have administrative privileges to
the system running CVTREE, except for the secure hardware. They can alter CVTREE processing in the untrusted
system, modify memory and disk contents and any external and internal communications (including those to the secure
hardware). They cannot observe or arbitrarily change processing within the secure hardware or its internal data; however,
they can reset the secure hardware which causes the trusted module running within to revert to its initial state.
[0032] For example, CVTREE may provide functional integrity against MALLORY. As discussed herein, such "func-
tional integrity" means that MALLORY cannot induce errors without being detected and flagged. If no anomalous behavior
is detected, then the results of any set of (possibly concurrent) committed operations on CVTREE may be substantially
identical to the results obtained for some serial execution of these operations on a correct, uncompromised key-value
store. It may be noted that functional integrity may imply data integrity since data tampering would lead to incorrect
results for some subsequent operation. For this example, the durability guarantee of CVTREE is valid only when there
is not tampering by MALLORY - which can delete the entire contents of the database. Further, the integrity guarantees
may be slightly different for range scan; the records returned by a range may be guaranteed to be valid in some contiguous
window of time.
[0033] The functional integrity guarantees of CVTREE may be provided by a posteriori verification, where (informally)
the TM may verify that no errors were introduced by MALLORY before attesting the result of an operation (e.g., the client
does not trust the result of an operation without a TM attestation). Distinguishing between online and deferred verification:
in the online case, the verification of the validity of an operation occurs before the operation is committed and its result
sent to the client, while in the deferred case, the verification occurs outside the context of a particular client operation,
e.g., once every five minutes. In this case, for example, MALLORY could engage in tampering for the duration of five
minutes before being detected.
[0034] The discussion herein presents slight variants of CVTREE for both deferred and online verification. As an
example, the weaker guarantees of deferred verification can be exploited for more advantageous performance and code
simplicity.
[0035] While a focus of the discussion herein involves functional integrity, and much of the discussion and evaluation
involves plaintext data, CVTREE is capable of handling encrypted data. For example, the values stored in CVTREE
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may be uninterpreted blobs, so a client could store encrypted values instead of plaintext ones. Four example basic key-
value store operations (insert, lookup, delete, and update) may involve only equality operations on keys; thus, an example
CVTREE as discussed herein may support deterministically encrypted keys.
[0036] An example implementation of CVTREE may not provide guarantees related to progress of an operation. In
particular, MALLORY may arbitrarily slow down an operation or induce it to abort. MALLORY may also affect the seri-
alization order of operations.
[0037] In an example implementation, as shown in FIG. 1, a CVTREE server 102 may include an untrusted module
(UM) 104 that runs on a cloud server, and a trusted module (TM) 106 that runs on secure hardware. For example, the
TM106 and UM104 may be conceptually two processes that exchange messages 108 to implement the server function-
ality. An example design goal may include keeping the TM 106 functionality simple: a small TM 106 may offer security
advantages, allow formal verification, and place fewer constraints on the choice of secure hardware (see, e.g., Arasu
et al., "Transaction Processing on Confidential Data using Cipherbase," In Proceedings of the 31st IEEE International
Conference on Data Engineering (ICDE), 2015).
[0038] An example CVTREE server 102 may interact with one or more clients 110 which use the operations discussed
above to generate and query key-value data. For example, the server 102 may authenticate legitimate clients 110 using
standard Public Key Infrastructure mechanisms. Since the TM 106 is trusted by client 110, they may verify the integrity
of the TM 106 functionality. These details may be specific to the secure hardware; e.g., on INTEL SGX, CPU-based
attestation (see, e.g., Anati et al., "Innovative Technology for CPU Based Attestation and Sealing," In Proceedings of
the 2nd Workshop on Hardware and Architectural Support for Security and Privacy (HASP), 2013) can be used for this
purpose.
[0039] In the following, for simplicity it is assumed that legitimate clients 110 and the TM 106 share a secret symmetric
key SKey 112 that remains valid for the lifetime of the (key-value) database. In practice, it may be desirable to use short-
lived session keys, and example techniques discussed herein are adaptable to handle this setting.
[0040] Table 1, as shown below, summarizes an example protocol that may be used by a client 110 to send key-value
operations 114 and by the server 102 to send back (i.e., return) results 116. As shown in FIG. 1, an application 118
hosted at the client 110 may send the key-value operations 114 to the server 102 and receive the results 116 from the
server 102.

[0041] Parameters and results shown in Table 1 are integrity protected by Message Authentication Codes (MACs)
generated using SKey 112. As used herein, a Message Authentication Code (MAC) (see, e.g., Katz et al., Introduction
to Modern Cryptography, Chapman and Hall/CRC Press, 2007) refers to a keyed cryptographic checksum for a message
that can be used to protect its integrity. Only parties with access to the secret key can generate and verify MACs generated
using that key; further, any changes to the message change its MAC and so can be detected with substantial probability.
Thus, only clients 110 and the TM 106 who have access to SKey 112 can generate such MACs. In particular, the client
110 may take the server generated MAC for a query result with attestation by the TM 106 that the result 116 is valid.
[0042] Table 1 illustrates an example client-CVTREE protocol for operations that succeed. As shown in Table 1, oid
is a unique operation id (identifier), L, I, U, D denote identifiers for operations, and succ encodes a successful operation.
The server 102 responds with 〈oid, fail〉, MACSKey (oid || succ) for a failed operation.
[0043] Two details of the example protocol are noted: first, each operation is associated with an operation id (oid) that
is unique across all clients 110. For example, the uniqueness may be checked by the TM 106 to prevent any replay

Table 1

Operation Client Sends Server Responds

Lookup 〈oid, L, key〉 〈oid, roid, val〉
MACSKey (oid || L || key) MACSKey (oid || roid)

MACSKey (roid || val)

Update 〈oid, U, key, val〉 〈oid, succ〉
AMCSKey (oid || U || key) MACSKey (oid || succ)

MACSKey (oid || val)

Insert 〈oid, I, key, val〉 〈oid, succ〉
MACSKey (oid || I || key) MACSKey (oid || succ)

MACSKey (oid || val)

Delete 〈oid, D, key〉 〈oid, succ〉
MACSKey (oid || D || key) MACSKey (oid || succ)
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attacks by MALLORY, which may simply resubmit a previous legitimate client operation. Second, an insert/update
operation with operation id ov generating a new value v, sends a separate MACSKey (ov || v) protecting the value. This
may simplify value processing in the server 102 where ov may be used as an identifier for value v, as discussed further
below. If the server 102 needs to return value v for a subsequent lookup operation with operation id o<, it responds with
〈o<, ov, v〉, MACSKey (o< || ov), and MACSKey (ov || v); the second MAC is simply the one sent previously by the client 110
that generated operation ov.
[0044] An example implementation of a CVTREE server 102 may rely on an abstraction of verified memory. For
example, an instance of verified memory may be a collection of addressed memory locations referred to herein as verified
cells (vcells), physically stored in UM memory 120, that only allows TM 106 authorized modifications. Any modifications
not initiated by the TM 106 (such as those by MALLORY) are detected by the TM 106 and flagged as an integrity violation.
Operations on verified memory may occur through message passing 108: the UM 104 sends the address and contents
of a vcell to the TM 106, which responds with any changes.
[0045] An example of verified memory implementation is discussed further below. When the UM 104 sends a vcell to
the TM 106, a "lower" layer in the UM 104 adds proof that the cell was not tampered; a corresponding layer within the
TM 106 checks the proof and forwards the vcell to a "higher" TM 106 layer for further processing. A discussion follows
below on how example key-value store functionality may be implemented in an example CVTREE implementation,
assuming the verified memory abstraction.
[0046] An instance of verified memory, VMKV, may be used to store the key-value database. For this discussion, (k1,
v1), ..., (kn, vn) denote the current key-value pairs in the database and o1,..., on denote, respectively, the ids of operations
that last updated these keys. Furthermore, and without loss of generality, assume

 + ∞, where - ∞ and + ∞ denote the minimum and maximum values, respectively,
of the key domain (i.e., the values that the key may assume). For example, triples of the form 〈ki, ki+1, oi〉 are stored in
(n + 1) arbitrary locations of VMKV. All other locations of VMKV may store a special value 〈-, -, -〉 indicating an empty cell.
This relationship between VMKV and the current key-value database may be referred to herein as the state invariant.
FIG. 2 illustrates one possible example VMKV state for a database of four key-value pairs. FIG. 2 shows an example
UM 104 state for a key-value database 222 with verified memory VMKV 202: 〈2, v15〉, 〈3, v17〉, 〈5, v21〉, and 〈7, v12〉 inserted
by operations 15, 17, 21, and 12, respectively. As shown, the database 222 utilizes a key index 204. Each entry in the
verified memory VMKV 202 includes a key value 206, a next-key value 208, and an xid value 210. Further, each entry
in the verified memory VMKV 202 may be located by an address value 212.
[0047] In the following discussion, VMKV [a] denotes the vcell at address a (212), and VMKV [a].key, VMKV [a].nextkey,
and VMKV [a].oid denote the three fields (206, 208, 210) of this cell. In FIG. 2, VMKV [4].key = 7.
[0048] The cell VMKV [a] = 〈ki, ki+1, oi〉 is viewed as being associated with the half-open interval [ki, ki+1). From the
VMKV state invariant, it follows that the set of intervals associated with nonempty cells partition the key domain. This
observation may be used to define the "proof’ cell of a key k as the unique cell VMKV [a] = 〈ki, ki+1, οi〉 such that ki ≤ k <
ki+1; it is noted that the proof cell of k is sufficient to establish whether or not the key k is currently in the database. In
FIG. 2, the proof cell of key 4 is VMKV [7] = (3, 5, 17) (which establishes that key 4 does not exist in the database).
[0049] As shown in FIG. 2, the UM 104 also stores a value table 214 of all 〈oi, vi, MACSKey (oi || vi)〉 triples, indexed
by oi, mapping operation ids oi (216) to values vi (218) and value MACs (220), MACSKey (oi || vi); the latter is the value
MAC sent by the client 110 that originated operation oi as discussed above.
[0050] An example implementation of the four key-value operations is discussed below.
[0051] FIG. 3 illustrates example pseudocode 300 for an example trusted module (TM) lookup operation. For a lookup
operation 302 with key k< (304) and operation id o< (306), the UM 104 sends the TM 106 the parameters k< (304), o<
(306), the operation MAC (308), and the proof cell VMKV [a] (310) for k<, the operation MAC (308) is the MAC sent by
the client 110 protecting the integrity of o< and k< as discussed above. The TM 106 steps for the lookup operation are
shown in FIG. 3. The TM 106 checks (312) the integrity of the lookup operation using the operation MAC (308) and
checks that VMKV [a] (310) is the correct proof cell for k< (306); the second check may be performed since MALLORY
can induce the UM 104 to send an invalid proof cell. Assuming these checks pass, the TM 106 infers that the lookup
succeeds if VMKV [a].key = k< and fails, otherwise. Assume the lookup succeeds with VMKV [a] = 〈ki, ki+l, οi〉 with ki = k<.
The TM 106 sends MACSKey(o< || oi) back to the UM 104. To complete the lookup, the UM 104 looks up from the value
table 214, the value vi (218) associated with k and the value MAC (220), MACSKey (oi || vi), and sends the client 110 the
result tuple o<, oi, vi〉 along with MACSKey (o< || oi) and MACSKey (oi || vi). The result is sent (314) to the client 110 via the
UM 104.
[0052] FIG. 4 illustrates example pseudocode 400 for an example TM insert operation. For an example insertion 402
of the pair 〈kins, vins〉 with transaction id oins, the UM 104 sends the TM 106 the parameters oins (404) and kins (406), the
operation MAC (408), the proof cell TMKV [a1] (410) of kins, and an empty cell TMKV [a2] (412). The TM 106 checks the
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integrity of the insertion parameters using the provided MAC, checks (414) that VMKV [a1] is the correct proof cell of kins,
and checks that VMKV [a2] is an empty cell. Assuming VMKV [a1] = 〈ki, ki+l, oi〉, the insertion succeeds if ki < kins < ki+l.
In this case, the TM 106 updates (416) VMKV [a1] ← 〈ki, kins, oi〉 and VMKV [a2] ← 〈kins, ki+l, oi〉. It may be noted that this
update maintains the VMKV state invariant. If k = kins, then kins is a duplicate of an existing key ki, and the insertion fails
without any state changes. The TM 106 sends (418) the UM 104 the updated cells and the MAC attesting the success
or failure of the operation, which is forwarded to the client 110 by the UM 104. If the insertion succeeds, the UM 104
also adds the new entry 〈oins, vins, MACSKey(oins || vins)〉 to the value table 214.
[0053] FIG. 5 illustrates example pseudocode 500 for an example TM delete operation 502. For an example imple-
mentation for deleting the key kdel (504) with transaction id odel (504), the UM 104 sends MACop (508), and the proof
cell VMKV [a1] (510) of kdel and its preceding cell, the cell VMKV [a2] (512) with the property VMKV [a2].nextkey = VMKV
[a1].key. The TM 106 checks (514) the validity of the parameters and the cells VMKV [a1] and VMKV [a2]. Assume VMKV
[a1] =〈ki, ki+1, oi〉 and VMKV [a2] =〈ki-1, ki, οi-1〉. If kdel = ki, the deletion succeeds and TM 106 updates (516) VMKV [a2]
←〈ki-1, ki+1, οi-1〉 and VMKV [a1] ← 〈-, -, -〉 to reflect the deletion; otherwise, VMKV remains unchanged (518). In either
case, the TM 106 sends (520) the updated cells and the MAC attesting the result of the operation, which is forwarded
to the client 110 by the UM 104.
[0054] An example implementation of an update operation may be similar to the implementation of other operations.
For all the four operations, the TM 106 may also check the uniqueness of the operation id, i.e., the operation id has not
been previously seen. An efficient implementation of this check (e.g., that does not require the TM 106 to store all
operation ids) may depend on how clients generate unique operation ids. For example, a hash function over sets
discussed below may be used for this purpose.
[0055] In an example implementation, MALLORY cannot affect the integrity of key-value store operations. MALLORY
may not introduce operations of its own since it may not generate MACs for the operations; it may not replay an earlier
operation since the TM 106 checks for uniqueness of operation ids. Therefore, the TM 106 may evaluate only legitimate
client operations. The current state of the key-value database 202 is completely encoded in the cells of VMKV with
transaction ids used as a "proxy" for values. By construction, MALLORY may not alter VMKV and all changes to VMKV
occur securely within the TM 106. Finally, once the TM 106 has determined the result of an operation, MALLORY may
not alter the result due to the TM-generated MAC protecting the result.
[0056] An example UM 104 step in all the operations includes identifying the proof cell VMKV [a] = 〈ki, ki+1, oi〉 with the
property that ki ≤ kop < ki+1 for a client specified key kop. To efficiently implement this step, the UM 104 may maintain a
key-value index 204 mapping keys to VMKV addresses: for each nonempty VMKV [a] = 〈ki, ki+1, oi〉, the index 204 stores
the pair 〈ki, a〉. This index 204 does not involve any integrity protection: if MALLORY tampers with the index 204, the
UM 104 will pick a wrong proof cell which will be detected by the TM 106 (e.g., Step 4 in FIG. 3).
[0057] Example techniques that may be used in CVTREE to implement verified memory using deferred verification
are discussed below. It may be convenient to view operations on verified memory as TM reads and writes - each vcell
access is either a read or a read followed by write - noting that the UM 104 picks the vcells that TM 106 reads/writes.
Therefore, a goal of the TM 106 may be to verify that each read sees the contents of the last TM 106 write to the same
location. As used herein, the term "payload" may refer to the actual contents stored in a vcell; e.g., as used in the
discussion above, the payload may be a triple 〈ki, ki+l, oi〉.
[0058] In deferred verification, the verification step may be decoupled from normal memory operations. To implement
deferred verification, memory may be viewed as existing in an epoch, and operations may be performed within that
epoch. Periodically, as specified by an external configuration, memory may be transitioned to the next epoch and a
verification step may be run at the TM 106 that checks that the memory behaved correctly during the previous epoch.
For presentation simplicity, it may be initially assumed that normal memory operations are suspended during epoch
transitions (an example non-quiescent implementation is discussed further below).
[0059] Each vcell is associated with a timestamp that denotes when the vcell was last accessed by the TM in the
current epoch; here, "time" refers to the position of access and may be implemented using a simple counter within the
TM. In this section, a vcell is denoted as the pair VM[a] = 〈p, t〉, where p denotes the payload, and t, the timestamp. For
an operation over VM[a], the UM sends the pair 〈p, t〉 and the TM may respond with a new timestamp t’ and (optionally)
a new payload p’ if the operation is a read-write. An example characteristic of deferred verification is that a new timestamp
may be generated even for reads, with implications for logging for recovery discussed further below. The timestamp and
the payload of a vcell may be both stored in UM memory, so MALLORY can modify them. It may be desirable to ensure
that integrity breaches are detected even if MALLORY does modify these values in the UM
[0060] To help explain verification, it may be useful to imagine the TM 106 as maintaining a read-set, RS, and a write-
set, WS, of timestamped vcell contents. Elements of these sets are triples of the form〈a, p, t〉; when part of RS, the
element 〈a, p, t〉 indicates that the TM 106 saw the vcell VM[a] = 〈p, t〉 for a read operation; when part of WS, the element
〈a, p, t〉 indicates that TM 106 wrote back VM[a] = 〈p, t〉 as output of an operation. Under correct memory behavior, the
TM 106 reads back what it wrote, so verification involves checking RS = WS. To reduce TM 106 space requirements,
a hash function, h, defined over sets of〈addr, payload, timestamp〉 triples may be used. The hash function is (1) collision-
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free, meaning different sets hash to different values with substantial probability; and (2) incrementally updateable, mean-
ing h(S ∪ {a, p, t〉}) can be computed from h(S) and 〈a, p, t〉. The TM 106 maintains h(RS) and h(WS) and verification
now involves checking the equality of these two hash values.
[0061] The TM 106 steps for deferred verification are presented in FIGs. 6-7. The maintenance of "imagined" sets RS
and WS that are used herein for discussing verification correctness are shown within comments (denoted by " "). The
TM 106 internally maintains the current epoch (e), the timestamp counter (T), and hashes of RS (hrs) and WS (hws); the
hashes are indexed by epoch to indicate which epoch they correspond to. Epoch transitions are performed by calling a
TRANSITIONCELL procedure on each vcell. Let N denote the size of the verified memory. After transitioning from e -
1 to e, RS = 0 and WS contains N elements, one for each vcell, which are all initialized with timestamp 0 (Steps 8-9).
[0062] FIG. 6 illustrates example pseudocode 600 for an example read and write for a memory operation. As indicated
in FIG. 6, the pseudocode 600 illustrates an example Read and Write for a memory operation that reads in VM [a] = 〈p,
t〉 and writes back 〈p’, t’〉. As indicated in FIG. 6, e (epoch) and T (timestamp counter) are TM internal state variables.
[0063] For example, consider an operation over VM [a] = 〈p, t〉. The TM 106 may first invoke a function (602) READ
(a, p, t) which adds 〈a, p, t〉 to RS (604) before passing the vcell to higher layers. Assume the higher layer functionality
updates the payload to p’. The TM 106 invokes a WRITE (a, p’) method (606), which determines (608) the new timestamp
t’ and writes back (610) VM [a] ← 〈p’, t’〉. This procedure also updates WS with 〈a, p’, t’〉. Under correct memory behavior,
the element 〈a, p, t〉 would have been added to WS when VM [a] was accessed previously; therefore, the invariant that
RS is a subset of WS with exactly N fewer elements, corresponding to the latest timestamps of each vcell, holds after
each operation.
[0064] FIG. 7 illustrates example pseudocode 700 for an example epoch transition 702. When transitioning from epoch
e to e +1, the TM 106 reads each vcell VM [a] = 〈p, t〉 and adds (704) an element 〈a, p, t〉 to RS, which makes RS = WS
at the end of the transition. MALLORY can change the payload or timestamp of a vcell when it is read into TM 106, and
it may be proven that any such tampering results in RS ≠ WS. Therefore, at the end of the epoch transition, the TM 106
checks hrs = hws (706) to verify that the memory behaved correctly in epoch e.

[0065] Table 2 illustrates example changes to WS and RS during an epoch of deferred memory of size 2 with 4

operations. In Table 2, r1 indicates a read over vcell 1 that leaves the payload unchanged and w0(   ) is a write that

changes the payload of vcell 0 to  
[0066] Let RF denote a random function that maps〈addr, payload, timestamp〉 to {0, 1}m. An example hash function

 may be implemented such that the hash of a set is simply the xor (exclusive-OR)
of the image of its elements under RF. The hash function h is incrementally updateable since h(S ∪ {〈a, p, t〉}) = h(S) ⊕
RF(a, p, t) and is collision-free:

[0067] LEMMA 1. If S ≠ S’, h(S) ≠ h(S’) with probability (   ) where the probability is taken over the choice of RF.
[0068] One subtlety is that RS could be a multiset with duplicate elements if MALLORY tampers with the memory;
WS may be guaranteed to be duplicate-free due to distinct timestamps. A slight generalization of Lemma 1 can be used
to show that h(RS) ≠ h(WS) for any RS ≠ WS produced by the example deferred verification scheme. An example

Table 2

Operation ΔWS ΔRS T

Epoch Transition in 〈0, p0, 0〉 1
〈1, p1, 0〉

r1 〈1, p1, 1〉 〈1, p1, 0〉 2

w0(   ) 〈0,   2〉
〈0, p0, 0〉 3

r1 〈1, p1, 3〉 〈1, p1, 1〉 4

r0
〈0,   4〉 〈0,   2〉

5

Epoch Transition out
〈0,   4〉

1

〈1, p1, 3〉
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implementation may use an AES-based psuedo-random function (PRF) (see, e.g., Song et al., "The Advanced Encryption
Standard-Cipher-based Message Authentication Code-Pseudo-Random Function-128 (AES-CMAC-PRF-128) Algo-
rithm for the Internet Key Exchange Protocol (IKE)", 2006, RFC 4615) instead of RF with a key derived from SKey and
e. Assuming MALLORY cannot distinguish the PRF from RF, it may be shown that any incorrect memory behavior would
cause the verification to fail.
[0069] In an example non-quiescent implementation, a background UM 104 thread may continuously sweep the
memory transitioning each vcell from the current epoch to the next; normal operations may occur concurrently in other
threads. At any given point, some vcells would have transitioned to the next epoch (e+1) and the rest remain in epoch
e. The TM 106 may maintain two read- and write-sets corresponding to the two active epochs: operations on vcell
transitioned to e + 1 update RS [e + 1] and WS [e + 1] and the operations on the rest update RS [e] and WS [e]. The
TM 106 may also track using internal state what fraction of the epoch transitioning sweep has completed to help verify
the epoch of each vcell.
[0070] This example technique may incur 2 PRF computations per operation and 2 · N (separate) PRF computations
for each epoch transition, where N is the size of the memory. If epochs are sufficiently long with Ω(N) operations, the
overall amortized cost per operation may be O(1) PRF computations, which may compare advantageously to logarithmic
(hashing) costs of MERKLE tree based approaches.
[0071] Conventional use of hashed read- and write-sets for offline verification is discussed, for example, in Blum et
al., supra. However, in contrast, example techniques discussed herein may employ an example systems adaption to
realize continuous, deferred verification. Such example techniques discussed herein may involve non-quiescent oper-
ation, concurrency, and recovery (discussed further below), which may be advantageous, at least, for performance and
correctness. Another example difference relates to the hash function: an example conventional hash function may use
a complex construction with the goal of minimizing the number of random bits used for its construction. In contrast,
example techniques discussed herein may instead rely on conjectured hardness of standard crypto primitives (PRFs
(pseudo-random functions)): an example hash function discussed herein may be simple and may ultimately rely on a
widely available and optimized AES (Advanced Encryption Standard) block cipher (see, e.g., Song et al., supra).
[0072] Conventional UM-TM configurations may involve a nontrivial communication latency between the UM 104 and
TM 106. For example, if an FPGA is used to implement TM 106 functionality, any communication may incur, at least,
the latency of an external device access over a PCIe (Peripheral Component Interconnect Express) bus. Similar latency
may arise in on-chip realizations of the TM 106 such as using INTEL SGX (see, e.g., Baumann et al., "Shielding Appli-
cations from an Untrusted Cloud with Haven," In Proceedings of the 11th USENIX Symposium on Operating Systems
Design and Implementation (OSDI), 2014, pages 267-283).
[0073] An example implementation of CVTREE may amortize this latency across several transactions using batching.
As used herein, a "batch" refers to a unit of communication between UM 104 and TM 106 and may comprise a sequence
of operations (e.g., transactions) along with the vcells associated with those operations. For example, the TM 106 may
process all the operations in a batch and respond with the result of all operations. The response includes the result
MACs of the operations. For this example implementation, the TM 106 does not explicitly send the updated contents of
the vcells. The UM 104 may "predict" how the TM 106 would update a vcell and may apply the update itself. It may be
noted that the TM 106 timestamp counter, although internal to the TM 106, increases deterministically by 1 for every
vcell write, so UM 104 may be able to predict the updated timestamps.
[0074] The fact that the UM 104 can itself compute UM-authorized updates to vcells enables decoupling of UM 104
and TM 106 processing. The UM 104 can queue-up any number of "future" batches to be processed by the TM 106
without waiting for the TM 106 to return the current batch.
[0075] Batching may also enable an example optimization that may reduce TM 106 verification work: When multiple
operations within a batch touch the same vcell, the UM 104 sends only a single version of the vcell with the initial state
prior to applying any of the operations in the batch; the TM 106 computes the final state after applying all the operations
that touch the vcell. Only the initial version contributes to the read-set hash and the final version contributes to the write-
set hash. Without batching, each intermediate version may contribute to read-and write-set hashes. This optimization
may not affect integrity since the intermediate versions of the vcell exist within the TM 106 and are shielded from
MALLORY.
[0076] FIG. 8 is a block diagram 800 of example batches 802, 804 generated by an example UM 104 for TM 106
processing. Further, FIG. 8 illustrates batching optimizations. In an initial state 806, CVTREE (e.g., UM 104) receives
four insert operations 808, 810, 812, 814 with keys 10, 20, 30, 40, respectively, and these operations are sent to the
TM 106 in the two batches 802, 804 (e.g., generated by the UM 104): the first two inserts 808, 810 in batch 0 (802) and
the second two (812, 814) in batch 1 (804). The UM 104 may predict and update the state of the verified memory for
the changes caused by the insert 808 (and thus create and send the insert 810 to the TM 106) before receiving the
actual response from the TM 106.
[0077] Within batch 0 (802), the VM[1] is touched by both inserts 10 and 20 (808, 810). The first insert 808 logically
changes the payload of VM[1] to (10, ∞, o1); this version is the proof cell (see, e.g., proof 840) for the second insert
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operation 810 with key 20, which changes the payload to (10, 20, o1). As part of batch 0 (802), the UM 104 sends only
the initial state 816 of VM[1]: 〈1, (-, -, -), 0〉. Within TM 106 this version is used to update the read-set hash. Only the
final version (1, (10, 20, o1), 2) is used to update the write-set hash. The UM 104 can predict that the final timestamp at
the end of batch 0 for VM[1] is 2 (818), and can update its state of verified memory without requiring the TM 106 to send
the timestamp.
[0078] As shown in FIG. 8, initial states 806 and states 830 after operations of the batches 802, 804, may include
values for address 820, key 822, next-key 824, xid 826 (e.g., x1, x2, ..., xi), and timestamp 828. As shown in FIG. 8,
initial states 806 may include example states 816, 832, 834, 836, 838. As shown in FIG. 8, batch 1 (804) may include
a state 840 that indicates an updated state 834 after processing the insert 810 of batch 0 (802).
[0079] For example, in processing the operation 808 (to insert 10 into x1, the initial state 816 of x1, (i.e., 〈1, (-, -, -), 0〉)
is updated to have a key value of 10. In processing the operation 810, the next-key value for x1 is updated to 20 (at
address 1, for updated state 816), while the initial state 834 of x2, (i.e., 〈2, (-, -, -), 0)〉 is updated to have a key value of
20 (at address 2, for updated state 834).
[0080] The example UM 104 implementation discussed herein is multi-threaded and except for short-term vcell gran-
ularity spinlocks, is lock-free, meaning that all shared state is accessed and updated using atomic operations.
[0081] Each key-value operation may be processed (mostly) by a single UM 104 thread. The core of this processing
may involve identifying the proof-vcell for the key of the operation. As discussed above, this is the unique vcell 〈ki, ki+l,
o1〉 with the property ki ≤ k < ki+l, where k is the key specified by the operation. To efficiently implement this step, in one
example implementation, CVTREE may use a conventional key-value store to index the vcell addresses of the current
database keys. For example, an implementation may use BW-TREE (see, e.g., Levandoski et al., "The Bw-Tree: A B-
tree for new hardware platforms.," Proceedings of the 29th IEEE International Conference on Data Engineering (ICDE),
2013, pages 302-313), an example lock-free main-memory key value store that may exploit modern hardware including
multiple CPU cores. Experimental results have suggested that most of the computational work in CVTREE (considering
the work within TM 106 as well) is in traversing this index structure. For example, this may imply that future advances
in indexing technology may be advantageously directly plugged into CVTREE for improved performance.
[0082] Once the thread identifies the proof-vcell, it locks the vcell, copies the contents of the vcell onto a batch bound
for the TM 106, and updates the contents before unlocking the vcell. For example, each vcell may have an associated
lock and the lock may be held for a substantially short duration (e.g., 10s of hardware instructions). For example, an
implementation may be based on a spinlock.
[0083] It may be noted that the multi-threaded UM 104 implementation does not affect integrity discussions herein.
For example, these may rely only on the TM 106 view of things which remains unchanged. Interestingly, the TM 106
view of things may fix the serialization order of the key-value operations, which is the order of operations that the TM
106 sees.
[0084] In accordance with example techniques discussed herein, there are many ways that a CVTREE TM may be
implemented. For example, the CVTREE TM may be implemented on an FPGA. As another example, a C++ dynamic
link library (DLL) intended to run on a platform such as INTEL SGX (see, e.g., McKeen et al., "Innovative instructions
and software model for isolated execution," Proceedings of the 2nd Workshop on Hardware and Architectural Support
for Security and Privacy (HASP), 2013) may be used. For example, a highly optimized FPGA TM implementation, which
is able to perform verification at close to the line rate at which data may be transferred to the FPGA, may be used. An
example FPGA implementation is discussed below.
[0085] As discussed herein, with batching, the TM 106 functionality may involve for each batch: (1) updating read-set
hashes for all (or substantially all) vcells, (2) checking the MACs of operations to verify their integrity, (3) updating the
contents of input vcells based on the operations, and (4) updating the write-hashes using the updated vcells, and (5)
generating as output the MACs for the result to protect the integrity of the results sent to the client 110. For example, a
PRF that may be used for set-hashes is AES-CMAC-PRF128 (see, e.g., Song et al., "The Advanced Encryption Standard-
Cipher-based Message Authentication Code-Pseudo-Random Function-128 (AES-CMAC-PRF-128) Algorithm for the
Internet Key Exchange Protocol (IKE)", 2006, RFC 4615); so the functionality for updating set-hashes and generating
MACs may be the same.
[0086] An example central module used to implement AES-CMAC is an AES block computation, which involves multiple
rounds of nearly similar computations. For example, these rounds may be unrolled to realize a fully pipelined implemen-
tation of each AES block computation. Assuming no data stalls, one instance of this implementation may achieve a
throughput of one AES block computation per FPGA clock cycle.
[0087] For example, each input batch may be serialized as sequences of vcells and operations: given that vcells and
operations are streamed onto the FPGA and that an example AES block implementation may compute hash updates
and MACs in completely pipelined fashion, the same AES module (e.g., A 902 in FIG. 9) may be used for both compu-
tations. FIG. 9 is a block diagram 900 of an example implementation of an example TM using an FPGA. VCells may be
stored in internal memory (module B 904) and updated by the input operations (module C 906). As discussed above, a
vcell could be updated by multiple operations and the final updated version of the vcell may be used to update the write-
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set hash. As an optimization, the write-set hash delta may be speculatively computed whenever a vcell is updated; if
the same vcell is updated again, it may be possible to undo the previous update (e.g., by xor-ing (exclusive-OR) the
previous hash delta) and apply the new delta.
[0088] For example, separate AES modules (e.g., D 908 and E 910) may be used for computing the write-set hashes
and the result MACs. For example, the latter (910) may be streamed out, back to the UM 104.
[0089] Theoretically, an example FPGA architecture as discussed herein, may be able to stream one 128-bit data
piece per cycle (912), for an example system where the parameters oins (404) and Kins (406), the operation MAC (408),
the proof cell TMKV [a1] (410) of kins, and the empty cell TMKV [a2] (412) are a total of 384 bits. At a frequency of 175MHz,
the example FPGA TM can process 19M insert operations/sec and 27M lookup operations/sec. As experimental results
indicate, this is substantially higher than what a 20 core UM 104 implementation may generate as input. Further, an
example implementation may use 21% of FPGA resources (e.g., on an ALTERA STRATIX V GSD5 board), so multiple
TM 106 instances may be run using the example techniques discussed below.
[0090] As discussed above, an example UM 104 implementation may be multi-threaded, but a single stateful TM 106
instance has been assumed in the discussion above. Using experiments as discussed below, it may be shown that when
there are a large number of UM 104 threads, they may generate enough TM 106 verification work that a single TM 106
instance may become a bottleneck. Therefore, an example extension to the example UM-TM protocol is discussed
below, that allows any number of TM 106 instances to run concurrently in an almost decoupled manner, with the TM
106 instances needing to coordinate only during epoch transitions.
[0091] The integrity of CVTREE as discussed so far may rely on the sequential processing of operations by a single
TM 106 over data stored within verified memory. For performance, operations may be batched into batches b0, b1,...,;
operations in batch bi logically happen before those of bj (i < j). An example overall scheme for scaling to multiple TMs
is to use these TMs to simulate the sequential processing by a single TM 106. To describe the simulation, the hypothetical
single TM 106 may be denoted as STM and the multiple TMs as TM1,..., TMm in the discussion below.
[0092] As discussed above, the UM 104 can track the internal timestamp counter T of STM; it may exploit this to be
able to generate batches of work decoupled from TM 106 processing. Let Ti denote the value of the timestamp counter
that STM would have had when it starts to process batch bi. Thus, T0 = 0 and if batch bi includes N vcells, Ti+1 = Ti + N.
[0093] In the simulation of STM by TM1,..., TMm, each TMi may no longer keep an internal timestamp counter. Instead,
to process batch bj, the UM 104 may pick some free TMi and provide Tj as an additional input. STM has other internal
state - the read- and write-set hashes - which the UM does not know. In the simulation, each TMi may internally maintain
read- and write-set hashes independent from other TMs. To process batch bj, TMi may reset its scratch timestamp
counter to Tj and process batch bj as STM would have processed, except for updating its own internal read- and write-
set hashes. This simulation may not be exact since TMi and STM update different hashes, but is mathematically equivalent.
It may be understood that the read- and write-sets that STM would have seen is now partitioned across the read- and
write-sets seen by different TMs TMi. From the distributive property of the example hash function, it follows that the xor
914 of the read-sets hashes of TMi is equal to the read-set hash of STM (resp. write-set hashes). At the end of an epoch,
the TMs may aggregate read- and write-hashes for that epoch and check that the xor 914 of read-set hashes equals
the xor 916 of write-set hashes. Assuming that UM 104 does not tamper with the Tj values it provides as input to TMs,
it may be understood that any verified memory tampering by MALLORY is detected with substantial probability.
[0094] However, a flaw in the above protocol is that MALLORY may induce the UM 104 to provide incorrect timestamp
values as input and the simulation may no longer be equivalent to the processing by STM. To avoid this, for example,
the global TM 106 counter may be stored in a special vcell. Thus, when UM 104 provides Tj as input to TMi when
processing batch bj with N vcells, the value Tj may be used to update the read-set hash of TMi and the updated value
Tj +N at the end of processing bj may be used to update the write-set hash of TMi. With these changes, any tampering
of timestamp counter values may be detected at the next epoch transition.
[0095] As example additions to make this protocol formally correct, each TMi may keep a local count of the number
of vcells it has processed; at epoch transitions, the sum of local counts may be checked against the high-water mark of
timestamp counter seen by any TMi. It may be noted that STM may use another internal counter to keep track of the
progress of epoch transitions. For example, as described for timestamp, this counter may be kept in a vcell stored in
UM 104 and provided as input to TMi.
[0096] The TM 106 may be viewed as an example abstraction that provides a location for data and code execution
that is not accessible to an adversary. For example, the CVTREE may rely on a small trusted module (TM) 106 imple-
mented using secure hardware.
[0097] In an example implementation, a CVTREE may use FPGA-based secure hardware to realize the TM 106 (e.g.,
using special purpose hardware to provide isolation (e.g., memory protection)). FPGAs have been used for security
applications (see, e.g., S. Drimer, "Volatile FPGA design security - a survey," Cambridge University, April 2008). In
particular, there are several benefits to using an FPGA as secure hardware in a cloud setting, (see, e.g., Eguro et al.,
"FPGAs for Trusted Cloud Computing," International Conference on Field-Programmable Logic, Reconfigurable Com-
puting, and Applications, 2012, pp. 63-70).
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[0098] In an example implementation, an FPGA platform may communicate with the host CPU over a standard PCIe
bus. Other alternative communication mechanisms exist, such as HyperTransport/QPI or deploying an array of FPGAs
as a network appliance. There are also some performance characteristics that may be specific to an example FPGA/PCIe
platform. For example, there may be two alternative ways of communicating over PCIe: (a) MMIO (memory-mapped
I/0) and (b) DMA (direct memory access). For example, MMIO communication may be suitable for very small transfers.
On the other hand, DMA may offer more advantageous performance for larger transfers, but may involve non-trivial
startup cost. For example, in an example platform used for testing, DMA transfers from 4B-16KB incurred substantially
the same latency. Another potential issue is that FPGAs are inherently highly parallel, but may have limited sequential
compute power (see, e.g., Mueller et al., "Data Processing on FPGAs," Proc. of the VLDB Endowment, 2(1), 2009, pp.
910-921). Additionally, FPGAs may have a small amount of fast on-chip memory and substantially larger, slower off-
chip memory (on the order of a few MBs vs. GBs respectively).
[0099] It may be noted that the design of CVTREE may be easily portable to other physical realizations of the TM. For
example, this flexibility is a consequence of a minimal TM design. For example, a candidate for the TM 106 may include
the INTEL SOFTWARE GUARD EXTENSIONS (SGX) (see, e.g., McKeen et al., "Innovative Instructions and Software
Model for Isolated Execution," Proceedings of the 2nd Workshop on Hardware and Architectural Support for Security
and Privacy (HASP), 2013). This example includes a set of instructions that allow the creation of a process within a
protected address space, referred to as an "enclave." For example, data and computation within an enclave may be
shielded from all other processes, including the OS.
[0100] Example mechanisms for recovery are discussed below. The goals of the recovery system are the following.
First, in case of a legitimate crash (with no malicious activity), basic recovery may be supported and the key-value
database may be restored to the last committed state. Second, in the presence of a malicious adversary, the system
may be able to detect any attempts to restore the database to a tampered state.
[0101] As discussed above, the TM may maintain hws[e] and hrs[e] which enables it to verify RS = WS. In order to
enable a basic logging based recovery mechanism, the following extensions may be used. The TM may maintain an
additional set of hashes (hwscommit [e] and hrscommit [e]) that maintains the read-sets and the write-sets for all committed
operations. For example, by leveraging a small amount of NVRAM it may be possible to ensure that the state can persist
a TM crash. The UM may indicate the commit of an operation to the TM explicitly after it has persisted the log to stable
storage. For example, techniques from Parno et al., "Memoir: Practical State Continuity for Protected Modules," 32nd
IEEE Symposium on Security and Privacy (S&P 2011), May 2011, pages 379-394, may be implemented to use the TPM
to store such shielded persistent state.
[0102] In case of a system crash, the UM may run a standard recovery algorithm where it can redo/undo any appropriate
transactions. Any non-committed transactions may be discarded and the state at the end of running the recovery algorithm
should be identical to the persisted state in the TM corresponding to all committed transactions (i.e., the computed hws[e]
and hrs[e] should match hwscommit [e] and hrscommit [e]). The UM may signal the end of the recovery process explicitly to
the TM at which point the above conditions will be checked. If the recovery algorithm passes these checks then it may
be guaranteed that the recovered point is a legitimate untampered one. The TM may not accept any new operations
until the recovery operation is complete and verified. In accordance with recovery algorithms, the system may leverage
checkpointing to reduce the recovery time. An example checkpoint may also include the corresponding hws[e] and hrs[e]
values.
[0103] If MALLORY runs an erroneous recovery algorithm or tampers with the log or a previous checkpoint, the
verification check at the end of the recovery process will fail. While the protocol may guarantee detection when there is
a malicious attempt to restore the database to a modified state, it is possible that the database may be restored to an
unrecoverable state. At this point, it may amount to a denial of service (DOS) attack since the TM would stop processing
further operations. The only course of action for a client in this case may be to resort to any previous verified backups
of the database that have been saved. It may be noted that commercial key value stores may assume a similar model
where users may ultimately leverage periodic backups as a means to guarantee recoverability. However, this may only
guarantee restoration to the last backed-up version of the database. This may be further improved by leveraging client
query logs which have sufficient information to reconstruct the database (which may be somewhat similar to the notion
of command logging (see, e.g., Malviya et al., "Rethinking Main Memory OLTP Recovery," 2014 IEEE 30th International
Conference on Data Engineering (ICDE), March 2014, pages 604-615).
[0104] The following discussion illustrates how an example system may detect different attacks that an active adversary
(e.g., MALLORY) may attempt (some of these attacks have already been discussed above). An example basic workflow
1000 for an example client 110 is shown in FIG. 10. For this example, every input client query 1002 involves the following
steps:

1) Some processing 1004 in the UM 104.
2) Verified memory operations 1006 involving the TM 106.
3) Logging 1008 of the operations involving the UM/TM.
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4) Result 1010 communication.

[0105] For this example, it is assumed that MALLORY can induce errors at any of these processing steps (FIG. 10
illustrates the different attack patterns and the different points in the workflow where MALLORY can induce them). In
particular, the following attacks are considered. While these attacks are not meant to be exhaustive, they may highlight
the robustness of the Client-CVTREE protocol for a variety of attack patterns.

1) Spoof Client Connection: MALLORY can try to spoof a client and run operations.

2) Modify Client Request: MALLORY can modify an input client request (e.g., modify the key used in a lookup
operation).

3) Replay Client Request: MALLORY can replay an older client request (e.g., a previous update request).

4a) Modify KV Database: MALLORY can modify a cell in the Key-Value Database (e.g., Modify VMKV [7] =〈2, 3, 15〉
to VMKV [7] = 〈2, 4, 15〉).

4b) Modify Value Table: MALLORY can swap values in the Value table (e.g., swap v12 and v15).

5) Modify Key Index: MALLORY can modify the key index (e.g., delete a key in the index).

6) Delay/Reorder Operation: MALLORY can order and delay the client requests.

7) Reset the TM 106: MALLORY can shut down the TM 106 and restart it.

8) Modify Verification Check: MALLORY can modify the inputs for the verification check.

9) Modify Recovery Algorithm: MALLORY can modify the recovery algorithm (e.g., to not REDO all committed
transactions).

10) Modify Log File: MALLORY can modify the log file (e.g., delete committed log records).

11) Replay Result: MALLORY can cache and replay an older result for a particular lookup query.

12) Modify Result: MALLORY can modify the value returned in the result.

[0106] As shown in FIG. 10, the example attack patterns 1-3 may occur at the client query 1002, the example attack
patterns 4a-6 may occur at the UM processing 1004, the example attack patterns 7-8 may occur at the UM processing
1006, the example attack patterns 9-10 may occur at the UM logging 1008, and the example attack patterns 11-12 may
occur at the UM result 1010 communication.
[0107] Table 3 shown below indicates example detection mechanisms for the above attacks.

Table 3

A ttack Pattern Detection Mechanism

Spoof Client Connection AMCop = MACSKey(o< || L || k<)

Modify Client Request MACop = MACSKey(o< || L || k<)

Replay Client Request Unique (oid)

Modify Key Index VMKV [a] : key ≤  k< < nextkey

Modify KV Database hws[e] = hrs[e]

Modify Value Table MACresult = MACSKey(oid || val)

Delay/Reorder Operation Does not affect Correctness

Reset the TM TM state is re-initialized (DOS Attack)

Modify Verification Check hws[e] = hrs[e]
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[0108] For each attack, the invariants are denoted that will detect the attack (checks for these invariants are explicitly
included in FIGs. 3-7. It may be noted that some of the attacks (e.g., Spoof Client Connection, Modify Client Request,
Modify Result, Replay Result) may be detected online. Some of the other attacks (e.g., Modify KV Database) may not
be detected immediately but may be detected during the next verification check. MALLORY can also arbitrarily delay or
reorder operations but this may only influence the commit order of the operations and may not influence the correctness
of the system. Finally, some of these attacks (e.g., Reset the TM, Modify Recovery Algorithm, Modify Log File) may lead
to denial of service (DOS) attacks. For example, in order to recover from these attacks, the client may resort to using
suitable recovery options.

II. Example Operating Environment

[0109] Features discussed herein are provided as example techniques that may be implemented in many different
ways that may be understood by one of skill in the art of computing, without departing from the discussion herein. Such
features are to be construed only as example features, and are not intended to be construed as limiting to only those
detailed descriptions.
[0110] FIG. 11 illustrates an example of a suitable computing system environment 1100 on which aspects of the subject
matter discussed herein may be implemented. The computing system environment 1100 is only one example of a suitable
computing environment and is not intended to suggest any limitation as to the scope of use or functionality of aspects
of the subject matter discussed herein. Neither should the computing environment 1100 be interpreted as having any
dependency or requirement relating to any one or combination of components illustrated in the example operating
environment 1100.
[0111] Aspects of the subject matter discussed herein are operational with numerous other general purpose or special
purpose computing system environments or configurations. Examples of well-known computing systems, environments,
or configurations that may be suitable for use with aspects of the subject matter described herein comprise personal
computers, server computers - whether on bare metal or as virtual machines -, hand-held or laptop devices, multiprocessor
systems, microcontroller-based systems, set-top boxes, programmable and non-programmable consumer electronics,
network PCs, minicomputers, mainframe computers, personal digital assistants (PDAs), gaming devices, printers, ap-
pliances including set-top, media center, or other appliances, automobile-embedded or attached computing devices,
other mobile devices, phone devices including cell phones, wireless phones, and wired phones, distributed computing
environments that include any of the above systems or devices, and the like. While various embodiments may be limited
to one or more of the above devices, the term computer is intended to cover the devices above unless otherwise indicated.
[0112] Aspects of the subject matter described herein may be described in the general context of computer-executable
instructions, such as program modules, being executed by a computer. Generally, program modules include routines,
programs, objects, components, data structures, and so forth, which perform particular tasks or implement particular
abstract data types. Aspects of the subject matter described herein may also be practiced in distributed computing
environments where tasks are performed by remote processing devices that are linked through a communications
network. In a distributed computing environment, program modules may be located in both local and remote computer
storage media including memory storage devices.
[0113] Alternatively, or in addition, the functionality described herein may be performed, at least in part, by one or
more hardware logic components. For example, and without limitation, illustrative types of hardware logic components
that can be used include Field-programmable Gate Arrays (FPGAs), Program-specific Integrated Circuits (ASICs), Pro-
gram-specific Standard Products (ASSPs), System-on-a-chip systems (SOCs), Complex Programmable Logic Devices
(CPLDs), and the like.
[0114] With reference to FIG. 11, an example system for implementing aspects of the subject matter discussed herein
includes a general-purpose computing device in the form of a computer 1110. A computer may include any electronic
device that is capable of executing an instruction. Components of the computer 1110 may include a processing unit
1120, a system memory 1130, and one or more system buses (represented by system bus 1121) that couples various
system components including the system memory to the processing unit 1120. The system bus 1121 may be any of

(continued)

A ttack Pattern Detection Mechanism

Modify Recovery Algorithm hws[e] = hwscommit [e] (DOS Attack)

Modify Log File hws[e] = hwscommit [e] (DOS Attack)

Replay Result MACresult = MACSKey(roid || val)

Modify Result MACresult = MACSKey(roid || val)
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several types of bus structures including a memory bus or memory controller, a peripheral bus, and a local bus using
any of a variety of bus architectures. By way of example, and not limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, Peripheral Component Interconnect (PCI) bus also known as Mezzanine bus, Peripheral
Component Interconnect Extended (PCI-X) bus, Advanced Graphics Port (AGP), and PCI express (PCIe).
[0115] The computer 1110 typically includes a variety of computer-readable media. Computer-readable media can
be any available media that can be accessed by the computer 1110 and includes both volatile and nonvolatile media,
and removable and non-removable media. By way of example, and not limitation, computer-readable media may comprise
computer storage media and communication media.
[0116] Computer storage media (or "computer-readable storage media") includes both volatile and nonvolatile, re-
movable and non-removable media implemented in any method or technology for storage of information such as com-
puter-readable instructions, data structures, program modules, or other data. Computer storage media includes RAM,
ROM, EEPROM, solid state storage, flash memory or other memory technology, CD-ROM, digital versatile discs (DVDs),
Blu-ray Disc (BD) or other optical disk storage (e.g., Universal Serial Bus (USB) drive, hard disk drive), magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic storage devices, or any other medium which can be used to
store the desired information and which can be accessed by the computer 1110. "Computer storage media" is different
from "communication media." Thus, as used herein, the term "computer-readable storage medium" is not a signal per
se, nor any type of propagating signal per se.
[0117] "Communication media" typically embodies computer-readable instructions, data structures, program modules,
or other data in a modulated data signal such as a carrier wave or other transport mechanism and includes any information
delivery media. The term "modulated data signal" means a signal that has one or more of its characteristics set or
changed in such a manner as to encode information in the signal. By way of example, and not limitation, communication
media includes wired media such as a wired network or direct wired connection, and wireless media such as acoustic,
RF, infrared and other wireless media. Combinations of any of the above should also be included within the scope of
computer-readable media.
[0118] The system memory 1130 may include computer storage media in the form of volatile and/or nonvolatile memory
such as read only memory (ROM) 1131 and random access memory (RAM) 1132. Nonvolatile memory may be substituted
for some or all of the ROM 1131 and/or the RAM 1132. For example, memristor memory, phase-change memory (PCM),
or some other type of nonvolatile memory may be used instead of, or in addition to, the ROM 1131 and/or the RAM 1132.
[0119] A basic input/output system 1133 (BIOS), containing the basic routines that help to transfer information between
elements within computer 1110, such as during startup, is typically stored in ROM 1131. RAM 1132 typically contains
data and/or program modules that are immediately accessible to and/or presently being operated on by processing unit
1120. By way of example, and not limitation, FIG. 11 illustrates operating system 1134, application programs 1135, other
program modules 1136, and program data 1137.
[0120] The computer 1110 may also include other removable/non-removable, volatile/nonvolatile computer storage
media. By way of example only, FIG. 11 illustrates a hard disk drive 1141 that reads from or writes to non-removable,
nonvolatile magnetic media, a magnetic disk drive 1151 that reads from or writes to a removable, nonvolatile magnetic
disk 1152, and an optical disc drive 1155 that reads from or writes to a removable, nonvolatile optical disc 1156 such
as a CD ROM, DVD, BD, or other optical media.
[0121] In one implementation, memristor memory, phase-change memory, or some other type of nonvolatile memory
may be used instead of, or in addition to, the hard drive 1141.
[0122] Other removable/non-removable, volatile/nonvolatile computer storage media (or "computer-readable storage
media") that can be used in the exemplary operating environment include magnetic tape cassettes, flash memory cards
and other solid state storage devices, digital versatile discs, other optical discs, digital video tape, solid state RAM, solid
state ROM, and the like. The hard disk drive 1141 may be connected to the system bus 1121 through the interface 140,
and magnetic disk drive 1151 and optical disc drive 1155 may be connected to the system bus 1121 by an interface for
removable nonvolatile memory such as the interface 1150.
[0123] The drives and their associated computer storage media, discussed above and illustrated in FIG. 11, provide
storage of computer-readable instructions, data structures, program modules, and other data for the computer 1110. In
FIG. 11, for example, hard disk drive 1141 is illustrated as storing operating system 1144, application programs 1145,
other program modules 1146, and program data 1147. Note that these components can either be the same as or different
from operating system 1134, application programs 1135, other program modules 1136, and program data 1137. Operating
system 1144, application programs 1145, other program modules 1146, and program data 1147 are given different
numbers herein to illustrate that they may be different copies.
[0124] A user may enter commands and information into the computer 1110 through input devices such as a keyboard
1162 and pointing device 1161, commonly referred to as a mouse, trackball, or touch pad. Other input devices (not
shown) may include a microphone (e.g., for inputting voice or other audio), joystick, game pad, satellite dish, scanner,
a touch-sensitive screen, a writing tablet, a camera (e.g., for inputting gestures or other visual input), or the like. These
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and other input devices are often connected to the processing unit 1120 through a user input interface 1160 that is
coupled to the system bus, but may be connected by other interface and bus structures, such as a parallel port, game
port or a universal serial bus (USB).
[0125] Through the use of one or more of the above-identified input devices a Natural User Interface (NUI) may be
established. A NUI, may rely on speech recognition, touch and stylus recognition, gesture recognition both on screen
and adjacent to the screen, air gestures, head and eye tracking, voice and speech, vision, touch, gestures, machine
intelligence, and the like. Some exemplary NUI technology that may be employed to interact with a user include touch
sensitive displays, voice and speech recognition, intention and goal understanding, motion gesture detection using depth
cameras (such as stereoscopic camera systems, infrared camera systems, RGB camera systems, and combinations
thereof), motion gesture detection using accelerometers/gyroscopes, facial recognition, 3D displays, head, eye, and
gaze tracking, immersive augmented reality and virtual reality systems, as well as technologies for sensing brain activity
using electric field sensing electrodes (EEG and related methods).
[0126] A monitor 1191 or other type of display device is also connected to the system bus 1121 via an interface, such
as a video interface 1190. In addition to the monitor, computers may also include other peripheral output devices such
as speakers 1197 and printer 1196, which may be connected through an output peripheral interface 1195.
[0127] The computer 1110 may operate in a networked environment using logical connections to one or more remote
computers, such as a remote computer 1180. The remote computer 1180 may be a personal computer, a server, a
router, a network PC, a peer device or other common network node, and typically includes many or all of the elements
described above relative to the computer 1110, although only a memory storage device 1181 has been illustrated in
FIG. 11. The logical connections depicted in FIG. 11 include a local area network (LAN) 1171 and a wide area network
(WAN) 1173, but may also include phone networks, near field networks, and other networks. Such networking environ-
ments are commonplace in offices, enterprise-wide computer networks, intranets, and the Internet.
[0128] When used in a LAN networking environment, the computer 1110 is connected to the LAN 1171 through a
network interface or adapter 1170. When used in a WAN networking environment, the computer 1110 may include a
modem 1172 or other means for establishing communications over the WAN 1173, such as the Internet. The modem
1172, which may be internal or external, may be connected to the system bus 1121 via the user input interface 1160 or
other appropriate mechanism. In a networked environment, program modules depicted relative to the computer 1110,
or portions thereof, may be stored in the remote memory storage device. By way of example, and not limitation, FIG.
11 illustrates remote application programs (RAP) 1185 as residing on memory device 1181. It will be appreciated that
the network connections shown are exemplary and other means of establishing a communications link between the
computers may be used.
[0129] In this context, a "processor" may include a single processor or multiple processors configured to process
instructions associated with a computing system. A processor may thus include one or more processors executing
instructions in parallel and/or in a distributed manner. For example, the system shown in FIG. 11 may include one or
more processors (e.g., hardware processors).
[0130] For example, a system may include at least one hardware device processor, and a computer-readable storage
medium storing executable instructions for execution by the device processor, for implementing an example key-value
store as discussed herein.
[0131] For example, a system may include at least one hardware device processor, and a computer-readable storage
medium storing executable instructions that, when executed, cause one or more of the at least one hardware device
processor to control verification of integrity.
[0132] One skilled in the art of computing will appreciate that many different techniques may be used for implementing
features discussed herein.
[0133] Performance overheads of integrating integrity into a high-performance, in-memory key-value store are dis-
cussed below. Example results are discussed below of comprehensive experiments that study the throughput and latency
of the key-value store with and without support for integrity using the YAHOO CLOUD SERVICE BENCHMARK (YCSB).
[0134] Experimental results discussed below were performed using YCSB (see, e.g., Cooper et al., "Benchmarking
Cloud Serving Systems with YCSB," Proceedings of the 1st ACM Symposium on Cloud Computing (SoCC’ 10), 2010,
pages 143-154). This benchmark was specifically designed to study the performance of key-value stores. If not stated
otherwise, the example bench-mark database included ten million key-value pairs. For this example, each key was an
eight byte integer. For read and update-only workloads (no inserts), the keys were generated sequentially from 1 to N
(N the size of the database) and then randomly permuted. For workloads with inserts (Workload D, see below), the keys
were randomly generated in the domain [1... 2 ∗ N], with N the size of the initial database before the first insert was
executed. For this example, each value of a key-value pair was a random sequence of eight bytes.
[0135] The YCSB benchmark specifies four core workloads which were run, for experimental results discussed herein.

a. Update-Heavy: This workload includes 50% lookup queries and 50% updates.
b. Read-Heavy: This workload includes 95% lookup queries and 5% updates.
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c. Read-only: This workload includes 100% lookup queries.
d. Inserts: This workload includes 95% lookup queries and 5% inserts of new key-value pairs.

[0136] For workloads A, B, and C, the keys of all lookup operations were in the range [1...N] so that all these operations
were successful. In all four workloads, the keys of all lookup and update operations were generated using a Zipf distri-
bution, thereby ensuring that the frequently used keys were randomly sprinkled across the key domain and not clustered.
Workload D may be special in this regard: Workload D also uses a Zipf distribution to select the keys for lookup operations,
but Workload D specifies that newly inserted records are queried with a higher probability than existing, old records
(see, e.g., Cooper et al., supra). The new records inserted as part of Workload D were generated similarly as the records
of the initial Workload D database were generated (i.e., random keys in the range [1... 2 ∗ N] and random values).
[0137] Due to insert operations, the size of the database may grow as time progresses in Workload D. This growing
size of the database, however, did not noticeably impact the performance of the system so that response times of all
operations were roughly the same at the beginning and end of all experimental benchmark runs.
[0138] Experiments were also run with Uniform (e.g., instead of Zipf) distributions to generate keys for lookup and
update operations. YCSB results are discussed herein because the results were substantially the same.
[0139] In order to implement the benchmark, the workload generator provided as part of the YCSB software distribution
was adapted in order to generate and verify MACs at the client for integrity. However, logically the same workload as
the original YCSB workload generator was run. If not specified otherwise, the experiments were run as follows: Each
experiment was repeated three times and in each of these three runs 100 million lookup, update, or insert operations
were executed as specified by the workload. Both throughput and latency were measured. The throughput was measured
as an average throughput over time (while a run was executed) and across the three runs. The variance was substantially
low, so error bars are not shown in results. For the latency experiments, both the median and the 90% quantile over all
operations of all three runs are shown. In addition to throughput and latency, the utilization of the PCIe bus was also
measured, and CPU utilization for a bottleneck analysis. In many experiments, the number of cores in the UM (or TM)
was varied. To measure the sensitivity of these example techniques to the verification rate, an experiment that varies
this parameter is also discussed. The verification rate is configured as number of key-value operations per record. If not
stated otherwise, this parameter was set to 16 which corresponds to verifying a cell of the key-value store after 16 lookup,
update, or insert operations.
[0140] As a research platform for all experiments, the high-performance, in-memory key-value store was used. The
key-value store was implemented as a library so that all threads executed both the YCSB benchmark implementation
and the key-value store operations. This way, the experimental results do not include network effects which could dampen
the overheads induced by integrity checking. Furthermore, the cost to create MACs and verify MACs at the client reduced
the overall throughput of the system. As a result, the example experimental results may be conservative in the sense
that the overheads of integrity checking may be expected to be relatively smaller in a distributed key-value store and in
a system-setup in which client-side MAC generation and verification does not impact the throughput of the key-value
store. For these example experiments, a main data structure used to index keys in the key-value store is a BW-tree
(see, e.g., Levandoski et al., "The Bw-Tree: A B-tree for new hardware platforms", supra). For example, the BW-tree
may achieve advantageous performance on current multi-core machines, at least because it allows lock-free and con-
current operations on the key-value store. Three different system configurations were measured experimentally:

None: This configuration of the key-value store provided no support for integrity. "None" serves as a baseline and
represents the performance of current key-value stores.
CVTREE(SW): In this configuration, the CVTREE uses a TM implemented in software (e.g., using C++) and in a
separate thread that is pinned to a dedicated core. Communication between UM and TM was implemented using
shared memory. While such a software TM may not offer any protection from a malicious adversary, this configuration
may be useful to study the performance tradeoffs of using secure hardware.
CVTREE (HW): In this configuration, the CVTREE uses a TM implemented using an FPGA as discussed above.
This configuration may be secure assuming that the crypto is strong and the attacker cannot break into the FPGA
(see, e.g., Eguro et al., supra).

[0141] For CVTREE (SW) and CVTREE (HW), all update and insert operations may be logged to disk for recoverability
(recovery is discussed further herein). For None, logging was turned off, due to additional work done by the logging
component of the experimental key-value store, that presented issues in isolating such additional work, for these exper-
iments. Due to this asymmetry between None and the other two configurations, again, the results may be conservative
and the overheads of supporting integrity may appear larger than they would be if logging were turned on for None, too.
[0142] If not stated otherwise, experiments were carried out on a 3.4 GHz machine with two sockets and 6 physical/12
logical cores per socket. The machine had 128 GB of main memory. Logs (for CVTREE (SW) and CVTREE (HW) were
written to an SSD, a SAMSUNG MZHPU512HCGL SSD (PCIe 2.0 x4) with a maximum sequential write bandwidth of
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930MBps and max sequential read bandwidth of 1170MBps. The operating system for these experiments was WINDOWS
SERVER 2012. The machine had an ALTERA FPGA (STRATIX V GSD5) with a PCIe 3.0 x8 link (e.g., a theoretical
max of over 7.8GB/s in each direction). This FPGA was only used in the CVTREE (HW) experimental configuration. In
theory, this FPGA may provide enough capacity to run up to 6 TMs in parallel. However, this large number of TMs was
not saturated in the experiments discussed herein. As a consequence, results with one or two FPGA cores are discussed
herein.
[0143] In order to study scale-out effects beyond 12 cores, experiments were also run on a 2.3GHz machine with 10
physical 20 logical cores per socket. For the experiments with this machine, the same ALTERA FPGA board was used,
as with the other machine.
[0144] FIGs. 13-16 show the experimental result throughput (in millions of ops/sec) of the three approaches (None,
CVTREE(SW), CVTREE (HW)) for the three core YCSB workloads with a varying number of UM cores. As shown in
FIG. 13, legend hash-marking indicators are used for indicating bars in FIGs. 13-16 as representing experimental results
for "none" 1302, "cvtree-hw" 1304, and "cvtree-sw" 1306.
[0145] In these experiments, there was only 1 TM core and the verification rate was set to 16. A first result indicates
that independent of the workload and the number of cores, the performance of None and CVTREE (HW) is competitive.
In the worst case, it may be off by a factor of two. Thus, support for integrity may advantageously be integrated into
practical and mainstream systems. Conventional published results of other systems have indicated throughputs in the
order of hundreds of operations per seconds, whereas the example techniques discussed herein (e.g., CVTREE (HW))
may support millions of operations per seconds.
[0146] A second result indicates that all three approaches may scale linearly with the number of cores. Again, these
experiments indicate that integrity can be implemented in a scalable way. Conventional approaches have a single point
of failure. In these particular experiments, the UM 104 was the bottleneck (discussed further herein) so that one TM 106
core was sufficient. However, the example techniques discussed herein also scale with the number of TM 106 cores.
[0147] Comparing CVTREE (SW) and CVTREE (HW), the results are almost the same. CVTREE (SW) may perform
slightly more advantageously because it requires fewer CPU cycles from the UM 104: for example, preparing and sending
a message to the FPGA via the PCIe bus consumes more CPU cycles than actually performing all the crypto operations
in the TM in order to support integrity. This result indicates how light-weight and efficient the implementation of integrity
in a TM 106 can be.
[0148] Comparing FIGs. 13 and 15 may provide insights into the relative costs of read and write operations. Not
surprisingly, None may perform more advantageously for Read-only (and Read-mostly) workloads than for Update-
intensive workloads. In this regard, the experimental key-value store may be no different from any other key-value store
(e.g., CASSANDRA, HBASE, etc.). However, reads may be as expensive as writes with CVTREE. As a result, relatively
speaking, the overheads of CVTREE may be biggest for the Read-only workload of FIG. 13. Nevertheless, even in this
case, CVTREE (HW) indicates competitive performance and the overheads may seem affordable for the strong security
guarantees that this example approach may provide.
[0149] In Experiment 1,12 UM cores were not sufficient to saturate a single TM 106 core. In order to study the scalability
of CVTREE with more than one TM 106 core, experiments were performed with the 20-core machine. FIG. 17 shows
the experimental throughput of CVTREE (HW) for Workload C, thereby varying the number of UM 104 cores from 1 to
18. A line 1702 shows the results for one TM 106 core, while a line 1704 shows the results for two TM 106 cores.
[0150] FIG. 17 indicates that CVTREE (HW) not only scales advantageously with the number of UM 104 cores, but
also with the number of TM 106 cores. On the 20-core machine, a configuration with only one TM 106 core saturates
the TM 106 if more than 12 UM 104 cores are used. At this point, the TM 106 may become the bottleneck. However, in
a configuration with two TM 106 cores, the throughput may scale linearly beyond 12 cores; in this case, the UM 104
may continue to be the bottleneck of the system in the same way as in Experiment 1. It may be expected that machines
may have hundreds of cores in the future. Even for such machines, the TM 106 may not become the bottleneck because
at least 6 TMs 106 would fit on the experimental ALTERA FPGA board and the capacity of FPGA boards is currently
growing at least at the same rate (if not faster) as the number of cores of CPUs.
[0151] In the architecture of FIG. 1, there are three potential bottlenecks that may possibly limit the throughput of the
system: (a) the UM 104, (b) the interconnect between UM 104 and TM 106 (e.g., the PCIe bus), and (c) the TM 106.
Experiments 1 and 2 indicated that CVTREE may scale linearly with the number of UM 104 and TM 106 cores. Adding
additional PCIe bandwidth, however, may be more difficult in practice. However, with current hardware, the PCIe bus
does not appear to provide a bottleneck.
[0152] FIG. 18 illustrates the number of MB per second sent from the UM 104 to the TM 106 and received from UM
104 by the TM 106. For this experiment, 12 UM 104 cores and 1 TM 106 core were used, thereby achieving a maximum
throughput and workload that may be sustained on a single machine with CVTREE. For higher throughputs, additional
machines may be used, and the UM/TM traffic of those machines would not affect the PCIe bus utilization on this machine.
Thus, FIG. 18 depicts a highest possible PCIe bus utilization on a single machine. As shown in FIG. 18, legend hash-
marking indicators are used for indicating bars in FIG. 18 as representing experimental results for "send" bandwidth



EP 3 479 286 B1

20

5

10

15

20

25

30

35

40

45

50

55

1802 and "receive" bandwidth 1804.
[0153] FIG. 18 indicates that CVTREE does not consume more than 400 MB/sec of the PCIe bus bandwidth. For the
experiments discussed herein, the benchmark machine had a PCIe Version in bus with close to 8 GBps bandwidth so
that CVTREE utilized only 5% of the bandwidth of that machine. If other PCIe-hungry applications were run on the same
machine, it may be unlikely that the PCIe bus would be saturated by CVTREE before other applications saturate it.
[0154] Experiments 1 to 3 indicated that CVTREE may scale advantageously in terms of throughput, and given the
same amount of resources, may degrade the throughput by at most a factor of 2. The example latency of CVTREE (HW)
is discussed below.
[0155] FIG. 19 depicts example experimental results: in an example worst case, the latency of a read (or write) operation
in CVTREE (HW) may go up to 50 milliseconds. In comparison, the latency of None may be only a few microseconds,
or three orders of magnitude better. This result may indicate that while CVTREE may be an advantageous match for
high-throughput applications, it may not be an advantageous match for latency-critical applications. However, if an
application can tolerate 50-millisecond delays, then CVTREE may be acceptable.
[0156] This result may occur because operations carried out by CVTREE in order to support integrity may be on a
critical path of a read or write operation. Thus, the client 110 may create a secure hash, the TM 106 may verify the
secure hash, and UM/TM interaction via PCIe is also on the critical path. Example techniques discussed herein may
achieve high throughput because they may achieve an advantageously high degree of concurrency between many
concurrent operations that need to carry out these steps, but it may pay a price for these steps in terms of latency as
these steps may be needed for the implementation of integrity. In other words, example techniques discussed herein
may help to hide the overheads of integrity by executing the needed steps in parallel with other work, thereby achieving
high throughputs. As shown in FIG. 19, legend hash-marking indicators are used for indicating bars in FIG. 19 as
representing experimental results for "median" 1902 and "90%" 1904.
[0157] The design of CVTREE with its periodic verification may involve tradeoffs between performance and security.
For example, the higher the verification rate, the lower the performance as more verification work is performed and the
higher the security as the window of unsecurity is decreased. In this way, the verification may also control the amount
of lost work after an integrity breach and until the system detects the breach.
[0158] FIG. 20 illustrates this tradeoff, indicating, for example, that the throughput 2002 may degrade somewhat
sharply for high frequency verifications. For example, a verification rate of 1 may correspond to roughly one verification
every eight seconds. For example, a verification rate of 16 may correspond to roughly one verification every two minutes;
at this point, CVTREE already performs advantageously and increasing the verification rate even further may result in
marginal performance gains. Given that many current systems may not support any kind of integrity, and that integrity
breaches may be somewhat rare, an example window of approximately two minutes may be advantageous for introducing
integrity into mainstream, commodity systems.
[0159] In accordance with example techniques discussed herein, an example key-value store may provide integrity
verification in addition to guarantees of atomicity and durability. As discussed herein, integrity checking may be incor-
porated at a less than 2x overhead over an example key-value store that may lack integrity. For example, results
discussed herein may advantageously correspond to orders of magnitude performance improvement over conventional
techniques (e.g., based on MERKLE trees). Example insights discussed herein may include (at least): (1) the use of
deferred verification instead of online verification, (2) the use of a small amount of trusted code in a secure hardware in
the server, and (3) reducing integrity checking to the problem of memory verification that may allow use of state-of-the-
art lock-free index structures off-the-shelf. For example, techniques discussed herein may aid in development of high-
performance tamper-resistant data management engines.
[0160] One skilled in the art of computing will understand that other instructions or operations may also be used to
achieve this (or similar) functionality, without departing from the discussion herein.

III. Flowchart Description

[0161] Features discussed herein are provided as example techniques that may be implemented in many different
ways that may be understood by one of skill in the art of computing, without departing from the discussion herein. Such
features are to be construed only as example features, and are not intended to be construed as limiting to only those
detailed descriptions.
[0162] FIGs. 21A-21C are a flowchart illustrating example operations of the system of FIG. 11, according to example
embodiments. As shown in the example of FIG. 21A, deferred verification of the integrity of data operations over a set
of data that is hosted at an untrusted module (UM), is controlled (2102).
[0163] A request for at least one data operation on the set of data is generated, the request including an authentication
portion (2104). For example, the client 110 may generate the request.
[0164] The request is sent to the UM (2106). For example, the client 110 may send the request to the UM 104 (e.g.,
for operations 114).
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[0165] A response to the request is received from the UM, the response including cryptographic verification information
attesting the integrity of the at least one data operation with respect to prior data operations on the set of data, the
response including results from deferred verification at a trusted module (TM) (2108).
[0166] For example, the data operations may include insert, lookup, delete, and update operations (2110), in the
example of FIG. 21B.
[0167] For example, the set of data may be included in a key-value store that is hosted at the UM (2112).
[0168] For example, receiving the response to the request may include receiving, from the UM, the response to the
request, the response including a message authentication code (MAC) based attestation of the integrity for a result of
the at least one data operation with respect to prior data operations on the set of data (2114).
[0169] For example, receiving the response to the request may include receiving, by a client device, from a trusted
module (TM), via the UM, the response to the request, the response including a message authentication code (MAC)
based attestation of the integrity for a result of the at least one data operation with respect to prior data operations on
the set of data, wherein the MAC based attestation is received at the client device from the UM, after generation of the
MAC based attestation at the TM, wherein the client device shares a cryptographic key with the TM, as a trusted module
that is trusted by the client device, and the client device may not share the cryptographic key with the UM (2116).
[0170] For example, generating the request may include generating the request for the at least one data operation on
the set of data that is included in the key-value store, the request including an encrypted authentication portion that
includes a MAC that is based on a cryptographic key that is shared with a trusted module (TM) (2118), in the example
of FIG. 21C.
[0171] For example, receiving the response to the request may include receiving the response to the request from the
TM, via forwarding by the UM (2120).
[0172] For example, generating the request may include generating a unique transaction identifier (id) corresponding
to the requested at least one data operation, the request including an encrypted authentication portion that includes a
MAC that is based on a cryptographic key that is shared with a trusted module (TM) (2122).
[0173] For example, the request may include an encrypted version of the transaction id, an indicator identifying the
requested at least one data operation, and a key value (2124).
[0174] FIGs. 22A-22E are a flowchart illustrating example operations of the system of FIG. 11, according to example
embodiments. As shown in the example of FIG. 22A, verification of the integrity of data operations over a set of data
that is hosted at an untrusted module (UM) may be controlled (2202).
[0175] A first message indicating a request from a client that shares a cryptographic key with the TM may be received
at a trusted module (TM), the request for at least one data operation on the set of data, the request including an
authentication portion from the client (2204). For example, the TM 106 may receive the first message indicating a request
from the client 110.
[0176] A second message indicating a response to the received request may be sent, the response including crypto-
graphic verification information attesting the integrity of the at least one data operation with respect to prior data operations
on the set of data (2206).
[0177] For example, the first message may include an operation identifier, a value of a key, a proof cell corresponding
to a verified memory cell that is stored in the UM, and an operation cryptographic hash that is included in the encrypted
authentication portion from the client (2208), in the example of FIG. 22B.
[0178] For example, an operation type of a first data operation indicated by the request may be determined (2210).
[0179] For example, determining the operation type may include determining a lookup operation type (2222), in the
example of FIG. 22C.
[0180] For example, integrity of the lookup operation may be verified, by using the received operation cryptographic
hash (2224).
[0181] For example, a correctness of the received proof cell for the received value of the key may be verified (2226).
[0182] For example, a success value of the lookup operation may be determined, based on a comparison of a key
value in the received proof cell with the received value of the key (2228).
[0183] For example, determining the operation type may include determining a lookup operation type (2230), in the
example of FIG. 22D.
[0184] For example, integrity of the lookup operation may be verified, by using the received operation cryptographic
hash (2232).
[0185] For example, a correctness of the received proof cell for the received value of the key may be verified (2234).
[0186] For example, a failure value of the lookup operation may be determined, based on determining inequality of a
key value in the received proof cell with the received value of the key (2236).
[0187] For example, determining the operation type may include determining an insert operation type (2238).
[0188] For example, integrity of the insert operation may be verified, by using the received operation cryptographic
hash (2240).
[0189] For example, a correctness of the received proof cell for the received value of the key may be verified (2242).
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[0190] For example, a success value of the insert operation may be determined, based on verifying that a second
received proof cell is an empty proof cell, prior to performance of the insert operation (2244).
[0191] For example, determining the operation type may include determining a delete operation type (2246), in the
example of FIG. 22E.
[0192] For example, integrity of the delete operation may be verified, by using the received operation cryptographic
hash (2248).
[0193] For example, a correctness of the received proof cell for the received value of the key may be verified (2250).
[0194] For example, a success value of the delete operation may be determined, based on verifying that a second
received proof cell is a prior-key proof cell that stores a next-key value that corresponds to a key value of the received
proof cell prior to performance of the delete operation (2252).
[0195] For example, the next-key value indicates a value of a following key that immediately follows the value of the
key value of the received proof cell in an ordering of values of keys for the set of data stored at the UM (2254).
[0196] For example, the first message may include an operation identifier for an operation that includes reading
contents of a memory location of the UM (2212), in the example of FIG. 22B.
[0197] For example, it may be verified, by the TM, that the operation includes accessing contents of a most recent
successful writing, by the TM, to the memory location of the UM (2214).
[0198] For example, the verifying, by the TM, may include deferred verification using transitions of a plurality of epochs
(2216).
[0199] For example, receiving, at the TM, the first message, may include receiving a first batch that includes a plurality
of requests from the client (2218), in the example of FIG. 22C.
[0200] For example, sending the second message may include sending a second batch that includes a plurality of
responses to respective received requests (2220).
[0201] FIGs. 23A-23C are a flowchart illustrating example operations of the system of FIG. 11, according to example
embodiments. As shown in the example of FIG. 23A, an untrusted module (UM) includes a memory storing a set of data
(2302).
[0202] A request for at least one data operation on the set of data may be received from a client, the request including
an authentication portion (2304). For example, the UM 104 may receive the request for operations 114 from the client 110.
[0203] A response to the request may be received from a trusted module (TM), the response including cryptographic
verification information attesting the integrity of the at least one data operation with respect to prior data operations on
the set of data, the TM including a cryptographic key that is shared with the client (2306).
[0204] The received response to the request may be forwarded to the client (2308).
[0205] For example, the memory may store a key-value store that includes the set of data (2310).
[0206] For example, the memory may include an index and a verified memory portion (2312), in the example of FIG. 23B.
[0207] For example, the verified memory portion may store verified cells corresponding to values of a key-value store
that includes the set of data (2314).
[0208] For example, the index may be configured to reference the verified cells via values of keys (2316).
[0209] For example, the respective verified cells may each include a value of a respective key, a value of a next key,
and an operation identifier received from the client (2318).
[0210] For example, the value of the next key may indicate a value of a following key that immediately follows the
value of the key in an ordering of values of keys for the set of data stored at the UM (2320).
[0211] For example, the memory may include a value table that is referenced by operation identifiers stored in corre-
sponding ones of the verified cells (2322), in the example of FIG. 23C.
[0212] For example, the value table may store a plurality of entries that include respective encrypted authentication
portions of respective requests received from the client for respective data operations (2324).
[0213] For example, the UM may predict and update a current state of the verified memory portion for changes caused
by the requested at least one data operation, before receiving the response to the request from the TM (2326).
[0214] One skilled in the art of computing will appreciate that many other types of techniques may be used for controlling
verification of integrity of operations on data, without departing from the discussion herein.
[0215] Features discussed herein are provided as example techniques that may be implemented in many different
ways that may be understood by one of skill in the art of computing, without departing from the discussion herein. Such
features are to be construed only as example features, and are not intended to be construed as limiting to only those
detailed descriptions.
[0216] In this context, a "processor" may include a single processor or multiple processors configured to process
instructions associated with a computing system. A processor may thus include one or more processors executing
instructions in parallel and/or in a distributed manner.
[0217] For example, the system 1100 may include one or more processors. For example, the system 1100 may include
at least one tangible computer-readable storage medium (e.g., an article of manufacture) storing instructions executable
by the one or more processors, the executable instructions configured to cause at least one processor to perform
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operations associated with various example components included in the system 1100, as discussed herein. For example,
the one or more processors may be included in at least one processing apparatus. One skilled in the art of computing
will understand that there are many configurations of processors and processing apparatuses that may be configured
in accordance with the discussion herein, without departing from such discussion.
[0218] In this context, a "component" or "module" may refer to instructions or hardware that may be configured to
perform certain operations. Such instructions may be included within component groups of instructions, or may be
distributed over more than one group. For example, some instructions associated with operations of a first component
may be included in a group of instructions associated with operations of a second component (or more components).
For example, a "component" herein may refer to a type of functionality that may be implemented by instructions that
may be located in a single entity, or may be spread or distributed over multiple entities, and may overlap with instructions
and/or hardware associated with other components.
[0219] In this context, a "memory" may include a single memory device or multiple memory devices configured to store
data and/or instructions. Further, the memory may span multiple distributed storage devices. Further, the memory may
be distributed among a plurality of processors.
[0220] One skilled in the art of computing will understand that there may be many ways of accomplishing the features
discussed herein.
[0221] Customer privacy and confidentiality have been ongoing considerations in computing environments for many
years. Thus, example techniques for maintaining a database and/or key-value store may use user input and/or data
provided by users who have provided permission via one or more subscription agreements (e.g., "Terms of Service"
(TOS) agreements) with associated applications or services associated with such techniques. For example, users may
provide consent to have their input/data transmitted and stored on devices, though it may be explicitly indicated (e.g.,
via a user accepted agreement) that each party may control how transmission and/or storage occurs, and what level or
duration of storage may be maintained, if any. Further, identifiers that may be used to identify devices used by a user
may be obfuscated, e.g., by hashing actual user information. It is to be understood that any user input/data may be
obtained in accordance with the privacy laws and regulations of any relevant jurisdiction.
[0222] Implementations of the various techniques described herein may be implemented in digital electronic circuitry,
or in computer hardware, firmware, software, or in combinations of them (e.g., an apparatus configured to execute
instructions to perform various functionality).
[0223] Implementations may be implemented as a computer program embodied in signals (e.g., a pure signal such
as a pure propagated signal). Such implementations will be referred to herein as implemented via a "computer-readable
transmission medium," which does not qualify herein as a "computer-readable storage medium" or a "computer-readable
storage device" as discussed below.
[0224] Alternatively, implementations may be implemented via a machine usable or machine readable storage device
(e.g., a magnetic or digital medium such as a Universal Serial Bus (USB) storage device, a tape, hard disk drive, compact
disk (CD), digital video disk (DVD), etc.), storing executable instructions (e.g., a computer program), for execution by,
or to control the operation of, a computing apparatus (e.g., a data processing apparatus), e.g., a programmable processor,
a special-purpose processor or device, a computer, or multiple computers. Such implementations may be referred to
herein as implemented via a "computer-readable storage medium" or a "computer-readable storage device" and are
thus different from implementations that are purely signals such as pure propagated signals (and thus do not qualify
herein as a "computer-readable transmission medium" as discussed above). Thus, as used herein, a reference to a
"computer-readable storage medium" or a "computer-readable storage device" specifically excludes reference to media
and devices that are signals (e.g., propagated signals) per se.
[0225] A computer program, such as the computer program(s) described above, can be written in any form of pro-
gramming language, including compiled, interpreted, or machine languages, and can be deployed in any form, including
as a stand-alone program or as a module, component, subroutine, or other unit suitable for use in a computing environ-
ment. The computer program may be tangibly embodied as executable code (e.g., executable instructions) on a machine
usable or machine readable storage device (e.g., a computer-readable medium). A computer program that might imple-
ment the techniques discussed above may be deployed to be executed on one computer or on multiple computers at
one site or distributed across multiple sites and interconnected by a communication network.
[0226] Method steps may be performed by one or more programmable processors executing a computer program to
perform functions by operating on input data and generating output. The one or more programmable processors may
execute instructions in parallel, and/or may be arranged in a distributed configuration for distributed processing. Example
functionality discussed herein may also be performed by, and an apparatus may be implemented, at least in part, as
one or more hardware logic components. For example, and without limitation, illustrative types of hardware logic com-
ponents that may be used may include Field-programmable Gate Arrays (FPGAs), Program-specific Integrated Circuits
(ASICs), Program-specific Standard Products (ASSPs), System-on-a-chip systems (SOCs), Complex Programmable
Logic Devices (CPLDs), etc.
[0227] Processors suitable for the execution of a computer program include, by way of example, both general and
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special purpose microprocessors, and any one or more processors of any kind of digital computer. Generally, a processor
will receive instructions and data from a read only memory or a random access memory or both. Elements of a computer
may include at least one processor for executing instructions and one or more memory devices for storing instructions
and data. Generally, a computer also may include, or be operatively coupled to receive data from or transfer data to, or
both, one or more mass storage devices for storing data, e.g., magnetic, magneto optical disks, or optical disks. Information
carriers suitable for embodying computer program instructions and data include all forms of nonvolatile memory, including
by way of example semiconductor memory devices, e.g., EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., internal hard disks or removable disks; magneto optical disks; and CD ROM and DVD-ROM disks. The
processor and the memory may be supplemented by, or incorporated in special purpose logic circuitry.
[0228] To provide for interaction with a user, implementations may be implemented on a computer having a display
device, e.g., a cathode ray tube (CRT), liquid crystal display (LCD), or plasma monitor, for displaying information to the
user and a keyboard and a pointing device, e.g., a mouse or a trackball, by which the user can provide input to the
computer. Other kinds of devices can be used to provide for interaction with a user as well; for example, feedback
provided to the user can be any form of sensory feedback, e.g., visual feedback, auditory feedback, or tactile feedback.
For example, output may be provided via any form of sensory output, including (but not limited to) visual output (e.g.,
visual gestures, video output), audio output (e.g., voice, device sounds), tactile output (e.g., touch, device movement),
temperature, odor, etc.
[0229] Further, input from the user can be received in any form, including acoustic, speech, or tactile input. For example,
input may be received from the user via any form of sensory input, including (but not limited to) visual input (e.g., gestures,
video input), audio input (e.g., voice, device sounds), tactile input (e.g., touch, device movement), temperature, odor, etc.
[0230] Further, a natural user interface (NUI) may be used to interface with a user. In this context, a "NUI" may refer
to any interface technology that enables a user to interact with a device in a "natural" manner, free from artificial constraints
imposed by input devices such as mice, keyboards, remote controls, and the like.
[0231] Examples of NUI techniques may include those relying on speech recognition, touch and stylus recognition,
gesture recognition both on a screen and adjacent to the screen, air gestures, head and eye tracking, voice and speech,
vision, touch, gestures, and machine intelligence. Example NUI technologies may include, but are not limited to, touch
sensitive displays, voice and speech recognition, intention and goal understanding, motion gesture detection using depth
cameras (e.g., stereoscopic camera systems, infrared camera systems, RGB (red, green, blue) camera systems and
combinations of these), motion gesture detection using accelerometers/gyroscopes, facial recognition, 3D displays,
head, eye, and gaze tracking, immersive augmented reality and virtual reality systems, all of which may provide a more
natural interface, and technologies for sensing brain activity using electric field sensing electrodes (e.g., electroencepha-
lography (EEG) and related techniques).
[0232] Implementations may be implemented in a computing system that includes a back end component, e.g., as a
data server, or that includes a middleware component, e.g., an application server, or that includes a front end component,
e.g., a client computer having a graphical user interface or a Web browser through which a user can interact with an
implementation, or any combination of such back end, middleware, or front end components. Components may be
interconnected by any form or medium of digital data communication, e.g., a communication network. Examples of
communication networks include a local area network (LAN) and a wide area network (WAN), e.g., the Internet.
[0233] Although the subject matter has been described in language specific to structural features and/or methodological
acts, it is to be understood that the subject matter defined in the appended claims is not necessarily limited to the specific
features or acts described above. Rather, the specific features and acts described above are disclosed as example
forms of implementing the claims.

Claims

1. A computer-implemented method comprising:

controlling (2202) verification of the integrity of data operations over a set of data that is hosted at an untrusted
module (104) by:

receiving (2204), at a trusted module (106), a first message indicating a request from a client (110) that
shares a cryptographic key (112) with the trusted module (106), the request for at least one data operation
(114) on the set of data, the request including an authentication portion from the client (110); and
sending (2206) a second message (116) indicating a response to the received request, the response
including cryptographic verification information attesting the integrity of the at least one data operation with
respect to prior data operations on the set of data;
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wherein the first message includes (2212) an operation identifier for an operation that includes reading contents
of a memory location of the untrusted module (104),
wherein the method further includes verifying (2214), by the trusted module (106), that the operation includes
accessing contents of a most recent successful writing, by the trusted module (106), to the memory location of
the untrusted module (104), wherein the verifying, by the trusted module (106), includes (2216) deferred veri-
fication using transitions (702) of a plurality of epochs.

2. The method of claim 1, wherein:
the first message includes (2208) an operation identifier (304, 404, 506), a value of a key (306, 406, 504), a proof
cell corresponding to a verified memory cell that is stored in the untrusted module, and an operation cryptographic
hash that is included in the encrypted authentication portion from the client (110), wherein the method includes:
determining (2210) an operation type of a first data operation (114) indicated by the request.

3. The method of claim 2, wherein:

determining the operation type includes determining (2222) a lookup operation type,
wherein the method includes:

verifying (2224) integrity of the lookup operation, by using the received operation cryptographic hash,
verifying (2226) a correctness of the received proof cell for the received value of the key, and
determining (2228) a success value of the lookup operation, based on a comparison of a key value in the
received proof cell with the received value of the key.

4. The method of claim 2, wherein:

determining the operation type includes determining (2230) a lookup operation type,
wherein the method includes:

verifying (2232) integrity of the lookup operation, by using the received operation cryptographic hash,
verifying (2234) a correctness of the received proof cell for the received value of the key, and
determining (2236) a failure value of the lookup operation, based on determining inequality of a key value
in the received proof cell with the received value of the key.

5. The method of claim 2, wherein:

determining the operation type includes determining (2238) an insert operation type,
wherein the method includes:

verifying (2240) integrity of the insert operation, by using the received operation cryptographic hash,
verifying (2242) a correctness of the received proof cell for the received value of the key, and
determining (2244) a success value of the insert operation, based on verifying that a second received proof
cell is an empty proof cell, prior to performance of the insert operation.

6. The method of claim 2, wherein:

determining the operation type includes determining (2246) a delete operation type,
wherein the method includes:

verifying (2248) integrity of the delete operation, by using the received operation cryptographic hash,
verifying (2250) a correctness of the received proof cell for the received value of the key, and
determining (2252) a success value of the delete operation, based on verifying that a second received proof
cell is a prior-key proof cell that stores a next-key value that corresponds to a key value of the received
proof cell prior to performance of the delete operation, wherein
the next-key value indicates (2254) a value of a following key that immediately follows the value of the key
value of the received proof cell in an ordering of values of keys for the set of data stored at the untrusted
module.

7. The method of claim 1, wherein:
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receiving, at the trusted module (106), the first message, includes receiving (2218) a first batch that includes a
plurality of requests from the client (110), and
sending the second message includes sending (2220) a second batch that includes a plurality of responses to
respective received requests.

8. A system comprising at least one server (102) that includes:

at least one hardware device processor (1120); and
an untrusted module (104) that includes a memory storing a set of data, and storing executable instructions
that, when executed, cause one or more of the at least one hardware device processor to perform the method
of any preceding claim.

9. A computer-readable storage medium storing executable instructions that, when executed by a hardware device
processor (1120) of a computer (1110), cause the computer to perform the method of any of claims 1-7.

Patentansprüche

1. Computerimplementiertes Verfahren, umfassend:
Steuern (2202) der Verifizierung der Integrität von Datenoperationen über einen Datensatz, der bei einem nicht
vertrauenswürdigen Modul (104) gehostet wird, durch:

Empfangen (2204) einer ersten Nachricht an einem vertrauenswürdigen Modul (106), die eine Anforderung von
einem Client (110) anzeigt, der sich einen kryptografischen Schlüssel (112) mit dem vertrauenswürdigen Modul
(106) teilt, wobei sich die Anforderung auf mindestens eine Datenoperation (114) an dem Datensatz bezieht,
wobei die Anforderung einen Authentifizierungsabschnitt vom Client (110) einschließt; und
Senden (2206) einer zweiten Nachricht (116), die eine Antwort auf die empfangene Anforderung anzeigt, wobei
die Antwort kryptografische Verifizierungsinformationen einschließt, die die Integrität der mindestens einen
Datenoperation in Bezug auf frühere Datenoperationen an dem Datensatz bescheinigen;
wobei die erste Nachricht eine Operationskennung für eine Operation einschließt (2212), die das Auslesen von
Inhalten aus einem Speicherort des nicht vertrauenswürdigen Moduls (104) einschließt,
wobei das Verfahren weiter das Verifizieren (2214) durch das vertrauenswürdige Modul (106) einschließt, dass
die Operation das Zugreifen auf Inhalte eines jüngsten erfolgreichen Schreibvorgangs durch das vertrauens-
würdige Modul (106) in den Speicherort des nicht vertrauenswürdigen Moduls (104) einschließt, wobei das
Verifizieren durch das vertrauenswürdige Modul (106) ein verschobenes Verifizieren unter Verwendung von
Übergängen (702) einer Vielzahl von Epochen einschließt (2216).

2. Verfahren nach Anspruch 1, wobei:
die erste Nachricht eine Operationskennung (304, 404, 506), einen Wert eines Schlüssels (306, 406, 504), eine
Beweiszelle, die einer verifizierten Speicherzelle entspricht, die in dem nicht vertrauenswürdigen Modul gespeichert
ist, und einen kryptografischen Hash der Operation einschließt (2208), der im verschlüsselten Authentifizierungs-
abschnitt vom Client (110) eingeschlossen ist, wobei das Verfahren einschließt:
Bestimmen (2210) eines Operationstyps einer ersten Datenoperation (114), die von der Anforderung angezeigt wird.

3. Verfahren nach Anspruch 2, wobei:
das Bestimmen des Operationstyps das Bestimmen (2222) eines Nachschlageoperationstyps einschließt, wobei
das Verfahren einschließt:

Verifizieren (2224) der Integrität der Nachschlageoperation durch Verwenden des empfangenen kryptographi-
schen Hashes der Operation,
Verifizieren (2226) einer Richtigkeit der empfangenen Beweiszelle für den empfangenen Wert des Schlüssels,
und
Bestimmen (2228) eines Erfolgswerts der Nachschlageoperation auf Basis eines Vergleichs eines Schlüssel-
werts in der empfangenen Beweiszelle mit dem empfangenen Wert des Schlüssels.

4. Verfahren nach Anspruch 2, wobei:
das Bestimmen des Operationstyps das Bestimmen (2230) eines Nachschlageoperationstyps einschließt, wobei
das Verfahren einschließt:
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Verifizieren (2232) der Integrität der Nachschlageoperation durch Verwenden des empfangenen kryptographi-
schen Hashes der Operation,
Verifizieren (2234) einer Richtigkeit der empfangenen Beweiszelle für den empfangenen Wert des Schlüssels,
und
Bestimmen (2236) eines Fehlschlagwerts der Nachschlageoperation auf Basis des Bestimmens der Ungleich-
heit eines Schlüsselwerts in der empfangenen Beweiszelle mit dem empfangenen Wert des Schlüssels.

5. Verfahren nach Anspruch 2, wobei:
das Bestimmen des Operationstyps das Bestimmen (2238) eines Einfügeoperationstyps einschließt, wobei das
Verfahren einschließt:

Verifizieren (2240) der Integrität der Einfügeoperation durch Verwenden des empfangenen kryptografischen
Hashes der Operation,
Verifizieren (2242) einer Richtigkeit der empfangenen Beweiszelle für den empfangenen Wert des Schlüssels,
und
Bestimmen (2244) eines Erfolgswerts der Einfügeoperation auf Basis des Verifizierens, dass es sich bei einer
zweiten empfangenen Beweiszelle um eine vor dem Durchführen der Einfügeoperation leere Beweiszelle han-
delt.

6. Verfahren nach Anspruch 2, wobei:
das Bestimmen des Operationstyps das Bestimmen (2246) eines Löschoperationstyps einschließt, wobei das Ver-
fahren einschließt:

Verifizieren (2248) der Integrität der Löschoperation durch Verwenden des empfangenen kryptografischen
Hashes der Operation,
Verifizieren (2250) einer Richtigkeit der empfangenen Beweiszelle für den empfangenen Wert des Schlüssels,
und
Bestimmen (2252) eines Erfolgswerts der Löschoperation auf Basis des Verifizierens, dass es sich bei einer
zweiten empfangenen Beweiszelle um eine Beweiszelle eines früheren Schlüssels handelt, die einen Wert
eines nächsten Schlüssels speichert, der einem Schlüsselwert der empfangenen Beweiszelle vor dem Durch-
führen der Löschoperation entspricht, wobei
der Wert des nächsten Schlüssels einen Wert eines nachfolgenden Schlüssels anzeigt (2254), der in einer
Reihenfolge von Werten von Schlüsseln für den am nicht vertrauenswürdigen Modul gespeicherten Datensatz
unmittelbar nach dem Wert des Schlüsselwerts der empfangenen Beweiszelle folgt.

7. Verfahren nach Anspruch 1, wobei:

das Empfangen der ersten Nachricht am vertrauenswürdigen Modul (106) das Empfangen (2218) eines ersten
Batches einschließt, der eine Vielzahl von Anforderungen vom Client (110) einschließt, und
das Senden der zweiten Nachricht das Senden (2220) eines zweiten Batches einschließt, der eine Vielzahl von
Antworten auf jeweilige empfangene Anforderungen einschließt.

8. System, das mindestens einen Server (102) umfasst, welcher einschließt:

mindestens einen Hardwaregeräteprozessor (1120); und
ein nicht vertrauenswürdiges Modul (104), das einen Speicher einschließt, der einen Datensatz speichert und
ausführbare Anweisungen speichert, die, wenn sie ausgeführt werden, einen oder mehrere aus dem mindestens
einen Hardwaregeräteprozessor dazu bringen, das Verfahren nach einem vorstehenden Anspruch durchzu-
führen.

9. Computerlesbares Speichermedium, das ausführbare Anweisungen speichert, die, wenn sie von einem Hardware-
geräteprozessor (1120) eines Computers (1110) ausgeführt werden, den Computer dazu bringen, das Verfahren
nach einem der Ansprüche 1-7 durchzuführen.

Revendications

1. Procédé mis en œuvre par ordinateur comprenant :
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la commande (2202) d’une vérification de l’intégrité d’opérations de données sur un ensemble de données qui sont
hébergées au niveau d’un module non fiable (104) par :

la réception (2204), au niveau d’un module fiable (106), d’un premier message indiquant une requête à partir
d’un client (110) qui partage une clé cryptographique (112) avec le module fiable (106), la requête étant pour
au moins une opération de données (114) sur l’ensemble de données, la requête incluant une partie d’authen-
tification provenant du client (110) ; et
l’envoi (2206) d’un second message (116) indiquant une réponse à la requête reçue, la réponse incluant des
informations de vérification cryptographique attestant l’intégrité de l’au moins une opération de données par
rapport à des opérations de données antérieures sur l’ensemble de données ;
dans lequel le premier message inclut (2212) un identificateur d’opération pour une opération qui inclut la lecture
de contenus d’un emplacement de mémoire du module non fiable (104),
dans lequel le procédé inclut en outre la vérification (2214), par le module fiable (106), que l’opération inclut
l’accès à des contenus d’une écriture réussie la plus récente, par le module fiable (106), dans l’emplacement
de mémoire du module non fiable (104), dans lequel la vérification, par le module fiable (106), inclut (2216) une
vérification différée en utilisant des transitions (702) d’une pluralité d’époques.

2. Procédé selon la revendication 1, dans lequel :
le premier message inclut (2208) un identificateur d’opération (304, 404, 506), une valeur d’une clé (306, 406, 504),
une cellule témoin correspondant à une cellule de mémoire vérifiée qui est stockée dans le module non fiable, et
un hachage cryptographique d’opération qui est inclus dans la partie d’authentification cryptée provenant du client
(110), dans lequel le procédé inclut :
la détermination (2210) d’un type d’opération d’une première opération de données (114) indiquée par la requête.

3. Procédé selon la revendication 2, dans lequel :

la détermination du type d’opération inclut la détermination (2222) d’un type d’opération de consultation,
dans lequel le procédé inclut :

la vérification (2224) d’une intégrité de l’opération de consultation, en utilisant le hachage cryptographique
d’opération reçu,
la vérification (2226) d’une exactitude de la cellule témoin reçue pour la valeur reçue de la clé, et
la détermination (2228) d’une valeur de réussite de l’opération de consultation, sur la base d’une compa-
raison d’une valeur de clé dans la cellule témoin reçue avec la valeur reçue de la clé.

4. Procédé selon la revendication 2, dans lequel :

la détermination du type d’opération inclut la détermination (2230) d’un type d’opération de consultation,
dans lequel le procédé inclut :

la vérification (2232) d’une intégrité de l’opération de consultation, en utilisant le hachage cryptographique
d’opération reçu,
la vérification (2234) d’une exactitude de la cellule témoin reçue pour la valeur reçue de la clé, et
la détermination (2236) d’une valeur d’échec de l’opération de consultation, sur la base de la détermination
d’une inégalité d’une valeur de clé dans la cellule témoin reçue avec la valeur reçue de la clé.

5. Procédé selon la revendication 2, dans lequel :

la détermination du type d’opération inclut la détermination (2238) d’un type d’opération d’insertion,
dans lequel le procédé inclut :

la vérification (2240) d’une intégrité de l’opération d’insertion, en utilisant le hachage cryptographique d’opé-
ration reçu,
la vérification (2242) d’une exactitude de la cellule témoin reçue pour la valeur reçue de la clé, et
la détermination (2244) d’une valeur de réussite de l’opération d’insertion, sur la base de la vérification du
fait qu’une seconde cellule témoin reçue est une cellule témoin vide, avant l’exécution de l’opération d’in-
sertion.
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6. Procédé selon la revendication 2, dans lequel :

la détermination du type d’opération inclut la détermination (2246) d’un type d’opération de suppression,
dans lequel le procédé inclut :

la vérification (2248) d’une intégrité de l’opération de suppression, en utilisant le hachage cryptographique
d’opération reçu,
la vérification (2250) d’une exactitude de la cellule témoin reçue pour la valeur reçue de la clé, et
la détermination (2252) d’une valeur de réussite de l’opération de suppression, sur la base de la vérification
qu’une seconde cellule témoin reçue est une cellule témoin de clé antérieure qui stocke une valeur de clé
suivante qui correspond à une valeur de clé de la cellule témoin reçue avant l’exécution de l’opération de
suppression, dans lequel
la valeur de clé suivante indique (2254) une valeur d’une clé suivante qui suit immédiatement la valeur de
la valeur de clé de la cellule témoin reçue dans un ordre de valeurs de clés pour l’ensemble de données
stockées au niveau du module non fiable.

7. Procédé selon la revendication 1, dans lequel :

la réception, au niveau du module fiable (106), du premier message inclut la réception (2218) d’un premier lot
qui inclut une pluralité de requêtes provenant du client (110), et
l’envoi du second message inclut l’envoi (2220) d’un second lot qui inclut une pluralité de réponses à des
requêtes reçues respectives.

8. Système comprenant au moins un serveur (102) qui inclut :

au moins un processeur de dispositif matériel (1120) ; et
un module non fiable (104) qui inclut une mémoire stockant un ensemble de données, et stockant des instructions
exécutables qui, quand elles sont exécutées, amènent un ou plusieurs de l’au moins un processeur de dispositif
matériel à effectuer le procédé selon une quelconque revendication précédente.

9. Support de stockage lisible par ordinateur stockant des instructions exécutables qui, quand elles sont exécutées
par un processeur de dispositif matériel (1120) d’un ordinateur (1110), amènent l’ordinateur à effectuer le procédé
selon l’une quelconque des revendications 1-7.
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