wo 20187208411 A1 | 0K 000 O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual P <
O remiation = OO 00 A Y 0 0 0 0
International Bureau —/) (10) International Publication Number
(43) International Publication Date = WO 2018/208411 A1

15 November 2018 (15.11.2018) WIPO | PCT

(5D

2D

22)

(25)
(26)
(30$)

an

a2

International Patent Classification: Washington 98052-6399 (US). SOLIS, Adrian Orbi-
GO6F 21/31(2013.01) HO04L 12/58 (2006.01) ta; MICROSOFT TECHNOLOGY LICENSING, LLC,
HO04L 29/06 (2006.01) One Microsoft Way, Redmond, Washington 98052-6399

(US). JIN, Larry, MICROSOFT TECHNOLOGY LI-
CENSING, LLC, One Microsoft Way, Redmond, Washing-
ton 98052-6399 (US).

International Application Number:
PCT/US2018/026997
International Filing Date: (74) Agent: MINHAS, Sandip . et al.; MICROSOFT TECH-

11 April 2018 (11.04.2018) NOLOGY LICENSING, LLC, One Microsoft Way, Red-

Filing Language: English mond, Washington 98052-6399 (US).
Publication Language: English  (81) Designated States (unless otherwise indicated, for every
L. kind of national protection available). AE, AG, AL, AM,
Priority Data: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
62/504,489 10 May 2017 (10.05.2017) us CA. CH, CL, CN. CO, CR, CU, CZ. DE, DJ, DK, DM, DO,
15/640,002 30 June 2017 (30.06.2017) us DZ, EC, EE, EG, ES, FIL, GB, GD, GE, GH, GM, GT, HN,
Applicant: MICROSOFT TECHNOLOGY LI- HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
CENSING, LLC [US/US]; One Microsoft Way, Redmond, KR,KW,KZ,LA,LC,LK,LR, LS, LU, LY, MA, MD, ME,
Washington 98052-6399 (US). MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Inventors: YU, Mao; MICROSOFT TECHNOLOGY LI-
CENSING, LLC, One Microsoft Way, Redmond, Washing-
ton 98052-6399 (US). UPPAL, Siddharth; MICROSOFT
TECHNOLOGY LICENSING, LLC, One Microsoft Way, (84) Designated States (unless otherwise indicated, for every

Redmond, Washington 98052-6399 (US). DOGAND- kind of regional protection available): ARIPO (BW, GH,
JIEV, Yuri Georgiev, MICROSOFT TECHNOLOGY GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
LICENSING, LLC, One Microsoft Way, Redmond, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(34

Nonce
matches cache?

Title: SECURELY AUTHENTICATING A BOT USER
(57) Abstract: Systems and methods are provided that securely authenticate a
S _party App receives user of a web application. For example, the user may utilize a bot from within
e oo || Gt userd retuon Toracces - -
access 3 pary g e 208 a first application, such as a chat application. The user may request the bot to
T | o 1 access a second application (e.g., a social-networking application) that is remote
Receive/Display login | Provice ogin URL from the first application. If the bot does not have authorization, the bot may
Lz Bot website hosts [ H 4 4
. ! o 7 redirect the user to a webpage for the second application, where the user may
Feceu wer ot/ t A”"J’w T oo and vty enter login credentials. Upon verification, the second application may provide
URL 314 | Receive auth code/ [+ s an access token to a webpage associated with the bot. To authenticate the bot
Request access token . .
: ) ] - . user, the bot webpage may generate and cache a nonce that is transmitted back
Generate and sen . . . . .
| : | accesstokenazo to the first application, which then transmits it to the bot. The bot may then
| e e " compare the received nonce with the cached nonce. If the nonces match, the
| T user may be securely authenticated.
heceive nance = Generate norce/
324
¥ | i
ass nonce v |
invisible message Receive nonce 330
|
|
|
|
|

: Associate access
| | token with Chat User
1

| Receive accessto  |—>

S party App Allow access to user

I B8 le| accountzzs

boundary 301
FIG. 3 L

[Continued on next page]



WO 2018208411 AT I INIL 00010 0 0 00

TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IF, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— as to applicant’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

— as to the applicant’s entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  with international search report (Art. 21(3))



10

15

20

25

30

WO 2018/208411 PCT/US2018/026997

SECURELY AUTHENTICATING A BOT USER

Background

[0001] Most login experiences are performed via a secure website, which Identity
Providers (IdPs) control rigidly. Because bots are conversational experiences within chat
apps, it is typically clunky and awkward for the bots themselves to authenticate a user. Thus,
in order to maintain positive user experiences within a chat application, the authentication
process should be more streamlined and elegant, while maintaining a secure connection.

[0002] When signing into a web application (e.g., Facebook®, Google®), a user is
taken through the OAuth 2.0 flow, which is used to perform authentication and authorization
in most application types. It works by delegating user authentication to the service that hosts
the user account and authorizing third-party applications to access the user account. This
typically works well for web browsers, but is cumbersome for bots. OAuth 2.0 was initially
built for redirection on the client side, not the server side. Thus, authenticating a bot user
requires the user to copy a large string of numbers and characters (i.e., an identification
number) that will bridge the bot channel and a third-party server. The current bot
authentication protocol is clunky because users are required to copy and paste this large
identification number, which significantly decreases the user experience and increases
network traffic.

[0003] It is with respect to these and other general considerations that example
aspects, systems, and methods have been described. Also, although relatively specific
problems have been discussed, it should be understood that the examples should not be
limited to solving the specific problems identified in the background.

Summary

[0004] Most login experiences that use a bot to authenticate a user’s credentials are
clunky and inelegant. For example, suppose a user is communicating with a chat bot, and
that bot must access the user’s resources in a third-party service, e.g., the user’s Instagram®
data. In order for the bot to access that data, the user must authenticate with Instagram® and
pass those credentials to the bot in a secure manner. However, this action crosses the trust
boundary between the web browser hosting the Instagram® login and the messaging
application hosting the bot. In traditional web and mobile applications, this is achieved via
the OAuth 2.0 flow, which delegates access of user data to the application itself. However,
with bots, this experience is subpar and not entirely secure.

[0005] In light of this subpar experience and lack of security, an improved version of
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the authentication flow is disclosed herein. For example, suppose the user is interacting with
a first application (e.g., a messaging application or a chat application). In aspects, a web
application may be accessed from the first application. The web application may be any
third-party web application (e.g., a third-party chat bot) accessed within the first application.
In aspects, the user may request the web application to access a second application that is
remote from the first application (e.g., a third-party social-networking application such as
Instagram®, Snap Chat®, Google®, Facebook®, etc.). The bot may then check if the user
is authenticated for access to the second application. If the user has not yet been
authenticated, then the bot may provide a login URL to the user. The login URL may open
a browser window for inputting user credentials for the second application. Upon verifying
the user credentials, the second application may then pass an access token back to a web
service associated with the web application (e.g., a website owned by the bot developer).

[0006] However, at this point, the web service is unable to verify that the user who
entered the user credentials for the second application is the same user accessing the web
application (e.g., bot) within the first application. In this case, the web service may generate
a nonce, which is a unique, arbitrary value. The web service may then call the first
application’s software development kit (SDK) to pass the nonce to the first application (e.g.,
a messaging application). In aspects, the web service also stores the nonce in a cache. After
the first application receives the nonce, the first application may then re-transmit a secure
message (which is invisible to the user) back to the web application, which message may
include a user ID for the first application. The web application (e.g., bot) may then receive
the nonce and check its cache (which includes a collection of stored nonces compiled by the
web service) to ensure that a stored nonce matches the received nonce in the message. In
aspects, the web application may match the received nonce with a stored nonce indexed to
the user ID or simply based on matching the received nonce with a stored nonce from the
collection of stored nonces (which, by definition, are each unique).

[0007] By implementing the authentication flow in this manner, a nonce is transmitted
from the web service back to the first application (e.g., messaging application), which nonce
is then securely and invisibly sent from the first application to the web application for
verification. In this way, the user is authenticated without having to perform any additional
action, resulting in a superior user experience and incurring no additional work on part of
the developer.

[0008] This summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This summary is not
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intended to identify key features or essential features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed subject matter.

Brief Descriptions of the Drawings

[0009] FIG. 1 illustrates an example of a distributed system for securely
authenticating a user via a web application.

[0010] FIG. 2 illustrates a communication system for securely authenticating a user
via a web application.

[0011] FIG. 3 is a block diagram illustrating a method for securely authenticating a
user via a web application.

[0012] FIG. 4A illustrates an example interface associated with a chat bot within a
chat application.

[0013] FIG. 4B illustrates an example interface associated with a chat bot within a
chat application displaying an authentication prompt.

[0014] FIG. 5 illustrates an example of how a chat application may communicate with
third-party application server(s) and third-party bot website server(s).

[0015] FIG. 6 illustrates a successful authentication of a bot user via a web
application.

[0016] FIG. 7 is a block diagram illustrating example physical components of a
computing device with which aspects of the disclosure may be practiced.

[0017] FIGS. 8A and 8B are simplified block diagrams of a mobile computing device
with which aspects of the present disclosure may be practiced.

[0018] FIG. 9 is a simplified block diagram of a distributed computing system in
which aspects of the present disclosure may be practiced.

[0019] FIG. 10 illustrates a tablet computing device for executing one or more aspects
of the present disclosure.

Detailed Descriptions

[0020] In the following detailed description, reference is made to the accompanying
drawings that form a part hereof, and in which are shown by way of illustrations or specific
examples. These aspects may be combined, other aspects may be utilized, and structural
changes may be made without departing from the present disclosure. Example aspects may
be practiced as methods, systems, or devices. Accordingly, example aspects may take the
form of a hardware implementation, a software implementation, or an implementation
combining software and hardware aspects. The following detailed description is therefore

not to be taken in a limiting sense, and the scope of the present disclosure is defined by the
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appended claims and their equivalents.

[0021] Users are often burdened with clunky login experiences when attempting to
interact with a bot inside a web application. For instance, as detailed above, a user may send
a message to a bot within a messaging application. In some cases, the user may request the
bot to access information associated with an account for a third-party application (e.g., the
user’s Instagram® account). The bot checks whether the user’s identification from the
messaging application (e.g., the user ID) is authenticated with the third-party application
(e.g., Instagram®). If the user ID is not authenticated, the bot may transmit a login URL to
the user. The user may then click on the login URL, which may result in opening a browser
window associated with the third-party application. The user may then log into the user’s
account associated with the third-party application (e.g., the user’s Instagram® account).
Upon verifying the user’s credentials, the third-party application may pass an access token
to a web service associated with the bot (e.g., a website owned by the third-party bot
developer). However, while the web service may receive the access token from the third-
party application, current solutions cannot securely guarantee the identity of the user that
opened the web browser to login into Instagram® is the same user utilizing the bot within
the messaging application. As a result, the user traditionally experiences a non-intuitive and
awkward authentication process with the bot.

[0022] The present disclosure describes a solution in which the user is not required to
manually authenticate him- or herself to the web application (or to a web service associated
with the web application). Instead, as described above, a nonce may automatically be
generated and stored by the bot web service, which may then transmit the nonce to the
messaging application. The messaging application may then invisibly transmit the nonce to
the web application (e.g., bot). The bot verifies the received nonce by determining whether
the received nonce matches a stored nonce within its cache (e.g., as stored by the bot web
service). If the received nonce matches a stored nonce, then the user is authenticated and the
user is allowed to access the third-party application (e.g., Instagram®). In some cases, an
access token may be associated with the user ID for future access to the third-party
application via the web application.

[0023] Not only do developers and users incur no additional work to authenticate the
user to the web application, but the user experience is also significantly improved.
Furthermore, the solution disclosed herein may be implemented across multiple devices on
a variety of operating environments, further improving the user experience. For example, if

a user is securely authenticated with a bot inside a messaging application on a laptop
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computer, the user may establish a subsequent secure connection with the bot inside the
same messaging application running on a mobile device.

[0024] FIG. 1 illustrates an example of a distributed system 100 for securely
authenticating a bot user via a web application.

[0025] A system 100 that securely authenticates user credentials for a third-party
application (e.g., a social-networking application such as Instagram®, Facebook®,
Snapchat®, etc.) to a chat bot within a messaging application (e.g., chat application) is
provided. Such a system may be run on an electronic device including, but not limited to,
client devices such as a mobile phone 102, a tablet 104, and a personal computer 106. The
disclosed system may receive device login credentials associated with third-party
applications. The system may share those login credentials across multiple devices to ensure
that the login process is seamless for the user.

[0026] In an example, a user may utilize a chat bot hosted within a messaging
application (e.g., a chat application or “ChatApp”). The user may access the messaging
application via any device associated with the user, e.g., client devices 102, 104, 106, which
may execute the messaging application locally and/or may access the messaging application
(e.g., via a browser) executing remotely (e.g., on servers 116). In aspects, the third-party
chat bot (hereinafter “bot”) may be associated with a web service executing on one or more
other servers, e.g., servers 118. In further aspects, the bot may authenticate the user based
on identification information passed from the messaging application to the bot (e.g., the
user’s messaging ID). In some cases, the user may request the bot to access third-party
applications associated with the user (e.g., user accounts for Instagram®, Facebook®,
Snapchat®, etc.). In aspects, these third-party applications may be hosted by one or more
other servers, e.g., servers 120. However, if the user ID has not been authenticated with such
third-party applications, the bot will be unable to gain access. It is with respect to this
situation that the present solution is directed.

[0027] In this case, the bot within the messing application may provide the user with
alogin URL associated with the requested third-party application. Upon activating the login
URL, a window associated with the third-party application may open within the messaging
application, enabling the user to log into the third-party application (e.g., on servers 120 via
network 108). The third-party application may then verify the user’s credentials and forward
an access token (or other authentication) to a website associated with the bot (e.g., hosted
on servers 118). However, in this case, the bot is unable to verify that the user who accessed

the login URL is the same user accessing the bot via the messaging application. To address
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this situation, the bot website generates and transmits a nonce to the messaging application,
which then retransmits the nonce to the bot via an invisible message. The bot can then verify
the received nonce by comparing it to an index of stored nonces saved in a cache by the bot
website. If the received nonce matches a stored nonce, then the user is authenticated and the
bot may associate the user ID with the access token (or other authentication) for the third-
party application. In aspects, once a user ID has been authenticated with the third-party
application, a bot within the messaging application (running on the same device or another
device of the user) may subsequently access the third-party application.

[0028] The access token and nonces associated with the system disclosed herein may
be stored locally and/or remotely. An electronic device may utilize local data stored in local
databases 110, 112 or 114, remote databases stored on servers 116, 118, and 120, or a
combination of both. For example, mobile phone 102 may utilize local database 110 and
access servers 116, 118, and/or 120 via network(s) 108 to securely authenticate a bot user
via a web application. In other example aspects, tablet 104 may utilize local database 112
and network(s) 108 to securely authenticate a bot user, as well as store and transmit any
associated access tokens or nonce values.

[0029] As should be appreciated, the various methods, devices, components, etc.,
described with respect to FIG. 1 are not intended to limit systems 100 to being performed
by the particular components described. Accordingly, additional topology configurations
may be used to practice the methods and systems herein and/or components described may
be excluded without departing from the methods and systems disclosed herein.

[0030] FIG. 2 illustrates a communication system 200 for securely authenticating a
bot user via a web application.

[0031] System 200 may begin with an initial connection process. The initial
connection process may involve an electronic device, such as electronic device 202. The
electronic device 202 may be used to run an application, such as a messaging application
(e.g., a chat application such as WhatsApp®, Facebook® Messenger, WeChat®, Slack®,
etc.). A bot may be accessed within such messaging application. A user may request the bot
to access a third-party application associated with the user. The bot may then check if the
user identification from the messaging application (e.g., user ID) is authenticated with the
requested third-party application (e.g., Instagram®). If so, the bot may proceed to access the
third-party application as requested. If not, the bot (via the messaging application) may
prompt the user to enter login credentials by redirecting the user to a login URL of the third-
party application (e.g., on servers 206). Once the user clicks on the URL provided by the
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bot, a window within the messaging application may enable the user to enter the login
credentials associated with the third-party account. The window within the messaging
application may be displayed on electronic device 202, and the webpage associated with the
third-party account may be provided by servers 206 to the electronic device 202 over
network 204. The login credentials may be compared with stored login credentials for the
third-party account on servers 206, which subsequently communicate an access token to a
webpage associated with the bot, e.g., on servers 208.

[0032] However, at this point, the bot within the messaging application is unable to
verify that the user who accessed the login URL is the same user who is communicating
with the bot within the messaging application. Accordingly, the bot webpage (on servers
208) may generate a nonce, which is unique arbitrary number, may store the nonce in a
cache accessible by the bot, and may pass the nonce to a software development kit (SDK)
associated with the messaging application. That is, the bot webpage running on servers 208
may pass the nonce to the messaging application accessed on the electronic device 202 (e.g.,
the messaging application running either locally or remotely via a browser over network(s)
204). The messaging application may receive the nonce and then retransmit it via a silent
message to the bot within the messaging application. In aspects, a “silent” or “invisible”
message 1s a message that is not visible to the user and/or not manually implemented by the
user. The bot may then check its cache for a stored nonce matching the received nonce. If
the stored nonce from the bot cache and the received nonce from the message match, then
the bot may be securely authenticated to access the third-party application using the access
token passed from the third-party login URL (e.g., on servers 206) to the bot website (e.g.,
on servers 208). The bot and/or the messaging application may further associate the access
token for the third-party application with the user ID for the messaging application.

[0033] Insome example aspects, the bot webpage servers 208 may communicate with
electronic device 202 via network(s) 204. Information may also be transmitted from the
third-party application servers 206 to the bot webpage servers 208 via network(s) 204.
Network(s) 204 may include any combination of one or more local-area networks (e.g.,
LAN) and/or wide-area network(s) (e.g., WAN), private networks (e.g., intranet) and/or
public networks (e.g., the Internet), for communicating information between electronic
device 202, servers 206, and/or servers 208.

[0034] As should be appreciated, the various methods, devices, components, etc.,
described with respect to FIG. 2 are not intended to limit systems 200 to being performed

by the particular components described. Accordingly, additional topology configurations
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may be used to practice the methods and systems herein and/or components described may
be excluded without departing from the methods and systems disclosed herein.

[0035] FIG. 3 is a block diagram illustrating a method 300 for securely authenticating
a bot user via a web application.

[0036] As depicted, system 300 begins with a receive request operation 302. In
aspects, a user may be communicating with a chat bot within a messaging application (e.g.,
a Chat App). In some cases, in order for the user to access the bot, the messaging application
may pass user identification information (e.g., a user ID) to a website hosting the bot. For
instance, the bot website (e.g., executing on one or more servers) may provide chat bots as
a service to various messaging applications. In further aspects, the bot may be hosted within
the messaging application, but may be executed on and/or in direct communication with the
bot website. As should be appreciated, while the present methods are described with
reference to a “chat bot” accessed within a messaging application, any web application
within another application may similarly authenticate a user according to the methods
described herein.

[0037] At receive user request operation 302, the bot via the messaging application
may receive a request to access user information from a third-party application, such as
Instagram®, Snap Chat®, Facebook®, etc.

[0038] At determine authentication operation 304, the bot may determine whether the
user identifier (e.g., user ID) for the messaging application is authenticated for access to the
user’s account for the third-party application (e.g., Instagram®). If the user ID has already
been authenticated, the bot may respond “Yes” from authentication operation 304 back to
the messaging application at receive request operation 302 and to receive access operation
338 for access to the third-party application, which access is allowed by the third-party
application at allow access operation 336. In some example aspects, when the user ID has
been authenticated for access to the user’s account on the third-party application, the bot (or
the messaging application) may provide a notification to the user that the third-party account
has already been authenticated.

[0039] However, when the user ID for the messaging application has not yet been
authenticated for access to the third-party application, the method may proceed to receive
access request operation 306. At request access operation 306, the third-party application
may receive a request for access from the bot. In response to the request for access, at
provide login operation 308, the third-party application may provide the bot website with a
login URL associated with the third-party application (e.g., an Instagram® Login URL). At
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host login operation 310, the bot website may host the login URL and provide the login
URL to the messaging application. At receive/display operation 312, the messaging
application may receive the login URL and display the login URL to the user. At receive
input/open window operation 314, the messaging application may receive user input (e.g.,
via a click, touch, swipe, hover, etc., on the login URL) and may open a window within the
messaging application to navigate via the bot website (at host operation 310) to a webpage
associated with the login URL for the third-party application. In aspects, when the user
navigates to the login URL, a trust boundary 301 may be crossed between the messaging
application and the third-party application.

[0040] At receive/verify user login operation 316, when the user accesses the login
URL and enters user credentials, the third-party application may receive and verify the user
credentials for the user’s account. For instance, the third-party application may compare the
user credentials to a store of user credentials maintained by one or more servers executing
the third-party application.

[0041] If the user credentials are verified, the third-party application may generate an
authorization code and may pass (or send) the access token to the bot website at
receive/verify user login operation 316. In aspects, the authorization code may have a short
expiration time (e.g., 10 minutes). In this case, at receive authorization/request access token
operation 318, the bot website may receive the authorization code from the third-party
application and request an access token, which may have a longer lifetime. Based on the
authorization code and/or any other suitable determination, at generate/send operation 320,
the third-party application may generate and send an access token (AT) to the bot website.
At receive operation 322, the bot website may receive the access token.

[0042] In some cases, as detailed above, in order to access the bot within the
messaging application, the messaging application may pass the user ID to the bot website.
In this case, the user ID may authenticate the user requesting access to the bot to the bot
website. Additionally, whereas the bot may be a web application hosted by or accessed
within the messaging application, the bot may be executed on and/or in direct
communication with the bot website.

[0043] As detailed above, the bot website may be unable to verify that the user
accessing the bot within the messaging application is the same user who entered user
credentials into the login URL for the third-party application. Thus, at receive operation
322, while the bot website may receive an access token for the user’s account associated

with the third-party application, the bot website may be unable to authenticate the user. In
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this case, at generate nonce operation 324, the bot website may generates a nonce. A nonce
is a unique arbitrary number that may only be used once. Additionally, at generate nonce
operation 324, the bot website may associate the access token (AT) received from the third-
party application with the nonce and may store the nonce-AT in a cache. In aspects, the
nonce may be indexed in the cache based on the user ID, or may simply be stored with the
access token. In further aspects, the cache may include a collection of stored nonces.

[0044] At receive nonce operation 326, the messaging application may receive the
nonce from the bot website. In some aspects, the bot website may pass the nonce to the
messaging application along with the user ID.

[0045] At pass operation 328, the messaging application may pass the nonce back to
the bot via an invisible message (not shown). That is, upon receiving the nonce from the bot
website, the messaging application may identify the user (e.g., based on the user ID) and
pass the nonce via an invisible message to the bot communicating with the user within the
messaging application. As detailed above, an “invisible” message may be a message that is
not visible to the user and/or not manually implemented by the user.

[0046] At receive operation 330, the bot may receive the nonce from the messaging
application and the bot may access the cache of nonces stored by the bot website at generate
nonce operation 324 to perform determination operation 332. As should be appreciated,
while the bot is accessed from within the messaging application, the bot may be executing
on and/or in direct communication with the bot website.

[0047] At determination operation 332, the bot may determine whether the nonce
received from the messaging application (e.g., the received nonce) matches a stored nonce
within the cache. If the received nonce does not match a stored nonce, the user cannot be
authenticated and the method ends. In this case, the bot may not access the user’s account
on the third-party application (e.g., Instagram®) and the bot may provide a notification to
the user that the request to access the third-party application cannot be completed.
Alternatively, if the received nonce matches a stored nonce in the cache, the method may
progress to optional associate operation 334.

[0048] At optional associate operation 334, the bot (or the messaging application)
may associate the access token for the third-party application with the user ID for the
messaging application. In this case, for subsequent requests to access the user’s account for
the third-party application, the bot may determine that the user ID has been authenticated
for the third-party application and the bot may proceed directly to allow access operation

338.
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[0049] At allow access operation 336, the third-party application may allow the bot
to access the user’s account on the third-party application. In some cases, before allowing
access at allow access operation 336, the third-party application may receive and verify the
access token from the bot (or the messaging application). In aspects, the access token may
be passed within the user ID to the third-party application, within a message from the bot
(or the messaging application) to the third-party application, or otherwise.

[0050] At receive access operation 338, the bot within the messaging application may
receive access to information in the user account for the third-party application (e.g., photos
posted to Instagram®). In some aspects, once the bot is authenticated with the third-party
application, the bot may subsequently access the user account without repeated
authentication (e.g., based on the user ID associated with the access token). In further
aspects, the access token may be associated with an expiration date. After such expiration
date, the bot (or the messaging application) may be required to re-authenticate with the third-
party application.

[0051] By utilizing these steps, the third-party application servers, the bot website
servers, and the electronic devices associated with the system disclosed herein may all
communicate silently (or invisibly) to the user. Furthermore, the user and/or the developer
may not incur an additional burden. For instance, successful authentication of the user may
occur without the user being required to manually copy and paste a magic number and/or
without the developer being required to verify a signature.

[0052] As should be appreciated, the various methods, devices, components, etc.,
described with respect to FIG. 3 are not intended to limit system 300 to being performed by
the particular components described. Accordingly, additional topology configurations may
be used to practice the methods and systems herein and/or components described may be
excluded without departing from the methods and systems disclosed herein.

[0053] FIG. 4A illustrates an example interface associated with a chat bot within a
chat application.

[0054] In order to initiate the system of securely authenticating a user of a bot
accessed within a messaging application, the user may first open a message application (e.g.,
“Chat App”) on an electronic device, such as mobile device 402. In some aspects, the Chat
App may include a chat bot for communicating with the user. For instance, to communicate
with the chat bot, the user may enter a message 404A into an interface associated with the
Chat App. In some cases, the user may request the chat bot to access information in the

user’s account associated with a third-party application (not shown). For instance, the user

11



10

15

20

25

30

WO 2018/208411 PCT/US2018/026997

may request the chat bot to access photos that the user posted within the user’s Instagram®
account (not shown).

[0055] In response to receiving the request to access the third-party application, the
chat bot may determine whether the user ID associated with the Chat App is authenticated
to access the user account associated with the third-party application. If the user ID is
authenticated, the chat bot may proceed to access the photos requested by the user within
the user’s Instagram® account. Alternatively, as illustrated by FIG. 4B, if the user ID has
not been authenticated for the third-party application, the chat bot may provide a prompt to
the user (from within the Chat App) that authentication is required.

[0056] FIG. 4B illustrates an example interface associated with a chat bot within a
chat application displaying an authentication prompt.

[0057] In the event that the user ID has not been previously authenticated to access
the requested third-party application, the chat bot within Chat App may prompt the user to
log into the third-party application through an authentication prompt 406. The user may
select the authentication prompt 406, which may open a window in the Chat App with a
login URL for redirecting the user to the login page of the third-party application (e.g.,
Instagram®). As described previously, a user may log into the third-party application via
the login URL and, upon verification of the user’s login credentials, the third-party
application may transmit an authentication code (and, thereafter, an access token) to a
webpage associated with the chat bot.

[0058] However, at this point, the bot website is unable to verify that the user who
entered the login credentials into the login URL is the same user accessing the chat bot
within the Chat App. Accordingly, to authenticate the user, the bot website generates and
caches a nonce, which is a unique arbitrary value. The nonce is then passed to the messaging
application (Chat App), which then passes the nonce to the chat bot via a message that is
invisible to the user. The chat bot may then verify that the received nonce matches the
cached nonce that was created and cached by the bot website. If the received nonce and the
cached nonce match, the user is authenticated and the chat bot can use the access token
received from the third-party application (e.g., Instagram®) to access the photos requested
by the user within the user’s Instagram® account.

[0059] As should be appreciated, the various methods, devices, components, etc.,
described with respect to FIGS. 4A and 4B are not intended to limit systems 400 to being
performed by the particular components described. Accordingly, additional topology

configurations may be used to practice the methods and systems herein and/or components
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described may be excluded without departing from the methods and systems disclosed
herein.

[0060] FIG. 5 illustrates an example of how a chat application may communicate with
third-party application server(s) and bot website server(s).

[0061] In one example aspect, a user on an electronic device, such as mobile device
502, may be prompted by the chat bot within a window of a chat application to enter login
credentials for a third-party application. The user may select the authentication prompt 406
(see FIG. 4B) and be redirected to a login page of the third-party application. For instance,
when the user selects the authentication prompt 406, the prompt may change to a processing
wheel 504. Upon clicking the login URL (which may be provided in a window within or
overlaying the interface associated with device 502, not shown), the user may then enter
login credentials into a webpage that is executing on and/or communicating via network(s)
510 with the third-party application server(s) 506. The login credentials may be verified by
the third-party application server(s) 506, and an authorization code (and, thereafter, an
access token) may be created and passed to the bot website server(s) 508 via network(s)
510. Network(s) 510 may include any combination of one or more local-area networks (e.g.,
LAN) and/or wide-area network(s) (e.g., WAN), private networks (e.g., intranet) and/or
public networks (e.g., the Internet), for communicating information between mobile device
502, servers 506, and/or servers 508.

[0062] However, as detailed above, the third-party bot website server(s) S08 may be
unable to verify that the user who entered credentials into the webpage associated with the
third-party application is the same user accessing the chat bot within the chat application.
At this point, the bot website server(s) S08 may receive the access token and create a nonce.
The nonce may be cached with the access token and the nonce may then be passed back to
the chat application (e.g., Chat App) that is running on mobile device 502. The chat
application may then pass the nonce to the chat bot within the chat application via an
invisible message. The chat bot may then compare the received nonce with the cached
nonce. If the received nonce and the cached nonce match, the chat bot (or the Chat App)
may then associate the user ID for the Chat App with the access token received from the
third-party application server(s) 506.

[0063] The communication among the chat application, the chat bot, the third-party
application and its servers, and the third-party bot website and its servers may occur in the
background (i.e., invisible to the user). In this way, the user is not required to enter a “magic

number” received from the third-party bot website, or otherwise manually authenticate him-
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or herself. Thus, the nonce generation and verification is automatic and secure.

[0064] As should be appreciated, the various methods, devices, components, etc.,
described with respect to FIG. 5 are not intended to limit systems 500 to being performed
by the particular components described. Accordingly, additional topology configurations
may be used to practice the methods and systems herein and/or components described may
be excluded without departing from the methods and systems disclosed herein.

[0065] FIG. 6 illustrates a successful authentication of a bot user via a web
application.

[0066] After the bot ensures that the received nonce value and the cached nonce value
match, then a login successful message 604 may be displayed on mobile device 602.
Additionally, the chat bot may access requested information associated with the user’s
account for the third-party application. Subsequently, once authenticated, the chat bot may
access the user’s account for the third-party application based on the access token associated
with the user ID for the Chat App. However, as discussed previously, if a triggering event
occurs or a certain time period elapses, for example, the access token may be invalid and/or
expired. In this instance, a bot user may need to re-enter login credentials into the third-
party application to retrieve a new access token, which may require re-authentication of the
bot user to the third-party bot website.

[0067] As should be appreciated, the various methods, devices, components, etc.,
described with respect to FIG. 6 are not intended to limit systems 600 to being performed
by the particular components described. Accordingly, additional topology configurations
may be used to practice the methods and systems herein and/or components described may
be excluded without departing from the methods and systems disclosed herein.

[0068] FIGS. 7-10 and the associated descriptions provide a discussion of a variety
of operating environments in which aspects of the disclosure may be practiced. However,
the devices and systems illustrated and discussed with respect to FIGS. 7-10 are for purposes
of example and illustration and are not limiting of a vast number of computing device
configurations that may be utilized for practicing aspects of the disclosure, as described
herein.

[0069] FIG. 7 is a block diagram illustrating example physical components (e.g.,
hardware) of a computing device 700 with which aspects of the disclosure may be practiced.
The computing device components described below may have computer-executable
instructions for implementing an authentication manager 720 on a computing device (e.g.,

server computing device and/or client computing device). The computer-executable

14



10

15

20

25

30

WO 2018/208411 PCT/US2018/026997

instructions for an authentication manager 720 can be executed to implement the methods
disclosed herein, including a method of automatically authenticating a bot user via a web
application. In a basic configuration, the computing device 700 may include at least one
processing unit 702 and a system memory 704. Depending on the configuration and type of
computing device, the system memory 704 may comprise, but is not limited to, volatile
storage (e.g., random access memory), non-volatile storage (e.g., read-only memory), flash
memory, or any combination of such memories. The system memory 704 may include an
operating system 705 and one or more program modules 706 suitable for running an
authentication manager 720, and, in particular, an nonce generator 711, a nonce verifier 713,
an application communication manager 715, and/or UX Component 717.

[0070] The operating system 705, for example, may be suitable for controlling the
operation of the computing device 700. Furthermore, embodiments of the disclosure may
be practiced in conjunction with a graphics library, other operating systems, or any other
application program and is not limited to any particular application or system. This basic
configuration is illustrated in FIG. 7 by those components within a dashed line 708. The
computing device 700 may have additional features or functionality. For example, the
computing device 700 may also include additional data storage devices (removable and/or
non-removable) such as, for example, magnetic disks, optical disks, or tape. Such additional
storage is illustrated in FIG. 7 by a removable storage device 709 and a non-removable
storage device 710.

[0071] As stated above, a number of program modules and data files may be stored
in the system memory 704. While executing on the processing unit 702, the program
modules 706 (e.g., authentication manager 720) may perform processes including, but not
limited to, the aspects, as described herein. Other program modules that may be used in
accordance with aspects of the present disclosure, and in particular for automatically
authenticating a bot user via a web application, may include nonce generator 711, nonce
verifier 713, application communication manager 715, and/or UX Component 717, etc.

[0072] Furthermore, embodiments of the disclosure may be practiced in an electrical
circuit comprising discrete electronic elements, packaged or integrated electronic chips
containing logic gates, a circuit utilizing a microprocessor, or on a single chip containing
electronic elements or microprocessors. For example, embodiments of the disclosure may
be practiced via a system-on-a-chip (SOC) where each or many of the components
illustrated in FIG. 7 may be integrated onto a single integrated circuit. Such an SOC device

may include one or more processing units, graphics units, communications units, system
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virtualization units and various application functionality all of which are integrated (or
“burned”) onto the chip substrate as a single integrated circuit. When operating via an SOC,
the functionality, described herein, with respect to the capability of client to switch protocols
may be operated via application-specific logic integrated with other components of the
computing device 700 on the single integrated circuit (chip). Embodiments of the disclosure
may also be practiced using other technologies capable of performing logical operations
such as, for example, AND, OR, and NOT, including but not limited to mechanical, optical,
fluidic, and quantum technologies. In addition, embodiments of the disclosure may be
practiced within a general-purpose computer or in any other circuits or systems.

[0073] The computing device 700 may also have one or more input device(s) 712
such as a keyboard, a mouse, a pen, a sound or voice input device, a touch or swipe input
device, etc. The output device(s) 714 such as a display, speakers, a printer, etc. may also be
included. The aforementioned devices are examples and others may be used. The computing
device 700 may include one or more communication connections 716 allowing
communications with other computing devices 750. Examples of suitable communication
connections 716 include, but are not limited to, radio frequency (RF) transmitter, receiver,
and/or transceiver circuitry; universal serial bus (USB), parallel, and/or serial ports.

[0074] The term computer readable media as used herein may include computer
storage media. Computer storage media may include volatile and nonvolatile, removable
and non-removable media implemented in any method or technology for storage of
information, such as computer readable instructions, data structures, or program modules.
The system memory 704, the removable storage device 709, and the non-removable storage
device 710 are all computer storage media examples (e.g., memory storage). Computer
storage media may include tangible storage media such as RAM, ROM, electrically erasable
read-only memory (EEPROM), flash memory or other memory technology, CD-ROM,
digital versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other article of manufacture
which can be used to store information and which can be accessed by the computing device
700. Any such tangible computer storage media may be part of the computing device 700.
Computer storage media may be non-transitory media that does not include a carrier wave
or other propagated or modulated data signal.

[0075] Communication media may be embodied by computer readable instructions,
data structures, program modules, or other data in a modulated data signal, such as a carrier

wave or other transport mechanism, and includes any information delivery media. The term
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“modulated data signal” may describe a signal that has one or more characteristics set or
changed in such a manner as to encode information in the signal. By way of example, and
not limitation, communication media may include wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic, radio frequency (RF),
infrared, and other wireless media.

[0076] FIGS. 8A and 8B illustrate a mobile computing device 800, for example, a
mobile telephone, a smart phone, wearable computer (such as a smart watch or head-
mounted display for virtual reality applications), a tablet computer, a laptop computer, and
the like, with which embodiments of the disclosure may be practiced. In some aspects, the
client may be a mobile computing device. With reference to FIG. 8A, one aspect of a mobile
computing device 800 for implementing the aspects is illustrated. In a basic configuration,
the mobile computing device 800 is a handheld computer having both input elements and
output elements. The mobile computing device 800 typically includes a display 805 and one
or more input buttons 810 that allow the user to enter information into the mobile computing
device 800. The display 805 of the mobile computing device 800 may also function as an
input device (e.g., a touch screen display). If included, an optional side input element 815
allows further user input. The side input element 815 may be a rotary switch, a button, or
any other type of manual input element. In alternative aspects, mobile computing device
800 may incorporate more or less input elements. For example, the display 805 may not be
a touch screen in some embodiments. In yet another alternative embodiment, the mobile
computing device 800 is a portable phone system, such as a cellular phone. The mobile
computing device 800 may also include an optional keypad 835. Optional keypad 835 may
be a physical keypad or a “soft” keypad generated on the touch screen display. In various
embodiments, the output elements include the display 805 for showing a graphical user
interface (GUI), a visual indicator 820 (e.g., a light emitting diode), and/or an audio
transducer 825 (e.g., a speaker). In some aspects, the mobile computing device 800
incorporates a vibration transducer for providing the user with tactile feedback. In yet
another aspect, the mobile computing device 800 incorporates input and/or output ports,
such as an audio input (e.g., a microphone jack), an audio output (e.g., a headphone jack),
and a video output (e.g., a HDMI port) for sending signals to or receiving signals from an
external device.

[0077] FIG. 8B is a block diagram illustrating the architecture of one aspect of a
mobile computing device. That is, the mobile computing device 800 can incorporate a

system (e.g., an architecture) 802 to implement some aspects. In one embodiment, the
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system 802 is implemented as a “smart phone” capable of running one or more applications
(e.g., browser, e-mail, calendaring, contact managers, messaging clients, games, and media
clients/players). In some aspects, the system 802 is integrated as a computing device, such
as an integrated personal digital assistant (PDA) and wireless phone.

[0078] One or more application programs 866 may be loaded into the memory 862
and run on or in association with the operating system 864. Examples of the application
programs include phone dialer programs, e-mail programs, personal information
management (PIM) programs, word processing programs, spreadsheet programs, Internet
browser programs, messaging programs, and so forth. The system 802 also includes a non-
volatile storage area 868 within the memory 862. The non-volatile storage area 868 may be
used to store persistent information that should not be lost if the system 802 is powered
down. The application programs 866 may use and store information in the non-volatile
storage area 868, such as email or other messages used by an email application, and the like.
A synchronization application (not shown) also resides on the system 802 and is
programmed to interact with a corresponding synchronization application resident on a host
computer to keep the information stored in the non-volatile storage area 868 synchronized
with corresponding information stored at the host computer. As should be appreciated, other
applications may be loaded into the memory 862 and run on the mobile computing device
800, including the instructions for automatically authenticating a bot user via a web
application (e.g., nonce generator 211, nonce verifier 213, application communication
manager 215, and/or UX Component 217, etc.).

[0079] The system 802 has a power supply 870, which may be implemented as one
or more batteries. The power supply 870 may further include an external power source, such
as an AC adapter or a powered docking cradle that supplements or recharges the
batteries. The system 802 may also include a radio interface layer 872 that performs the
function of transmitting and receiving radio frequency communications. The radio interface
layer 872 facilitates wireless connectivity between the system 802 and the “outside world,”
via a communications carrier or service provider. Transmissions to and from the radio
interface layer 872 are conducted under control of the operating system 864. In other words,
communications received by the radio interface layer 872 may be disseminated to the
application programs 866 via the operating system 864, and vice versa.

[0080] The visual indicator 820 may be used to provide visual notifications, and/or
an audio interface 874 may be used for producing audible notifications via an audio

transducer 825 (e.g., audio transducer 825 illustrated in FIG. 8A). In the illustrated

18



10

15

20

25

30

WO 2018/208411 PCT/US2018/026997

embodiment, the visual indicator 820 is a light emitting diode (LED) and the audio
transducer 825 may be a speaker. These devices may be directly coupled to the power supply
870 so that when activated, they remain on for a duration dictated by the notification
mechanism even though the processor 860 and other components might shut down for
conserving battery power. The LED may be programmed to remain on indefinitely until the
user takes action to indicate the powered-on status of the device. The audio interface 874 is
used to provide audible signals to and receive audible signals from the user. For example,
in addition to being coupled to the audio transducer 825, the audio interface 874 may also
be coupled to a microphone to receive audible input, such as to facilitate a telephone
conversation. In accordance with embodiments of the present disclosure, the microphone
may also serve as an audio sensor to facilitate control of notifications, as will be described
below. The system 802 may further include a video interface 876 that enables an operation
of peripheral device 830 (e.g., on-board camera) to record still images, video stream, and
the like.

[0081] A mobile computing device 800 implementing the system 802 may have
additional features or functionality. For example, the mobile computing device 800 may
also include additional data storage devices (removable and/or non-removable) such as,
magnetic disks, optical disks, or tape. Such additional storage is illustrated in FIG. 8B by
the non-volatile storage area 868.

[0082] Data/information generated or captured by the mobile computing device 800
and stored via the system 802 may be stored locally on the mobile computing device 800,
as described above, or the data may be stored on any number of storage media that may be
accessed by the device via the radio interface layer 872 or via a wired connection between
the mobile computing device 800 and a separate computing device associated with the
mobile computing device 800, for example, a server computer in a distributed computing
network, such as the Internet. As should be appreciated such data/information may be
accessed via the mobile computing device 800 via the radio interface layer 872 or via a
distributed computing network. Similarly, such data/information may be readily transferred
between computing devices for storage and use according to well-known data/information
transfer and storage means, including electronic mail and collaborative data/information
sharing systems.

[0083] As should be appreciated, FIGS. 8A and 8B are described for purposes of
illustrating the present methods and systems and are not intended to limit the disclosure to

a particular sequence of steps or a particular combination of hardware or software
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components.

[0084] FIG. 9illustrates one aspect of the architecture of a system for processing data
received at a computing system from a remote source, such as a general computing device
904 (e.g., personal computer), tablet computing device 906, or mobile computing device
908, as described above. Content displayed at server device 902 may be stored in different
communication channels or other storage types. For example, various documents may be
stored using a directory service 922, a web portal 924, a mailbox service 926, an instant
messaging store 928, or a social networking service 930. The authentication manager 921
may be employed by a client that communicates with server device 902, and/or the
authentication manager 920 may be employed by server device 902. The server device 902
may provide data to and from a client computing device such as a general computing device
904, a tablet computing device 906 and/or a mobile computing device 908 (e.g., a smart
phone) through a network 915. By way of example, the computer system described above
with respect to FIGS. 1-9 may be embodied in a general computing device 904 (e.g.,
personal computer), a tablet computing device 906 and/or a mobile computing device 908
(e.g., a smart phone). Any of these embodiments of the computing devices may obtain
content from the store 916, in addition to receiving graphical data useable to either be pre-
processed at a graphic-originating system or post-processed at a receiving computing
system.

[0085] As should be appreciated, FIG. 9 is described for purposes of illustrating the
present methods and systems and is not intended to limit the disclosure to a particular
sequence of steps or a particular combination of hardware or software components.

[0086] FIG. 10 illustrates an exemplary tablet computing device 1000 that may
execute one or more aspects disclosed herein. In addition, the aspects and functionalities
described herein may operate over distributed systems (e.g., cloud-based computing
systems), where application functionality, memory, data storage and retrieval and various
processing functions may be operated remotely from each other over a distributed
computing network, such as the Internet or an intranet. User interfaces and information of
various types may be displayed via on-board computing device displays or via remote
display units associated with one or more computing devices. For example, user interfaces
and information of various types may be displayed and interacted with on a wall surface
onto which user interfaces and information of various types are projected. Interaction with
the multitude of computing systems with which embodiments of the invention may be

practiced include, keystroke entry, touch screen entry, voice or other audio entry, gesture
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entry where an associated computing device is equipped with detection (e.g., camera)
functionality for capturing and interpreting user gestures for controlling the functionality of
the computing device, and the like.

[0087] As should be appreciated, FIG. 10 is described for purposes of illustrating the
present methods and systems and is not intended to limit the disclosure to a particular
sequence of steps or a particular combination of hardware or software components.

[0088] In aspects, a processor-implemented method of authenticating a user of a web
application in provided. The method includes receiving, by a first application hosting a web
application, a request to access a second application, where the second application is remote
from the first application. When access to the second application is not authorized for the
web application, the method includes opening a window within the first application that
provides a link to the second application, where the link is operable to receive user access
credentials for the second application. The method further includes receiving, by the first
application, a nonce from a web service associated with the web application and sending,
by the first application, the nonce to the web application via an invisible message. Based on
a match between the sent nonce and a stored nonce of a collection of stored nonces, the
method also includes receiving authentication of the user of the web application and opening
a window within the first application for accessing the second application via the web
application.

[0089] In further aspects, a system for authenticating a user of a web application is
provided. The system includes at least one processing unit and at least one memory storing
computer-executable instructions that when executed by the at least one processing unit
cause the system to perform a method. The method includes receiving, by a first application
hosting a web application, a request to access a second application, where the second
application is remote from the first application. When access to the second application is
not authorized for the web application, the method further includes opening a window within
the first application that provides a link to the second application, where the link is operable
to receive user access credentials for the second application. Additionally, the method
includes receiving, by the first application, a nonce from a web service associated with the
web application and sending, by the first application, the nonce to the web application via
an invisible message. The method also includes receiving a confirmation that the sent nonce
matches a cached nonce and, based on the confirmation, opening a window within the first
application for accessing the second application via the web application.

[0090] In still further aspects, a computer storage medium is provided. The computer
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storage medium includes computer-executable instructions that when executed by a
processing unit perform a method of authenticating a user of a web application. The method
further includes receiving, by a first application hosting a web application, a request to
access a second application, where the second application is remote from the first
application. When access to the second application is not authorized for the web application,
the method further includes opening a window within the first application that provides a
link to the second application, where the link is operable to receive user access credentials
for the second application. Additionally, the method includes receiving, by the first
application, a nonce from a web service associated with the web application and sending,
by the first application, the nonce to the web application via an invisible message. Based on
a match between the sent nonce and a stored nonce of a collection of stored nonces, the
method includes receiving authentication of the user of the web application and opening a
window within the first application for accessing the second application via the web
application.

[0091] The embodiments of the disclosure described herein are implemented as
logical steps in one or more computer systems. The logical operations of the present
disclosure are implemented (1) as a sequence of processor-implemented steps executing in
one or more computer systems and (2) as interconnected machine or circuit modules within
one or more computer systems. The implementation is a matter of choice, dependent on the
performance requirements of the computer system implementing the disclosure.
Accordingly, the logical operations making up the embodiments of the disclosure described
herein are referred to variously as operations, steps, objects, or modules. Furthermore, it
should be understood that logical operations may be performed in any order, unless
explicitly claimed otherwise or a specific order is inherently necessitated by the claim
language.

[0092] The above specification, examples, and data provide a complete description of
the structure and use of exemplary embodiments of the disclosure. Since many embodiments
of the disclosure can be made without departing from the spirit and scope of the disclosure,
the disclosure resides in the claims hereinafter appended. Furthermore, structural features
of the different embodiments may be combined in yet another embodiment without

departing from the recited claims.
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Claims

1. A processor-implemented method of authenticating a user of a web
application, comprising:

receiving, by a first application hosting a web application, a request to access a
second application, wherein the second application is remote from the first application;

when access to the second application is not authorized for the web application,
opening a window within the first application providing a link to the second application,
wherein the link is operable to receive user access credentials for the second application;

receiving, by the first application, a nonce from a web service associated with the
web application;

sending, by the first application, the nonce to the web application via an invisible
message;

based on a match between the sent nonce and a stored nonce of a collection of stored
nonces, receiving authentication of the user of the web application; and

opening a window within the first application for accessing the second application
via the web application.

2. The processor-implemented method of claim 1, further comprising:

retrieving an access token for the second application from the web service; and

accessing the second application.

3. The processor-implemented method of claim 2, wherein the access token for
the second application is associated with a user identifier for the first application.

4. The processor-implemented method of claim 3, further comprising:

receiving a second request from the web application to access the second application;
and

based on the access token for the second application associated with the user
identifier for the first application, opening the window within the first application for
accessing the second application via the web application.

5. The processor-implemented method of claim 1, wherein the web application
is a chat bot, and wherein the first application is a chat application.

6. The processor-implemented method of claim 1, wherein the web application
is a bot, and wherein the first application is a messaging application.

7. The processor-implemented method of claim 1, wherein the second

application is a social-networking application.
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8. A system for authenticating a user of a web application, comprising:

at least one processing unit; and

at least one memory storing computer-executable instructions that when executed
by the at least one processing unit cause the system to:

receive, by a first application hosting a web application, a request to access
a second application, wherein the second application is remote from the first
application;

when access to the second application is not authorized for the web
application, open a window within the first application that provides a link to the
second application, wherein the link is operable to receive user access credentials
for the second application;

receive, by the first application, a nonce from a web service associated with
the web application;

send, by the first application, the nonce to the web application via an invisible
message;

receive a confirmation that the sent nonce matches a cached nonce;

based on the confirmation, open a window within the first application for
accessing the second application via the web application.

9. The system of claim 8, further comprising:

in response to receiving the confirmation that the sent nonce matches the cached
nonce, recognizing the user of the web application as authenticated.

10. A computer storage medium comprising computer-executable instructions
that when executed by a processing unit perform a method of authenticating a user of a web
application, the method comprising:

receiving, by a first application hosting a web application, a request to access a
second application, wherein the second application is remote from the first application;

when access to the second application is not authorized for the web application,
opening a window within the first application that provides a link to the second application,
wherein the link is operable to receive user access credentials for the second application;

receiving, by the first application, a nonce from a web service associated with the
web application;

sending, by the first application, the nonce to the web application via an invisible
message;

based on a match between the sent nonce and a stored nonce of a collection of stored

24



WO 2018/208411 PCT/US2018/026997

nonces, receiving authentication of the user of the web application; and
opening a window within the first application for accessing the second application

via the web application.
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