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(57) Abstract: A method of processing ICN interest messages in a DTN scenario, wherein ICN data mules receive interests for con-
tent from end-users and disseminate content to end-users based on said interests and/or during encounters with other ICN data
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METHOD AND DEVICE OF PROCESSING
ICN INTEREST MESSAGES IN A DTN SCENARIO

The work leading to this invention has received funding from the European Union's
Seventh Framework Programme (FP7/2007-2013) under grant agreement
n°608518.

The present invention relates to a method of processing ICN interest messages in
a DTN scenario, wherein ICN data mules receive interests for content from end-
users and disseminate content to end-users based on said interests and/or during
encounters with other ICN data mules.

Furthermore, the present invention relates to a device for deployment in a DTN
scenario, comprising communication means for receiving interests for content from
end-users and for disseminating content to end-users based on said interests
and/or during encounters with other communication devices that function as ICN
data mules within said DTN scenario.

Recently, it has been suggested (and many researchers are investigating) to use
Information Centric Networking (ICN) approaches and concepts as a baseline
technology for enabling communication in DTN (Delay Tolerant Networking) type
scenarios, in particular disaster scenarios (cf. J. Seedorf et al.: “Using ICN in
disaster scenarios; draft-seedorf-icn-disaster-02”, ICNRG Internet-Draft, June 27,
2014, http://tools.ietf.org/html/draft-seedorf-icn-disaster-02). In such a scenario,
so-called ICN data mules (that carry and disseminate data times) may move
randomly, and each time data mules encounter one another they may exchange
data items. It is envisioned that in such a scenario where there is no connectivity,
data mules (e.g. vehicles or drones) can move around randomly. So these data
mules act as kind of mobile routers, which can interact with end users, working
base stations and other data mules to fetch and deliver the data and queries.
Thus, the present invention does not consider adhoc networks where paths to a
destination can be built reactively or proactively, but a DTN or DTN like scenario,
as described for instance in V.Cerf et al: “Delay-Tolerant Networking
Architecture”, RFC 4838, April 2007.
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Fig. 1 shows such an exemplary disaster scenario, where data mules R (rescue
teams) may move around in and across different fragmented networks. For better
understanding, consider a large scale disaster scenario like the earthquake in
Japan in 2011, where people in different parts of the city are stranded without the
internet connectivity. But there are some zones, where base stations are still
working and providing connectivity.

With ICN, two different types of messages exist: a) /nferests for content
(expressed via a name) — ICN interest messages or requests —, and b) the actual
data items to match a given interest. Essentially, the scenario is such that ICN
data mules move randomly across a geographic area and, when
meeting/encountering end-users, they receive interests (for content) from them
and also forward corresponding data items to end-users (if present in the content
store/cache of the data mule). At the same time, when data mules encounter each
other, they forward to each other certain end-user interests and/or data items
(according to a predefined rule-set and algorithm), such that interests and data
items can be forwarded in a hop-by-hop DTN fashion.

One research problem in such a scenario is how to optimize such data exchanges
among data mules for optimal data dissemination, e.g. optimizing how many
desired messages reach their recipients within a given timeframe with a given
forwarding strategy, assuming that data mules only have limited time at each
encounter to exchange messages.

In view of the above it is an object of the present invention to improve and further
develop a method and a device of the initially described type in such a way that
the popularity of interest messages among end-users can be accurately and
reliably estimated in a scalable and completely decentralized manner among data
mules in a DTN ICN scenario.

In accordance with the invention, the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim, such a method
is characterized in that a popularity estimation of content is performed, wherein
end-users, when forwarding an interest for a given content to a data mule, append
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a nonce to said interest, and wherein said data mules, by employing said nonces
according to predefined rules, maintain and/or record a counter for the interests
related to a given content, wherein said counter functions as popularity indicator
for said content.

Furthermore, the aforementioned object is accomplished by a device comprising
the features of claim 15. According to this claim, such a device is characterized in
that said device further comprises a processing tool that is configured to extract
nonces appended to interests said communication means receive from end-users,
and, by employing said nonces according to predefined rules, to maintain and/or to
record a counter for the interests related to a given content, wherein said counter
functions as popularity indicator for said content.

According to the invention it has first been recognized that for optimizing the
exchange of messages at an ICN data mule encounter, it is very useful to estimate
the overall popularity (among end-users) of a given ICN interest message, since it
facilities maximization of receipt of the desired messages: If data mules can
estimate which interests are “more important” than others, it is possible for data
mules to optimize the exchange of messages at encounters with other data mules.
In particular, due to popularity estimation a faster information spread of specific
items end-users are interested in becomes possible. The method according to the
invention enables to distributedly estimate (among data mules) — in a completely
decentralized DTN-like scenario — the popularity of interests (as issued by end-
users), thereby achieving scalable, distributed counting/aggregating of interests (in
the sense of a popularity count). Embodiments of the invention provide a scalable
solution with loop detection that works in a fully decentralized scenario with
random, unpredictable movements of ICN data mules.

Furthermore, the present invention is advantageous in that each node has to
remember only a few nonces for the same name in the whole network. It is quite
possible that data mules in the network have different nonce values and popularity
counters for the same prefix at a given point in time. Still another advantage of the
present invention is to be seen in the fact that this procedure only needs a minor
change in the implementation of the end users.
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For the method according to the invention being executed by data mules, these
network nodes are equipped with communication means that are configured to
receive interests for content from end-users and to disseminate content to end-
users based on the interests and/or during encounters with other network nodes
that also function as data mules. Furthermore, the network nodes are equipped
with means for processing received interest messages, in particular for processing
the nonces and/or counters appended to these messages according to predefined
rules in order to record a counter for the interests related to a given content that
can be employed as popularity indicator for this content.

According to an embodiment of the invention it may be provided that an end-user,
when forwarding an interest for a given content to any of the data mules for the
first time, appends a randomly generated unique nonce to said interest.

According to a further embodiment it may be provided that a data mule, when
receiving an interest for a given content from an end-user, has a counter larger
than O for the content, i.e. for the name of interest, already at that point in time, the
data mule generates a new nonce, appends its current counter incremented by 1
to the nonce and assigns the new nonce together with the incremented counter to
the end-user for the given name, preferably in form a [nonce:counter] tuple.

According to an embodiment it may be provided that an end-user that encounters
a data mule after having previously been assigned for a given content a nonce
together with a counter from another, previously encountered data mule, appends
the previously assigned nonce and counter to an interest for the content instead of
its own generated nonce. Specifically, if the end-user encounters a different data
mule in the future, it uses the [nonce:counter] tuple it has been assigned.

According to another embodiment, a data mule, when encountering another data
mule or an end-user, may determine an aggregated counter for the interests
related to a given content depending on its own respective current nonce and
counter and on the respective current nonce and counter of the encountered data
mule or end-user. In this regard, different rules may be applied on
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handling/processing new nonces and counters, preferably in the form of
[nonce:counter] tuples, which are appended to interests.

For instance, it may be provided that a data mule, when an interest for a given
content from an end-user is the first interest the data mule receives for that
content, adopts the nonce and the counter that are appended to the received
interest for future use. Similarly, if a data mule receives a new end-user request,
i.e. if it is the first data mule encountered by the end-user, the end-user will send
an interested with a freshly generated nonce. The data mule accepts this, and if it
has already received one or more different interests for that name (i.e. its counter
is equal to or larger than 1), assigns a new [nonce:counter] tuple and sends it to
the end-user for use from now on.

On the other hand, if the end-user has already been assigned a [nonce:counter]
tuple (from a previously met data mule), when meeting a new data mule this may
be send along with the interest. If this is the first interest the data mule receives for
this name, it may store the [nonce:counter] tuple. If it has already a different
[nonce:counter] tuple, but with the same nonce, from that point in time the
[nonce:counter] tuple with the larger counter prevails and will be used by the end-
user and data mule from thereon (as a lower bound on end user requests and this
popularity of the interest). If the nonce is different, it may be provided that the data
mule assigns its previous nonce, but with the counter being the sum of both
previous counters, as will be explained in more detail below.

According to an embodiment it may be provided that a data mule, when it has
stored the same nonce as the one appended to an interest for a given content
received from an end-user, but a counter different from the one appended to the
received interest, adopts the larger counter together with the respective nonce for
future use.

According to a further embodiment it may be provided that a data mule, when it
has stored a different nonce than the one appended to an interest for a given
content received from an end-user, maintains its previous nonce and adopts as
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counter for future use the sum of its own previous counter and the end-user’s
counter as appended to the received interest.

According to embodiments of the invention may be provided that data mules,
when encountering each other, compare their stored nonces and counters. In case
this comparison yields that the nonce and the counter for a given content are the
same at two data mules that encounter each other, both data mules maintain their
stored nonce and counter for the given content.

In case the nonce for a given content is the same at two data mules that encounter
each other, while the respective counters are different, both data mules may adopt
the larger counter as counter for future use and may adopt as nonce for future use
the nonce pertaining to the larger counter. In this case the larger counter indicates
kind of lower bound on end-user requests and this popularity of the interest.

In case the nonce for a given content is different at two data mules that encounter
each other, it may be provided that both data mules adopt the sum of both
counters as counter for future use and adopt as nonce for future use the nonce
pertaining to the larger counter.

According to a preferred embodiment it may be provided that each time a data
mule encounters another data mule and updates its nonce and counter for a given
content during the encounter, the data mule adds an ID of the encountered data
mule to a memory list of length 4. Here, A may be a configuration parameter each
data mule can set individually. This memory list may be used in the following way:

If a data mule is encountered and already on the memory list for a given name, the
largest counter and the nonce with the originally largest counter are adopted for
future use by both nodes. By applying this mechanism overestimation can reliably
be prevented. If the memory list has been filled up to its maximum length 4, from
thereon only the largest counter and the nonce with originally largest counter are
adopted by both nodes. Data mules apply this same scheme to detect re-visits of
end-users that have changed the nonce due to intermediate encounters of other
data mules.
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According to an alternative embodiment, instead of using the rule “nonce with
originally largest counter prevails at both nodes, largest counter prevails at both
nodes”, when the memory list of length 4 is full for a given name at a data mule
encounter, a sliding window approach can be used for the memory list as follows:
if the memory list is full, the first encounter in the list gets removed and all other
entries get shifted in a sliding window kind of fashion, so that the newly
encountered data mule can be added to the last position in the list. Then, the rule
“‘nonce with originally largest counter prevails at both nodes with counter being
sum of both previous counters” is being used. In other words, once the list is full
newly encountered data mules get added in a FIFO (First In First Out) fashion
where the oldest encountered node leaves the list, and adding of counters is
applied at the risk of having encountered a node before but being off the memory
list due to the sliding window. For this option, the length & of the memory list needs
to be selected carefully such that loops of data mule encounters longer than Ak are
highly unlikely; in this case, the mechanism provides a more accurate prediction
than just applying the rule “nonce with originally largest counter prevails at both
nodes, largest counter prevails at both node”.

According to a preferred embodiment it may be provided that the content that is
exchanged between two or more data mules at a data mule encounter is
prioritized in accordance with the current counters these data mules have currently
stored for the respective contents. Since the encounter time between two data
mules could be small, such prioritized way of exchanging data during those short
contacts can significantly increase the number of desired messages that are
received by end-users. In a normal instance the interest to data exchange will
work in First in First out (FIFO) manner, if a lot of pending interests have piled up.
Specifically, a prioritized pending interest table may be employed which is
configured to fetch the critical data (i.e. with highest priority counters) first from the
corresponding data mule. So even if connectivity is lost, end-users get best out of
the situation.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand and to the following
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explanation of preferred embodiments of the invention by way of example,
illustrated by the figure on the other hand. In connection with the explanation of the
preferred embodiments of the invention by the aid of the figure, generally preferred
embodiments and further developments of the teaching will we explained. In the

drawing

Fig. 1 is a schematic view of a typical ICN DTN data mule disaster scenario to
which embodiments of the present invention apply,

Fig. 2 is a schematic view illustrating a basic working principle of a popularity
counter in various scenarios in accordance with embodiments of the
present invention,

Fig. 3 is @ message flow chart illustrating a data mule encounter scenario in
accordance with an embodiment of the present invention, and

Fig. 4 is a flow diagram in accordance with an embodiment of the present

invention when applied as CCNx Software Extension.

Fig. 1 shows an envisioned scenario and use case in which abatement of the
present invention can be suitably applied. Connectivity to the backbone or the
Internet is broken, but certain parts of a mobile network infrastructure, e.g. base
stations, are functional, forming small fragmented sub-networks. User Y is in a
different fragment than users X and Z. Rescue teams (R) (or any of the users X, Y,
Z ) may move across different network fragments, enabling to transport messages
from one disconnected sub-network to another one in a DTN-like routing fashion.

It is noteworthy, however, that the invention is not only applicable to disaster
scenarios: The invention at hand applies to any kind of decentralized ICN
scenarios, where connectivity to central servers (which could be used for
estimating interest popularity in a centralized fashion) is not available, for instance
in case of certain loT (Internet of Things) applications. In such a setting, moving
ICN routers (which essentially constitute ICN data mules) can use the invention to
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estimate interest popularity and thus aggregate interest counters for optimized
information spreading. Such settings may include flash crowds which often result
in congestion towards central servers, or scenarios with partial coverage (e.g. not
all nodes have connectivity to a backbone connection).

Further, it should be noted that with per-hop routing (as described, e.g. in S. Jain
et al.: “Routing in a Delay Tolerant Network”, in ACM SIGCOMM 2004 Conference
on Applications, Technologies, Architectures, and Protocols for Computer
Communication, Portland, Oregon, USA, August 30 - September 3, 2004) and
limited network resources in a Delay Tolerant Network, calculating popularity of
content in a scalable manner can be a major challenge. Due to limited information
of the topology of the network, this kind of routing might lead to loops in the
network.

Concrete exchange algorithms for data mule encounters (e.g. traffic
engineering/scheduling/prioritizing according to the popularity of interests in an
opportunistic network) are outside of the present invention; embodiments of the
invention solely tackle the problem of estimating the popularity of interest
messages in a completely decentralized manner among data mules in a DTN ICN
scenario. Thus, embodiments of the invention provide a scalable, distributed
counting/aggregating of interests (in the sense of a popularity count) in an
opportunistic network / DTN scenario where ICN interest messages and
corresponding data items are being used. In particular, embodiments of the
invention are related to a scalable solution with loop detection that works in a fully
decentralized scenario with random, unpredictable movements of ICN data mules.

Embodiments of the invention provide a concrete mechanism to
calculate/aggregate the popularity of interests for data (as issued by end-users) in
a Delay Tolerant Network scenario using the key functionalities of Information
Centric Networking (name based forwarding). Due to limited network resources in
this network such as buffer space and bandwidth, popularity of content interests
can help to make better caching and forwarding decisions during Data Mule to
Date Mule (DM-DM) communication. The lack of continuous connectivity makes it
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difficult to detect duplicate end-user interests/requests, which can increase the
network congestion/memory usage/lookup time.

A naive solution to the aforementioned problem of decentralized popularity
estimations of end user requests (with randomly moving data mules) would be to
append to each end-user request a unique nonce (e.g. randomly created and
appended by each end user for each interest for a given name). However, such a
solution does not scale: if, for instance, a data mule has received 1000 interests
for the same name, it would need to store 1000 nonces just for this name.
Moreover, if two data mules meet that each has received 1000 interests so far,
they would need to match/compare their 1000 nonces with each other.

One of the key ideas behind the present invention is the following: while end-users
assign each interest a unique nonce (as in the naive solution explained above),
when they forward such a request to a data mule and the data mule has a counter
larger than O for the name of the interest already at that point in time, the data
mule generates a new nonce, appends its current counter incremented by 1 to the
nonce, and assigns the [nonce:counter] tuple to the end-user for the given name. If
the end-user encounters a different data mule in the future, it uses the
[nonce:counter] tuple it has been assigned. Further, when two data mules
encounter each other and both have for a given name already a [nonce:counter]
tuple, aggregation of nonces and counters is performed, as detailed below. It
should be noted that alternative ways of assigning and storing a nonce and a
counter, i.e. different from a [nonce:counter] tuple, may be applied likewise, as will
be easily appreciated by those skilled in the art.

A basic working principle of a popularity indicator or counter in accordance with
embodiments of the invention is explained in connection with the diagrams of
Fig. 2. Generally, the diagrams indicate situations in which communication
devices, which function as ICN data mules in a DTN network, meet end-users and
afterwards encounter each other.

Fig. 2a illustrates a scenario with four data mules DMx, DMy, DMz, and DMa,
which are assumed to move in a random and unpredictable fashion. The numbers
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given in the rectangular boxes indicate the chronological order in which data mules
encounter each other, i.e. at first data mule DMx encounters data mule DMy and
subsequently DMz, then DMy encounters DMa, which finally in encounters DMz.

Further, in Fig. 2a two end users request the same name from data mule DM, i.e.
they each send an interest for content (expressed via name, i.e. prefix,
“\parc.com\art”) to DMx. In accordance with embodiments of the present invention
the end-users append a unique nonce to their requests (“##az” and “uoa#’,
respectively)

As illustrated in Fig. 2b, in reaction to receiving two interests for the same content,
DMx assigns both requesting end-users a new nonce (which is 8098 in the
illustrated embodiment) together with a count 2 for the respective prefix (or name,
to use the common ICN notation). The assignment is performed by using tuples of
the form [nonce:counter], although different representations are possible, as will
be easily appreciated by those skilled in the art. It should be noted that DMx also
stores the tuple [8098:2] for future use.

Turning now to Fig. 2c¢, during encounter of DMx with DMy (i.e. encounter denoted
with 1 in Fig. 2) the tuple [8098:2] is adopted by DMy, during encounter of DMx
with DMz (i.e. encounter denoted with 2 in Fig. 2) the tuple [8098:2] is also
adopted by DMz, and during encounter of DMy with DMa (i.e. encounter denoted
with 3 in Fig. 2) the tuple [8098:2] is also adopted by DMa. In this situation an
encounter between DMa and DMz takes place (i.e. encounter denoted with 4 in
Fig. 2). Since both the stored nonce and the stored counter are identical at DMa
and DMz, nothing needs to be done, as both data mules have apparently the
same aggregated counter value. In other words, since DMa receives the tuple
[8098:2] from DMz in duplicate, DMa simply drops the message and, for the
reason of a loop detection, does not increase the counter.

In the next scenario, illustrated in Fig. 2d, DMz receives two new end-user interest
messages for the same content (again expressed by prefix “\parc.com\art”), with
the nonces 5678 and 9904, respectively, being appended to the interest
messages. As illustrated in Fig. 2e, in reaction to receiving two interests for the
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same content, DMz updates its count to 4 (i.e. the sum of the previous count 2 and
the two new interest messages) and assigns both requesting end-users its current
nonce (i.e. 8098 in the illustrated embodiment) together with the new count 4 for
the respective prefix.

Fig. 3 shows an example message flow in a data mule encounter scenario in
accordance with an embodiment of the present invention where two data mules -
DM-A and DM-B - each get a single, different interest from different UEs — UE-1
and UE-2, respectively. The notation [x;y] in Fig. 3 depicts a [nonce X, counter y]
tuple for a given name. At the starting point of the depicted message flow it is
assumed that data mule DM-A has already a counter of 12 for the given name
“provider.com/movie_01/". UE-1 first encounters data mule DM-A, then data mule
DM-B. Then, data mule DM-B encounters data mule DM-A.

The message flow shows how the data mules update their interest tables with
aggregated nonce:counter tuples. First, when DM-A receives an interest for
content related to prefix “provider.com/movie_01/" from UE-1, DM-A updates its
counter (i.e. from 12 to 13) and assigns UE1 the tuple [9x6q:13] containing DM-A’s
current nonce together with DM-A’s updated counter. Furthermore, DM-A stores a
memory list, in which end-users and other data mules, which DM-A has
encountered, are being recorded by storing the identifiers of the respective
entities. In Fig. 3, after encounter with end-user UE-1, DM-A adds the respective
identifier UE-1 to this memory list.

Although in Fig. 3 the memory list is only shown for the data mules, it is to be
understood that end-users could have such lists per name as well.

Next, according to the embodiment shown in Fig. 3, end-user UE-1, upon
encountering DM-B, forwards an interest for the same content to DM-B, appending
its current nonce:counter tuple [9x6q:13] to this interest message. Since this
interest is assumed to be the first request DM-B receives for name
“provider.com/movie_01/", DM-B just adopts the nonce:counter tuple [9x6q:13] and
adds UE-1 to its memory list.
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Then DM-B receives an interest request for the same content, i.e. name
“provider.com/movie_01/", from end-user UE-2, with nonce:counter tuple [7j8k:1]
being appended to the request. DM-B notes that the nonce appended to the
request is different from its own current nonce and, thus, updates its counter from
13 to 14 and assigns UE-2 the tuple [9x6q:14] containing DM-B’s current nonce
together with DM-B’s updated counter. Further, DM-B also adds UE-2 to its
memory list.

Finally, there is an encounter between data mules DM-A and DM-B. Generally,
when two data mules meet, three different cases may occur (for each given name
these data mules have a pending interest for):

1) Same [nonce:counter] tuple:
If the [nonce:counter] tuple is the same at both data mules, nothing needs to be
done, as both data mules have apparently the same aggregated counter value.

2) Same nonces, but different counters:

If the nonces are the same, but the counters are different, the counters cannot be
added as - due to the random movement by data mules over time - it is not clear
that both counters do not contain overlapping end-user requests. However, from
that point in time both data mules can use the [nonce:counter] tuple with the larger
counter (as a lower bound on end user requests and this popularity of the interest).
This behavior can be summarized as: Nonce with originally largest counter
prevails at both nodes; largest counter prevails at both nodes.

3) Different nonces:

If the nonces are different, the nonce with the largest counter prevails at both
nodes. The counter can be added and both data mules use from thereon one
nonce with a new counter being the sum of both previous counters. This behavior
can be summarized as: Nonce with the originally largest counter prevails at both
nodes, with counter being sum of both previous counters.

However, the following kinds of data mule encounter loops can occur (as an
example, similar loops are imaginable): A data mule A meets first a data mule B,
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then meets data mule C, and then again data mule B. If in this case data mule C
had a larger counter and a different nonce than A, A will add the counter of B
twice, thereby overestimating the actual content popularity. To prevent such
cases, each time a data mule encounters another data mule and updates its
[nonce:counter] tuple for a given name during the encounter, the data mule adds
the ID of the encountered data mule to a memory list of length & (where kis a
configuration parameter each data mule can set individually). If a data mule is
encountered that is already on the list for a given name, the rule “only the nonce
with the originally largest counter prevails at both data mules, and the largest
counter prevails at both data mules” is being used in order to prevent
overestimation. Also, if the list has been filled up to its maximum length 4, the rule
“only the nonce with originally largest counter prevails at both nodes; largest
counter prevails at both nodes” is being used from thereon. Data mules may apply
this same scheme to detect re-visits of end-users that have changed the nonce
due to intermediate encounters of other data mules. Thus, the provision of a A
length memory list as described above allows for a flexible tradeoff between
optimal popularity estimation and space requirements at end-nodes and/or data
mules.

It should be noted that the above scheme is loop-free in the following sense: if
there are loops in data mule encounters (as may very well be the case in a DTN
scenario with random data mule movements), the counter for a given name does
not overestimate interest popularity among end-users for that name. This is
achieved by the memory list. The memory list can also be applied to end-user
nodes to prevent over-counting at end-users when end-users with larger counters
meet the same data mules over and over again (i.e. the end users have in the
meantime each time been updated with a larger counter).

Turning back to the embodiment of Fig. 3, it can be noted that the second of the
above cases (i.e. same nonces, but different counters) applies for the encounter of
DM-A and DM-B. Consequently, both data mules maintained their nonce, but DM-
A adopts the higher counter from DM-B for future use. Furthermore, both data
mules update their memory lists by mutually adding their IDs.
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The mechanism of aggregating interests, as described above in connection with
Figs. 2 and 3, can be implemented on any protocol which uses name based
forwarding in a decentralized scenario, for instance on top of the popular CCN
(Content-Centric Networking) protocol (as described, e.g., in Van Jacobson et al.:
“Networking named content”, in CONEXT ‘09, Proceedings of the 5 international
conference on Emerging networking experiments and technologies, Rome, Italy, p.
1-12). Exemplarily, in the flow diagram of Fig. 4 the internal working of the CCNXx
ICN OpenSource software daemon is shown for this particular mechanism. The
modifications in the CCN Protocol necessary for an implementation in a DTN
Scenario in accordance with embodiments of the present invention are shown
within the dotted line box.

As shown in Fig. 4, according to the CCN specifications, if an Interest received at
a network node is contained in the network node’s CS (Content Store), the
corresponding Content Item is returned on the requested face (i.e. interface to
other CCNx routers, in CCNx terminology). If the Interest is not in the CS and is
neither in the network node’s PIT (Pending Interest Table), the Interest is added to
the PIT and forwarded to the FIB (Forwarding Information Base).

However, if an Interest received at a network node is not in the CS, but in the PIT,
a mechanism in accordance with an embodiment of the invention is triggered, as
shown in Fig. 4 within the dotted line box. Specifically, it is checked whether the
nonce and counter received in the interest differ from the local state. In case the
nonce is different, the popularity counter is analyzed. If the network node’s
memory list is not yet full, the following scheme will be applied (wherein Px
denotes the current popularity counter at node x, and Nx denotes the nonce at
node x):

a) If the network node’s counter Pi is larger than the counter Pj appended to the
received interest, the counters Pi and Pj are added and the nonce Nj appended to
the received interest is overwritten with the network node’s nonce Ni (i.e. the
nonce with the larger counter prevails).
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b) If the network node’s counter Pi is smaller than the counter Pj appended to the
received interest, the counters Pi and Pj are added, and the network node adds
the identity of the encountered node to its memory list.

c) If the counters Pi and Pj turned out to be the same, the counters Pi and Pj are
added.

If the network node’s memory list is already full at the point of the encounter, the
following scheme will be applied:

a) If the network node’s counter Pi is larger than the counter Pj appended to the
received interest, the counter Pj appended to the received interest is overwritten
with the network node’s counter Pi (i.e. the larger counter prevails, indicating a
lower bound of the popularity of the respective content).

b) In any other case, the nonces and counters are maintained without performing
any changes.

The same (i.e. actions a) or b) as stated above) applies if the nonces Ni and Nj are
identical.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims
1. Method of processing ICN interest messages in a DTN scenario,

wherein ICN data mules receive interests for content from end-users and
disseminate content to end-users based on said interests and/or during
encounters with other ICN data mules,
characterized in that a popularity estimation of content is
performed,

wherein end-users, when forwarding an interest for a given content to a
data mule, append a nonce to said interest, and

wherein said data mules, by employing said nonces according to predefined
rules, maintain and/or record a counter for the interests related to a given content,
wherein said counter functions as popularity indicator for said content.

2. Method according to claim 1, wherein an end-user, when forwarding an
interest for a given content to any of said data mules for the first time, appends a
randomly generated unique nonce to said interest.

3. Method according to claim 1 or 2, wherein a data mule, when receiving an
interest for a given content from an end-user, has already stored a counter larger
than O for said content, said data mule generates a new nonce, increments its
current counter by 1 and assigns said new nonce together with said incremented
counter to the end-user for said content, preferably in form a [nonce:counter] tuple.

4. Method according to any of claims 1 to 3, wherein an end-user that
encounters a data mule after having previously been assigned for a given content
a nonce together with a counter from another, previously encountered data mule,
appends said previously assigned nonce and counter to an interest for said
content instead of its own generated nonce.

5. Method according to any of claims 1 to 4, wherein a data mule, when
encountering another data mule or an end-user, determines an aggregated
counter for the interests related to a given content depending on its own respective
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current nonce and counter and on the respective current nonce and counter of
said encountered data mule or end-user.

6. Method according to any of claims 1 to 5, wherein a data mule, when an
interest for a given content from an end-user is the first interest said data mule
receives for said content, adopts the nonce and the counter that are appended to
the received interest for future use.

7. Method according to any of claims 1 to 6, wherein a data mule, when it has
stored the same nonce as the one appended to an interest for a given content
received from an end-user, but a counter different from the one appended to the
received interest, adopts the larger counter together with the respective nonce for
future use.

8. Method according to any of claims 1 to 7, wherein a data mule, when it has
stored a different nonce than the one appended to an interest for a given content
received from an end-user, maintains its previous nonce and adopts as counter for
future use the sum of its own previous counter and the end-user’s counter as
appended to the received interest.

9. Method according to any of claims 1 to 8, wherein said data mules, in case
of an encounter, compare their stored nonces and counters with each other,

wherein, in case the nonce and the counter for a given content are the
same at two data mules that encounter each other, both data mules maintain their
stored nonce and counter for said content.

10. Method according to any of claims 1 to 9, wherein, in case the nonce for a
given content is the same at two data mules that encounter each other, while the
respective counters are different, both data mules adopt the larger counter as
counter for future use and adopt as nonce for future use the nonce pertaining to
the larger counter.

11.  Method according to any of claims 1 to 10, wherein, in case the nonce for a
given content is different at two data mules that encounter each other, both data
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mules adopt the sum of both counters as counter for future use and adopt as
nonce for future use the nonce pertaining to the larger counter.

12. Method according to any of claims 1 to 11, wherein each time a data mule
encounters another data mule and updates its nonce and counter for a given
content during the encounter, said data mule adds an identifier of the encountered
data mule to a memory list of length 4, with Abeing a configuration parameter each
data mule preferably can set individually.

13.  Method according to claim 12, wherein, when said memory list of length ks
full for a given content at a data mule encounter, the first encounter in said
memory list gets removed, all other entries get shifted by one position towards the
beginning of said memory list, and the identifier of the newly encountered data
mule is added to the last position in said memory list.

14. Method according to any of claims 1 to 13, wherein the content that is
exchanged between two or more of said data mules at an data mule encounter is
prioritized in accordance with the current counters said data mules have currently
stored for the respective contents.

15. Device for deployment in a DTN scenario, in particular for executing a
method according to any of claims 1 to 14, comprising:

communication means for receiving interests for content from end-users
and for disseminating content to end-users based on said interests and/or during
encounters with other communication devices that function as ICN data mules
within said DTN scenario,
characterized in that said device further comprises a processing
tool that is configured

to extract nonces appended to interests said communication means receive
from end-users, and

by employing said nonces according to predefined rules, to maintain and/or
to record a counter for the interests related to a given content, wherein said
counter functions as popularity indicator for said content.
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