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(57) Abrégée/Abstract:
In some embodiments, system, apparatuses and methods are provided useful for delivering packages. One such configuration
may Include storage lockers and a control circuit that detects proximity of delivery agents to a locker, and in response, sends a
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(57) Abrege(suite)/Abstract(continued):

code to an agent that verifies the agent upon receipt of the code therefrom. In another configuration, the control circuit associates a
storage locker with a customer profile, detects a customer approaching and a first authentication aspect, receives a second
authentication aspect, and compares the authentication aspects with the customer profile. In another example, a control circuit
assoclates a delivery container with a customer profile and the delivery agents handling the container, and upon recelving a
package scan, compares the scan with aspects associated with responsible delivery agents. In another example, a control circult
recelves sensed data from a customer and authenticates delivery by comparing the sensed data with delivery agent profiles.
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FIG. 1

(57) Abstract: In some embodiments, system, apparatuses and methods are provided usetul for delivering packages. One such config-
uration may include storage lockers and a control circuit that detects proximity of delivery agents to a locker, and m response, sends
a code to an agent that verifies the agent upon receipt of the code therefrom. In another configuration, the control circuit associates a
storage locker with a customer profile, detects a customer approaching and a first authentication aspect, receives a second authentication
aspect, and compares the authentication aspects with the customer profile. In another example, a control circuit associates a delivery
container with a customer profile and the delivery agents handling the container, and upon receiving a package scan, compares the scan
with aspects associated with responsible delivery agents. In another example, a control circuit receives sensed data from a customer
and authenticates delivery by comparing the sensed data with delivery agent profiles.
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SYSTEM AND METHOD FOR DELIVERING PACKAGES TO CUSTOMERS

Cross-Reference To Related Application
[0001] This application claims the benefit of U.S. Provisional Application Number

62/434,272, tfiled December 14, 2016, which 1s incorporated herein by reference 1n 1ts entirety.

Technical Field

[0002] This invention relates generally to delivering packages to customers.

Background

[0003] Customers generally desire more efficient and effective use of their time. Simuilarly,

retail stores desire not just efficient and effective use of employee time, but, also efficient and
effective use of other resources available to them. While package delivery 1s a service frequently
used by many customers, 1t remains an area of business that retail stores could improvement to
provide customers with an improved experience. An effective customer delivery service generally
translates to efficient use of resources with technological improvements thereby quickly and

securely deliver products to a customer.

Brief Description of the Drawings

[0004] Disclosed herein are embodiments of systems, apparatuses and methods pertaining

to delivering packages to customers. This description includes drawings, wherein:

[0005] FIG. 1 1s a schematic 1llustration of an exemplary system for delivering packages

to customers 1n accordance with some embodiments;

[0006] FIG. 2 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0007] FIG. 3 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0008] FIG. 4 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;
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[0009] FIG. 5 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0010] FIG. 6 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0011] FIG. 7 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0012] FIG. 8 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0013] FIG. 9 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0014] FIG. 10 1s an exemplary flow diagram of a method for delivering packages to

customers 1n accordance with some embodiments;

[0015] FIG. 11 1illustrates an exemplary system for use 1n implementing systems,
apparatuses, devices, methods, techniques, and the like in delivering packages to customers in

accordance with several embodiments; and

[0016] FIG. 12 illustrates a schematic illustration of an exemplary system of delivery

packages to customer 1n accordance with some embodiments.

[0017] Elements 1n the figures are 1illustrated for simplicity and clarity and have not
necessarily been drawn to scale. For example, the dimensions and/or relative positioning of some
of the elements 1n the figures may be exaggerated relative to other elements to help to improve
understanding of various embodiments of the present invention. Also, common but well-
understood elements that are useful or necessary in a commercially feasible embodiment are often
not depicted in order to facilitate a less obstructed view of these various embodiments of the
present invention. Certain actions and/or steps may be described or depicted 1n a particular order
of occurrence while those skilled 1n the art will understand that such specificity with respect to
sequence 1s not actually required. The terms and expressions used herein have the ordinary

technical meaning as 1s accorded to such terms and expressions by persons skilled in the technical
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field as set forth above except where different specific meanings have otherwise been set forth

herein.

Detailed Description

[0018] Generally speaking, pursuant to various embodiments, systems, apparatuses and
methods are provided herein useful for delivering packages to customers. By one approach, the
packages are securely delivered by monitoring one or more different aspects, such as, for example,
the delivery process, delivery agents, and/or the packages themselves. Further, in some
configurations monitoring a number of different aspects permits using crowd-sourced delivery
agents, which can increase the number of available delivery agents and potentially rendering
delivery less expensive. In some embodiments, there 1s provided a system for delivering packages
to customer using crowd-sourced delivery agents including one or more delivery agent electronic
devices, one or more storage lockers at docking stations, a package database, and a control circuat.
The one or more delivery agent electronic devices may be carried by separate and distinct delivery
agents. In one configuration, the one or more storage lockers may be configured to retain one or
more delivery containers or packages. By one approach, the package database stores relational
data such as that corresponding to the docking stations, the one or more storage lockers associated
with the docking stations, and the delivery container(s) associated with the storage locker(s). The
control circuit also may be 1n communication with the one or more delivery agent electronic

devices and the docking stations and also may access the package database.

[0019] In an illustrative approach, the control circuit 1s configured to determine locations
of the delivery agents via the one or more delivery agent electronic devices and detect whether a
location of a delivery agent 1s within a predetermined distance from a docking station that may
have a number of storage lockers awaiting delivery. In response to the control circuit detecting
that one of the delivery agents 1s located within a predetermined distance from the docking station,
1in one 1illustrative approach, the control circuit sends a delivery code to the delivery agent located
within the predetermined distance, via a delivery agent electronic device. At the docking station,
by one approach, the delivery code 1s recerved from the delivery agent and verified by the control
circutt. Furthermore, 1n such a configuration, upon verification of the delivery code, the control
circuit 1s configured to release a particular storage locker (associated with the delivery code) from

the docking station for delivery of the particular storage locker to a customer recipient. In one
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configuration, the control circuit tracks delivery agents and determines distances of delivery agents

from docking status having storage lockers (and packages) awaiting delivery.

[0020] While the docking stations may be stand-alone structures, the docking stations, 1n
some configurations are incorporated into a physical retail shipping facility, a distribution center,
a community facility, or a post office, among others. In yet another configuration, the docking
stations may be an autonomous vehicle with storage lockers that are freely accessible to customers.
In one exemplary configuration, the docking station(s) include one or more sensors configured to
detect movement, sound, or electromagnetic signals. In this manner, the docking station 1s capable
of detecting or receiving information to authenticate a delivery agent or customer arriving to

retrieve a storage locker or packages therein.

[0021] In another aspect of such a configuration, the control circuit may verify an
authentication aspect or factor of the delivery agent before unlocking the particular storage locker.
As used herein the authentication aspects or factors may include, for example, receipt of a delivery
or authentication code (that may be spoken or typed into a user interface, which may include a key
pad, a microphone and/or speaker), walking gate detection, biometric authentication (such as
retinal, fingerprint, body shape, or facial recognition scans, among others), Bluetooth
confirmation, GPS-enabled history confirmation of the electronic device carried by the delivery
agent (or the customer 1n some embodiments), or usage history of the electronic device carried by
the delivery agent (or the customer in some embodiments). To that end, the systems described
herein may include databases, such as a delivery agent database with profiles having, for example,
details about the delivery agents, assigned or associated storage lockers, or delivery routes, among

other aspects.

[0022] In another embodiment, the system includes a delivery agent interface or a
consumer interface that 1s configured to be displayed on the delivery agent electronic device or the
customer electronic device. Such an interface may be, for example, provided to the electronic
device by the control circuit or configured to be executed by the delivery agent electronic device

(or the customer device) when 1n communication with the control circuit.

[0023] In one configuration, the system may include a customer docking station associated

with the customer recipient. Accordingly, a particular storage locker may be secured to the



CA 03046197 2015-06-05

WO 2018/111643 PCT/US2017/064867

customer docking station upon verification with the control circuit. For example, a customer’s
home, garage, mailbox, or other customer controlled area may be outfitted with a structure that
may securely receive and retain the particular storage locker delivered to the customer until the
customer 1s able to retrieve the storage locker. By one approach, this occurs upon verification that
the particular customer docking station 1s the proper location for delivery of the storage locker. In
one 1llustrative approach, upon receipt of a storage locker by a customer, access to storage locker
(e.g., access to the contents within the storage locker) requires customer authentication.
Accordingly, before opening, a storage locker (and/or the control circuit) may require receipt of
authenticating data to confirm the individual opening the storage locker 1s authorized. For
example, customer authentication, as suggested above, may include imnput of a customer code via
an electronic user interface associated with the particular storage locker, walking gate detection,
biometric authentication, Bluetooth confirmation, GPS-enabled history confirmation, and/or usage
history of an electronic customer device carried by the customer recipient, among others. As used
herein, the authentication codes, such as delivery codes may be assigned by a customer upon
submission of an order. In yet another approach, the control circuit adjusts the authentication level
required for access to the customer docking station. This may be particularly helpful for situations
where the delivered contents of the storage may warrant a different level of protection. For
example, prescriptions or alcohol delivered in a storage locker may require a higher level of
authentication to prevent children from accessing a storage locker. In yet another approach, a

customer electronic device may be configured to remotely unlock a particular storage locker.

[0024] In some embodiments, there 1s provided a method for delivering packages to
customers using crowd-sourced delivery agents including determining, by a control circuit,
locations of a plurality of delivery agents via delivery agent electronic device(s). The delivery
agent electronic devices may be carried by separate and distinct, crowd-sourced delivery agents.
In one configuration, the method also includes detecting whether a delivery agent 1s within a
predetermined distance from a docking station of a plurality of docking stations, which includes
storage locker(s) awaiting delivery. In response to detecting that a delivery agent 1s within the
predetermined distance from the docking station, a delivery code, in one approach, 1s sent, via a
delivery agent electronic device, to the associated delivery agent. Further, 1n such a configuration,

the method includes receiving the delivery code from the delivery agent and verifying the delivery
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code before releasing the associated storage locker from the docking station for delivery to a

customer recipient.

[0025] In some embodiments, there 1s provided a system for delivering packages to
customer using multi-factor customer authentication including at least one customer electronic
device, one or more storage lockers at a docking station, a customer database, a package database,
and a control circuit. The customer database may store customer profiles, where the customer
profiles may have one or more customer aspects stored therewith. The package database may
include the plurality of docking stations (and possibly the location thereot), associated plurality of
storage lockers, and contents of the plurality of storage lockers. In operation, the control circuit 1s
in communication with at least one customer electronic device and the docking station(s) and 1s

configured to access the customer database and the package database.

[0026] By one approach, the control circuit associates a particular storage locker of the one
or more storage lockers at the docking station with a particular customer profile of the customer
database via the package database and detects the customer user approaching the docking station
and a first authentication aspect from the customer user. A second authentication aspect from the
customer user, 1n such a configuration, 1s recerved by the control circuit via the docking station.
With this information, the control circuit compares the first authentication aspect with the
particular customer profile associated with the particular storage locker being accessed and
compares the second authentication aspect with the particular customer profile, where at least one
of the first authentication aspect or the second authentication aspect may occur via the customer
electronic device carried by the customer user. In one embodiment, the storage lockers are freely
accessible to customer that can provide the first and second authentication aspects to retrieve a
particular storage locker such that upon receipt of the first and second authentication aspects, the
docking station releases the particular storage locker associated with the customer user. In another
embodiment, the control circuit may monitor the customer electronic device carried by the
customer user after retrieval of the particular storage locker to confirm that movement of the
customer user 1s consistent with customer aspects associated with the particular customer profile.
This may assist the control circuit with identiftying individuals tampering with packages or other

incidents of traud.
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[0027] In some embodiments, there 1s provided a method for retail distribution of products
using multi-factor customer authentication including associating a particular storage locker at a
docking station with a particular customer profile 1n a customer database, which 1s configured to
store the customer profiles having one or more customer aspects stored therewith. The method
also associates the storage locker and/or the contents thereoft with the particular customer profile
in the package database, which 1s configured to store relational data, such as, for example,
corresponding to the plurality of docking stations, associated storage lockers, and contents of the
storage lockers. In such a configuration, the method includes detecting a customer user
approaching the docking station and a first authentication aspect from the customer user and
rece1ving a second authentication aspect from the customer user via the docking station. With this
information, the first and second authentication aspects are compared with the particular customer
profile associated with the particular storage locker being accessed. In one illustrative
embodiment, at least one of the first authentication aspect or the second authentication aspect occur

via a customer electronic device carried by the customer user.

[0028] In some embodiments, there 1s provided a system for delivering packages to
customer using a customer package scan to verity delivery of a package including delivery
containers, a delivery agent database, a package database, a customer electronic device with a
customer interface, and a control circuit. The delivery agent database may store a plurality of
delivery agent profiles with one or more delivery agent aspects stored therewith. The package
database may include data corresponding to the one or more delivery containers and associated
delivery agents responsible for handling the one or more delivery containers. The control circuit
may be 1n communication with the at least one customer electronic device and configured to access
the delivery agent database and the package database. In such a configuration, the control circuit
receives a retail order from a particular customer and associates a particular delivery container
containing an item from the retail order with a particular customer profile of a customer database
and each of the delivery agents responsible for handling the particular delivery container during
shipment thereof from a retail facility to the particular customer. By one approach, an indication
from a delivery agent regarding a location of the particular delivery container 1s receirved by the
control circuit, which then updates the package database regarding the location of the particular

delivery container. In operation, a customer receives the particular delivery container or package



CA 03046197 2015-06-05

WO 2018/111643 PCT/US2017/064867

at the customer’s home, delivery address, or another customer drop-site and, 1n response to receipt
of the package, a customer electronic device conducts an electronic scan of the particular delivery
container or package, which 1s then communicated to the control circuit. Upon receipt of a package
scan from the customer electronic device via the customer interface, 1n one approach, the control
circuit compares the package scan with the delivery agent aspect(s) associated with each delivery
agents of the delivery agents responsible for handling the particular delivery container received by

the particular customer.

[0029] In operation of such a system, the control circuit may compare and determine
whether the package scan matches with delivery agent aspects responsible for handling the
particular delivery container during shipment therefrom such that the system ensures that the
individuals or agents responsible for delivering the container or package have properly delivered
the container or the package, which may help prevent or avoid tampering or fraud. If the scan does
not match the expected delivery agent aspects, a notification may be sent to the customer indicating
the irregularity and/or noting that the package may have been tampered therewith. Thus, 1n one
approach, a match 1n delivery agent aspects may be a match 1n delivery agents. The system also
may send a notification to an employee management system indicating a request to investigate a
possible tampering of a delivery container. Such a configuration also may include having a
delivery agent electronic device that receives a customer authentication aspect from the particular
customer prior to release of the particular delivery container to the particular customer. For
example, the customer profile may have customer aspect(s) stored therewith such that the control
circuit can compare the customer authentication aspect from the customer with the customer

aspects associated with the particular customer 1n an associated customer profile.

[0030] By one approach, the delivery authentication aspects include, for example, tamper
evident packaging material, biometric markers deposited onto a delivery container, and/or
electromagnetic signals provided by passive sensors incorporated into the particular delivery
container, among others. As suggested above, the customer electronic device may be configured

to scan the delivery container for one or more of these delivery authentication aspects.

[0031] In some embodiments, there 1s provided a method for veritying delivery of one or
more packages using a customer package scan including receiving a retail order from a particular

customer and associating a particular delivery container containing an item from the retail order
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with a particular customer profile and each of delivery agents responsible for handling the
particular delivery container during 1ts shipment from a retail facility to the particular customer.
In one exemplary operation, an indication from one or more delivery agents regarding a location
of the particular delivery container 1s received and then a package database 1s updated with the
location of the particular delivery container accordingly. The package database may store data
corresponding to the one or more delivery containers and associated delivery agents responsible
for handling the one or more delivery containers. By another approach, the method includes
comparing a package scan with delivery agent aspects of a delivery agent database, which are
associated with each of the delivery agents responsible for handling the particular delivery
container upon receipt of the package scan from a customer electronic device associated with the

particular customer via a customer interface.

[0032] In some embodiments, there 1s provided a system for delivering packages to
customers using delivery agent data from a customer drop-site to verify delivery of a package
including delivery containers, a delivery agent database that stores agent profiles with agent
aspects therein, a package database, customer electronic devices, and a control circuit. In such a
configuration, the package database typically stores data corresponding to the delivery containers
and associates the delivery agents responsible for handling of the delivery container(s). In one
exemplary embodiment, the customer electronic device (which 1s associated with a customer drop-
site) includes at least one sensor that 1s configured to detect electromagnetic signals from delivery

agent electronic devices, movement, and/or sound and the customer.

[0033] By one approach, the control circuit receives a retail order from a particular
customer and associates a particular delivery container containing an item from the retail order
with a particular customer profile and each of the delivery agents responsible for handling the
particular delivery container during 1ts shipment from a retail facility to the particular customer.
In such a configuration, the control circuit receives an indication from the delivery agent(s)
regarding a location of the particular delivery contaimner and updates the package database
regarding the location of the particular delivery container accordingly. In another aspect, the
control circuit recerves sensed data from a customer electronic device associated with the customer
drop-site and upon receipt of the sensed data, authenticates (or attempts to authenticate) that the

particular delivery container was delivered by the delivery agents responsible for handling the
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particular delivery container recerved by the particular customer by comparing the sensed data
with associated delivery agent profile and the delivery agent aspects. To that end, the associated
delivery agent profile and the delivery agent aspects may be associated with the delivery agents
responsible for handling the particular delivery container. In operation, the sensed data from the
customer electronic device may include a unique delivery container identifier associated with the
particular delivery container and a unique retail order identifier or a unique 1tem identifier

associlated with an 1item from the retail order.

[0034] In one aspect, the control circuit, in communication with the electronic user devices,
may determine whether a particular delivery container has reached a predetermined distance from
the customer drop-site based on at least one of the retail order, the package database, or the sensed
data. For example, the control circuit may retrieve, for example, destination address, from the
retaill order and/or the package database and compare the destination address with locational
information and/or customer electronic device identifier associated with the sensed data and,
subsequently, determine, based on the comparison, whether the particular delivery container has

reached the predetermined distance from the customer drop-site.

[0035] In another aspect, the control circuit may provide a delivery code to the customer
electronic device, which may then send the code back to the control circuit upon a determination
by the particular customer that a unique retail order identifier associated with the particular
container corresponds to the retail order. To that end, upon a determination that the unique retail
order 1dentifier does not correspond to the retail order, the control circuit may send a notification
to retrieve the particular delivery container from the customer drop-site by the delivery agent(s)

responsible for handling thereof.

[0036] In some embodiments, there 1s provided a method for verifying delivery of one or
more 1tems using delivery agent data from a customer drop-site including receiving, at a control
circutt, a retail order from a particular customer and associating a particular delivery container
containing an item from the retail order with a particular customer profile and each of delivery
agents responsible for handling the particular delivery container during 1ts shipment from a retail
facility to the particular customer. In one exemplary operation, an indication 1s received from a
delivery agent regarding a location of the particular delivery container and the package database

1s updated regarding the location of the particular delivery container accordingly. In such a

- 10 -
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configuration, the method receives sensed data from the customer electronic device associated
with the customer drop-site and, upon receipt thereof, authenticating that the particular delivery
container was delivered by the delivery agents responsible for handling the particular delivery
container received by comparing the sensed data with delivery agent profile(s) and associated
delivery agent aspects. Accordingly, the delivery agent profile and the associated delivery agent
aspects may be associated with the delivery agents responsible for handling the particular delivery
container and the package database may include relational data corresponding to the one or more
delivery containers and delivery agents responsible for handling the one or more delivery

containers.

[0037] In one 1llustrative approach, there 1s provided a system for delivering packages to
customer that enables a customer to submit an order via a customer user interface. The customer
user interface may be executed 1n a customer electronic device, which may be carried by the
customer. The order may include one or more 1tems, such as retail items. Upon receipt of the
order, an associate of the retail shopping facility may place items from the order into a delivery
container. The delivery container may be placed inside one of storage lockers of a docking station,
which may be free-standing or located 1n or near a retail shopping facility. The docking station
may also be incorporated into a distribution center, a community facility, and/or a post office,
among other locations. Either the storage locker having the delivery container or the delivery
container 1s taken by a delivery agent and delivered to the customer. In one scenario, the delivery
agent may take the storage locker to a customer docking station, where the customer may retrieve
the storage locker. The customer docking station, which 1s generally disposed at a convenient
location for the customer to access, may be incorporated into, at or near the customer’s house or
property, a physical retail shopping facility, a distribution center, a community facility, and a post
office, among other locations. By one approach, the customer docking station may be a docking
station 1n another retail shopping facility or a distribution center associated with the retail shopping
facility. In such a configuration, these other retail facilities or distribution centers are generally
conveniently located near a customer’s home and also may be accessible at a variety of hours

including outside of normal business hours.

[0038] As noted above, some configurations employ delivery agents to facilitate delivery

of the lockers, containers, or packages directly to consumers. By one approach, a control system
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may detect that a delivery agent 1s approaching the docking station and determine delivery agent
aspects of the delivery agent based on a delivery agent electronic device carried by the delivery
agent or one or more sensors associated with the docking station. The control circuit may then
compare the determined delivery agent aspects with delivery agent aspects stored 1n a delivery
agent database. Upon a determination that there 1s a match, the storage locker having the delivery
container 1s released to the delivery agent. By another approach, the control circuit may send a
delivery code to the delivery agent, which may then be used to authenticate or verify the delivery
agent before releasing a storage locker to the delivery agent. The delivery agent may authenticate
itself to the docking station using the delivery code. Upon receirving the delivery code, the control
circuit may release the storage locker to the delivery agent. Moreover, the delivery agent may be
determined by the control circuit based on the delivery agent associated with the storage locker 1n
a package database. For example, to determine a delivery agent to deliver a storage locker, the
control circuit may access a package database and perform, in one operation, a search on the
storage locker and determine the delivery agent associated with the storage locker. In one
approach, the package database may include relational data corresponding to the association of:
the 1item, the delivery container, the storage locker, the docking station, one or more delivery

agents, and/or the customer docking station.

[0039] In one configuration, a plurality of authentication aspects may be used to
authenticate the delivery agent to the docking station. Further, one or more levels of authentication
may be assigned by the control circuit to the storage container based on contents of the storage
locker. The one or more levels of authentication may be based on a plurality of different
authentication aspects. By another approach, the customer may have customer aspects associated
with a customer profile stored 1n a customer database. Similar to the delivery agents, a plurality
of authentication aspects may be used to authenticate the customer to the customer docking station.
Further, one of the plurality of authentication aspects associated with the customer may i1nclude a
delivery code. A delivery code or an authentication code may have been created by the customer
during submittal of the order. The authentication code may correspond to a word or phrase the
customer may use to speak into a user interface or typed into the user interface of the customer
docking station to release the storage locker. Thus, the systems and methods described above and

1llustrated below provide improvements on package delivery to customers. For example, by
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having multi-factor or multi-aspect authentication of customers and/or delivery agents arriving at
a docking station to retrieve storage lockers and/or containers, 1t 1s easier to prevent unauthorized

access to or tampering with the storage lockers and/or containers.

[0040] To 1illustrate, a non-limiting, exemplary system 100 for delivering packages to
customers 1S shown at FIG. 1. The system 100 may correspond to a package delivery system,
and/or a retail distribution system, among other systems configured to deliver packages. The
system 100 may include one or more delivery agent electronic devices 146, one or more storage
lockers 138 at docking stations 150, a package database 106, and a control circuit 102. One or
more separate and distinct delivery agents 156 may carry the delivery agent electronic devices 146.
A delivery agent 120 of the delivery agents 156 may include a shopper at a retail store, an employee
of the retail store whose shift just ended, a customer who made an online order, a person who
chose to make a delivery or be part of crowd-sourced delivery agents, among others. The delivery
agent 120 may register a delivery agent electronic device 118 of the delivery agent electronic
devices 146 via the control circuit 102. The delivery agent electronic device 118 may include a
tablet, a smartphone, a computer, a laptop, a smartwatch, or any electronic communication devices
capable of communication with the control circuit 102. A delivery agent interface 110 may be
displayed on the delivery agent electronic device 118. The delivery agent interface 110 may be
provided to the delivery agent electronic device 118 by the control circuit 102 and/or executed by
the delivery agent electronic device 118 when 1n communication with the control circuit 102. In
one configuration, the delivery agent interface 110 may couple the delivery agent electronic device
118 with the control circuit 102 via a communication network 142. The communication network
may include one or more of a wired network, a wireless network, a distributed network, a public
network, a private network, a wide area network, a local area network, or any one or more
communication networks that allow communications between various computers, servers,

systems, and/or any electronic devices.

[0041] The control circuit 102 may also be 1n communication with the docking stations
150. A docking station 140 of the docking stations 150 may include the one or more storage
lockers 138. The docking stations 150 may, for example, be stand-alone structures or be
incorporated into at least one of: a physical retail shopping facility, a distribution center, a

community facility, or a post office, among other facilities. Further, each of the storage lockers
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138 1s configured to retain one or more delivery containers, packages, and/or retail products. A
delivery container 134 of the one or more delivery containers may include one or more 1items listed
on at least one retail order submitted by a customer 116 of one or more customers 154. The
customer 116 (who may also be referred to as customer user) may place the at least one retail order
via a computing device in communication with the control circuit via a network (such as via the
Internet), a kiosk, a physical retail store, or any means of placing the at least one retail order. The
package database 106 may store relational data corresponding to the docking stations 150, the
storage lockers 138 associated with the docking stations 150, and the one or more delivery

containers associated with the storage lockers 138.

[0042] For example, the package database 106 may include the docking stations 150
associated with a retail shopping facility. The package database 106 may also include the storage
lockers 138 that are associated with a particular docking station. To 1llustrate, a first docking
station may be located at a first retail shopping facility and a second docking station may be located
at a second retail shopping facility. Further, a first delivery container may be secured inside a first
storage locker of the first docking station while a second storage locker of the second docking
station 1s empty. Thus, the package database 106 may store data indicating that the first delivery
container 1s associated with the first storage locker of the first docking station, where the first
docking station 1s associated with the first retail shopping facility. The package database 106 may
also store data indicating that the second storage locker of the second docking station 1n the second
shopping facility 1s empty, such that, for example, 1t could receive the first delivery container 1f 1t
were moved or delivered to the second docking station, which may be conveniently located to a

customer.

[0043] By one approach, the delivery container 134 may include an item ordered by the
customer 116. The delivery agent 120 may deliver the item to a number of locations, such as, for
example, the customer 116 or another storage locker. The 1item may have been placed inside the
delivery container 134 by an associate of the first retail shopping facility. During the delivery, to
determine which one of the storage lockers 138 includes the delivery container 134, the control
circuit 102 may access the package database 106. To track the delivery container 134, the control
circuit 102 may determine locations of the delivery agent 120, for example, via the delivery agent

electronic device 118 or a sensor associated with the delivery container. In one scenario, the
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delivery container 134 may be carried by multiple delivery agents 156, such as, for example, 1f the
delivery container would be most efficiently, imnexpensively, or quickly delivered via multiple
agents, depending possible delivery agent routes. The delivery container 134 may also be secured
to different storage lockers associated with different docking stations at different point 1in time

during the delivery.

[0044] Moreover, 1n one configuration, at a predetermined period during the delivery, the
control circuit 102 may detect whether a location of the delivery agent 120 1s within a
predetermined distance from the docking station 140, which may include a number of storage
lockers 138 awaiting delivery. One or more of the storage lockers 138 may contain items ordered
by other customers 154. In response to the detection that the delivery agent’s location 1s within
the predetermined distance from the docking station 140, the control circuit 102 may provide the
delivery agent the opportunity to deliver another delivery container or storage locker 138. In
operation, the control circuit 102 may send, at a first time, a delivery code to the delivery agent
120 via the delivery agent electronic device 118 that 1s associated with the delivery agent 120. The
delivery agent 120 may send, at a second time, the delivery code back to the control circuit 102
via the delivery agent electronic device 118 or the docking station 140 to indicate acceptance of
the opportunity to deliver the storage locker 138 being sent to another customer or to retrieve the

storage locker 138 being sent to another customer.

[0045] Moreover, the control circuit 102 may verity whether the delivery code received,
at the second time, from the delivery agent 120 1s the same delivery code the control circuit 102
had sent at the first ttme. Upon a determination by the control circuit 102 that the delivery code
recerved at the second time 1s the same as the delivery code sent at the first time, the control circuit
102 may release a particular storage locker 136 from the docking station 140 for delivery of the
particular storage locker 136 to the customer 116, 154 (who may also be referred to as a customer

recipient).

[0046] In one configuration, the delivery code may be provided to the delivery agent
electronic device 118 via a text message and 1s received from the delivery agent 120 via a docking
station interface of the docking station 140 to assist with authentication of the delivery agent 120.

In another configuration, the delivery code may be delivered to the delivery agent electronic device
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118 and received from the delivery agent 120 via a microphone at the docking station interface to

assist with authentication of the delivery agent 120.

[0047] The delivery code may be an example of an authentication aspect associated with
the delivery agent 120. By one approach, the delivery code may be assigned by the customer 116
to the particular storage locker 136 upon submission of a product order (which may also be referred
to as the retail order). The control circuit 102 may associate the particular storage locker 136 with
the delivery code. By another approach, the authentication aspect may also include walking gate
detection, biometric authentication, Bluetooth confirmation, GPS-enabled history confirmation of
the delivery agent electronic device 118 carried by the delivery agent 120, and/or usage history of
the delivery agent electronic device 118 carried by the delivery agent 120. By another approach,
the control circuit 102 may verity the authentication aspect of the delivery agent 120 before
unlocking the particular storage locker 136 from the docking station 140. By verifying the
authentication aspect of the delivery agent 120, the control circuit 102 may determine that the
delivery agent 120 1s the delivery agent assigned to take the particular storage locker 136 from the
docking station 140.

[0048] By one approach, the system 100 may include a delivery agent database 108. The
delivery agent database 108 may be coupled with the control circuit 102 and may include a
plurality of delivery agents and corresponding delivery agent profiles. A particular delivery agent
profile that 1s associated with a particular delivery agent may include, for example, information on
a storage locker assigned to the particular delivery agent, a particular delivery route, and/or a
particular docking station. For example, delivery agent profile associated with the delivery agent
120 may include one or more delivery routes, the particular storage locker 136, the delivery
container 134, and/or the docking station 140. Assignment of the storage lockers 138, the delivery
routes, the delivery container 134, and/or the docking station 140 to the delivery agent 120 may
facilitate tracking of the delivery container 134. The control circuit 102 may determine the
assignment based on, for example, customer requests or resources available to the retail shopping
facility, such as transport vehicles, delivery agents, and/or available docking stations and/or

storage lockers, among other factors.

[0049] In one configuration, a customer docking station 130 may be associated with the

customer 116 (which may also be referred to as the customer recipient). By one approach, the
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customer docking station 130 may be associated with multiple customers 154 or may have the
structure configured to receive only a single delivery container (see, e.g., FIG. 12). By another
approach, the customers 116 may be associated with a plurality of customer docking stations 152.
Further, the final delivery destination of the particular storage locker 136 may be the customer
docking station 130, at which a customer may come and retrieve the delivery container 134 or the
packages and or retail products therein. The particular storage locker 136 may be secured to the
customer docking station 130 upon verification with the control circuit 102. The verification may
ensure that the particular storage locker 136 1s approved by control circuit 102 to be secured to the
customer docking station 130. The approval may be based on the retail order, the package database
106, the delivery agent database 108, a unique delivery container i1dentifier associated with the
delivery container 134, and/or a unique retail order 1dentifier associated with the retail order. For
example, the control circuit 102 may determine whether the customer docking station 130 1s the
final destination of the particular storage locker 136 based on the data associated with the delivery
container 134 1n the package database 106. The control circuit 102 may also determine whether
the customer docking station 130 1s the final destination of the particular storage locker 136 based
on the unique delivery container i1dentifier associated with the delivery container 134 contained
therein. The control circuit 102 may determine the unique delivery container 1dentifier from data

received from one or more sensors associated with the delivery container 134.

[0050] By one configuration, the customer docking station 130 may include a plurality of
customer storage lockers 128. The customer docking station 130 may also include one or more
sensors 122. The one or more sensors 122 may detect movement, sound, and/or electromagnetic
signals. The sensors 122 may include proximity sensors, radio frequency (RF) sensors, video
camera with capability to recognize facial expressions and/or features, and/or any type of sensors
that may detect and/or recognize a customer electronic device 114 and/or the customer 116. The
customer electronic device 114 may include a tablet, a smartphone, a computer, a laptop, a
smartwatch, or any electronic communication devices capable of communication with the control

circuit 102.

[0051] In one embodiment, the particular storage locker 136 may be fixed to the docking
station 140. As such, the delivery container 134 may be moved by the delivery agent 120 from
the docking station 140 to another docking station and/or from the docking station 140 to the
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customer docking station 130. In another embodiment, the particular storage locker 136 may be
portable and/or movable as 1llustrated by storage locker 135. For example, the storage locker 135
may be removed from the docking station 140 for delivery with the delivery container 134 therein
to the customer docking station 130. In another embodiment, either the customer storage locker
126 or the customer delivery container 124 may be moved from the customer docking station 130

to the docking station 140.

[0052] In another configuration, the control circuit 102 may assign an authentication level
required for access to the customer docking station 130 depending on contents of the particular
storage locker 136, such as upon securing the particular storage locker 136 at the customer docking
station 130 or upon packing the delivery container 134 1n the storage locker 136. The control
circutt 102 also may adjust the authentication level required for access to the customer docking
station 130 depending on a determination by the control circuit 102 of the contents of the particular
storage locker 136. For example, the control circuit 102 may assign an initial authentication level
for access to the particular storage locker 136 via the customer docking station 130 upon securing
the particular storage locker 136 at the customer docking station 130. The control circuit 102 may
determine the contents of the particular storage locker 136. Upon the determination of the contents
of the particular storage locker 136, the control circuit 102 may adjust the authentication level
accordingly. In one scenario, the control circuit 102 may require customer authentication prior to
opening the particular storage locker 136. The customer authentication may be based on the

authentication level assigned to the particular storage locker 136 by the control circuit 102.

[0053] The authentication level may include one or more customer authentication aspects
(or authentication methods). The authentication aspects may include walking gate detection,
biometric authentication, Bluetooth confirmation, GPS-enabled history confirmation of: a
customer electronic device carried by a customer or the delivery agent electronic device carried by
a delivery agent, or usage history of: the delivery agent electronic device or the customer electronic
device. The authentication aspect may also include an authentication code associated with the
particular storage locker 136 and/or receipt of the authentication code. The authentication code
may 1nclude one or more codes spoken 1nto a user interface of a docking station and/or typed 1nto
the user interface of the docking station. The authentication code may be the one or more codes

created and provided by the customer 116 at the time the retail order 1s submitted. The one or
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more codes may include any passwords and/or phrases created by the customer 116. In one
configuration, the customer electronic device 114 may include accelerometers to 1dentify a unique

walking gate of the customer 116.

[0054] By one approach, the system 100 may include the customer electronic device 114
in communication with the control circuit 102. In one configuration, the system 100 may include
a plurality of customer electronic devices 148 associated with the customers 154. The control
circutt 102 may remotely unlock the particular storage locker 136 upon receipt of instructions from
the customer electronic device 114 associated with the particular storage locker 136. The
instructions may be associated with one or more inputs from the customer 116 using a customer
user interface 112. The customer user interface 112 may be displayed on the customer electronic
device 114. In another configuration, the customer user interface 112 may be displayed on a
second customer electronic device 115, where the second customer electronic device 115 may be
may be located or stationed at a customer drop site. The customer user interface 112 may be
provided to the customer electronic device 114 by the control circuit 102 and/or executed by the
customer electronic device 114 when in communication with the control circuit 102. The

instructions may be associated with various authentication aspects.

[0055] By another approach, the control circuit 102 may track the delivery agents 156 and
determine distances of the delivery agents 156 from the docking stations 150. The docking station
140 may also include one or more sensors 132 that can detect delivery agents 156 within a certain
predetermined distance. The one or more sensors 132 may detect movement, sound, and/or
electromagnetic signals. Further, the one or more sensors 132 may be placed anywhere 1n, at, or

near the docking station 140.

[0056] In another implementation, the system 100 may include a customer database 104.
The customer database 104 may store customer profiles having one or more customer aspects
stored therewith. Thus, the customer database 104 may store the one or more customer aspects of
a plurality of customers. The customer 116 may be associated with particular customer aspects,
where the particular customer aspects are uniquely associated with the customer 116. The
particular customer aspects may include delivery code created by the customer 116, walking gate,
biometric markers, Bluetooth confirmation from the customer electronic device 114, GPS-enabled

history confirmation of the customer electronic device 114, and/or usage history of the customer
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electronic device 114, where the customer electronic device 114 may be carried by and/or

assoclated with the customer 116.

[0057] By one approach, the control circuit 102 may be in communication with the
customer electronic device 114 and the docking stations 150. Further, the control circuit 102 may
access the customer database 104 and the package database 106. The control circuit 102 may also
associate the particular storage locker 136 at the docking station 140 with a particular customer
profile of the customer database 104 via the package database 106. For example, the control circuit
102 may associate the customer 116 with the particular storage locker 136 by accessing the
package database 106 and determining which one of the storage lockers 138 has the delivery
container 134, where the delivery container 134 includes the items ordered by the customer 116
via at least one of online retail portal, a kiosk, a retail store, the customer user interface 112, or any
means of placing retail orders. Upon the determination that the particular storage locker 136
includes the delivery container 134, the control circuit 102 may associate the particular storage

locker 136 with the particular customer profile of the customer 116 1n the customer database 104.

[0058] The customer 116 may order the 1tems using the customer electronic device 114 via
the customer user interface 112. The customer 116 may also couple with the docking station 140
or the customer docking station 130 via the customer user interface 112. The customer user
interface 112 may be provided to the customer electronic device 114 upon a determination that the
customer electronic device 114 does not have the customer user interface 112. In another
configuration, the control circuit 102 may determine whether the customer electronic device 114
includes the customer user interface 112. Upon determining that the customer user interface 112

1s included, the customer user interface 112 1s automatically executed by the customer electronic

device 114.

[0059] The control circuit 102 may also detect when the customer 116 approaches the
docking station 140, such as, for example, when arriving at the docking station 140 and/or the
customer docking station 130 to retrieve a storage locker, delivery container, and/or retail products
or items from an order. The control circuit 102 may also detect a first authentication aspect from
the customer 116. By one approach, the control circuit 102 may receirve a second authentication
aspect from the customer 116 via the docking station 140. The first and second authentication

aspects may include the delivery code created by the customer 116, receipt of the authentication
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code, walking gate detection, biometric authentication, Bluetooth confirmation, GPS-enabled
history confirmation of the customer electronic device 114 carried by the customer 116, and/or

usage history of the customer electronic device 114 carried by the customer 116.

[0060] In one configuration, prior to accessing the particular storage locker 136, the control
circuit 102 may compare the first authentication aspect with the particular customer profile
associated with the particular storage locker 136. For example, the control circuit 102 may perform
facial recognition on the customer 116 via the one or more sensors 132. The control circuit 102
may then compare the resulting facial recognition with the particular customer profile associated
with the particular storage locker 136 prior to accessing the particular storage locker 136 and

releasing 1ts contents to the customer 116.

[0061] In another configuration, the control circuit 102 may also compare the second
authentication aspect with the particular customer profile prior to accessing the particular storage
locker 136. For example, the control circuit 102 may compare a thumbprint, for example, of the
customer 116 with the second authentication aspect 1n the particular customer profile associated
with the particular storage locker 136. In this scenario, the second authentication aspect includes
the biometric authentication of the customer 116, where the biometric authentication may include
at least the thumbprint of the customer 116. Biometric authentication may include finger prints,
retinal scans, face recognition, voice prints, and/or typing patterns. As such, the control circuit
102 may utilize a two-level authentication to access any of the storage lockers 138. In another
configuration, the control circuit may utilize three or more levels of authentication to access one

or more of the storage lockers 138.

[0062] By one approach, the control circuit 102 may customize the authentication level for
each of the storage lockers 138. For example, the authentication level for one storage locker may
be the walking gate detection and the GPS-enabled history confirmation while the authentication
level for another storage locker may be the delivery code and the Bluetooth confirmation. The
assignment of the authentication level for each of the storage lockers 138 may be based on
respective contents of each of the storage lockers 138, location of the docking stations 150, and/or
electronic security capabilities of the customer electronic device 114 and/or the delivery agent

electronic device 118. By another approach, the first authentication aspect or the second
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authentication aspect may occur via the customer electronic device 114 carried by the customer

116.

[0063] By another approach, the docking station 140 may include an autonomous vehicle,
where the autonomous vehicle may include the storage lockers 138 that are freely accessible to the
customer 116 and, upon providing a first and second authentication aspects, may be retrievable
therefrom. The first and second authentication aspects may be provided to retrieve the particular
storage locker 136 such that upon receipt of the first and second authentication aspects, the docking
station 140 may release the particular storage locker 136 associated with the customer 116.
Generally, the control circuit 102 verifies the first and second authentication aspects prior to
releasing the particular storage locker 136 by comparing the first and second authentication aspects

with the particular customer aspects associated with the customer 116 stored in the customer

database 104

[0064] In a configuration where the delivery agent 120 may deliver the delivery container
134 directly to the customer 116, the delivery agent electronic device 118 may receive a first
authentication aspect and/or a second authentication aspect from the customer 116 prior to the
delivery agent 120 releasing the delivery container 134 to the customer 116. By another approach,
the control circuit 102 may also update the package database 106 indicating that the delivery has
been completed based on the receipt of the first and second authentication aspects by the delivery

agent 120.

[0065] In a configuration where the customer retrieves the storage locker, delivery
container, and/or retail products or items from the docking station (as opposed to a delivery agent
delivering them directly to the customer), the control circuit 102 may detect when the customer
116 approaches the docking station 140 via the sensors 132 and/or the customer electronic device
114 carried by the customer 116 (similar to the manner 1n which the sensors 132 detect the delivery
agent as previously discussed). In yet another configuration, the docking station 140 may be
configured to receive or detect authentication aspects and release storage lockers to either
customers themselves or delivery agents who are properly verified. The sensors 132 may include
proximity sensors, radio frequency (RF) sensors, video camera with capability to recognize facial
expressions and/or features, and/or any type of sensors that may detect and/or recognize the

customer electronic device 114 and/or the customer 116. By one approach, the control circuit 102
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may monitor the customer electronic device 114 carried by the customer 116 after retrieval of the
particular storage locker 136 to confirm that movement of the customer 116 1s consistent with the
particular customer aspects associated with the particular customer profile of the customer 116.
Monitoring the movement of the customer 116 may include tracking locations of the customer
electronic device 114 carried by the customer 116. If the movement 1s not consistent with the
particular customer aspects associated with the customer 116, the control circuit 102 may send a
notification to an employee management system 146 indicating a request to investigate a possible

theft or error on delivery of the delivery container 134.

[0066] In another implementation, the system 100 may include the delivery agent database
108. By one approach, the delivery agent database 108 may store delivery agent profiles of the
delivery agents 156. The delivery agent profiles may include delivery agent aspects stored
therewith. The delivery agent aspects may include biometric markers, walking gate, facial
characteristics, and/or body shape, among others. Thus, each delivery agent may have particular
delivery agent aspects associated with the delivery agent in the delivery agent database 108.
Generally, the biometric markers may include fingerprints, retinal scan, and/or DNA markers,

among others.

[0067] In some 1illustrative configurations, the control circuit 102 may receive the retail
order from the customer 116 and may associate at least one 1item from the retail order with the
delivery container 134. In one scenario, the control circuit 102 may determine that one or more
items from the retail order should be associated with another delivery container associated with
one of the storage lockers 138. The control circuit 102 may also associate the delivery container
134 with the particular customer profile of the customer database 104. In another scenario, the
control circuit 102 may also associate the delivery container 134 with each of the delivery agents
156 responsible for handling the delivery container 134 during its shipment from the retail facility

to the customer 116.

[0068] By one approach, the control circuit 102 may recerve an indication from the
delivery agent 120 regarding a location of the delivery container 134. For example, a global
positioning system (GPS) location of the delivery agent electronic device 118 may be provided to
the control circuit 102 for a particular period of time until the control circuit 102 determine that

the GPS location of the delivery agent electronic device 118 matches with location of the customer
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docking station 130 based on the customer database 104, the package database, and/or the retail
order. Upon receipt of the indication, the control circuit 102 may update the package database 106

regarding the location of the delivery container 134.

[0069] In another illustrative embodiment, upon delivery of a package or the delivery
container 134 to the customer, the customer 116 may scan the delivery container 134 using the
customer electronic device 114 via the customer user interface 112. The customer electronic
device 114 may output a package scan (1.e., scan data resulting from scanning the delivery
container 134) to the control circuit 102. Subsequently, the control circuit 102 may compare the
package scan with the delivery agent aspects associated with each delivery agents responsible for
handling the delivery container 134 received by the customer 116 upon receipt of the package scan
from the customer electronic device 114 via the customer user interface 112. For example, a
delivery container 134 or package to be delivered to a customer by a delivery agent may be
wrapped 1n tamper evident paper or film configured to detect or capture i1dentifiers of the
individuals handling the tamper-evident wrapper. In this manner, upon receipt of the package with
the tamper-evident wrapper, a customer may use the customer electronic device 114 to scan the
package to identify the tamper-evident markings left by those handling the package and the
package scan can then be compared to the databases, via the control circuit 102, to confirm whether
only authorized delivery agents have been handling the package or delivery container 134. In
another similar embodiment, a package, retail product and/or retail item may be wrapped 1n a
tamper-evident wrapper and then subsequently shipped in the delivery container 134. In this
manner, when the customer receives the delivery container 134, the customer can open the delivery
container 134 and, using the customer electronic device 114, scan the package, retail product,
and/or retail item wrapped 1n the tamper-evident wrapper to determine whether there were any
markings on the tamper-evident wrapper indicating tampering or access to the contents inside the

delivery container 134.

[0070] By one approach, the control circuit 102 may determine a listing of delivery agents
based on the comparison of the package scan with one or more delivery agent aspects of the
delivery agent database 108. The listing of delivery agents may be stored 1n a storage device 144.
In a configuration where a substitution or an addition of at least one delivery agent 1s determined

by the control circuit 102, the control circuit 102 may update the delivery agent database 108 to
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include one or more delivery agent aspects of the substituted or added delivery agent. As such,
when the control circuit 102 make the comparison of the package scan with the one or more
delivery agent aspects of the delivery agent database 108, the control circuit 102 may recognize

the delivery agent aspects associated with the substituted or added delivery agent.

[0071] In a scenario where the package scan does not match with the delivery agent aspects
in the delivery agent database 108, the control circuit 102 may send a first notification to the
customer 116 indicating that the delivery container 134 may have been tampered with. The control
circutt 102 may also send a second notification to the employee management system 146 indicating

a request to mnvestigate a possible tampering of the delivery container 134.

[0072] By another approach, the customer electronic device 114 may scan the delivery
container 134 for one or more delivery authentication aspects. The delivery authentication aspects
may include tamper evident packaging material, biometric markers deposited onto the delivery
container 134, or electromagnetic signals provided by passive sensors 138 incorporated into the
delivery container 134. A passive sensor 158 may include proximity sensor, RF sensor, video
camera, and/or any type of sensors that are capable of detecting product tampering and/or

biometric markers of individuals that come 1n contact with the delivery container 134.

[0073] As noted above, the system 100 may include the delivery agent electronic device
118. In one configuration, the delivery agent electronic device 118 may receive a customer
authentication aspect from the customer 116 prior to release of the delivery container 134 to the
customer 116. The control circuit 102 may compare the received customer authentication aspect
from the customer 116 with the particular customer aspects associated with the customer 116 1n
an associated customer profile of the customer profiles of the customer database 104. For example,
a sensor camera of the delivery agent electronic device 118 may receive and analyze a finger print
of the customer 116. The delivery agent electronic device 118 may send the captured image to the
control circuit 102 for comparison. The control circuit 102 may compare the finger print from the
captured 1mage of the customer 116 with the particular customer aspects associated with the
customer 116 1n an associated customer profile of the customer database 104. The associated

customer profile may include stored data associated with the walking gate of the customer 116.
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[0074] In another implementation, as shown in FIG. 12, the control circuit 102 may receive
sensed data from the second customer electronic device 115, which 1s associated with the customer
drop-site, such as a building front desk, a secured mail box, a mail slot at a home, or a customer
oarage space. In other configurations, as suggested above, the customer drop-site may correspond
to the customer docking station 130 or the docking station 140, which may be stand-alone
structures or may be, for example, incorporated into a physical retail shopping facility, a
distribution center, a community facility, a post office, and/or the customer’s 116 house. Upon
receipt of the sensed data from the second customer electronic device 1135, the control circuit 102
may authenticate the delivery agent 120 and/or the delivery container 134. The authentication may
confirm that the delivery container 134 received by the customer 116 was delivered by the delivery
agent 120 responsible for handling the delivery container 134. By one approach, authenticating
delivery agents may include receiving and analyzing one or more of authentication aspects
described herein. For example, the one or more of authentication aspects may include a delivery
code, walking gate detection, biometric authentication, Bluetooth confirmation, GPS-enabled
history confirmation of a delivery agent electronic device or usage history of the delivery agent
electronic device. In another configuration, the control circuit 102 may determine that a delivery

container 1202 may be delivered by the delivery agent 120 directly to the customer 116.

[0075] Further, authenticating the delivery contamner 134 may include comparing the
sensed data with associated delivery agent profile and the delivery agent aspects. The associated
delivery agent profile and the delivery agent aspects are associated with the delivery agents
responsible for handling the delivery container 134 by the control circuit 102. The sensed data
may 1nclude, for example, a unique delivery container identifier associated with the delivery
container 134, a unique retail order i1dentifier associated with the retail order submitted by the
customer 116, a unique 1tem 1dentifier associated with the at least one item from the retail order,

or any combination thereof.

[0076] By one approach, the control circuit 102 may be in communication with the
customer drop-site. The control circuit 102 may receive confirmation data of the delivery
container 134 being provided to or secured to the customer drop-site. For example, upon receipt
of a finger print scan from the customer 116 and verification that the finger print scan matched the

database, the control circuit 102 may update the databases to confirm delivery of the delivery
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container 134. In other configurations, the confirmation data may be provided by the customer
drop-site, such as 1n configurations where the delivery container 134 has the passive sensor 158
therein that 1s read by sensors or the second customer electronic device 115 at the customer drop-

site.

[0077] In another configuration, the control circuit 102 may determine whether the
delivery container 134 has reached a predetermined distance from the customer drop-site based on
the retail order, the package database, and/or the sensed data. The control circuit 102 may provide
a delivery code to the customer electronic device 114 1n response to the delivery container 134
reaching the predetermined distance. In one configuration, the customer electronic device 114
may send the delivery code back to the control circuit 102 upon a determination by the customer
116 that the unique retail order 1dentifier associated with the delivery container 134 corresponds

to the retail order.

[0078] In another configuration, the control circuit 102 may include a location positioning
system lock. By one approach, a location positioning system used to implement the location
positioning system lock may include a Global Positioning System (GPS), a Galileo System, a
Global Navigation Satellite System (GLONASS), among other types of one or more systems
configured to provide one or more location coordinates. In one example, the control circuit 102
may detect unauthorized removal of at least one of the one or more storage lockers 128, 135, 136,
138 from the docking stations 130, 140, 150, 152 and/or at least one of the docking stations 130,
140, 150, 152 from a predetermined location coordinate or position. In such an example, a docking
station and/or a storage locker may be associated with a particular location coordinate or position
that 1s previously determined or stored in a storage system or a memory device coupled to the
control circuit 102. By one approach, the particular location coordinate or position may be
assigned to the docking station 130, 140, 150, 152 and/or the storage locker 128, 135, 136, 138 at
a first time the docking station and/or the storage locker 1s placed at a docking site. By another
approach, the control circuit 102 may associate and/or assign the particular location coordinate or
position to the docking station 130, 140, 150, 152 and/or the storage locker 128, 135, 136, 138 as
a home location or position based on a location data provided by the location positioning system
coupled to the control circuit 102. In one scenario, the home location or position may be

determined at a time the docking station and/or the storage locker 1s installed or associated with a
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customer or a retail store. In another scenario, the home location or position may be determined
when a customer or a retail store associated with the docking station and/or the storage locker
initiates association and/or assignment of the home location or position with the docking station

and/or the storage locker.

[0079] In another configuration, the control circuit 102 may prevent access to the at least
one of the one or more storage lockers or the at least one of the docking stations 1n response to
detecting the unauthorized removal of the at least one of the one or more storage lockers 128, 135,
136, 138 and/or the at least one of the docking stations 130, 140, 150, 152. In such a configuration,
when the control circuit 102 detects that one of the storage lockers or the docking station 1s not at
the assigned or associated location coordinate, the control circuit 102 may prevent access to the
storage locker or the docking station, for example, by not opening and/or unlocking the storage
locker or the docking station. By one approach, to detect the unauthorized removal, the control
circuit 102 may receive a location data from the location positioning system and compare the
recerved location data with the assigned or associated location coordinate or position. If there 1s a
mismatch, the control circuit 102 may prevent access to the storage locker and/or the docking
station. By one approach, the control circuit 102 may periodically receive location data from the
location positioning system. By another approach, the control circuit 102 may be coupled to a
sensor configured to provide movement, detachment, and/or vibration data of the storage locker
and/or the docking station to the control circuit 102. By one approach, based on the data provided
by the sensor, the control circuit 102 may detect that the storage locker and/or the docking station

had been moved or being moved.

[0080] In another configuration, the control circuit 102 may provide an alert message to at
least one of a customer or a retail store associated with the one or more storage lockers or the
docking stations. By one example, the alert message may include a beacon, an audible alarm,
and/or a data communication sent to a device of the customer or a device associated with an
associate of the retail store, among other types of triggering a warning to the customer or to the
retail store that a storage locker and/or a docking station 1s being moved and/or has been moved.
By one approach, the alert message may indicate the unauthorized removal and/or current location

of at least one of the one or more storage lockers and/or at least one of the docking stations.
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[0081] FIG. 2 1s an exemplary flow diagram of a method 200 for delivering packages to
customers. The method 200 may be implemented 1n the system 100 of FIG. 1. The method 200
may 1nclude determining, by a control circuit, locations of a plurality of delivery agents via one or
more delivery agent electronic devices associated with the plurality of delivery agents, at step 202.
The one or more delivery agent electronic devices may be carried by the plurality of separate or
distinct delivery agents. At step 204, the method 200 may also include detecting whether a location
of a delivery agent of the plurality of delivery agents 1s within a predetermined distance from a

docking station. The docking station may have a plurality of storage lockers awaiting delivery.

[0082] In response to detecting that the location of the delivery agent 1s within the
predetermined distance from the docking station, sending a delivery code to the delivery agent via
a delivery agent electronic device associated with the delivery agent, at step 206. The method 200
may include, at step 208, receiving the delivery code from the delivery agent when the delivery
agent 1s at the docking station. At step 210, the method 200 may include verifying the delivery
code recerved from the delivery agent. At step 212, the method 200 may also include releasing a
storage locker of the plurality of storage lockers from the docking station for delivery to a customer

recipient.

[0083] FIG. 3 1s an exemplary flow diagram of a method 300 for delivering packages to
customers. By one approach, the method 300 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 300 and/or one or more steps of the method 300 may optionally
be included 1n and/or performed 1n cooperation with the method 200 of FIG. 2. The method 300
may 1nclude, at step 302, verifying an authentication aspect of the delivery agent before releasing
the storage locker from the docking station. The authentication aspect may include a delivery
code, walking gate detection, biometric authentication, Bluetooth confirmation, GPS-enabled
history confirmation of the delivery agent electronic device carried by the delivery agent, and/or

usage history of the delivery agent electronic device carried by the delivery agent.

[0084] At step 304, the method 300 may include verifying the storage locker upon
determining that the storage locker 1s secured to a customer docking station. The method 300 may
also include adjusting an authentication level required for access to the storage locker based on

contents of the storage locker, at step 306. At step 308, the method 300 may also include remotely
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unlocking the storage locker upon receipt of instructions from a customer electronic device

associated with the storage locker.

[0085] FIG. 4 1s an exemplary flow diagram of a method 400 for delivering packages to
customers. By one approach, the method 400 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 400 and/or one or more steps of the method 400 may optionally
be included 1n and/or performed 1n cooperation with the method 200 of FIG. 2 and/or the method
300 of FIG. 3. The method 400 1includes, at step 402, associating a particular storage locker of one
or more storage lockers at a docking station with a particular customer profile of a plurality of
customer profiles of a customer database via a package database. The customer database i1s
configured to store the plurality of customer profiles, where the plurality of customer profiles may
have one or more customer aspects stored therewith. In one configuration, the package database
may store relational data corresponding to the plurality of docking stations, associated storage

lockers, and contents of the storage lockers.

[0086] At step 404, the method 400 may include detecting a customer user approaching
the docking station and a first authentication aspect from the customer user. At step 406, the
method 400 may also include receiving a second authentication aspect from the customer user via
the docking station. The first authentication aspect may be compared with the particular customer
profile associated with the particular storage locker being accessed, at step 408. At step 410, the
method 400 may also include comparing the second authentication aspect with the particular
customer profile. At least one of the first authentication aspect or the second authentication aspect

may occur via a customer electronic device carried by the customer user.

[0087] FIG. 5 1s an exemplary flow diagram of a method 500 for delivering packages to
customers. By one approach, the method 500 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 500 and/or one or more steps of the method 500 may optionally
be included 1n and/or performed 1n cooperation with the method 200 of FIG. 2, the method 300 of
FIG. 3, and/or the method 400 of FIG. 4. The method 500 includes, at step 502, monitoring the
customer electronic device carried by the customer user after retrieval of the particular storage
locker to confirm that movement of the customer user 1s consistent with customer aspects
associated with the particular customer profile. At step 504, the method 500 may include

determining whether the customer electronic device includes a customer user interface. Upon
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determining that the customer user interface 1s included, the customer user interface may be
executed by the customer electronic device. Alternatively, upon a determination that the customer
electronic device does not have the customer user interface, the customer user interface may be

provided to the customer electronic device of the customer user, at step 506.

[0088] FIG. 6 1s an exemplary flow diagram of a method 600 for delivering packages to
customers. By one approach, the method 600 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 600 and/or one or more steps of the method 600 may optionally
be included 1n and/or performed 1n cooperation with the method 200 of FIG. 2, the method 300 of
FIG. 3, the method 400 of FIG. 4, and/or the method 500 of FIG. 5. The method 600 includes, at
step 602, recerving a retail order from a particular customer. At step 604, the method 600 may
include associating a particular delivery container of one or more delivery containers containing
at least one 1item from the retail order with a particular customer profile of a customer database and
each of delivery agents responsible for handling the particular delivery container during its
shipment from a retail facility to the particular customer. An indication from at least one of the

delivery agents regarding a location of the particular delivery container may be received, at step

606.

[0089] At step 608, the method 600 may include updating a package database regarding
the location of the particular delivery container. The package database may include the one or
more delivery containers and associated delivery agents responsible for handling the one or more
delivery containers. A package scan may be compared with delivery agent aspects of a delivery
agent database, at step 610. The delivery agent aspects may be associated with each of the delivery
agents responsible for handling the particular delivery container upon receipt of the package scan
from a customer electronic device associated with the particular customer via a customer user

interface.

[0090] FIG. 7 1s an exemplary flow diagram of a method 700 for delivering packages to
customers. By one approach, the method 700 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 700 and/or one or more steps of the method 700 may optionally
be included 1n and/or performed 1n cooperation with the method 200 of FIG. 2, the method 300 of
FIG. 3, the method 400 of FIG. 4, the method 500 of FIG. 5, and/or the method 600 of FIG. 6. The

method 700 includes, at step 702, creating a listing of delivery agents resulting from comparing
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the package scan with the delivery agent aspects. The method 700 may include, at step 704,
providing the listing of delivery agents to the particular customer via the customer electronic
device. At step 706, the method 700 may include determining whether the comparison of the
package scan with the delivery agent aspects matches with the delivery agents responsible for
handling the particular delivery container during its shipment from the retail facility to the
particular customer. Upon the determination that the comparison of the package scan with the
delivery agent aspects do not match, sending a first notification to the particular customer
indicating that the particular delivery container may have been tampered with, at step 708. At step
710, the method 700 may also include sending a second notification to an employee management

system 1ndicating a request to investigate a possible tampering of the particular delivery container.

[0091] FIG. 8 1s an exemplary flow diagram of a method 800 for delivering packages to
customers. By one approach, the method 800 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 800 and/or one or more steps of the method 800 may optionally
be included 1n and/or performed 1n cooperation with the method 200 of FIG. 2, the method 300 of
FIG. 3, the method 400 of FIG. 4, the method 500 of FIG. 5, the method 600 of FIG. 6, and/or the
method 700 of FIG. 7. The method 800 1includes, at step 802, recerving a customer authentication
aspect from the particular customer. At step 804, the method 800 may include receirving customer
aspects associated with the particular customer from a customer database. The customer database
may store customer aspects associated with each of the plurality of customers. The customer
authentication aspect from the particular customer may be compared with the customer aspects

associated with the particular customer from the customer database, at step 806.

[0092] FIG. 9 1s an exemplary flow diagram of a method 900 for delivering packages to
customers. By one approach, the method 900 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 900 and/or one or more steps of the method 900 may optionally
be included 1n and/or performed 1n cooperation with the method 200 of FIG. 2, the method 300 of
FIG. 3, the method 400 of FIG. 4, the method 500 of FIG. 5, the method 600 of FIG. 6, the method
700 of FIG. 7, and/or the method 800 of FIG. 8. The method 900 includes, at step 902, receiving
a retail order from a particular customer. The method 900 may include, at step 904, associating a
particular delivery container of one or more delivery containers containing at least one item from

the retail order with a particular customer profile and each of delivery agents responsible for
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handling the particular delivery container during i1ts shipment from a retail facility to the particular
customer. At step 906, the method 900 may also include recerving an indication from at least one

of the delivery agents regarding a location of the particular delivery container.

[0093] At step 908, the method 900 may also updating a package database regarding the
location of the particular delivery container. Sensed data from the at least one customer electronic
device associated with the customer drop-site may be received, at step 910. Upon receipt of the
sensed data, authenticating that the particular delivery container was delivered by the delivery
agents responsible for handling the particular delivery container received by the particular
customer by comparing the sensed data with delivery agent profile and associated delivery agent
aspects, at step 912. The delivery agent profile and the associated delivery agent aspects may be
associated with the delivery agents responsible for handling the particular delivery container. The
package database may include relational data corresponding to the one or more delivery containers

and delivery agents responsible for handling the one or more delivery containers.

[0094] FIG. 10 1s an exemplary flow diagram of a method 1000 for delivering packages to
customers. By one approach, the method 1000 may be implemented 1n the system 100 of FIG. 1.
By another approach, the method 1000 and/or one or more steps of the method 1000 may

optionally be included 1in and/or performed 1in cooperation with the method 200 of FIG. 2, the
method 300 of FIG. 3, the method 400 of FIG. 4, the method 500 of FIG. 5, the method 600 of

FIG. 6, the method 700 of FIG. 7, the method 800 of FIG. 8, and/or the method 900 of FIG. 9. The
method 1000 includes, at step 1002, receiving confirmation data indicating that the particular
delivery container 1s secured to the customer drop-site. The control circuit may be 1n
communication with the customer drop-site. At step 1004, the method 1000 may include
determining whether the particular delivery container has reached the customer drop-site based on
at least one of the retail order, the package database, and/or the sensed data. Furthermore, the
determination of whether the particular delivery container has reached the customer drop-site may
also be based on the deliver agent electronic device(s) 118, 146 and/or the customer electronic
device(s) 114, 148. At step 1006, the method 1000 may include providing a delivery code to the
at least one customer electronic device. At step 1008, the method 1000 may include receiving the
delivery code upon a determination by the particular customer that a unique retail order identifier

corresponds to the retail order. At step 1010, the method 1000 may include sending a notification
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to retrieve the particular delivery container from the customer drop-site by one of the delivery
agents responsible for handling the particular delivery container upon a determination that the
unique retail order 1dentifier does not correspond to the retail order. The notification may be sent
to the one or more delivery agent electronic devices. At step 1012, the method 1000 may include
providing to the one or more delivery agent electronic devices a delivery agent interface configured
to be displayed on the one or more delivery agent electronic devices. The delivery agent interface

may display the notification.

[0095] The methods, techniques, systems, devices, services, servers, sources and the like
described herein may be utilized, implemented and/or run on many different types of devices
and/or systems. Referring to FIG. 11, there 1s 1llustrated a system 1100 that may be used for any
such implementations, 1n accordance with some embodiments. One or more components of the
system 1100 may be used to implement any system, apparatus or device mentioned above, or parts
of such systems, apparatuses or devices, such as for example any of the above or below mentioned
control circuits, customer and/or delivery agent electronic devices, databases, customer user and/or
delivery agent interfaces, parts thereof, and the like. However, the use of the system 1100 or any

portion thereof 1s certainly not required.

[0096] By way of example, the system 1100 may include one or more control circuits 1102,
memory 1104, one or more database 1108, input/output (I/O) intertaces 1106, and user interface
1110. The control circuit 1102 typically comprises one or more processors and/or
microprocessors. The memory 1104 stores the operational code or set of instructions that 1s
executed by the control circuit 1102 and/or processor to implement the functionality of the systems
and devices described herein, parts thereof, and the like. In some embodiments, the memory 1104

may also store some or all of particular data that may be needed to deliver packages to customer.

[0097] It 1s understood that the control circuit 1102 and/or processor may be implemented
as one or more processor devices as are well known 1n the art. Similarly, the memory 1104 may
be implemented as one or more memory devices as are well known 1n the art, such as one or more
processor readable and/or computer readable media and can include volatile and/or nonvolatile
media, such as RAM, ROM, EEPROM, flash memory and/or other memory technology. Further,
the memory 1104 1s shown as internal to the system 1100; however, the memory 1104 can be

internal, external or a combination of internal and external memory. The memory 1104 may also
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be referred to as storage devices. Additionally, the system typically includes a power supply (not
shown), which may be rechargeable, and/or 1t may receive power from an external source. While
FIG. 11 1illustrates the various components being coupled together via a bus, 1t 1s understood that
the various components may actually be coupled to the control circuit 1102 and/or one or more

other components directly.

[0098] Generally, the control circuit 1102 and/or electronic components of the system
1100 can comprise fixed-purpose hard-wired platforms or can comprise a partially or wholly
programmable platform. These architectural options are well known and understood 1n the art and
require no further description here. The system and/or control circuit 1102 can be configured (for
example, by using corresponding programming as will be well understood by those skilled 1n the
art) to carry out one or more of the steps, actions, and/or functions described herein. In some
implementations, the control circuit 1102 and the memory 1104 may be integrated together, such
as 1n a microcontroller, application specification integrated circuit, field programmable gate array

or other such device, or may be separate devices coupled together.

[0099] The I/O interface 1106 allows wired and/or wireless communication coupling of
the system 1100 to external components and/or or systems. Typically, the I/O interface 1106
provides wired and/or wireless communication (e.g., Wi1-F1, Bluetooth, cellular, RF, and/or other
such wireless communication), and may include any known wired and/or wireless interfacing
device, circuit and/or connecting device, such as but not limited to one or more transmitter,

recelver, transceiver, etc.

[00100] The user interface 1110 may be used for user input and/or output display, such as
the docking station interface or the customer docking station interface. For example, the user
interface 1110 may include any known 1nput devices, such one or more buttons, knobs, selectors,
switches, keys, touch input surfaces, audio input, and/or displays, etc. Additionally, the user
interface 1110 include one or more output display devices, such as lights, visual indicators, display
screens, etc. to convey information to a user, such as but not Iimited to communication information,
status information, notifications, errors, conditions, and/or other such information. Similarly, the
user interface 1110 1n some embodiments may include audio systems that can receive audio

commands or requests verbally 1ssued by a user, and/or output audio content, alerts and the like.

- 35 -



CA 03046197 2015-06-05

WO 2018/111643 PCT/US2017/064867

[00101] Those skilled 1n the art will recognize that a wide variety of other modifications,
alterations, and combinations can also be made with respect to the above described embodiments
without departing from the scope of the invention, and that such modifications, alterations, and

combinations are to be viewed as being within the ambit of the inventive concept.
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CLAIMS

What 1s claimed 1s:

1. A package delivery system using crowd-sourced delivery agents to deliver packages to
customers, the system comprising:

one or more delivery agent electronic devices configured to be carried by separate and
distinct delivery agents;

one or more storage lockers at docking stations, the one or more storage lockers configured
to retain one or more delivery containers;

a package database storing relational data corresponding to the docking stations, the one or
more storage lockers associated with the docking stations, and the one or more delivery containers
associated with the one or more storage lockers; and

a control circuit in communication with the one or more delivery agent electronic devices
and the docking stations, the control circuit configured to:

access the package database;

upon a submission of a product order by a customer recipient, associate a particular
storage locker of the one or more storage lockers with a delivery code assigned by the
customer recipient;

determine locations of the delivery agents via the one or more delivery agent
electronic devices:

detect whether a location of a delivery agent of the delivery agents 1s within a
predetermined distance from a docking station of the docking stations having a number of
storage lockers of the one or more storage lockers awaiting delivery;

1n response to the detection that the location 1s within the predetermined distance
from the docking station, send the delivery code to the delivery agent via a delivery agent
electronic device of the one or more delivery agent electronic devices associated with the
delivery agent;

recerve, at the docking station, the delivery code from the delivery agent;

verity the delivery code received from the delivery agent; and
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release the particular storage locker from the docking station for delivery of the
particular storage locker to the customer recipient when the delivery code receirved from
the delivery agent 1s verified with the delivery code sent to the delivery agent by the control

circuit.

2. The package delivery system of claim 1, wherein the control circuit 1s further configured to
verity an authentication aspect of the delivery agent before unlocking the particular storage locker
from the docking station, the authentication aspect including at least one of: a delivery code,
walking gate detection, biometric authentication, Bluetooth confirmation, GPS-enabled history
confirmation of the delivery agent electronic device carried by the delivery agent, or usage history

of the delivery agent electronic device carried by the delivery agent.

3. The package delivery system of claim 1, further comprising a delivery agent database
comprising a plurality of delivery agents and corresponding delivery agent profiles, wherein a
particular delivery agent profile of the delivery agent profiles comprises at least one storage locker
of the one or more storage lockers assigned to a particular delivery agent of the plurality of delivery
agents, a particular delivery route of a plurality of delivery routes, a particular docking station of

the docking stations, or any combination thereof.

4. The package delivery system of claim 1, further comprising a delivery agent interface
configured to be displayed on the delivery agent electronic device of the delivery agent, wherein
the delivery agent interface 1s at least one of: provided to the delivery agent electronic device by
the control circuit or configured to be executed by the delivery agent electronic device when 1n

communication with the control circuit.
5. The package delivery system of claim 1, wherein the docking stations are incorporated into at

least one of: a physical retail shopping facility, a distribution center, a community facility, or a

post office.
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6. The package delivery system of claim 1, wherein the delivery code 1s provided to the delivery
agent electronic device via a text message and 1s received from the delivery agent via a docking

station interface at the docking station to assist with authentication of the delivery agent.

7. The package delivery system of claim 1, wherein the delivery code 1s delivered to the delivery
agent electronic device and received from the delivery agent via a microphone at a docking station

interface at the docking station to assist with authentication of the delivery agent.

8. The package delivery system of claim 1, further comprising a customer docking station
assoclated with the customer recipient, wherein the particular storage locker 1s secured to the

customer docking station upon verification with the control circuit.

9. The package delivery system of claim 8, wherein the control circuit 1s further configured to
adjust an authentication level required for access to the customer docking station depending on

contents of the particular storage locker at the customer docking station.

10. The package delivery system of claim 1, further comprising a customer electronic device 1n
communication with the control circuit, wherein the control circuit 1s further configured to
remotely unlock the particular storage locker upon receipt of instructions from the customer

electronic device associated with the particular storage locker.

11. The package delivery system of claim 1, wherein, upon receipt of the particular storage locker
by the customer recipient, the control circuit 1s further configured to require customer

authentication prior to opening the particular storage locker.

12. The package delivery system of claim 11, wherein the customer authentication may include
at least one of: mput of a customer code via an electronic user interface associated with the
particular storage locker, walking gate detection, biometric authentication, Bluetooth
confirmation, GPS-enabled history confirmation, or usage history of an electronic customer device

carried by the customer recipient.
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13. The package delivery system of claim 1, wherein the control circuit 1s further configured to
automatically detect the delivery agent approaching the docking station and an authentication
aspect from the delivery agent, wherein the authentication aspect includes at least one of: a delivery
code, walking gate detection, biometric authentication, Bluetooth confirmation, GPS-enabled
history confirmation of the delivery agent electronic device carried by the delivery agent, or usage

history of the delivery agent electronic device carried by the delivery agent..

14. The package delivery system of claim 1, wherein the control circuit 1s further configured to
track the delivery agents; and determine distances of each of the delivery agents from each of the

docking stations having the one or more storage lockers awaiting delivery.

15. The package delivery system of claim 1, wherein the docking station further comprises one or

more sensors configured to detect at least one of movement, sound, or electromagnetic signals.

16. The package delivery system of claim 1, wherein the control circuit 1s further configured to:

detect unauthorized removal of at least one of the one or more storage lockers or at least
one of the docking stations from a predetermined location coordinate of the one or more storage
lockers or the docking stations;

1in response to the detection of the unauthorized removal, prevent access to the at least one
of the one or more storage lockers or the at least one of the docking stations; and

provide an alert message to at least one of the customer recipient or a retail store associated
with the one or more storage lockers or the docking stations, wherein the alert message indicates
at least one of: the unauthorized removal and current location of the at least one of the one or more

storage lockers or the at least one of the docking stations.

17. A method for delivering packages to customers using crowd-sourced delivery agents
comprising:

recerving, by a control circuit, a product order submitted by a customer recipient, wherein
a delivery code 1s assigned by the customer recipient to the product order;

associating a storage locker of a plurality of storage lockers with the delivery code;
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determining, by the control circuit, locations of a plurality of delivery agents via one or
more delivery agent electronic devices associated with the plurality of delivery agents, wherein
the one or more delivery agent electronic devices are configured to be carried separately and
distinctly by the plurality of delivery agents;

detecting whether a location of a delivery agent of the plurality of delivery agents 1s within
a predetermined distance from a docking station of a plurality of docking stations, wherein the
docking station has the plurality of storage lockers awaiting delivery;

1in response to detecting that the location of the delivery agent 1s within the predetermined
distance from the docking station, sending the delivery code to the delivery agent via a delivery
agent electronic device associated with the delivery agent;

recerving the delivery code from the delivery agent, wherein the delivery agent 1s at the
docking station;

verifying the delivery code receirved from the delivery agent; and

releasing the storage locker from the docking station for delivery to the customer recipient
when the delivery code received from the delivery agent 1s verified with the delivery code sent to

the delivery agent.

18. The method of claim 17, further comprising verifying an authentication aspect of the delivery
agent before unlocking the storage locker from the docking station, the authentication aspect
including at least one of: a delivery code, walking gate detection, biometric authentication,
Bluetooth confirmation, GPS-enabled history confirmation of the delivery agent electronic device
carried by the delivery agent, or usage history of the delivery agent electronic device carried by

the delivery agent.

19. The method of claim 17, further comprising verifying the storage locker upon determining

that the storage locker 1s secured to a customer docking station.

20. The method of claim 19, further comprising adjusting an authentication level required for

access to the storage locker based on contents of the storage locker.
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21. The method of claim 17, further comprising remotely unlocking the storage locker upon

receipt of instructions from a customer electronic device associated with the storage locker.

22. The method of claim 17, further comprising:

detecting unauthorized removal of at least one of the one or more storage lockers or at least
one of the docking stations from a predetermined location coordinate of the one or more storage
lockers or the docking stations;

in response to the detecting of the unauthorized removal, preventing access to the at least
one of the one or more storage lockers or the at least one of the docking stations; and

providing an alert message to at least one of the customer recipient or a retail store
assoclated with the one or more storage lockers or the docking stations, wherein the alert message
indicates at least one of: the unauthorized removal and current location of the at least one of the

one or more storage lockers or the at least one of the docking stations.
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